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What is SATAN?

With great advances in the computer industry over the last couple years the world has found itself relying more and more on the functionality of computer systems.  Although these computer systems provide some amazing opportunities, nothing comes without risk.  A Security Analysis Tool for Auditing Networks, SATAN, was developed by Dan Farmer and Wietse Venema.  SATAN gathers information about machines, networks, and remote hosts by examining a number of Internet and Unix services, looking for potential problems and known security loopholes.  Encountered vulnerabilities are then linked to information on how to fix the problems.  It is driven entirely through a Web-based browser such as Netscape, Mosaic or Lynx and allows you to examine, query, and analyze the output through this interface.  This was a welcome change from the tedious command line options of other security tools.   

SATAN gathers as much information about remote hosts and networks as possible by examining such network services as finger, NFS, NIS, ftp and tftp, rexd and other services.  The information obtained by SATAN is very valuable in that it provides the network topology, the types of network services running, the types of hardware and software being used on the network, and other important network information.  As well as gathering network information SATAN will inform about potential security flaws: incorrectly setup or configured network services, well-known bugs in the system or network utilities, or poor or ignorant policy decisions.

SATAN, as are many security tools, is a particularly potent "double-edged sword." If used properly in conjunction with other utilities, it can improve Internet security. If used by malicious minds, however, it can arguably cause harm.

Who should use SATAN?

SATAN's primary design goal was to be an information gathering and sorting tool. System administrators will probably get the most out of using it, but it might prove useful for anyone who wants to learn and understand more about network security.  Anyone that may be concerned about the security of their system will benefit from the knowledge provided by this security analysis tool.

How Does Satan/Saint Work

Satan is a network security analysis tool, which is used to scan various hosts on a network and report on potential vulnerabilities throughout the network.  To accomplish this task a variety of different methods are used to check for active ports and to check those hosts for vulnerabilities.  To scan for active hosts on the network fping is used.  Fping is a ping like program which uses the Internet Control Message Protocol (ICMP) echo request to determine if a host is up.(1)  The differences between ping and fping is that in fping you can input any number of hosts and have the program ping them in a parallel round robin fashion, when a ping is received it is removed from the list of hosts to ping and noted in a file for future output.  Fping will repeatedly try hosts until a time limit or retry limit is met.  When the limits are met then the host will be considered unreachably.

At the core of the Satan/Saint architecture is a small generic kernel, which doesn’t contain or have knowledge of network services.  All of the various knowledge features are built into small data collection tools and rules bases.  The other parts of the kernel are a Magic cookie generator, which generates a cookie for the current session, this cookie is encrypted and must be present for the program to run.  There is a policy engine, which takes the constraints specified in the configuration file to determine which hosts will be scanned and what is an appropriate scanning level for that host. The proximity level of each host is determined (the root host has proximity level zero) if other hosts are found and there proximity level is higher than what is allowed in the configuration file then they will not be scanned.  Once the policy engine has completed its tasks it then passes it’s information on to the target acquisition system, which makes a list of probes for various hosts. That information is then passed onto the data acquisition system.  The data acquisition system performs the probes generated by the target acquisition sub-system.  It keeps track of what probes are performed.  The information collected by the data acquisition engine is then passed onto the inference engine.  The most important part of Satan/Saint is the inference engine.  It is comprised of a collection of little inference engines, which have their own rule bases.  The inference engines are operating in real time constantly changing the facts for the inference engines, the probes to be done by the data acquisition sub-system and new targets for the target acquisition subsystem.   Some of the rules used by various inference engines are todo rules that specify the probe that should be done next, hosttype which try and deduce the system class, facts which try to discover the vulnerabilities and what type of information should be ignored.  As stated before by applying the rules used by the inference engines in real time large amounts of information about the system can be generated.   Scanning levels are one of the configuration options that can be manipulated in either that config file or does by changing the parameters on a command line input.  Some of the various scanning levels which can by applied are light, normal, heavy, top 20 and so on.  The intensity of the scanning levels constantly increases the number of vulnerabilities, which are checked.  Probably the most important part of the whole program is the report generation.  If you are scanning a huge system with a thousand plus hosts a sloppy output report could be a useless as not having run the program in the first place.  There are various reports that can be generated by the program and the information can be broken down in to a number of easy to navigate pages which group the information in to categories such as vulnerability levels and types, also domain and subnet type breakdowns are available.  

Basically Satan is compromised of a number of sub programs, which on their own could produce limited information about the network, and it’s vulnerabilities.  However when they are put together as a whole to form Satan they are very powerful.  

Dangers

Satan seems like such a nice and safe tool used to identify problems or glitches in the network, but which used in either an incorrect manner or with out the proper knowledge on how to use it Satan can become vary dangerous and get the user in to a lot of trouble.   Like all other scanning tools Satan can be used in a malicious fashion by hackers/crackers against unauthorized hosts to determine potential weaknesses for attack.  Another reason that Satan can be dangerous is that it could be used by an unknowing system administrator to check his/her system and not have the proximity levels properly set and then have Satan could be doing checks and probes on unauthorized systems.  This could potentially cause a lot of problems because alarm bells might go off at the other system causing various problems for you.  The alarms will go off because Satan uses a hackers approach to probing systems.  The authors of Satan recommend the safest way to run Satan is from behind a firewall because Satan will only probe systems that is has IP connectivity to.  In a quick little note the authors of Satan has trouble even writing the program because it was seen as a hacking tool (one even lost his job because of it).  

Satan has three control features build into it,  first it will not go beyond the proximity level set in the config file.  Each host that is adjacent to the original host is one proximity level away.  Thus having the proximity level properly set will not enable to improperly probe unsolicited hosts.  When on large networks with hundreds of hosts the number of hosts can grow exponentially and if the proximity level is to large than you could possibly be trying to handle ten’s of thousands of probes on thousands of hosts.  There are two other control features which Satan has on of which is an attack_only_these and the other is a don’t_attack_these.  The attack_only_these limits Satan to check only the hosts or type of hosts specified and the other file prevents Satan from probing certain hosts such as government and military hosts.  

How to Install SATAN
Installing SATAN is a very straightforward task.  To compile and install a copy of SATAN, simply type reconfigure to configure all of the paths needed by SATAN, followed by make to compile and install the program.  The original source code for SATAN was developed to be compatible with systems running SunOS or IRIX but could be compiled and used on systems running Linux with a little tweaking.  Unfortunately, the Linux operating system has undergone some dramatic changes during the years since SATAN was released and the source code will no longer compile.  The reconfigure script from version 1.1.1 will run, but make fails.

In 1997, the source code of SATAN patched to make installation on Linux systems easier.  But even this updated version of the code still will not compile under current Linux distributions.  When the reconfigure script is run, it prints out the following message and then hangs:

checking to make sure all the target(s) are here...

Ok, trying to find perl5 now... hang on a bit...

Since the latest version of SATAN is not compatible with current versions of Linux, there are only two options one can choose between: use an outdated Linux distribution or use SAINT, an updated predecessor to SATAN.  Since older versions of Linux lack compatibility with a lot of the current hardware, the only reasonable option was to use SAINT instead of SATAN.

The most recent freely available version of SAINT is version 3.4.6 (version 3.5 is available as part of a commercial package which is very expensive).  Installing SAINT consisted of the following steps:

1. Un-package the source code in the directory where SAINT is to be installed.  The location should most likely be either /usr/local/bin or /usr/local/src.

2. Type ./configure.  This will configure all of the directories that SAINT needs to use to run properly, and set some system specific options.

3. Type make.  This will compile the SAINT source code.

4. Type make install.  This installs the manual pages for SAINT.

Running SAINT

Once SAINT is properly installed, it can be run by typing ./saint from the directory where it was installed.  SAINT must be run as ‘root’.  This is absolutely necessary, as no other users on a properly configured system will have the unrestricted access required to run SAINT.

When SAINT is run, you are presented with an introductory web page.  You can scan a remote host by choosing “Target Selection” from the menu bar on the left side of the screen.  The “Target Selection” screen (see Figure 1) presents you with several host-scanning options.  The first option is a space-separated list of hosts, an IP address range, or a subnet that is to be scanned.  Alternatively, a filename may be specified and this information can be read from the file.  The next options let you choose between scanning only the specified hosts and scanning all hosts on the target’s subnet.  We do not have the authority to scan all hosts on my subnet, so we choose the scan only the target host.
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Figure 1: The Target Selection Screen

The next options allow the user to choose how in-depth the scan will be and whether or not to perform dangerous tests.  The available testing levels are light, normal, heavy, heavy+ (which includes scanning WinNT ports which are known to cause the system to crash), top 20 (which only scans for the top 20 security risks), and custom.  If SAINT is instructed to perform dangerous tests, the output will be more accurate but some of the tests may cause the services to crash.  The final option allows you to enable or disable firewall support.  If the host you are trying to scan with SAINT is behind a firewall, then firewall support must be enabled.

Our Tests

The first time SAINT is run in each session, a password disclosure warning is displayed (see Figure 2).  This message warns that confidential information may be revealed to other WWW servers from within SAINT, and that you should not contact any other WWW servers from within the SAINT environment.
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Figure 2: The Password Disclosure Warning

Once the user has read and understood the password disclosure warning and read the SAINT vulnerability tutorial, they can continue to scan their system by pressing the reload button.  SAINT then runs several tests which collect information about the host (see Figure 3).  The length of this process depends on the testing level which was chosen in the Target Selection screen.
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Figure 3: Results from data collection process

Once the data collection process is completed, the data can be analyzed.  The user is presented with a menu which allows the results of the scan to be viewed in several different ways (see Figure 4).  The first three options allow the list of vulnerabilities to be viewed by approximate danger level, type of vulnerability or by total number of vulnerabilities.
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Figure 4: The report table of contents

The next options display the host information by class of service, system type, internet domain, subnet or host name. These screens give a complete list of hosts by different categories, the total number of hosts and the number of hosts with vulnerabilities.

Figure 5 shows a screenshot of the vulnerability by danger level screen.  For each vulnerability detected on the system, SAINT provides a tutorial which explains what the vulnerability is, what risks it creates and how to secure the system against the vulnerability.
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Figure 5: The vulnerabilities detected on the system

The first vulnerability found was the SGI fam service.  See the description of the SGI fam service given earlier for more details.  The tutorial for this vulnerability suggests that either fam be disabled, or a freeware version of fam be used.  We resolved the problem by disabling the fam service.  Figure 6 shows the SAINT output from the scan after fam was disabled.
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Figure 6: The fam vulnerability doesn't show up on the scan

The five items listed under Possible Vulnerabilities are not necessarily problems with the system, but are things which may cause problems.  For example, SAINT indicates that SMTP may be used as a mail relay.  The tutorial for this vulnerability suggests upgrading to at least version 8.9 on Sendmail and editing the sendmail.cf file for maximum security.  Even after following SAINT’s suggestions to tighten system security, this vulnerability still appeared after a scan.  This is because SAINT is showing any services which may have potential security flaws.  The system administrator must investigate these services to determine whether or not they do, in fact, provide some way for malicious users to compromise the system.  Once the administrator has taken all precautions, they can instruct SAINT to ignore the problem in future scans.

Once the fam service was disabled and the possible vulnerabilities were investigated, SAINT was run once again and no system vulnerabilities were found (see Figure 7).
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Figure 7: There are no more vulnerabilities on the system

Now all areas of concern have been dealt with. All potential problems have been investigated and no security holes have been found in the system.  We are now confident that our system is secure against malicious attacks.

Vulnerabilities 

Satan/Saint is when you get down to it a vulnerability checker in this section we will attempt to highlight some of the more common and interesting vulnerabilities.  We will also discuss the vulnerabilities that were reported when we ran Saint for testing purposes.  Saint checks all of the vulnerabilities on the Sans top 20 list plus most of the CVE’s.  A complete list of vulnerabilities check is listed on the Saint web page given in the references.  

SGI fam vulnerability, the problem arises when a client connects to the fam service, it specifies the name of a file or directory to watch for modifications. If the name of a directory is specified, the server returns a listing of that directory. An attacker could obtain a complete list of files on the system by obtaining a listing of the root directory and recursively following the subdirectories. All IRIX systems prior to IRIX 6.5.8 running the fam service are vulnerable.(2)  This vulnerability could allow an attacker to obtain a complete list of the files on the system.  Since we were not running IRIX we weren’t vulnerable but it did alert us to checking the fam service to see if we had a problem.  The fix for IRIX is quit simple all that needs to be done is a line in a file needs to be commented out to disable this vulnerability.  

The next type of vulnerability that was encountered was a DNS Vulnerability which is a vulnerability group consisting of a variety of different faults which may be present in the system.  Some of the DNS vulnerabilities are Buffer Overflow in Transaction Signature code, Buffer Overflow in nslookupComplain, Information Leak, Improper Handling of NXT Records, Cache Poisoning, and Denial-of-Service bind Vulnerabilities.  Information leaks can be crafted to access the program stack giving access to program variables.  Cache poisoning is used to affect the mapping between host names and IP addresses allowing the possible capture of information.  Other vulnerabilities would easily allow Denial of service attacks to take place.  The impact of some of these DNS vulnerabilities is that malicious users can exploit to both gain unauthorized, privileged access to target machines and/or disrupt service on target machines. There are various fixes to these DNS problems.  To fix the problems a simple upgrade to bind will be sufficient.  

The third vulnerability that we encountered was a SMTP mail realy vulnerability. The problem is that some SMTP servers accept any sender or recipient address without checking whether or not at least one of them is in the server's domain. On such servers, it is possible to supply a fake sender address, and an arbitrary recipient address, which greatly facilitates the spread of e-mail spam.(2)  The simple fix to this problem is to upgrade to Sendmail version 8.9 or higher for UNIX based systems.  

The fourth vulnerability that was reported by Saint was a SSH vulnerability.  The vulnerabilities can occur in the ssh cryptographic login program. Outdated versions of ssh may allow a malicious user to log in as another user, to insert arbitrary commands into a session, or to gain remote root access to the ssh server.  The simple fix is to upgrade to a never version of SSH.

Two other types of potential vulnerabilities were detected on our system they were and yppassword vulnerability and a RPC Statd vulnerability.  If the yppassword vulnerability was present it could possibly allow a malicious user to gain access to the root and be able to execute arbitrary commands.  The RPC Statd vulnerability could also allow potential access to the root allowing the intruder to be able to create accounts and execute commands with root privileges.  The simple fix for these problems if they were to exist would be to make sure that they were disabled in the config files. 

An other interesting vulnerability that can occur is Synk4/Syn Flooding, this problem arises from some user or a multitude of users creating only half open connections causing the network or site to slow down incredibly.  There is no known fix for this problem yet.  The only thing that can be done is to make sure that the router is properly configured and hope that is can deal with these type of requests properly. 

Windows NT and Linux based Networks or hosts can also posses SMB share vulnerabilities, which are like enabling file sharing in a windows environment.  The problem arises form allowing the sharing of files or directory space on the network, just like with any other internet service the possibility for misuse of the service by unauthorized users exists.  They could potentially take or delete your files.  The obvious fix to this problem is to disable the application but if you want to use file sharing other fixes must be explored.  Other fixes are to enable User access in which the creator can specify users and passwords for users an not allow open sharing.  The creator can also enable what type of operation the users have.

Other Vulnerabilities 

Unprivileged NFS Access

Problem

A Network File System server accepts and executes requests from unprivileged user programs.  When a NFS client host wants to access a remote file or directory, its operating system sends a request to the NFS server.  Any user can run a program that can generate arbitrary NFS requests.  When an NFS server accepts requests with AUTH_UNIX authentication from unprivileged user programs, a malicious user can execute file access requests on behalf of any user.  

Impact

An NFS file access can be requested by a malicious user on behalf of any user.

Solution

One solution is to configure the Network File System to accept requests only from privileged system programs, such as UNIX kernels, and to reject NFS requests that are sent by unprivileged user programs.

Portmapper Exports

Problem
The network file system exports via the portmapper.  Instead of talking directly to the mount daemon, malicious NFS client can ask the server’s portmapper daemon to forward the request to the mount daemon.  The mount daemon enforces restrictions on exportation.  When the mount daemon receives the request from the portmapper, the mount daemon will believe that the request comes from the file server, and not the malicious client.  This will allow the malicious client to talk directly to the server’s NFS daemon to access the directory and all the files below it.

Impact

The export restrictions enforced by the network file system can be bypassed.

Solution

Run a portmapper that does not forward mount requests.

NIS Password File Access

Problem

Arbitrary hosts accesses the NIS password file.  Because many NIS implementations offer no form of access control, every host that requests information will receive a reply.  When the local network is accessible from other networks, a remote intruder can collect password file information and run a password guessing program.

Impact

Allows automated password guessing attacks.

Solution

Many vendors are offering patches which are offering more control to the NIS file.

Remote Shell Access

Problem 

Arbitrary hosts can obtain remote shell login access.  Once inside, the intruder can replace system programs or configuration files and take over the machine.

Impact

Any malicious user on the network can take over the machine.

Solution

Remove the wildcard(+) from the /etc/hosts.equiv file.  Delete or disable any accounts without a password from the system or NIS password file.

REXD Access

Problem

REXD remote access from arbitrary hosts.  By default, the rexd server believes everything that the client sends it.  An intruder can exploit the service to execute commands as any user.  The typical rexd server has no protection against abuse; most implementations have no provision for access control, nor do they require that the client use a privileged network port.

Impact

A remote intruder can execute commands as any user.

Solution

Disable the rexd service.  Some rexd implementations can be configured to use a more secure protocol.

SATAN Password Disclosure

Problem

It is very important that the current SATAN password is kept secret.  When the password leaks out, unauthorized users can send commands to the SATAN HTML server where the commands will be executed with the privileges of the SATAN process.  SATAN never sends its current password over the network.  However, the password, or parts of it, may be disclosed due to flaws in HTML clients or due to weak protection of the environment that SATAN is running in.

Impact

Unauthorized users may execute commands through SATAN.

Solution

Avoid using the xhost mechanism.  Avoid sharing your home directory.  Avoid running X applications with output to a remote display.  Avoid sharing the SATAN directories with other hosts.  Avoid running SATAN with output to a remote display.

TFTP File Access

Problem

When the TFTP daemon does not limit access to specific files or hosts, a remote intruder can use the service to obtain copies of the password file or of other system or user files, or to remotely overwrite files.

Impact

Unauthorized remote access to system or user files.

Solution

Restrict TFTP access to only limited subtree of the file system.  When no access restriction is possible, restrict TFTP access by using a tcp wrapper.

Unrestriced NFS Export

Problem

When a file system is exported without restriction, an intruder can remotely compromise user or system files, and then take over the machine.

Impact

Unauthorized remote access to the system and/or files.

Solution

Make sure all files exports specify an explicit list of clients or netgroups.  Export file systems read-only where possible.

X Server Access

Problem

When the X server permits access from arbitrary hosts on the network, a remote intruder can connect to the X server and read the user’s keyboard, including any passwords that the user types.  Read everything that is sent to the screen.  Write arbitrary information to the screen.  Start or terminate arbitrary applications.  Take control of the user’s session.

Impact

A remote intruder can control the keyboard, mouse and screen.

Solution

Remove all instances of the xhost + command from the system-wide Xsession file, from user .xsession files, and from any application programs or shell scripts that use the X window system.

Writable FTP Home Directory

Problem

When the ftp home directory of a UNIX host is writable, a remote intruder can upload a .rhosts or .forward file to gain access to the system, or may be able to replace files.

Impact

Remote command execution, remote file substitution.

Solution

Make sure that the ftp home directory and all system files and directories below it, are owned by root.  Make sure that they are not writable by anonymous users.  As a rule, no file or directory should be owned by the ftp account.
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