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NetXRay

1. Introduction

NetXRay is a network monitoring and testing software product and allows us to observe the network's overall utilization, to capture and view packets (messages) transmitted over our LAN, and to generate testing messages so we can troubleshoot problem areas. 

NetXRay supports protocol suites such as TCP/IP, Internet Packet eXchange (IPX)/Sequenced Packet eXchange (SPX), NetBIOS, AppleTalk, DECnet, SNA, and Banyan traffic.

NetXRay requires an Intel-based Windows NT Workstation or NT Server system with a 10Mbit-per-second (Mbps) Ethernet, 100Mbps Ethernet, or Token-Ring adapter. A Network Device Interface Specification (NDIS) version 3.1 (32-bit) driver must serve the network adapter. If we run a Token-Ring network, the adapter must support "promiscuous mode" operation, which rules out any Token-Ring adapter based on the IBM Tropic chip set. In contrast, Ethernet adapters support promiscuous mode. 

NetXRay resembles Novell's highly successful LANalyzer network monitor. NetXRay offers a dashboard GUI with gauges that show LAN utilization and packet capturing information. If we want additional information, we can click on a Detail tab and get a statistical breakdown of the gauge indicators. If we run NetXRay on an ongoing basis, the gauge format provides the best at-a-glance view of network activity. 

NetXRay can also be more than a passive monitor. We can configure it to sound an alarm if network utilization exceeds a certain percentage or if certain types of network errors cross the threshold values we set up. 

The power of NetXRay is its ability to capture and view packets traveling through our LAN. We can capture all the traffic that the system running the software sees, we can filter it according to protocol type (e.g., IPX/SPX or TCP/IP), or we can home in on traffic between specific systems. Once we capture some traffic, we can view the contents of the captured packetsNetXRay tells us which protocol is in use, the type of message with respect to that protocol (e.g., a name broadcast, a service request, or a data message), and the contents of the packet. Note that this capability makes NetXRay somewhat dangerous ( a lot of information we transmit over LANs isn't encrypted. So when we start capturing that information, we splay our corporate data open for view like a frog on a dissecting board. Bottom line: Don't put NetXRay on every desktop system. 

NetXRay's monitoring and capturing capabilities make it a valuable tool for any network analyst or manager. But NetXRay doesn't stop there. It provides two more capabilities of interest to the hard-core network crowd: First, it can generate "test" packets that can be benign test (no-op) messages or replayed captured packets. Second, NetXRay can decode Simple Network Management Protocol (SNMP) Management Information Base (MIB) information, so we can use the product to help set up and debug a large-scale network management system, such as HP's OpenView or IBM's NetView. 

The documentation and online help that come with NetXRay are adequate. At present, NetXRay can recognize IPX/SPX, TCP/IP, NetBIOS, AppleTalk, DECnet, SNA, and Banyan traffic. 

When NetXRay is deployed in any production system (workstation or server), NetXRay consumes its fair share of CPU resources. It will definitely be noticed that an operational difference when NetXRay is running. Still, this resource consumption is a small price to pay to uncover the secrets hidden under the surface of our LAN. 

2. Installation & Test

2.1 Installation & Deployment

The installation of NetXRay is quite straightforward. Here we have NetXRay version 3.0.3 in hand to test. Double Click the self-Extracted file, and it will automatically install itself.  Even though it claims to work on WinNT workstation, we can use it well on win9x platform. However, we couldn’t successfully deploy it (after installation) on Windows 2000 and Windows XP.

After installation, go to Start->Programs->NetXRay, we were prompted to choose one of the network adapters (Fig0). 
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                                 Fig0
[image: image28.wmf]At first, there are a few windows in the main working place: Dashboard, Capture and Packet Generator (Default). The friendly interface is in windows’ application look and feel. We can have a snapshot as Fig 1: (In order to save storage space, we save the snapshot as 16 colors bmp, not 24-bits.)

                                                                Fig1

There are six items 6 items on menus bar: File, Capture, Packet, Tools, Windows and Help.

The Tool bar holds the following items: Open, Save, Print, Abort Printing, First Packet, Previous, Next, Last Packet, DashBoard, Capture Panel, Packet Generator, Host Table, Matrix, History, Protocol Distribution, Global Statistics, Alarm Log and Address Book.

2.2   Testing for Major Functions

In the experiment, we covered the major functions in NetXRay. 

2.2.1 Capturing All Packets

NetXRay is capable of capturing all packets at near wire speed. When we use NetXRay with various address, protocol, and data pattern filters, it lets us pinpoint network trouble areas accurately and effectively.

· From the View menu bar, Click “Capture”. A Capture window is displayed.

· Select Default from the profile list box.

· Click “Start”, the capture gauge shows the status of the capture in progress.

· Capture will stop when the buffer is full (default 256K bytes). Or Click  “Stop” to stop the Capture.

· Click “End and View” to view the results. 

Following are the results we got: Fig2 Decode View, Fig3 Matrix View, Fig 4 Host View, Fig5 Protocol List, Fig6 Summary View.
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                                               Fig3
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                                             Fig 4
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                                          Fig6
2.2.2 Capturing Packets Using Filters
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                                                                    Fig7

Since we are going to capture the ICMP packets from host 137.207.234.139 (MAC: 00 E0 29 03 0F 72) to host 137.207.234.150 (MAC: 00 03 47 88 E6 58) by using ping command, we set the items in “Address” tag as above (Fig7). We then set the items in “Advance Filter” as below (Fig8). In this case, we don’t need to set the packet size. But we still show below how to set it if we want for our case.
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                                                       Fig8

Below is the view of the captured packets (Fig9).
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                                                              Fig9

In this case, we want to test the function of how to set Data Pattern. From above information got from the captured packets, we move on to set the “Data Pattern” by using the ICMP pattern. We are going to capture the Echo Request ICMP packets or packets with Sequence Number 4096.

· Go to the “Filter Setting” dialog as before

· Click “Data Pattern” Tab (Fig10)

· Click “Add Pattern” (if this is the first time to set data pattern)/ or just Click “Edit Pattern” 

· Choose the pattern we want and Click “Set Data” Button. (The pattern is automatically set)

· Back to the “Filter Setting” Dialog, Use buttons such as “Toggle AND/OR”, “Add AND/OR” or “ Add NOT” to enrich the filter setting (Fig11)

· Click “OK” to finish the setting 
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                                                           Fig10
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                                                                Fig11

Below is the result we get (Fig12).
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                                                              Fig12

2.2.3 Capturing Packets Using Triggers

· Click Menu “Capture”->”Apply Trigger”

· Check “Enable” box for Start or Stop Trigger if we want to use them (Fig13)

· Click “Define” button of each to give the detailed conditions for triggers (Fig14, Fig15).
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                                                             Fig13
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                                                    Fig14

[image: image15.png]op Tri

Tiiggers:

¥ Time

Clseost [ mr =]
& Sapeta[FT s ot

Delete

L

I Alams

m

Event fiter

Lol

Cancel





                                                 Fig15

The above three pictures show the steps we set the start trigger and stop trigger. When the time comes, the capture starts to work automatically stops in one minute. If during this time, we use the same ping command as above, we will get the similar packets as shown previously. 

2.2.4 Generate Network Traffic

The packet generator has the ability to send data packets out. It can be used to produce packets to feed our application for testing, or to generate a traffic load onto the network. 

2.2.4.1 Editing Packets Content

Packet contents can be modified from the Hex field or directly from each decoded field in the decode page. According to the source and destination hosts hardware addresses respectively, we set the address fields as below (Fig16). The address in circle is for the destination host, while the one in rectangle is for the source host.
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                                                               Fig16

2.2.4.2 Sending Packets
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                                      Fig17

After setting the packet content, press the button in circle, a packet is generated and sent (Fig17).

Then, we set the content again by filling the data field with eight “61” (Fig18) and send it out.


[image: image18.png]Contguton | Decace |
Sond
€ Continuously

& timefs)

Packet

Dol [

Data fhex} size: | 60

0000: 00 e0 25 03 0f 72 00
0010: 00 00 00 00 00 00 00
0020: 00 00 00 00 00 00 00

0030; €T 61 61 €5 00 00 08

03
o
o0
o0

4
o0
o0
o0

Miliseconds) Ivol ave ]
= (=
= i
95 6 55 00 00 00 00 | .1..z..5..x
0 50 00 00 00 00 00 |
o 00 o e
09 00 00 | s

el |t





                                                          Fig18

2.2.5 Monitoring Network Statistics 

NetXRay provides both real time viewing and long- term traffic analysis in graphical format. It can monitor multiple network statistics variables concurrently. This allows us to predict future network needs and plan for them accordingly. Alarms are generated whenever preset threshold parameters are exceeded, informing us about network exception conditions that may require immediate attention. NetXRay monitors and displays a network segment’s packet rate, utilization and error rate in real time. Statistical counters for all network detail parameters are maintained in memory, and may be exported to Excel format for tabulation or charting.

2.2.5.1 Host Table

Host Table is the function for tasks such as applying for Network Statistics gathering. 

The host statistics provides a quick analysis of the traffic statistics collected for each host node in real time. We can view host traffic at the MAC layer, or selectively view only network layer traffic in the IP or IPX layers.

The host table has four different views: outline table, detail table, bar chart, and pie chart.

· Outline Table View (Fig19):
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                                                           Fig19

In the Host Table view for Ethernet, the following statistics are displayed:

·
HW Address: Station’s symbolic name or Hex address

·
In Pkts: Total # of packets received by the station

·
Out Pkts: Total # of packets transmitted by the station

·
In Octets: Total # of octets received by the station

·
Out Octets: Total # of octets transmitted by the station

·
Out Errors: Total # of all errors generated by the station

·
Broadcast: Total # of broadcast packets transmitted by the station

·
Multicast: Total # of multicast packets transmitted by the station

Below is the Detail View of Host Table (Fig20):
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To access additional commands, press the right hand mouse button on the Host Table view to bring up the context menu:

·
Pause Update: Suspend the host table counter update temporarily

·
Reset: Clear all counters in the Host table

·
Capture: Start Capture

·
Create Capture Filter: Open the Capture Filter Setting dialog box. The hardware address pair is set up automatically with the station hardware address set as “to and from any”.

·
Properties: Open a dialog box to change the host table viewing options. We can show either the station’s hardware address or symbolic name.

·
Export: Save the Host Table data to a CSV format file.

Below are the Bar View of the Host Table in IP Tap (Fig21) and IPX Tap (Fig22), respectively. 

Note: Fig19 and Fig20 came from a test. Fig21 and Fig22 came from another test.
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                                                       Fig22

2.2.5.2 Matrix

The matrix statistics provide a quick analysis of the conversation traffic statistics collected in real time. We can view conversation traffic at the MAC layer, or selectively view only the IP or IPX layers.

The matrix statistics have five different views: traffic map, outline table, detail table, bar chart and pie chart.

Traffic Map is convenient to view conversation traffic between certain nodes. To select more than one node, hold the Control key down, then click additional nodes. Click the right mouse button to invoke the matrix context menu, and select the Show Select Node command. The matrix traffic map is shown with only those selected nodes, and their conversation peer modes.

Below is the Traffic Map from the Matrix (Fig23). 
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                                                                  Fig23

2.2.5.3 Statistic

We can apply pre-filters to network statistics gathering in real time.

We can look at your network loads in many different views. For example, by creating a hardware address filter to and from a router, we can easily tally the conversation traffic load to and from that router only. Below is the Pie View of Statistics (Fig24). 
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                                                             Fig24

2.2.5.4 Protocol Distribution

Protocol Distribution reports the percentage of network usage based on the network layer protocols in real time. Network layer protocols that can be monitored are IPX/SPX, TCP/IP, NetBIOS, AppleTalk, DECnet, LAT, OSI, SNA, Banyan/Vines, Apollo and XNS. Protocols not listed are grouped into others. Optionally, NetXRay can monitor TCP/IP Application Distribution, which reports on the percentage of each TCP/IP application as part of all TCP/IP traffic. TCP/IP applications monitored are NFS, FTP, Telnet, SMTP, POP, HTTP (WWW), Gopher, NNTP, SNMP, X-Window, IMAP, IRC, LPD and NetBIOS. Applications not listed are grouped into “Others” (Fig25).
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                                                              Fig25

NetXRay also monitors IPX protocols - NCP, SAP, RIP, NetBIOS, Diagnostic, Serialization, NMPI, NLSP, SNMP, and SPX. Protocols not listed are grouped into the “Others” category (Fig26). 
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2.2.5.5 History

History Statistics records network activities over a period of time. We can use the recorded data to establish a network performance baseline. We also can use baseline statistics to set thresholds to trigger alarms when above-normal network activities occur. The history statistics are also useful for determining long-term changes in network loading so that we can plan for future network expansion.

Below is one of the samples we got (Fig27).
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Ly Uriization 0 50 15 04:10:00
s Enors/s 0 10 15 04:10:00
i Drop/s 0 1000 15 04:10:00
s Octets/s 0 5000000 15 04:10:00
iy Broadcast/s 0 2000 15 04:10:00
Ly Multicast/s 0 2000 15 04:10:00
s Rurt/s 0 10 15 04:10:00
s Oversize/s 0 10 15 04:10:00
Ll Fragment/s. 0 10 15 04:10:00
Ly Jabber/s 0 10 15 04:10:00
s CRC erorss 0 10 15 04:10:00
s Aligrmert/s 0 10 15 04:10:00
Ll Colisions 0 10 15 04:10:00
Lt Under 64 Bytes/s 0 50000 15 04:10:00
ks 65 - 127 Bytess 0 30000 15 04:10:00
Lt 128255 Bytes/s O 30000 15 04:10:00
Lt 256 -511 Bytes/s 0 30000 15 04:10:00
i 512-1023Bytesis 0 30000 15 04:10:00
Ly 1024 - 1518 Bytes/'s 0 30000 15 04:10:00





                                                              Fig27

3. Conclusion

Cinco Networks' NetXRay is good medicine for the networks. With its rich functions, we can easily capture and analyze the whole LAN network’s traffic load and characteristics, so that to reinforce the network and optimize it. NetXRay is the software from Windows, which has friendly interface and is easy to use. In this project, we went through all the major functions it provides and presented the testing result of them. We’d like to recommend you, who are interested in working on network traffic analysis, to use it.
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