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1.1 Introduction   
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NetScanTools 4.22 is a tool for monitoring as well a scanning the network traffic on the Internet. NetScanTools 4.22 is a collection of common and specialized utilities that have their roots in the UNIX operating system. NetScanTools brings them to the Windows environment which is commonly found in the home and business environment. Many of NetScanTools functions, such as Ping, Traceroute, and NSLOOKUP are very familiar to network professionals. NetScanTools 4.22 has advantages over their command line counterparts in the area of output presentation and the way the commands and the output are integrated. It also has a graphical interface that makes the analysis of traffic information very easy to understand and interpret. The functions in NetScanTools 4.22 are grouped into a tabbed dialog which makes them very easy to use and gives it the “ look and feel” outlook.  NetScanTools 4.22 main screen is shown in Figure 1.

Figure 1: NetScanTools 4.22 Main Screen

In this project we present the NetScanTools 4.22.  A critical study has been conducted into the functionalities and application of NetScanTools 4.22. The critical study involved monitoring the traffic on SGI and Davinci as well as other interested sites, identifying ports that are reachable from a remote machine, tracing the routes of IP packets among other. 

In order to understand NetScanTools 4.22, we follow the tabbed look and feel shown in Figure 1.  In the proceeding subsections, we first described what each of the tabs do and then follows it with an output from the system. A clear description of each tabbed option on the main NetScanTools screen is obtained by clicking the tab and then pressing F1. A help wizard is also located on the main screen.

1.2 NetScanner Tab

It is one of the most powerful and popular features in NetScanTools. NetScanner takes a range of IP addresses and pings every IP address in that range. The IP addresses are optionally translated into hostnames or a Whois query is run for responding IP addresses. The basic aim of NetScanner is locating all active computers within the range of the IP addresses given. The range of IP address can extend beyond one subnet. In other words one can really query IP addresses belonging to two or more subnets

How it works

NetScanner is multi threaded meaning several IP addresses are targeted simultaneously. It works by sending an ICMP echo request (Ping) packet to the currently selected IP address. It waits for the timeout period and looks for a returning ICMP echo reply packet. NetScanner makes other requests depending on the types of data asked for. The user is required to enter two IP addresses, the starting and ending IP address in the sequence before any scanning can be initiated. The starting IP address must be numerically less than the ending IP address because NetScanTools increments through the range of IP addresses one IP address at a time. It is capable of performing a variety of functions during a network sweep depending on the choice of the user.  The packet parameters can also be configured using the Setup dialog on the NetScanner tab.

The Whois section allows the user to query a whois server for the domain information regarding a responding IP address. The whois information that is retrieved is stored in text files on the hard drive with extension. There are two options of Whois that can either be checked or unchecked, Enable Whois Queries and Enable Smart Whois. If a whois query for a particular domain has previously been completed and stored on the drive, the same query will not be made again until the results are cleared.

Testing NetScanner:

Two IP addresses 137.207.32.2 and 137.207.32.100 were provided as starting and ending addresses respectively to the NetScanner.

Sample outputs

Statistics for NetScanner

Scan completion time = Mon, 04 Mar 2002 19:31:35

Start IP address: 137.207.32.2

End IP address: 137.207.32.100

Number of target IP addresses: 99

Number of IP addresses responding to pings: 14

Number of IP addresses sent pings: 99

Number of intermediate routers responding to pings: 0

Number of successful Whois queries: 99

End of Report.

Some Screen shot of Actual Results

Target IP 
Hostname

Ping

Time
Whois
Responding IP

137.207.32.2
server.uwindsor.ca
0:0 Echo Reply
2
Y
137.207.32.2


137.207.32.3
studentcisco.uwindsor.ca

N/R
N/R
Y
N/R


137.207.32.4
ssr.uwindsor.ca
0:0 Echo Reply
1
Y
137.207.32.4


137.207.32.5
ssrcsmain.uwindsor.ca0:0 Echo Reply
1
Y
137.207.32.5


137.207.32.6
nismail.uwindsor.ca
0:0 Echo Reply
0
Y
137.207.32.6


137.207.32.7
?


N/R

N/R
Y
N/R


137.207.32.8
?


N/R

N/R
Y
N/R


137.207.32.9
?


N/R

N/R
Y
N/R


137.207.32.10
?


N/R

N/R
Y
N/R


137.207.32.11
?


N/R

N/R
Y
N/R


137.207.32.12
pdomain.uwindsor.ca
0:0 Echo Reply
0
Y
137.207.32.12


Sample Whois Output

[Query: 137.207.32.28, Server: whois.arin.net]

University of Windsor (NET-UWINDSORNET)

   401 Sunset Avenue

   Windsor, ON N9B 3P4

   CA

   Netname: UWINDSORNET

   Netblock: 137.207.0.0 - 137.207.255.255

   Coordinator:

      Diesbourg, Noah  (ND24-ARIN)  noah@UWINDSOR.CA

      (519)253-3000 ext. 2760 ext. 2760 (FAX) 519-973-7083

   Domain System inverse mapping provided by:

   DNS.UWINDSOR.CA

137.207.232.1

   NS1.UWO.CA


129.100.2.12

   Record last updated on 15-Feb-2001.

   Database last updated on  3-Mar-2002 19:56:53 EDT.

The ARIN Registration Services Host contains ONLY Internet

Network Information: Networks, ASN's, and related POC's.

Please use the whois server at rs.internic.net for DOMAIN related

Information and whois.nic.mil for NIPRNET Information.

[End of Data]

Interpretation of Results

The column labelled Target IP contains the IP address of each host that was targeted whereas Hostname contains the translated hostname for that IP address. The next column is labelled Ping. This column shows the ICMP response numeric type:code followed by an interpretative message or it shows an N/R for no response. The Time column contains the round trip time for the ping packet or the N/R message for no response. The Whois column displays whether or not data exists for the domain or IP address of the target host. A 'Y' symbol appears if the Whois query was successful otherwise N/R.  A dash symbol appears if Whois not enabled.  The Responding IP shows the IP address of the host that actually responded to the Ping packet. 

1.3 Name Server Lookup Tab

It is really three client utilities in one. "Simple Query" translates a hostname like www.uwindsor.ca to an IP address like 10.1.2.3 and vice versa. "Advanced Query" is just like UNIX NSLOOKUP. By using Advance Query Setup, one can specify the DNS one is currently using and the type of DNS records one want to view including MX Mail Exchanger records, NS Name Server records and others. Another feature of UNIX NSLOOKUP is the "LS" function.

 This feature lists by zone transfer all the computers registered in the DNS under that domain. This has been brought into NetScanTools as "List Domain".

The output below is obtained when ibm.com was passed as input. The output is a translated name and the IP addresses corresponding to ibm.com.

Ouput

[ibm.com]

Translated Name: ibm.com

IP Address: 129.42.19.99

IP Address: 129.42.16.99

IP Address: 129.42.17.99

IP Address: 129.42.18.99

1.4 Ping Tab

Ping originally a UNIX program uses a short burst of byte packets to solicit a response from a remote computer. It is used to determine connectivity between two-networked computer systems. It uses ICMP echo request and echo reply packets to tell the user whether a computer on the Internet (or Intranet) is reachable from the local computer. It is fully configurable and includes control of the IP fragmentation bit so the user can determine MTU (maximum transmission unit) between his computer and the target computer.  Since some computers deliberately block echo reply packets, the round trip time for a Ping packet can be used to judge the quality of the route between the host and the target. It requires the user to input the target machine.

Testing

Ping was tested using davinci.newcs.uwindsor.ca and ibm.com respectively

Outputs:

Pinging davinci.newcs.uwindsor.ca [137.207.76.3] with 32 data bytes

Start Time: Mon, 04 Mar 2002 20:42:53,5 packets transmitted, 5 packets received, 0% packet loss. round-trip (ms) min/avg/max = 0/0/1

Ping
Target IP
Bytes 
Time 
TTL
 Status


0
137.207.76.3
32
1
252
0:0 Echo Reply


1
137.207.76.3
32
0
252
0:0 Echo Reply


2
137.207.76.3
32
0
252
0:0 Echo Reply


Pinging ibm.com [129.42.16.99] with 32 data bytes

Start Time: Mon, 04 Mar 2002 20:54:35,

*Target not reached. Press Setup and increase TTL value. 

5 packets transmitted, 0 packets received, 100% packet loss

1.5 TraceRoute Tab

TraceRoute is a useful utility that uses ICMP echo request and echo reply packets to tell the user the route taken by network packets and the names of all the computers (routers and gateways) between the local computer and the target host on the Internet. TraceRoute achieves this by sending an ICMP Echo Request packet to the target host with a TTL (Time To Live) value of 1. It waits for a specified time for a response and sends another packet with a TTL of 2 and so forth. Each router beyond the local machine reduces the TTL value found in the header by 1 until the values is zero when the Echo Request packet is discarded and another ICMP message is returned to the local computer’s IP address with the ICMP type field set to Time Exceeded. The IP address of the router’s interface nearest to the local machine is placed in the IP header source field. This address is displayed by NetScanTools. The IP address can be translated into hostname if so desired but then the hostname should exist in the DNS (Domain Name Server) of the local machine.

The outputs from TraceRoute are the Hop number (router or gateway), the corresponding IP address of the responding hop, Hostname for the IP address (optional--can be omitted for speed) and the round trip time indicated as Time (time the packet was sent to the time a corresponding packet was received). In cases where the name of the router is not known because it is not included in the DNS, NetScanTools places a ’?’ for that name. The orders of the output as well as the type of packets and the TTL are all configurable on the tab.

Testing

TraceRoute is tested using davinci.newcs.uwindsor.ca as input.

Outputs:

TraceRoute Statistics:

32 data bytes to davinci.newcs.uwindsor.ca [137.207.76.3]

Start Time: Tue, 05 Mar 2002 23:32:13

3 packets transmitted, 3 packets received, 0% packet loss

round-trip (ms) min/avg/max = 1/2/6

Hop
IP Address
Hostname

Time
Status

1
137.207.208.1
gate.ucce5.uwindsor.ca
6
11:0:Time To Live (TTL) Exceeded in Transit


2
137.207.32.5
ssrcsmain.uwindsor.ca
1
11:0:Time To Live (TTL) Exceeded in Transit


3
137.207.76.3
davinci.newcs.uwindsor.ca
1
0:0 Echo Reply


It should be noted generally that many routers and especially gateways to destination networks would not respond to ICMP packets. This is often by design since hackers can use Ping, TraceRoute, and NetScanner to determine the topology of a remote network, many companies have deliberately turned off response to ICMP packets. This was confirmed when we tried www.ibm.com and many other servers and could not reach the target. The security issue is that any machine(s) that respond to the ICMP packets could be reached from the local machine and hence attack can be lunched from the remote site.

1.6 Port Probe Tab

Port Probe is an effective scanning feature designed to determine which ports on a target computer are active and being used by services or daemons. Port Probing is useful in determining what type of operating system and vulnerabilities a target host might have. It can be used for determining response of scanning detection alarm programs. Port Probe has the capability of reliably identifying TCP services hence assuring the user that once a connection is established those services would be available. The results are displayed in a tree-like view. 

Port Probe tab has options for probing a single host where the user enter only a singe IP address or a range of IP address where the user has to enter two IP addresses forming a range. The ending IP address should be numerically greater than the starting IP address.

Testing

The Port Probe was run using 137.207.76.3 and 137.207.76.5 as starting and ending IP addresses respectively with start port =1 and end port = 255.

Output (sample)

Port Probe Results

Target Computer List


137.207.76.3



00021 - TCP - ftp



00022 - TCP - unknown



00023 - TCP - telnet



00025 - TCP - smtp



00037 - TCP - time



00042 - TCP - name



00053 - TCP - domain



00080 - TCP - http



00111 - TCP - portmap



00135 - TCP - unknown



00139 - TCP - nbsession



00143 - TCP - unknown

The interpretation of the results is that once a connection is established from the remote site, all the above services are available for use by the local machine. 

2.7 Finger Tab

The Finger tab provides a client interface to a finger server usually located on a remote computer. NetScanTools includes a Finger and its companion IDENT server which is often required to be concurrently operating by many finger servers before they return any information to the client. Finger is a classic UNIX utility used to get some information about AnyUser@SomeDomain.com. The information obtained are the user's name, the last time their mail was read, last login time, and directory location on the target machine. The Finger service is less frequently used because of security reasons and as such the information obtained from it may be limited. Finger was tested using agyema4@server.uwindsor.ca and the results obtained are shown below.

Output

[agyema4@server.uwindsor.ca]

Login name: agyema4                   In real life: Agyemang M               

Client Type: Graduate                 Department: Computer Science

Home system: SGI Campus server 

Mail goes to agyema4@uwindsor.ca

[End of finger server message]

1.8 IDENT Server Tab

The IDENT Server tab controls the activities of the NetScanTools identification protocol server as defined in RFC 1413. It is intended to provide a means of determining the identity of a local user of a TCP connection.  In order to function effectively Finger and POP3 mail servers require the services of the IDENT Server. The IDENT server uses port 113 for listening to incoming connections. The returned information from IDENT server log file are date and time, followed by incoming IP address, then the local port number, a comma, the target port number, the operating system type and username of the user whose process is accessing the target port on the other machine.

1.9 Character Generator Client Tab (Chargen)

The Character Generator (Chargen) client tab connects to and receives data from an RFC 864 Chargen Service. It is used to determine the speed in characters per second of the network link to a Chargen server. This may be faster than the true link speed due to compression.  Although the Chargen Cient tab can function as either TCP or UDP, it is normally run in TCP mode because of the reliability of TCP and the fact that it gives a better indication of total network speed between the local computer and the Chargen server. When NetScanTools makes a connection to the Chargen Server, NetScanTools displays the first 1024 characters received. It then keeps receiving and displaying the effective characters per second until the Stop button is pressed. The limited display of characters results from the fact that updating the display with new characters significantly slows down the apparent speed of the network connection.

The Chargen Client returns the total effective speed of the network connection between the two machines, including the effects of data compression, if any. Test data is normally compressed when it goes through a modem connection, so the characters per second display will often exceed the expected bandwidth of the modem. TCP usage shows relatively stable characters per second reading after specific time whereas UDP servers show wide variations in the apparent speed of the connection because characters are sent in batches.

Testing

When we tried testing this option with hostname = server.uwindsor.ca and davinci.newcs.uwindsor.ca, we had one of the two most common errors

Output

ChargenThread: connect error:

The attempt to connect was refused. 

The interpretation of the error message is that the target host is either not running a Chargen Server, or it refused an access to a working Chargen Server using IP address.  The other most common error is when the hostname or the IP address cannot be located.

1.10 Echo Tab
Echo is an RFC 862 TCP or UDP service which 'echoes' back all characters received on the port that it is listening on. Due to security considerations, specifically Denial of Service attacks, this feature is often disabled on Internet connected computers. It takes as input the IP address or hostname of the target machine. The user is allowed to type a text if the target is running an echo server otherwise the connection is refused. Once connection is established, it means the remote machine can be contacted.

TCP protocol gives a valid indication of whether or not the connection was really established but in the cased UDP protocol it is not because there is no handshaking to verify receipt of packets. The two most common errors are “ errors getting host address” and “errors connecting to host” which are either because hostnames does not or connection has been refused for security reasons. As indicated earlier most servers disconnect their echo servers because of fear of possible attacks from a remote machine. We could not get any response for the servers names that we tried(server.uwindsor.ca, davinci.newcs.uwindsor.ca, ibm.com)

1.11 Launcher Tab

Launcher tab works by using simple program associations to determine which program to launch to connect to the given hostname or IP address. The Screen first takes the IP Address or hostname of a target and then provides three options for connecting to the target. The user has the option to use HTTP, FTP or Telnet to connect to the target. NetScanTools signals the operating system that the user would like to use the selected protocol to connect to the target host and it then selects the program which is normally used with those protocols. HTTP or FTP will usually launch your default web browser while Telnet will usually launch the built-in Telnet program.  Default executable programs for the three options can also assigned. This HTTP and Telnet options of this tab were tested using “hotmail.com and server.uwindsor.ca” respectively. The results were very simple, the system used the default browser to open the hotmail.com while telnet was used to open server.uwindsor.ca

1.12 Quote Tab

The quote retrieves the 'quote of the day' from a target host machine per RFC 865.  This is also known as QOTD or Cookie. The quotes are short sayings or messages, which are usually randomly selected and therefore are different for each client connection. The availability of quote from a target means the target is operational and can be reached from the local machine. Like Echo, Ping and others Quote server is usually disabled on most machines for security reasons. There is no set format for the quote messages but RFC limits the text returned to a maximum length of 512 bytes. Once again the connection to server.uwindsor.ca and davinci.uwindsor.ca were refused.

Output

ConnRcvThread: connect error:

The attempt to connect was refused.

1.13 DaytimeTab

The Daytime protocol is defined in RFC 867. Daytime is used as a quick way to determine the local time at that remote computer’s location. It is very important to have an idea of where the target is located geographically so as to appreciate the results. The input to this is the target IP address or hostname (e.g. server.uwindsor.ca) 

Output

[server.uwindsor.ca]

Fri Mar 15 14:20:57 2002

[End of Daytime Message]]

1.14 TimeSync Tab

TimeSync allows the local computer to communicate with precision Internet based time servers for determining the current time. It also allows the user to correct the local computer clock to closely match the time at the time servers. TimeSync works with three protocols to establish the difference in time between the local computer clock and the network time server clock. TCP and UDP protocol allow a one second resolution, while the high resolution SNTP (Simple Network Time Protocol) allows a theoretical 200 picosecond resolution.

1.15 Winsock Info Tab

This tab gives basic information about the active Windows Sockets (Winsock) software interface layer that is running on the local computer. The version of Winsock supported by NetScanTools is version 2.0. This is the highest version of Winsock that is supported by your Winsock implementation.  It also displays the types of socket supported, these are usually TCP, UDP and Raw socket.

Raw Sockets - This type of socket allows the programmer full control (in theory) over the contents of the message and the header being sent out of the socket. It is found on Windows NT 4 and Windows 98. It is not found on Windows NT 3.5x or Windows 95 with standard Microsoft supplied Winsocks.

1.16 TCP Term Tab

TCP Term is a simple general purpose TCP protocol communication client that operates just like Telnet. It uses the Telnet protocol to exchange handshaking bytes between the client and server when the connection is made. It can be used to connect to a mail server and verify a user.  Using TCP Term to connect to a port on the target, just enter the IP Address or hostname, enter the port number or port name and press Connect. If the target is running a server on that port, a response will be given otherwise a connection is refused. 

TCP Term can also be used to determine the probable system type by first entering the IP Address or hostname, then the port number or port name of services like SMTP, FTP, or HTTP and press Connect.  If the target is running a server on that port, a response would be given. 

Output

220  ESMTP server.uwindsor.ca 

Sendmail 980427.SGI.8.8.8/980728.SGI.AUTOCF ready at Fri, 15 Mar 2002 21:14:50 -0500 (EST)

Using TCP Term to verify an email address. First, find the MX machine(s) for the domain part of the email address. Then use the MX machine address as the target. Enter SMTP into the Target Port. Connect and wait for the header. Then type HELO followed by a space and your machine name, hit enter. If you get a successful acknowledgement, then type VRFY followed by a space followed by the full email address, hit enter. You will see a response. Type the word QUIT and hitenter. The connection should close. If not, press Disconnect.

Input/Ouput

220  ESMTP server.uwindsor.ca Sendmail 980427.SGI.8.8.8/980728.SGI.AUTOCF ready at Fri, 15 Mar 2002 21:19:58 -0500 (EST)

HELLO server.uwindsor.ca

500 Command unrecognized: "HELLO server.uwindsor.ca"

VRFY agyema4@server.uwindsor.ca

250 <agyema4@server.uwindsor.ca>

1.17 Database Tab
Winsock carries with it several features like the hosts file and two other lesser known, but very useful files named protocol and services. The Protocol and Services database files have no file extension and are found in the Windows folder on Windows 95/98 and in the Windows\system32\drivers\etc folder on Windows NT. They are text files and their purpose is to translate human readable names of protocols and services to numbers and vice versa. The database contents look like this:

# Copyright (c) 1993-1995 Microsoft Corp.

#

# This file contains port numbers for well-known services as defined by

# RFC 1060 (Assigned Numbers).

#

# Format:

#

# <service name>  <port number>/<protocol>  [aliases...]   [#<comment>]

#

echo                7/tcp

echo                7/udp

discard             9/tcp    sink null

discard             9/udp    sink null

systat             11/tcp

systat             11/tcp    users

daytime            13/tcp

daytime            13/udp

netstat            15/tcp

qotd               17/tcp    quote

qotd               17/udp    quote

chargen            19/tcp    ttytst source

chargen            19/udp    ttytst source

ftp-data           20/tcp

ftp                21/tcp

telnet             23/tcp

smtp               25/tcp    mail

time               37/tcp    timserver

time               37/udp    timserver

rlp                39/udp    resource      # resource location

name               42/tcp    nameserver

name               42/udp    nameserver

The importance of this database is that it is used to translate names of services into numbers used by sockets. For instance the names of services like 'ftp' ,’smtp’ would be translated into to a numbers (21)  and (25) respectively to be used by sockets enable programs.

1.18 Other 

NetSscanTools 4.22 has some other tabs that describe and give information about either the product or the company. We have not described those tabs for lack of space. These tabs include How To Buy, Preferences, About, What’s New at NWPSW. We have also not described the Help Wizard since its functions are obvious.

1.19 Problems Encountered

We have encountered a number of problems in our bid to test NetScanTools 4.22.  We enumerate some of the problems for the benefit of the course in particular and for students who would be taking such projects in the future.

1. IT services threatened that testing NetScanTools 4.22 could lead to a disciplinary action taken against us and I quote ” Your statement about not doing any harm will be disregarded and may lead to disciplinary procedures against you”.  We had this response when we had almost completed testing our tool.

2. We could not test the full capabilities of NetScanTools on server.uwindsor.ca and davinci.newcs.uwindsor.ca because of the university’s firewall. The same firewall also limited our access to other servers outside the university from the computer Lab.

3. A few of the tabs on NetScanTools required some configuration on the host machine which we could not attempt doing. 

1.20 Conclusion

NetScanTool 4.22 is a good scanning tool for monitoring Internet traffic. It is basically a collection of common and specialised command-based UNIX utilities that have been given a “Windows feel” with additional graphical facilities that makes interpretation very simple.
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