Cisco Secure Scanner

Prepared By: 

Mohammad Aktaruzzaman

Aniruddha Bharadwaj

Swagata Pramanik

Supervised By: Dr.Aggarwal

60-592

Brief Details of Software:

Name of the software: Cisco Secure Scanner

Version: 2.0

Produced By: Cisco Systems

Purpose: The Scanner helps network administrators and security consultants to ensure preparedness by detecting and reporting on vulnerabilities on network hosts.

Download from: http://www.cisco.com/warp/public/cc/pd/sqsw/nesn/
Comments: Evaluation copy (For 1 Host)

1 Introduction

Cisco Systems, Inc.---the worldwide leader in networking for the Internet---offers comprehensive, end-to-end security solutions for the enterprise. The Cisco Secure line of security solutions includes the Cisco Secure Scanner, the vulnerability scanner and network mapping system. The Scanner enables an enterprise to diagnose and repair security problems in networking environments. The Scanner helps network administrators and security consultants to ensure preparedness by detecting and reporting on vulnerabilities on network hosts. 

2 What does the software do?

The Scanner scans the network to uncover vulnerabilities that threaten the security of the network. It helps to find out the

                      a) Vulnerability of the network

                      b) Vulnerability details

                      c) Report

a) Vulnerability of the network  

The Scanner discovers security weak points on our network before intruders can exploit them. The Scanner allows us to automatically compile an inventory of networking devices and servers on our network.

b) Vulnerability details
By using the vulnerability inventory database, the Scanner identifies vulnerabilities associated with network services. It then compiles a list of the discovered vulnerabilities and displays them in a grid.

c) Report

After that it makes a HTML document file. It is a well-documented report. It gives a descriptive solution for the vulnerability, which is(are) detected. The solution comes from Network Security Database (NSDB)

3 Which Networks to Scan

We can use the Scanner to scan all IP-based networks. The Scanner can scan networks connected to the Internet as well as standalone networks. 

4 When to Use the Scanner

Using the Scanner in conjunction with firewalls, Intrusion Detection Systems (IDSes), and other security measures ensures security in depth.

4.1 Use the Scanner on a Recurring Basis

The Scanner should be used on a recurring basis. The scheduling function allows us to set up sessions on a regular or random basis. As sessions are run, we can review the session data and compile grids, charts, and reports, and thus always be knowledgeable about the security of our network.

4.2 Recommendations for Using the Scanner

Follow these recommendations to make the best use of the Scanner:

· Dedicated security staff personnel 

Have a member of our security staff dedicated to using the Scanner to patrol the network and to fixing any holes that are uncovered.

· When to run 

Run the Scanner at times when network traffic is at a minimum.

· Notify users of scanned devices in advance of a session 

Users need to know which sessions are authorized so they can take action and make improvements to the network's security based on the session results.

· Vary session times 

Run sessions at various times of the day and week to improve the chances of accessing systems that may be unavailable at certain times.

· Run unscheduled sessions on secure systems 

After we have secured our network, run unscheduled sessions to maintain the security of the network. Run unscheduled sessions against systems that have already passed a scheduled scan to make sure no new vulnerabilities have been introduced.

· New machines and devices added to the network 

Scan new machines immediately to uncover any security weaknesses.

· Use the Scanner to measure and manage change on our network. 

· New vulnerabilities 

If we discover a new vulnerability, contact Cisco Systems. Updates to the vulnerability rules database will also be made available to Cisco customers on a regular basis. Check the following URL to download new updates: 

www.cisco.com/go/scanner 

5 How to use the scanner

This is main screen of secure scanner.

                        help

  Create new session             Click to bring up preference dialogue box             session                                             

                                                                                          

        View highlighted items(session)               Access NSDB    delete selected session     rename session            
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Figure1 : Scanner Main Screen 1

5.1 Different purpose of different option: 

	Pop-up Menu Options Right-click 
	To Get These Options 

	Scanner Sessions
	· Create New Session 

· Exit 

	Sample Session
(or the name of any other session)
	· Modify Session Configuration 

· Delete Session 

· Rename Session 

· Exit 

	Result Set
	· View Grid Data 

· View All Host Data 

· Delete Result Set 

· Create New Report 

· Exit 

	Chart Name
(under the Charts subfolder)
	· View Chart 

· Rename Chart 

· Delete Chart 

· Exit 

	Grid Name
(under the Grids subfolder)
	· View Grid 

· Rename Grid 

· Delete Grid 

· Exit 

	Report Name
(under the Reports subfolder)
	· View Report 

· Rename Report 

· Delete Report 

· Exit 


5.2 Create a new session

5.2.1 What is a session?

A Scanner session consists of either a scan or a probe that we configure to search our network for potential and confirmed security weaknesses. Scans include nudges, which are not user-configurable, but rather work in the background during the scan to obtain more information. With the information gathered from a session, we can then create a comprehensive security policy that can be reassessed and updated on a regular basis. We can schedule network sessions at different days and times, as well as on a recurring basis so that we are always aware of the state of our network security.

A scan is a passive analysis technique that identifies the open ports found on each live network device and collects the associated banners from these open ports. Each port banner is compared against a database of rules to identify the network device type, its operating system, and all potential vulnerabilities.

A nudge performs additional nonintrusive queries when needed. As the Scanner scans network hosts for active TCP and UDP ports it also collects "banners" from the listening services. These banners include login prompts from Telnet servers, version messages from SMTP servers, FTP server authentication prompts, and so on. Most of this banner information is collected when the Scanner connects to the port in question and captures the response from the server. In some cases the Scanner must interrogate network services further by issuing special, protocol-specific commands, nudges, to get security relevant information. Nudges are automatically executed when the services they are designed to query are discovered on a network host.

A probe is an active analysis technique that uses the information obtained during a scan to more fully interrogate each network device. The probe uses well-known exploitation techniques to fully confirm each suspected vulnerability as well as to detect any vulnerabilities that cannot be found using passive techniques.

The main difference between a Scanner scan and a Scanner probe is that the scan is nonintrusive while the probe actively confirms the presence of known vulnerabilities.

5.2.2 Make a new session
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Figure 2a: Making a seesion

       ip address of the computer (which network to scan)    port number(which to check)

                                                                         How often need to scan
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Figure 2b: Giving ip address of the network

Note: We are using a evaluation copy of the scanner. So due to the limitations of the version we are allowed to scan only one host at a time. But in the original version we  just need to give the first and last computer’s ip address of the network and ip address of other computer(which does not have consecutive ip address).

                        TCP ports list(which are to be scanned)           UDP ports list)which are to be scanned)
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Figure 2c: Selecting the TCP and UDP ports

    Time(12:00 pm)     daily       every 3 days succession
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Figure 2d:Fixing the schedule

This means the scanner will scan at 12:00 pm in every three days basis if the scanner is on.

Progress bar
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Figure: Scanning is going on

Basically we have to follow these step to make a new session:

Step 1 Right-click the Scanner Sessions folder, and then click Create New Session
or

click Create New Session on the toolbar. 

This opens the Session Configuration dialog box, where you configure your session. 

Step 2 Click the Network Addresses tab (default).

Step 3 Select the Scan network check box (default).

Step 4 Select the Enable DNS Resolution check box if you want to find out whether the IP address that you are scanning is associated with a name.

Step 5 Click Add to insert a data line.

Step 6 If you are configuring a session for a single host, see step 7. If you are configuring a session for a range of hosts, see Step 8. If you want to exclude an address from a range of hosts, see Step 9. If you are excluding a range of IP addresses from a range of hosts, see Step 10.

Step 7 For a single host:

(a) Click the IP Address Begin field and type a valid IP address of a single host.

(b) Leave the Excluded Address, IP Address End, Force Scan, Ping Timeout, and Ping Retries fields at the default settings when scanning a single IP address.

Step 8 For a range of hosts:

(a) Click the IP Address Begin field and type the first (lowest) IP address.

(b) Click the IP Address End field and type the last (highest) IP address.

(c) Leave the Excluded Address, Force Scan, Ping Timeout, and Ping Retries fields at the default settings when scanning a range of IP addresses.
Step 9 To exclude an address from the range of hosts:

(a) Click Add to insert another data line.

(b) Select the Excluded Address check box.

(c) Click the IP Address Begin field and type the IP address to be excluded.

(d) Leave the Force Scan, Ping Timeout, and Ping Retries fields at the default settings.

Step 10 To exclude a range of addresses from a range of hosts:

(a) Click Add to insert another data line.

(b) Select the Excluded Address check box.

(c) Click the IP Address Begin field and type the (first) lowest IP address in the range to be excluded.

(d) Click the IP Address End field and type the (last) highest IP address in the range to be excluded.

(e) Leave the Force Scan, Ping Timeout, and Ping Retries fields at the default settings.
Step 11 Click the Vulnerabilities tab.

Step 12 Under Discovery Settings, click the TCP Ports tab (default).

Step 13 Click one of the following options:

· None---No ports are scanned. 

· Low Ports---All ports in the range of 1-1024. 

· Well-Known Ports (default)---Specific ports such as DNS, SMTP, FTP, Telnet, and so forth. 

· Low Plus Well-Known---TCP ports 1-1024 plus well-known services on ports above 1024. 

· All Ports---TCP ports 1-65535. 

Step 14 Under Discovery Settings, click the UDP Ports tab.

Step 15 Click one of the following options:

· None---No ports are scanned. 

· Well-Known Ports (default)---Specific ports such as DNS, NFS, TFTP, and so forth. 

Step 16 If you are configuring a probe, follow Steps 17-19. If you are configuring a scan, continue with Step 20.

Step 17 Select the Enable active probes check box.

This allows the Scanner to probe your network and confirm vulnerabilities.

Step 18 Choose an option from the Vulnerability Profile drop-down list.

· Unix Heavy 

· Windows Heavy 

· All Heavy 

· Unix Severe 

· All Lite 

· Windows Lite 

· Windows Severe 

· UNIX Lite 

· All Severe 

Step 19 You can either use the defaults associated with each option or you can select the check boxes next to the vulnerabilities that you want to confirm. There are thirteen categories with subcategories under each:

· DNS 

· FTP 

· Finger 

· HTTP 

· NFS 

· NT 

· Netbios 

· Rlogin 

· Rsh 

· SMTP 

· TFTP 

· Telnet 

· XWindows 

Step 20 Click the Scheduling tab.

Step 21 In the Time drop-down list, click the time you want to schedule the session.

The default is Immediately.

Step 22 Select a Recurrence Pattern option: Once (default), Daily, Weekly, or Monthly.

Step 23 Type a value in the Month, Day, and Year fields.

Step 24 Click OK to begin the session.

Make sure you have configured the Network Addresses, Vulnerabilities, and Scheduling options correctly before beginning the session.

The New Session Name dialog box appears on screen.

Step 25 Type a name for your session in the New Session Name dialog box and click OK.

5.3 Creating new report:

Creating a new report
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Figure 3a: Making the report

Now result set( create new report helps us to make a complete vulnerable report.

There are three types of default reports available in the Report Wizard:

· Executive Report: A summary report of the session results

· Brief Technical Report: A short, but technical summary of the session results 

· Full Technical Report: A full report of the session results, which includes detailed, technical information

5.3.1 Demo report:

                         Found one vulnerability     Figure 4 : 1 Vulnerability
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Here we try to present part of a original report. Because our original report is pretty big

5.3.2 Summary of Findings 

	                           Category
	Description

	Date & Time
	Sun Mar 10 01:00:05 EST 2002

	Scan Duration
	2 minutes 23 seconds

	Address Range(s)
	192.168.0.3

	Number of Live Hosts 
	1

	Number of Vulnerabilities
	1

	Number of High Severity Vulnerabilities 
	1

	Number of Medium Severity Vulnerabilities 
	0

	Number of Low Severity Vulnerabilities 
	0

	Number of Potential Vulnerabilities
	1

	Number of Confirmed Vulnerabilities
	0


5.3.3 Recommendations on the basis of the report 

By performing network vulnerability assessments, management and network administrators have demonstrated a commitment to improving network security. A continued commitment to enhanced security posture will increase Home's confidence in the security of its data. The following changes are recommended to improve network security: 

· Remove all desktop dial-in modems and provide users with secure, monitored dial-in access through a centralized modem pool. 

· Disable all services that are not required to perform a device's stated task. 

· Implement password selection and control to minimize the hazards of poor or nonexistent passwords. Train users and system administrators on proper password usage for a secure operating environment. 

· Change default configurations as appropriate for each system. See the Detailed Vulnerability Appendix for specific recommendations. 

· Install appropriate tools to facilitate automation of security monitoring, intrusion detection, and recurring network vulnerability assessment. 

· Use RFC 1918 nonroutable address block 172.16.0.0 for the internal networks. RFC 1918 addresses are designated as "internal only" addresses and cannot be routed across the Internet. 

Experience has shown that a focused effort to address the problems outlined in this report can result in dramatic security improvements. Most of the identified problems do not require high-tech solutions, just knowledge of and commitment to good practices. 

For systems to remain secure, however, security posture must be evaluated and improved continuously. Establishing the organizational structure that will support this ongoing improvements is essential in order to maintain control of corporate information systems. 

5.3.4 Session Parameters 

	Parameter
	Description

	Address Space(s) Scanned
	192.168.0.3

	TCP Ports Scanned
	1-65535

	UDP Ports Scanned
	22, 42, 53, 67, 68, 69, 111, 161, 201-208, 512, 513, 514, 517, 2049, 5632, 7648-7652, 31337

	Scheduling
	Once on Sun Mar 10 00:59:40 EST 2002 Immediately

	Date Scan Started
	Sun Mar 10 01:00:05 EST 2002

	Date Scan Stopped
	Sun Mar 10 01:02:29 EST 2002

	Scan Duration
	2 minutes 23 seconds


5.3.5 Scope and Findings

The purpose of a Cisco Secure Scanner scan is to identify vulnerabilities in an enterprise's network assets. The Scanner can identify routers, switches, firewalls, hubs, print and file servers, and hosts. It can also identify operating systems and network services running on identified network devices. This information constitutes an effective electronic map from which the Scanner can easily base exploitation to confirm vulnerabilities. 

For the address spaces analyzed, the Scanner discovered a total of 1 live hosts. The following table summarizes live hosts, potentially vulnerable hosts, and confirmed vulnerable hosts: 

5.3.6 Summary of Findings 

	Address Space
	Live Hosts
	Potential Vulnerabilities
	Confirmed Vulnerabilities

	192.168.0.3
	1
	1
	0


The following table summarizes vulnerability counts sorted by severity: 

Vulnerability Count by Severity 

	Severity Level
	Total Hosts Affected
	Total Vulnerabilities

	3 (High) 
	1
	1

	2 (Medium) 
	0
	0

	1 (Low) 
	0
	0


Ranking of Services Running by Frequency 

	Address Space(s)
	Service Name
	Count

	192.168.0.3
	NetBIOS : msrpc
	1

	
	Web : http
	1

	
	Remote-Access : ssh
	1


Ranking of Potential Vulnerabilities by Frequency 

	Address Space
	Potential Vulnerability
	Count

	192.168.0.3
	3 : Access : SSH.RSAREF-Overflow : Vp : 10060
	1

	
	N/A
	N/A

	
	N/A
	N/A


The following table summarizes the three most frequently found confirmed vulnerabilities in the address space(s) scanned: 

Ranking of Confirmed Vulnerabilities by Frequency 

	Address Space
	Confirmed Vulnerability
	Count

	192.168.0.3
	N/A
	N/A

	
	N/A
	N/A

	
	N/A
	N/A


5.3.7 Result from DATABASE
Now this is the definition and possible solution of detected vulnerability of our network which is discussed above. We get this result form Network Security Datbase( Which comes with the software)
	SSH RSAREF2 Buffer Overflow

	Cisco ID: 10060
	CVE ID: CVE-1999-0834

	Severity
Level:
	[image: image9.png]



	Vulnerability
Type:
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	Exploit
Type:
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	Affected System(s):
	Operating System
Version - Architecture
All Systems
Any  -  Any


	Affected Program(s):
	Program
Program Version
Software Package
Software Package Version
SSH
1.2.27
N/A
N/A
SSH
Any
N/A
N/A


	Aliases:
	Vendor
Aliases
XForce Database
rsaref-bo
ssh-rsaref-bo



                                     Figure 5:Brief description of our problem

5.3.7.1 Description: Versions of ssh and sshd compiled using the --with-rsaref option are vulnerable to buffer overflow. The bug is present in all versions of SSH1, up to and including 1.2.27. During key exchange, the RSAREF2 library does not bounds check the length of the key it is passed. The overflow can occur on either client or server. 

5.3.7.2 Consequence(s): It is possible to execute arbitrary commands as the user that runs the RSAREF2 code. For SSH up to 1.2.27 compiled with RSAREF2 this implies the remote execution of arbitrary commands as root. 

5.3.7.3 Countermeasure(s): A patch provided by SSH Communications is available from the CERT/CC web site. This version of the patch has been signed by the CERT/CC. Use a version of the RSA implementation that is not vulnerable to this attack. As of September 2000, the RSA patent has expired and there is no reason to use RSAREF Use the Open Source version of SSH (http://www.openssh.org) 

5.3.7.4 Advisory(s):

Buffer Overflows in SSH daemon and RSAREF2 Library
5.3.7.5 Related Info Link(s):

http://www.cert.org/advisories/CA-99-15-RSAREF2.html
5.3.7.6 Fix/Upgrade/Patch Link(s):

http://www.cert.org/advisories/CA-99-15/ssh-patch.txt
5.3.7.7 Exploit Link(s):

ftp://ftp.core-sdi.com/pub/exploits/ssh-rsaref-bo
Important Note: 5.3.3 is completely taken from original report
Grid Data

 vulnerability          view option                                 1 vulnerability detected  
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                               Figure 6: Grid Data( By VUL/Host)

Making chart from GRID data

In this example we have just only one vulnerability, so we cannot make a graph from that data. But there is sample session comes with this evaluation softwate, we make a graph by using that example.


                 vulnerability                  Selected column                                           Host IP        
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Figure 7: Grid Data of different network

To create a chart from your grid data, follow these steps:

Step 1 From the Grid Browser, highlight the cells that we want to chart.

Step 2 Click Create Chart on the toolbar

Or right-click the highlighted cells and click Chart on the pop-up menu.

By using the above data we make the following pie chart
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Figure 8:Chart from grid data

No vulnerability found
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Figure 9: No vulnerability found 

Conclusion

This is truly a good network secure scanner because it not only help to diagnose and repair security problems in networking environments, it also generate a very good report. By using the report we can fix our problem. Another good thing of this software is that it comes with a Network Security Database, which contains most of the existing network scanning problem. From our (our group) point of view this is a complete network secure scanner by CISCO. We could not explore more advanced scanning facilities due to the limitations of the evaluation version of the software.

