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Section 1 Introduction

1.1 Background

     The Internet has provided the avenue to free access of massive amount of information.  It even supplies powerful and tempting software for free!  However, we all know that there is no free lunch.  The catch here is that most of the free software are bundled with spyware and adware.  

     Spyware is program that resides in the host and gathers data about the users.  This information is transmitted back to the software company though a server installed on the user’s PC.  Adware is a program that displays advertisement but does not install tracking mechanisms. Spyware is not an illegal type of software. Privacy oriented user prefer not to have them around as it is capable of sending much more than statistical data. 1

     How can we protect our systems from spywares?  

1.2 Introduction of SpywareBlaster2
     This is a tool that prevents the spyware from being installed and it prevents many spyware ActiveX controls from running.  This is accomplished by setting a “kill bit” for the spyware ActiveX controls.  Since this is a preventive measure and not a remedy.  The proper way to use SpywareBlaster is to:-

· Clean the system with security tools such as Spybot (Section 2.1)

· Take a snapshot of the system in its clean state (Section 2.2)

· Set the protection against the known spyware and tracking cookies (Section 2.3)

· Restore (thus compare) the current state of the system with the clean state, recorded in the snapshot. (Section 2.4)

1.3 Source of SpywareBlaster

     SpywareBlaster can be downloaded from  

                      http://www.javacoolsoftware.com/spywareblaster.html
for free.  It can then be installed by executing the spywareblastersetup.

Section 2 Protecting your system

2.1 Cleaning with Spybot

     Spybot is a tool used to scan for spyware in the system and destroy them.  The detail of downloading, installing and using of spybot is included in appendix A.

2.2 Create a snapshot after cleaning

     After running Spybot to clean the system, run SpywareBlaster.  Select System Snapshot, choose a name for the snapshot.  It is recommended to use some meaningful name such as after_cleaning, feb2004, and so on.  The time and date will be attached at the end of the name. (See Fig 1)
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Fig 1

    This is a record of the system in its clean state so it can be used as a control to revert changes made by spyware and brower hijackers.

2.3 Protect the system from spyware installation

     Run spywareblaster, a list of spyware and cookies will be listed (See Fig. 2 and Fig. 3).  This is not a list of spyware/cookies found on the system, but rather a list of spyware/cookies to be protected against. The users are advised to repeat this process once a week.
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Fig. 2
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Fig. 3

Select Protect Against Checked Items, and click Protect. (See Fig. 4)
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Fig. 4

2.4 Restore to clean state

Periodically restore the system to its clean state to ensure, there is no changes.  This 

can be done by running the SpywareBlaster, select System Snapshot, and select Restore System to Saved Snapshot Point. Click Go. Select the snapshot desire and click next. (See Fig. 5)
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Fig. 5

The system is restored to its clean state and all changes will be reported. 

2.5 Other functions

2.5.1 Settings
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Fig. 6

SpywareBlaster provides the control of the settings (See Fig 6).

2.5.2 Tools
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Fig. 7

SpywareBlaster provides the control of the browser pages (See Fig. 7).
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Fig. 8

SpywareBlaster allows the encryption of backup copies (Select Create New Backup).  These backup can be restored (Select Restore Saved Backup) when necessary (See Fig. 8).
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Fig. 9

SpywareBlaster includes a control of the Internet Explorer Setting (Fig. 9).  
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Fig. 10

SpywareBlaster comes with a Flash killer that can be enable to block flash (See Fig. 10).
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Fig. 11

SpywareBlaster allows the user to choose the spyware to block (See Fig. 11).  

2.5.3 Updates
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Fig. 12

Updates can be downloaded from the internet (See Fig. 12).

Section 3 Sample Run 

Done on PC, connected to the internet by dialing up to the University of Windsor.

3.1 Cleaning

Running Spybot results in the detection of gator spyware and cookies (See Fig. 13).
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Fig. 13

Destroying these spyware by selecting Fix selected problems (See Fig 14). 
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Fig. 14

Run SpywareBlaster. After setting the protection against the list of Spywares in the database, extensively work has been done on the internet. Then SpywareBlaster is run again to restore the system to the clean state (See Fig. 15 and Fig 16).
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Fig. 15
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Fig. 16 

Select Restore System to Snapshot state, click Go.  Select after_cleaning, click next.
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Fig 17

There is no changes reported (See Fig 17) indicating that there is no new installation of spyware.  To ensure the result is correct, spybot is run and the result indicates that the system is indeed free from any spyware (See Fig 18).
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Fig 18

Section 4 Reference

1) http://www.spychecker.com/spyware.html
2) http://www.javacoolsoftware.com/spywareblaster.html
Appendix (Spybot)

Spybot can be downloaded from http://www.safer-networking.org/ for free.

To clean the system, run Spybot.  Select Spybot S & D (scan and destroy).  If there is no spyware present in the system, the following message (Fig. A1) will be seen.
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Fig. A1

If there are spyware/tracking cookies, Screening & Destroy will return a list of them (See Fig. A2 & Fig. A3)
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Fig. A2
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Fig. A3

Click Fix selected problems will clean out these spyware (See Fig A4).
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Fig. A4

The users are provided with a choice to determine if they really want to eliminate the particular spyware. The information about the spyware is available (See Fig. A5).

[image: image23.png][ More information
Company: The Gator Corporation
Product: Gator/Offer
Companion/Trickler/GAIN

eaich & Destioy This s the main scan page of T2t ANnyoing Spyware

and i any problems thal e
yet, we recommend you eat

5" buttor]
done s0

Company URL: hit://omam qalor com/ fore o

Company product URL:
o/ aloradverisingirformationnetwork com/he
Ip/asinfaq himd

Company pivacy URL:

i/ cffercomparion com/help/privacy staleme [~
Gator: Globl setings Az Aumw.offercompenion, com/heo/orvacy staleme L, &

HKEY_LOCAL_MACHI
Gator: Tracking cook. Functionality =
CADocments and Set Fill in passwords for you and shows you a ot o ads.

pLhin]

Descrption
D e ca o
e
Services [via http://www securitynewsportal. com/ via
R b e
e o e B

Ll s

e | |

B I v e 25 o 5t e e,

Desciption ofthisproduct tch as when specifc words appear on a scren. I
R T T

[Frished fing probems 65 et izt o





Fig. A5

After deletion, the user can recover some of the deleted items if the system is not working properly by selecting Recovery (See Fig. A6).
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Fig. A6

The user can protect the system from the installation of spyware in the future by executing the Immunize command. However, the users are advised to use SpywareBlaster for future protection (See Fig. A7). 
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Fig. A7
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