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SCHOOL OF COMPUTER SCIENCE

60-564/467 Security and Privacy on the Internet 

A course on Internet Security
(Fall 2009)
	Name of Instructor:
	A.K. Aggarwal;  e-mail: akshaia@uwindsor.ca; Tel. 2990

	Lecture Hours:
	7.00-9.50 PM, Tuesdays, LT # 3105

	Office Hours:
	5:30-6:30 PM, Mondays and Fridays LT 5116


Tentative Course Outline   
· PREFERRED BACKGROUND: Internet Architecture, TCP/IP suite, Architecture of a large network system, Evolving Requirements and architecture of Internet, POPs (Point of Presence) of an ISP, NAPs (National  Access Point), Peering (Free exchange of routing information and traffic between networks),    GigaPOPs (Internet 2 calls the NAPs as GigaPOPs; GigaPOPs are Layer 2/3 exchange points, whereas NAP is Layer 2 meeting point), Wireless and mobile protocols 

Network Application Programming 
 Performance Measurement and monitoring tools
· Security Planning, Policies and procedures; Threats and Strategies; 
· Privacy and privacy enhancing technologies, digital rights, legal requirements  

· Security Services and Mechanisms

· Secure Protocols, DES, AES; Public Key algorithms; VPN 

· Mobile IP and VoIP protocols, Internet sniffing and scanning tools 

· Intrusion Detection, Intrusion Analysis and tools 

· General topics: Viruses and enterprise anti-virus tools; other applications like digital cash, code signing and anonymous e-mail  

References:

Text Books:1. Cryptography & Network Security: Principles and Practices by William Stallings published by Prentice Hall, 4th Edition, 2006 

2. Inside Network Perimeter Security, by Stephen Northcutt, Lenny Zeltser, Scott Winters, Karen Kent, Ronald W. Ritchey Published by Sams Publishing, 2nd Edition 2005
Additional Text Book: Modern Cryptography, Theory and Practice by Wenbo Mao. Published by Prentice Hall, 2004 

Many papers from conferences and journals and some RFCs will be used as important references. These will be specified during the semester.
Grading Scheme and Dates
The following grading scheme will be used to calculate the "raw score" 
  

	60-564
	60-467
	 Dates

	Project  I             15%
	Project I             15%
	Tuesday, 20th  Oct

	Survey of Area   20%
	Project II           15%*
	Tuesday, 17th Nov 

	Class Test          20%
	Class Test         20%
	Saturday, 24th  October: 5.30 PM

	Final  Exam        30%
	Final Exam        35%
	Wednesday, 9th Dec: 5.30 PM

	Assignments       15%
	Assignments     15%
	Assignment1: Tuesday, 29th Sept 
Assignment2: Tuesday, 3rd Nov 

Assignment3: Tuesday, 24th Nov 


· For the Project(s), the Survey and the Assignments: The specified dates are for submission of the Reports. The reports are to be submitted at the beginning of the class on the specified date. At the beginning of the second lecture on 22nd Sept, every student can put forward his difficulties, if any with the dates. The instructor will try to adjust the dates appropriately. The final set of dates will be put on the web-site of the course on 23rd Sept.

RESEARCH PROJECTS:

Students are required to produce one/two projects on an applied aspect of cryptography or network security, building upon and complementing the material covered in class. 

All projects must be approved by the instructor. Each topic will be allocated to only one student. 

For each project, a student will submit the final report in WORD, along with, a hard copy. He will also make a presentation for the class and provide the power-point slides for the presentation.
REPORT GUIDELINES:

Each project will result in a detailed 15-20 page written technical report (The appendices will not be considered in the required number of pages.) The project report should be neat, readable, and self-contained and clearly specify the results you obtain. 

Submit complete computer outputs and program listings separately or as appendices.

Grading of written reports and presentations will be based upon substantive content, appropriate organization and use of allotted report size or presentation time, and effectiveness of the presentation or report. 

 Survey on Special Topics:

The grad students are also required to do a research survey on recent developments in Internet Security. Each survey will result in a survey report and a comprehensive presentation.   

NOTES: 1. The instructor will try to do his best to ensure that the course leads to effective learning. However no cheating or plagiarism will be tolerated. 

“Plagiarism is stealing or passing off the ideas or words of another as one’s own – using material without crediting the source. Take time to properly cite material written by someone else – include references, put verbatim quotes in quotation marks, and do not paraphrase excessively.” (Ref: David Balenson, Trusted Information System, George Washington University)

2. When citing documents on the internet, the citation should include the date of the download or access. 

3. Please try to cite primary sources rather then the secondary sources, as far as possible. If necessary, a secondary source may be cited as [OriginalSource1985 as cited by SecondarySource]   Reference for 2 and 3: Scott Goodwin’s mail dated 21st Aug, 2007
4. The final letter grade will be calculated from the raw scores using the following table:

	( 93
	<100
	A+
	( 63
	<67
	C

	( 86
	< 93
	A
	( 60
	< 63
	C-

	( 80
	< 86
	A-
	( 57
	< 60
	D+

	( 77
	< 80
	B+
	( 53
	< 57
	D

	( 73
	< 77
	B
	( 50
	< 53
	D-

	( 70
	< 73
	B-
	( 35
	< 50
	F

	( 67
	< 70
	C +
	
	<35
	F-


While the scale also applies to the Faculty of Graduate Studies and Research, please note  that "D" grades cannot be assigned to graduate courses.

3. Numerical errors in adding marks on class tests and the final exam will be corrected when identified.  

4. Student Evaluation of Teaching: At the beginning of a lecture, during the last couple of weeks, the students will be asked to evaluate the teaching of the subject. This is to be used as a feedback to improve the teaching.
*
*
*
*              *

[image: image1.wmf]Student Medical Certificate 

Faculty of Science


A.   
TO BE COMPLETED BY THE STUDENT:

I, ____________________________, hereby authorize Dr. ______________________________ to provide the following information to the University of Windsor and, if required, to supply additional information to support my request for special academic consideration for medical reasons.   My personal information is being collected under the authority of the University of Windsor Act 1962 and will be used for administrative and academic record-keeping, academic integrity purposes, and the provision of services to students. For questions in connection with the collection of this information, the Associate Dean of my Faculty may be contacted at 519-253-3000.  

________________________________               ___________________      ________________
Signature



               Student No. 
        
                   Date

B.  
 TO BE COMPLETED BY THE PHYSICIAN:

1.
I hereby certify that I provided health care services to the above-named student on 
              _________________________________________.

              (insert date(s) student seen in your office/clinic) 

2.  
The student could not reasonably be expected to complete academic responsibilities for the following reason (in broad terms):  

                           _______________________________________________________________________

3.  
This is an           acute /           chronic problem for this student. 

4.  
Date(s) during which student claims to have been affected by this problem:


_______________________________________________________________________ 

5.    
Unable to complete academic responsibilities for:

 
24 hours 



 2 days

 
3 days 




 4 days

 
5 days 




Other (please indicate) _________________________

6.
If the student is permitted to continue his/her course of study, is the medical problem likely to recur and 
              affect his/her studies again?                                 Yes  


 No

Reason: ___________________________________________________________________________

PHYSICIAN VERIFICATION 

Name:  (please print) _____________________________
Registration No. ____________
Signature: ______________________________________
Telephone No. _____________

Address:  _____________________________________________________________________________                               (stamp, business card, or letterhead acceptable)

PLEASE RETAIN COPY FOR THE PATIENT’S CHART.   Note:  Cost of certificate to be paid by student.
�  This Form has been sent by the Univ Office to all the instructors for circulation to all their students. 


This form has been adapted, with permission, from the University of Windsor Faculty of Law Student Medical Certificate and the University of Western Ontario Student Medical Certificate.





