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Introduction:

Importance of Internal Network Security
Internal network security is a very important issue these days. In general , taken any organization into consideration, this type of security does not exist . Here one user can easily exploit the internal network which is based on trust. Most of these attacks require little or no skill, placing the security of the internal network at risk.  
Poor security means, any hacker can break through the system and can access the rest of the internal network more easily. Most attacks, which were mounted by script kiddies could be easily fixed and be stopped by administrators if they knew the vulnerability. This is where GFI LANguard has its place. It allows admins to identify the vulnerability and assist them in fixing them. 
GFI LANguard is a network security scanner used mainly by network administrators to perform a security audit on their systems. It has a lot of inbuilt options that allows administrators to perform security as well as port scanning. Unlike other security scanners, LANguard provides the user with important information in a verbose manner rather than a barrage of information. 

Source and Installation 
GFI LANguard is a free-ware tool that is available at www.gfi.com 
According to the vendor these are system requirements specified:

· Windows 2000/2003 or XP

· IE 5.1 +

· No personal firewall should be running

Installation:
· Downloaded Lannetscan.exe from www.gfi.com
· Executed setup and its ready for working.

Features:
GFI LANguard has a lot of built-in features which help in detection and enumeration of various vulnerabilities.

The basic set of features are classified in to :

1) Flexible scanning:

The first step of scanning is selecting systems to be scanned. 

GFI LANguard offers a variety of ways to scan; 

The following options are supported:

1) Scan one computer: In this option the user gives only one IP address.
2) Scan range of computers: In this option the user specifies start system and end systems IP address and all these systems are scanned

3) Scan a list of computers: Hers a user can add a list of IP addresses intended to be scanned

4) Scanning by active selection : By choosing this option LAN guard displays in a tree fashion all the systems present in the network that can be scanned and can be selected by just checking the appropriate system to be scanned.
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2) Detecting network through SNMP,NETBIOS queries & Ping Sweep

The second step that LAN guard does is checking whether the specified systems are active or not. In order to conform this it sends NETBIOS probes , ICMP ping and SNMP queries. 

3) Port scanning

This is an important step in checking for vulnerabilities. LANguard will list all the ports that are open and  vulnerable. The listing of ports is basically classified in to TCP  and UDP ports. LANguard also contains various options that defines the port scanning of TCP/UDP ports. 
It allows users to configure what ports to be scanned and delay associated with the testing.   
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4) Enumeration of possible entry points

LANguard also identifies various vulnerabilities like:

· SNMP holes

· CGI holes

· Rogue , Backdoor users and softwares

· Open shares

· Weak network passwords

5) Alerts

· Well known security issues are immediately recognized
· Intelligent scanning : identification of ports causing problem
· List of missing Hot fixes and Service Packs on NT/2000/XP machines

6) SNMP & MS SQL auditing

SNMP audit allows to  audit weak community strings. MS SQL auditing will allow to  perform a MS SQL audit on the system server. 
7) SNMP Walk : 

SNMP walk will help malicious users to guess passwords easier and mount similar attacks, but looking at it before a admin can find the vulnerabilities and take necessary action.
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8) Trace route and DNS lookup

9) Remote machine shutdown and Exploitation of NetBIOS Vulnerability

10) Enabling Auditing

Allows auditing option to set  on distant machine.

11) Sending spoofed messages

LANguard sends spoofed messages to detect vulnerability.

12) Executing User defined LAN script 

This is a excellent option of LANguard. LANguard contains an inbuilt editor for writing LAN script. This script will be executed on the remote machine as and when the system is probed. The script can be used in either detecting vulnerabilities there by sounding an alert or  to perform a user defined operation.

13) Scheduled scan and automatic update of Security Alert
This feature allows for scheduling scans and automatic update of security alert database.

14) Gathering Information and displaying using report generator

Finally, once all the information is gathered, LANguard generates a report which specifies in entire detail each and every aspect in the following formats: HTML, XML, and XSL.

Testing Environment & Results:
The testing environment in which the test bed took place is :

1) Source IP : 137.207.234.120

2) Destination IPs : Sir , I have tested this on multiple PCs of our lab

3) Scanning options:

Through these options , Scanning delay , Latency ( response ) , no. of retries parameters can be set . sir I have used the default options only and it worked well. 
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LAN guard comes with a GUI which has a debug window where all the operations performed by it at the destination machine. 
Now, the LANguard can be configured to either display understandable messages in debug window or direct packets sent and received. 

By setting these options , even systems which are down(if any) can also be detected and listed. 

4) Scanning parameters:

a. Detection techniques:
The user can actively select the type of messages to be sent to probe the activity of the machine which are 

i. NetBIOS  queries
ii. SNMP queries

iii. PING sweep 

b. Items for which the information should be gathered:

i. Operations to be performed : LANguard provides a lot of operations that can be performed on a target system. They are listed as follows: 
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ii) Ports to be scanned:  This option as specified earlier specifies what ports to be scanned on the destination system. Sir , I have configured all the ports to be scanned
iii) TCP /UDP scanning delay: This option allows users to specify the delay they expect them regarding the latency associated with each reply.

c. Session properties:

The previliges required to establish a remote session  are determined these options: 
There are three options are available:

i. Using current credentials : This is the option that is the best possible if the source user has some rights on the network , else this option would return nothing

ii. NULL session: This option Is particularly usefully when the user running does not have privileges on target machine

iii. Using direct login name and password : This option is particularly useful when needed to probe a system in which he has account. Here , the user give his <username> and <password> associated  with the system to be scanned. 
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d. Alerts:
Configuring Alerts:
Alerts define what security holes does the target system have , There are so many checks LANguard does perform. 
Checking for patches:  LANguard not only performs security audit on target system but also searches for missing patches ( OS, IE etc) on the system and if found any missing it will respond accordingly by specifying by what specifically needed for that system. 
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RESULTS:
1) Source IP address for all test cases:  137.207.234.120
2) TEST CASE 1: Single IP address :  137.207.234.138

3) Results analysis:   The following screen shot describes the results that LANguard obtained through scanning : LANguard lists all the possible properties of the system ranging from NetBIOS names , MAC # , SNMP system parameters , shares , Groups, users , services, sessions, network devices , local drives, processes currently running , Registry , Installed patches , TCP & UDP ports , Alerts ( with respect to their vulnerability corresponding icon is shown) , sir , the following screen shots report is submitted in the name of file name of “137.207.234.138 “.

Sir, for example , here it specifies “Missing Security Patches / Services “ it is identified as “RED” mark because of its severity . It also specifies the link where that particular patch can be downloaded .
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4) Test Case 2 :  Sir , the same process  I have applied on Solaris and found following result: 
[image: image10.png]Fle Edt Vew Scan Patches Took LANguard Tray Help

Targt: 38 137.207.234.144 9 2

SNMP (system]
& Time tolive TTL): 255 (255 - Same network segment
2 Address mask : 255,255 255.0
TCP Pats (14)
UDP Ports (5
& 4 Al (1)
g 2 Service Alets (6)
[2] SNMP senvice is enabld on tis host
{1] Finger service i unring
[1] REXE service enabled
1] RLOGIN servce enabled
[1] RsH senice enabled
{1] Teiet service is unning
=2 RPC Aletts 3]
{2] Possile snmeidid Sun0S buifer overfon
[1] Passile stad fomat sting atack
{1] wall message spoofing
= Miscellaneous (2)

{1] Possble Remle Buffer Qverow Vuherabiy i SolisPit P1
{4] Possbe Vunerabity n CDE Subgracess Canrl Service

NETBI0S discovery .
bone sending, waiting for responses ..
SNHP discovery .
Connunity string : public
bone sending, waiting for responses ..
Response From 137.207.234.144
Requesting more info .
- syshane
- sysbescr
- sysupTine
- syscontact
- sysLocation
- object_p
ICHP sveep ... (PINGY)
bone sending, waiting for responses .
PONG From 137.267.234.14%
- Tine to live (TTL) = 255 (255)
+ Same netuork segnent
- 1CHP code in response <> 8 <> Unix box
- Address mask - 255.255.255.0
- Tinestamp Reply (137.207.234.144)

Ready
1 Computer(s) found.

[137.207.284.144]
Resoluing 137.207.234.144. ..

Resolued as : optitlab.galab.uwindsor.ca
UDP scanning thread started .
TCP scanning started ...

14 open port(s).

Gathering banners .

- ICHP UNREACH for closed port (137.207.234.144)

NETBIOS/SHB is not enabled on this computer.




5) Scripting language: LANguard also contains scripting editor which allows to write a script code that is executed on the target system.

Sir, I have written this small code in the Script editor and executed. This code just performs a reverse DNS lookup.

  # DNS functions test

string hostname, ip

hostname = "agardel2"  # my desktop computer
// name of the system from which the script is running
ip = dnslookup(hostname)
// using the function dnslookup
if ip <> ""

echo("hostname: " + hostname)

echo("resolved as: " + ip, _color_blue)

# now backwards:)

hostname = ReverseDnsLookup(ip)

if hostname <> ""

echo("back to: " + hostname,)

end if

else

echo("unable to resolve " + hostname + " !", \

_color_red)

end if
The result of above script code:
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Conclusion:


This project gave a good insight in to how LANguard works in the real world. As the report ( sir , It’s a separate file) shows it not only simply identifies the security holes , vulnerabilities of various ports but also determines registry values and activities of various users along with presence of usage of bad passwords (if any). Hence, by this information system administrator can identify potential holes and can rectify them in time. LANguard also contains LANS – a powerful scripting language which allows users to define their own script . 

Sir , I have explored all the possible ways in which LANguard can be used and found it interesting to see the reports it generated. 
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