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Abstract

The paper attempts to explain the tool “Attack Simulator”. The paper also explains the formal approach used as a basis for development of the tool. The paper describes the attack simulator architecture and how it carries out malicious actions against a computer network model and also the real life computer models. 
Introduction

A major concern for computer networks of today is security. The increasing importance of network security is also related directly to increasing significance of the information itself, and the potential of heavy losses due to compromising of the network. Network can be attacked in any of the ways such as attacks on integrity, confidentiality and availability of the network resources. Unauthorized access to network resources poses a grave threat especially in real time networks.

The growing size and interconnectivity of networks, the great amount of users, the increasing number of vulnerable targets within the network (communication protocols, operating systems, servers, databases, etc.), availability in the internet of well made exploits which can be used effectively even by script kiddy, the continuous disclosure of new vulnerabilities and appearance of previously unknown types of attacks are among them. All the above factors are a serious threat to security of information.

As number and seriousness of threats grow, there is a growing need of specific vulnerability analysis tools to address the problems. The goal of research described in the paper consists in development of a general approach, mathematical models and a simulation software tool intended for active analysis of computer network vulnerabilities.
There has been a significant research going on in the field of network attack modeling and simulation. The high cost of running the real network attacks and the probability of the attacks going wrong makes it imperative to have tools to simulate the attacks. Attack simulator follows a strict formal model and is based on stochastic formal grammar and state machine based specification of the malefactor’s intentions and scenarios of network attacks on the macro and micro levels. Our approach has applied the results of reviewed relevant works, but is evolving own theoretical and practical ideas about stochastic formal grammar and multi-agent based attack modeling and agent-based simulation.
Attack Modeling Simulation and Approach

The main components of the approach to attack modeling and simulation are as follows:

         1. Basic malefactors’ intentions and attack task specification.

          2. Application ontology “Computer network attacks”.

          3. Formal grammar-based framework for specification of attack development and formal 
               scenarios of a representative multitude of attacks.

           4. State machines based representation of the attack generation.

           5. Formal model of the attacked computer network and model of interaction of      

               malefactor’s activity and victim computer network.

According to approach to attack modeling, the basic idea of the security domain correspond to malefactor’s intentions and all other notions are structured according to these intentions structure The following two classes of high-level malefactor's intentions were used in the developed formal model: (1) R – Reconnaissance aiming at getting information about the network (host); (2) I – Implantation and threat realization.  Figure 1 shows us the basic malefactor’s intentions. The cases 1 to 6 are representing class R of intentions, and the other intentions belong to class I. 
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                                        Figure 1
An attack task specification is specified as follows: <Network (host) address, Malefactor's intention, Known data, Attack object>. The task specification has to determine the class of scenarios that lead to the intended result. Known data specifies the information about attacked computer network (host) known for a malefactor. Attack object corresponds to the optional variable in attack goal specification defining more exactly the attack target.
The developed application ontology “Computer network attacks” comprises a hierarchy of notions specifying activities of malefactors directed to implementation of attacks of various classes in different levels of detail. The hierarchy of nodes can be classified as macro and micro levels of domain specifications, and micro level is further subdivided into intermediate and terminal. The upper levels can be connected to lower level with three kinds of relationships:    PART OF that is the Decomposition relationship.

KIND OF that is the Specialization relationship.
SEQ OF that is the relationship specifying the sequence of relationships.

The Mathematical Model

The mathematical model of attack intentions in terms of a set of formal grammars specifying particular intentions interconnected through “substitution” operations [14]: MA=<{G}, {Su}>, where {Gi} – the formal grammars, {Su} – the substitution operations. Every formal grammar is specified by quintuple G=<VN, VT, S, P, A >, where G is the grammar name, VN is the set of non-terminal symbols (that are associated with the upper and the intermediate levels of an attack scenario), VT is the set of its terminal symbols (that designate the malefactors’ actions represented as steps of a lower-level attack scenario), S belongs to VN is the grammar axiom (an initial symbol of an attack scenario), P is the set of productions that specify the specialization operations for the intention through the substitution of the symbols of an upper-level node by the symbols of the lower-level nodes, and A is the set of attributes and algorithms of their computation. Attribute component of each grammar serves for randomized choice of a production

Thus, in general case, the grammar production is recorded as follows: [(U)] X  
[image: image2.wmf]a

®

(Prob), where U – the condition for the rule usage, [ ] – an optional element, X – non-terminal symbol, 􀁄 –a string of terminal and non-terminal symbols, Prob– the initial value of probability of the rule usage. It is assumed that if a value of the production condition is not determined at the moment of production selection all available productions may be used at the respective step of attack simulation. Also it is supposed that the terminal actions generated by productions are associated with the probabilities of successful realization of those actions (attacks) and the host response. For the Algorithmic representation, has been using a family of state machines. The basic elements are states and transition arcs. Each state machine has three states initial, intermediate and final.
Examples
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     Implementation and Threat Realization
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   Identification of Hosts
Attack Simulator Implementation
Attack simulator simulates two classes of classes of agents a network agent who simulates attacked computer and a Hacker agent which simulates a computer attacking the network. It is also possible to simulate a team of hackers and security components. While simulating an attack Hacker Agent sends a certain message to Network Agent. Network Agent analyzes the received message and forms a responsive message. This message is formed based on the Network Agent's knowledge base that represents the network configuration, information about possible existing attacks and reaction of the network on them. The key components of both agents correspond to so called kernels which provide interfaces to the respective fragments of the application ontology, and initialize the state machines, which in turn execute their scripts.
The kernel of hacker agents specify the attack tasks, compute the next state of the machines and are able to plan out the attacks. State Machines Model Component is used for specification of the Hacker Agent’s behavior including decision making mechanism needed to choose the next steps of action. Script component specifies the set of scripts that can be performed by the state machines. Attack task specification component provides user with interface needed to specify

attack attributes. Probabilistic decision-making model is used to determine the Hacker Agent's further actions in attack generation. Network traffic generator forms the flow of network packets. Attack scenario visualization component is applied for visual representation of the attack progress, corresponding to each action of attacker and respective response of Network Agent. The response may be effective (the attack action was successful in part or in full), or ineffective (no response message, or the attack was blocked by the firewall.
Network Agent Kernel contains the standard set of functions for processing the application domain ontology and the state machine model, as well as the functions used for specification of network configuration through user interface, for the firewall model initialization, and for computation of the network’s response to an attacking action. State machines model specifies the Network Agent behavior. This component specifies the actions corresponding to the incoming message receiving, their classification, processing, and sending the response. Network configuration specification component is used for the specification of a set of user interfaces for the description and configuration of the network to be attacked. Firewall model component determines the firewall’s response to the action generated by Hacker Agent. Each incoming message from Hacker Agent that constitutes an attack action is entered into the firewall model, which is assigned to the entire network (in imitation of a network firewall) or (and) the attacked host (in imitation of a personal firewall). Generator of the network’s response to attack action is used for the generation of the network’s and hosts’ responses (messages) to attack actions. It is initialized through the corresponding function exported by the agent’s kernel after Hacker Agent has successfully overcome a firewall. The behaviors of the agents specified on the basis of state-machine models, which are interpretations of behavior specified formally by use of formal grammar framework. Hacker Agent acts on the basis of nested state machines. The state machine model of Network Agent is represented by a single state machine. 
Experiments with Attack Simulator

The experiments conducted with Attack Simulator demonstrate of its efficiency for various attacks specifications and attacked network configurations. Attack Simulator implemented for two tasks: 
(1) Checking a computer network security policy at stages of conceptual and logic design of network security system. This task can be solved by simulation of attacks at a macro-level and research of responding a network model being designed.

(2) checking security policy (including vulnerabilities recognition) of a real-life computer network. This task can be solved by means of simulation of attacks at a micro-level, i.e. by generating a network traffic corresponding to real activity of malefactors.
All experiments have been divided into two classes: 
(1) Experiments on simulation of attacks on macro-level. In these experiments, generation and investigation of malicious actions against computer network model were carried out.

 (2) Experiments on simulation of attacks on micro-level. In these experiments, generation malicious network traffic against a real computer network was fulfilled. 

In the experiments on simulation of attacks on macro level, explorations of attacks for all malefactors’ intentions implemented have been carried out. These experiments were fulfilled under various parameters of the attack task and the attacked computer network. Besides malefactor’s intention, the influence of the following parameters on attacks efficacy was investigated: 
(1) Protection degree of Network Firewall (PNF)

(2) Protection degree of Personal Firewall (PPF)

(3) Protection Parameters of attacked host (PP)

(4) Degree of hacker’s Knowledge about a Network (KN). 
To investigate the Attack Simulator possibilities, we have selected the following attack outcome parameters: INS (Number of attack Steps) – number of terminal level attack actions; PIR (Percentage of Intention realization) – percentage of the hacker’s intentions realized successfully; PAR (Percentage of Attack Realization) –percentage of “positive” messages (responses) of the Network Agent on attack actions (the “positive” messages are designated in attack visualization window by green lines); PFB (Percentage of Firewall Blocking) – percentage of attack actions blockage by firewall (red lines in attack visualization window); PRA (Percentage of Reply Absence) – percentage of “negative” responses of the Network Agent on attack actions. For example, the main outcome parameters changes under realization of intention CVR when the protection of attacked host is “Strong” (if firewall can protect from 60- 90% of attacks) and hacker’s knowledge about a network is “Good” (hacker knows about 50-80% of information about network). For construction of these dependences the following values were used as x-coordinates: 
1 – both network and personal firewalls are active

2 – only network firewall is active

3 – only personal firewall is active

 4 – none of firewalls is active. 
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Changes of Attack Outcome Parameters
Conclusion
The paper explains the use of tool attack simulator which helps us to make a vulnerability assessment of a computer network. The Attack simulator tool makes use of two classes of agents the Network Agent and Hacker Agent. Two types of experiments have been conducted with Attack simulator 1) macro level attacks 2) micro level attacks.
After studying this paper I have a concise and clear idea of the tool Attack simulator how it works and how can it be put to use to make a network assurance.
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Abstract
DDos attacks pose a grave threat to internet community, to combat DDos attacks we need to form a strong theoretical basis to analyze develop the infrastructure so as to survive these attacks. In this paper an agent based formal framework of modeling and simulation of DDos attacks is introduced.
Introduction
Dos is one of the most potent of the attacks aiming at preventing the availability of network resources to legitimate users. The strategy employed by DDos attacks is to break in into multiple numbers of computers – “slaves” and install the special DDos software, which is then used to carry out co coordinated attacks against the victim host. DDos is very dangerous as it can deny the legitimate users of the service. The multiplicity and the gravity of DDos attacks have led to development of numerous defensive mechanisms against DDos attacks. The present theoretical basis on which the defense mechanisms are developed is not sound enough.

The goals of the paper are as follows

· Development of formal framework for modeling and simulation of a wide spectrum of DDoS attacks based on agents’ teamwork 

· Elaboration of formal specifications of a representative spectrum of such attacks

· Implementation of agent-based software tool making it possible to simulate DDoS attacks and respective responses of the attacked computer network.

Framework for hackers-agents’ Teamwork

The agents’ team realizes teamwork, if the team members fulfill joint operations for reaching the common long-time goal in a dynamic external environment at presence of noise and counteraction of opponents. To realize co coordinated distributed attacks by organization of teamwork of hackers-agents the idea of Joint Intention theory, Shared Plans theory and combined theories of agents’ teamwork is used. The basic elements allowing the team to perform a common task are common (group) intentions but their structuring is done in the same ways as the plans are structured in shared plans theory. Every agent possesses group beliefs about the team mates. All agents’ communication is managed by means of common commitments built on the basis of common intentions. For this purpose the special mechanisms of agents reasoning about communications should be used

· forming the subject domain ontology
· determining the agents’ team structure in terms of a hierarchy of group and individual roles. leaves of the hierarchy correspond to roles of individual agents, intermediate nodes – to group roles

· defining the agents’ interaction-and-coordination mechanisms (including roles and scenarios of an agents’ roles exchange)

· specifying the agents’ actions plans on generation of attacks

· assigning roles and allocating plans between the agents.

· realizing the teamwork by set of state-machines built as a result of interpretation of a hierarchy of attribute stochastic formal grammars which set the plan hierarchy specification.
Ontology of DDos Attacks


The developed ontology comprises a hierarchy of notions specifying intentions and actions of team of malefactor’s implementation of DDoS attacks in different layers of detail. In this ontology, the hierarchy of nodes representing notions splits into two subsets according to the macro- and micro-layers of the domain specifications. The different ways in which the corresponding notions of upper layer and lower layer can be inter-connected are:

(1) “Part of” (decomposition)

(2) “Kind of” (specialization)

(3) “Seq of“(“Whole operation” –”Sub-operation”)

(4) “Example of” (“type of object – sample of object”).

In the DDos domain higher layer motions corresponds to hacker intentions and notions of bottom layer are specified in term of network packets, OS calls and audit data. Nodes specifying a set of software exploits for generation of DDoS attacks (Trinity V3, MSTREAM, SHAFT, TFN2K, Stacheldraht, Trin00, etc.) make up a top level of the ontology fragment. At lower levels of the

fragment different classes of DoS-attacks are detailed, for example “Land” attacks (sending an IP-packet with equal fields of port and address of the sender and the receiver), “Smurf” attacks (sending broadcasting ICMP ECHO inquiries on behalf of a victim host), etc.

Structure and scheme of agents’ operation
In the paper team of agents is limited to three-level structure: the “client” supervises a sub team of masters”, each master manages a group of “demons”, and demons (scouts and attackers) execute immediate attack actions against victim hosts. For support of teamwork of DDoS agents it is offered to use three groups of mechanisms

(1) maintenance of action coordination intended for realization of coordinated initialization and termination of actions. It assumes assignment of roles to particular agents in concrete scenario, their notification about the appointed scenario and role, and reception of confirmations on their readiness to play the defined role in the scenario

(2) monitoring and restoration of agent functionality directed on fast restoration of functionality of the team at the expense of reassignment of the “lost” roles to those team-mates which can perform corresponding job

(3) maintenance of communication selectivity which are necessary to guarantee that the benefit of the message exchange for agents’ coordination surpasses a “cost” of the communication act.

Specification of hackers-agents’ plans
The DDos attack implemented by hacker agents’ has three levels 

(1) Upper level –intention-based scenarios of DDoS agents’ team specified in terms of time- 

      ordered sequences of intentions and negotiation acts

(2) Middle level – intention-based scenarios of each agent’s activity specified in terms of an

     ordered sequences of sub-goals 

(3) Lower level –agent’s intention realization specified in terms of sequences of low-level actions

DDoS attack has three main stages: preliminary, basic and final. The operations of the preliminary stage are reconnaissance and installation of agents. The content of the basic stage is realization of DDoS attack by joint actions of agents. Having received as a result a set of “victim” network (host) parameters, agents-attackers begin to defeat a chosen network (host). At this time agents-scouts monitor a victim state. At detection of the attack success, agents-scouts inform other agents about this fact. If it is impossible to defeat a host, the operation is terminated or a new victim is chosen. The formal model of attacks is specified in terms of a set of grammars interconnected through “substitution” operations [1, 3, 5]: MA=< {Gi}, {Su}>, where {Gi} – attribute stochastic grammars, {Su} – “substitution” operations. The formal model of attack scenarios in terms of formal grammars are based on the attacks ontology described above. Each node of the ontology that is not “terminal” one is mapped to particular grammar, which is capable to generate only admissible sequences realizing this intention in terms of symbols, corresponding to the ontology nodes of the immediately lower layer. Depending on the required level of detail, these nodes may be represented by the terminal nodes of the macro or micro-level. In the former case, the grammar may be used to visualize the agents' actions, and in the latter case – for simulation of attacks against real network.

The role assignment and distribution of plans between the agents is carried out in following manner. Roles of agent for the identified goal are selected, the chosen roles are allocated to agents and then relevant agents are installed (cloned, employed). 
Formal model of attacked network
The attack is carried out as an interactive process where in the attacked computer network generates a response to action of DDos Agents. Model of computer network is important since it forms the environment which the attacker attacks. Model of the attacked computer network developed can be represented as quadruple MA = <MCN, {MHi}, MP, MHR>, where MCN – the model of computer network structure; {MHi} – the models of host resources; MP – the model of computation of attack success probabilities; MHR – the model of host reaction in response of attacks. The model MCN of a computer network structure specifies the network address, a family of protocols used, a set of sub networks and/or hosts of the network, connections between the sub-networks (hosts) established as a mapping matrix Models {MHi} of the network host resources serve for representing the host parameters that are important for attack simulation (IP-address, type and version of OS, users' identifiers, domain names, host access passwords,

domain parameters, active TCP and UDP ports and services of the hosts, running applications, etc.). Success or failure of any attack action is determined by means of the model MP of computation of the attack success probabilities. This model specifies the rules that determine the

action success probabilities depending on the parameters of the host attacked. The result of each attack action is determined according to the model MHR of host reaction. This model is determined by a set of rules of host reaction: MHR = {RHR j}, RHR j: Input 
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 Output [& Post-Condition]; where Input – the malefactor’s activity, Output – the host reaction, Post- Condition – a change of the host state, & – logical operation “AND”, [] – optional part of the rule. 
Attack simulation tool implementation
The software prototype of the Attack Simulator tool is currently used for validation of the formal framework suggested and exploration of implementation issues The main objective of the experiments with the Attack Simulator is to evaluate the tool’s efficiency for different variants of attacks and attacked network configurations. The simulation-based exploration of the Attack Simulator tool has the following purposes:

(1) Checking a computer network security policy at stages of conceptual and logical design of network security mechanisms. This type of checking is performed by simulation of attacks at a macro-level;

(2) Checking security policy of a real-life computer network. This task is performed via simulation of attacks at a micro-level that is by generating network traffic corresponding to the real activity of malefactors. 

These experiments were carried out for various parameters of the attack task specification and an attacked computer network configuration. In addition to malefactor’s intention, the influence of the following input parameters on attacks efficacy was explored: degree of protection afforded by the network and personal firewall, and attacked host, and the degree of malefactor’s knowledge about a network. To investigate the Attack Simulator capabilities, the following parameters of attack realization outcome have been selected: number of terminal-level attack actions, percentage of the malefactor’s intentions that are successful, percentage of “effective” network responses on attack actions, percentage of attack actions blockage by firewall, and percentage of “ineffective” results of attack actions. 
Conclusion
In this paper DDos attacks were formally simulated and carried out though in a broad spectrum, by team of Dos agents. The developed approach is useful in simulation based evaluation of computer networks security. It is also useful in analyzing the vulnerability of a computer network to DDos attacks and its efficiency and effectiveness in countering DDos attacks.

The paper is very informative and gives a clear insight in mechanism to counter DDos attacks.
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