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Analyzer is a packet capture tool; it captures packets from network and it displays them through a graphical interface. The user can choose the network adapter (used for the capturing and monitoring process), specify an appropriate filter, select, copy and paste packets. Advanced features concern both the possibility to make (and plot) some advanced statistics on the captures packets and to plot statistics in real time (number of packets flowing through the network and so on).

1.1 Analyzer structure overview

Analyzer is made up of several components: 

1. A graphical interface, used for an user-friendly interaction. 

2. A low-level packet capture library, used to capture packets, monitor network traffic. It main goal was to capture packets from the network and to create the capture file. 

3. A legacy program, Query, is a standard console application which receives command lines and produces text lines as output. Query aims at: 

· read capture files created by Analyzer; these files are interpreted by a special code (dynamically created) in order to decode packets, display protocols in the graphical interface. For instance, when the graphical interface asks Query for the packet number 34, then Query looks for the required packet in its packets list and returns the dump of the packet. Then it will interpret the packet and all the protocols contained in there.

4. Parsers: these are external programs that take text files as input and they generate "pseudo-code" used to interpret and display packets. For instance, protocol description is given in a special file (a PDF file, Protocol Description Format) that is dynamically recompiled in order to be used by the analysis engine. This "dynamic compiler" is one of the parser used by Analyzer. 

5. Graphical Plug-ins: they are standard Windows DLL that aim at displaying graphics coming from the statistical and monitoring output. 
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A general schema about the interactions among the components of Analyzer is given below: 

2. Technical Specifications:

	 1
	Supported Platforms
	Windows 95/98 and NT/2000, XP. Windows ME is not supported.

	2 
	Hardware compatibility
	Ethernet is supported. Token Ring and FDDI should be supported as well; dial-up adapters are usually unsupported. 


2.1 Protocols recognized by Analyzer

This section lists the protocols which Analyzer recognizes using as configurations files (PDF, DFF, IFF) the distributed ones. The protocols description is done following the hierarchical structure of the ISO-OSI model.

NOTE: protocol fields whose length is unknown have a gray background. 

· Level 2 protocols 

· MAC: 802.3, Ethernet v.2.0 

· Token Ring 

· LLC: (standard), LLC/SNAP

· NetBEUI

· TCP/IP Stack: level 3 

· IPv.4, IPv.6 

· ARP 

· ICMP, ICMPv.6

· TCP/IP Stack: level 4 

· TCP, UDP

· TCP/IP Stack: routing protocols 

· RIP (Version 1 and 2), IGRP, EIGRP, OSPF, BGP

· TCP/IP Stack: application level protocols 

· DNS 

· Protocols over UDP (Daytime, Trivial FTP (TFTP), Bootp, RWHO, NFS, NetBIOS, RTP, RTCP) 

· Protocols over TCP (Daytime, FTP, Telnet, SMTP, Gopher, Finger, WWW (http), POP, NNTP, X-Windows, NetBIOS) 

· Novel IPX Stack 

· IPX 

· RIPX 

· SAP 

· SPX 

· NCP 

2.2 Protocol parsers (PDF, DFF, IFF and others)

Analyzer uses three external parsers that are used to make the protocol parsing/decoding working.

Analyzer executes these parser automatically when

· user changes the source files (for example the protocol definition, in menu' Setup/Protocol Definition) 

· at launch time (Analyzer controls automatically the coherence of object files with the corresponding source file). 

All parsers show an error message is shown if the number of parameters is wrong or it is not possible to open a file; the parser generates no output file and returns a value different from '0' when the parsed file contains some error.

 

2.2.1 Protocol Definition (PDF: Protocol Definition Format)

PDF file (Protocol Definition Format) defines protocols supported by analysis engine and it is a normal text file. This files is used to:

· describe the format of each packet (for example: IP has a first field that is 4-bits long called "version", then another 4-bits field called "Header_length", and so on) 

· explain how these protocols have to be demultiplexed (for example: if an IP packet contains code "17" in the "protocol" field, next protocol will be UDP) 

This parser is launched by Analyzer when the user either sets or modify this configuration file. This parser can be launched manually as well:

 pdreader FILE.PDF OUTPUT_FILE.PDO

Output file is a "pseudo-code" object file that is used by Query to interpret and decode packets. On other words, Query has a virtual machine in which this object file is executed; Query has to be able to execute these commands and to provide a "friendly" environment for this code.

Protocols will be described in a text file with a particular C-like language (case insensitive), with a small set of data types. Fields definition is given by type + name.

The supported data types are:
BYTE(8) int (0,255)

WORD(16) int (0,65535)

DWORD(32) int (-2147483648,2147483648)

Names format is: a character (or '_') followed by less then 50 alphanumerical types. A field can contain sub fields obtained masking some indicated bits.

field BYTE 01110010

    sub field BIT (2,5) ; this notation means that BIT is given by the

                          bits 2,3,4,5 of BYTE so BIT has the value 1100

A protocol definition starts with the word 'PROTOCOL', followed by a fields series and expressions which ends with 'ENDPR'.

2.2.2 Display Definition (DFF: Description File Format, IFF: Index File Format)

These files define what has to be displayed on the Analyzer main window: DFF file defines the complete description of the protocol, whereas IFF describes a brief description of the protocol. DFF output (with a proper formatting) can be seen in the Analyzer's second window (the one on the left), while IFF output can be seen in the first window (the one on the top).

There are two different files for the display definition because of the different requirements of them: the top window has limited space so that only the most important information have to be printed (for example IP source and destination address). The left window has more space, so that the rest of the information can be printed, for example header length, fragment offset, etc.

This parser can be launched either by Analyzer or manually. In the latter case the syntax is:

ddreader INPUT.xFF OUTPUTFILE.xFP OBJECT.PDO

where the latter if the PDO file previously generated. 

xFF parser creates an object file as well: this object file is executed by the analysis engine (Query) and it works after the PDO file finishes its job. In fact the PDO file decodes the packet and set appropriate values for all the protocol fields defined in there. As soon as a protocol has been completely decoded, the analysis engine executes the corresponding DFO and IFO code in order to define how this protocol has to be displayed. Therefore protocols names and protocol fields must have the same name in the PDF, DFF and IFF files and they are mapped by the Query virtual machine in somewhat "global" variables that are created by the PDO and they are accessed by the DFO(IFO as well.

DFF/IFF files share the same parser (case insensitive), therefore they share the same C-like syntax used to define the display definition.

The language has the following characteristics:

· variables: they are defined by a type and a name, the definitions are done in the function and the types can be:  
· BYTE(8) int (0,255) 

· WORD(16) int (0,65535) 

· DWORD(32) int (-2147483648,2147483648) 

the variables are even initiated at 0. The names are: a letter or the type '_' followed by less then 50 alphanumerical type 

· arrays: they are defined with the word 'ARRAY'; they are a DWORD vector limited to 65535 elements; it is not possible make multidimensional arrays; the array does not immediately occupy the necessary memory to reach the max size, but it  grows when the user asks to enter in not yet lodged places. It is convenient to immediately enter in the max array position, so the array doesn't grow in more steps. The array scope is global; it is definable only out of the functions and the access to it is like in C. It is not initiated. 

· functions: they must return a value. Return value will be '0' in absence of an explicit return instruction. A function is defined by a type, a name and a parameters list. The parameters are passed by value and not by reference. There are not pointers so a function cannot delegate an other function to change the value of variable. To do this, you can use array which has global scope. Recursive functions are allowed. 

· structured constructions: the xFF  files accept all C constructions except the switch statement. 

· instructions: 

· CONTINUE: it resumes the structured construction as in C. 

· BREAK: it breaks the most internal structured construction (doesn't work in if). 

· TITLE '(' string ')': show the string as a title 

· PRINTF '(' string ',' expressions_list ')': print a string using the format options (look at printf() page). The paging command are like those of the function C printf - %d for int, %u for unsignedint,%s for character.  

· PRINTF '(' string ')': print a string like printf do. Paging command are not available. 

· APRINT '(' string ',' name ')': print a vector like a for cycle. It has paging command as printf. 

· CLEAR '(' name ')':cancel a vector. All the elements values will be lost. The vector memory is completely settled free.  

· RETURN expression: goes out from the current function and returns a value. 

· RESETLOG '('expression')', RESETLOG '('expression', 'expression')', RESETLOG '('expression', 'expression', 'expression')' : this instruction can be invoked using three different formats. It is used to modify the bytes intervals which are automatically associated, by Query, to the packets fields.

. 

2.2.3 Query: the Analysis engine

The analysis engine, Query.exe, is a standard console application and it can be used "stand-alone". Analyzer uses this program and it redirects its input/output to the graphical interface.

Query provides an environment exploited by all the parsers in order to execute the object code generated by them. It consists basically in a user interface and a virtual machine that hosts the "external" code and executed user command by means of the object files.

Query supports two kinds of commands:

· off-context commands: they are commands that can be given at any time 

· on-context commands: they are commands that can be given only when there is a capture file open.

3. Graphical User Interface

The most important dialog windows: 

· Begin Capture Dialog Window 

· Advanced Capture Settings Dialog Window 

· Select Filter Dialog Window 

· Statistics / Monitoring Settings Dialog Window 

· Protocol Configuration Dialog Window 

Most important wizards: 

· Create Expressions Wizard 

· Capture Filter Wizard 

Graphs (the display modes): each plug-in has its own-specific settings. Here there are these options:

· Bar graph Settings 

· Column Graph Settings 

· Pie Graph Setting 

· Simple Pie Graph Settings 

· Scrolling Line Graph Setting: it represents the last 128 samples which are captured during a real time session (Monitoring or Statistics). This graph can not be used to create tables. 

· Line Graph Settings: it is not available during real time sessions. It can represents table; the table columns are relative to the lines, the table rows define the lines behavior. 

3.1 Begin Capture Dialog Window 

Capture filter: it allows the user inserting a run-time filter; syntax is the one of WinDump.

Advanced filter: this button opens the Select Filter Dialog Window; the name of chosen filter appears in the edit box. Only packets satisfying the filter are saved in the capture document.

Overwrite current...: the new capture will overwrite current opened capture document. This control is disabled if there are not any opened documents.

3.2 Advanced Capture Settings Dialog Window

With this window you set some of the parameters used by the capture engine.

Capture buffer size: it sets the size of the capture buffer in the packet capture driver; buffer size is the parameter that influences the number of packets loss during a capture; on the same machine a bigger buffer means lower loss probability. Anyway Analyzer prints a message box when detect losses, therefore we suggest to increase this value only when it is strictly needed.

Number of packets...: capture can either proceed unlimited or can end when the selected number of packets are received.

Set capture in promiscuous mode: make the capture driver able to capture all the traffic transmitted on the network, otherwise only traffic from or to that station can be captured.

Section of the packet...: it sets the parameters which define the number of bytes copied by the system in the packets buffer. The packet capture driver copies only the selected amount of bytes to the buffer and not the whole packet; in this way the processing time, absorbed by the copy task, diminishes. So this parameter is one of the most important when talking about performances.

3.3 Select Filter Dialog Window

The 'Select Filter' dialog can be used to define two different types of filters:

1. if this window is invoked by the buttons sequence Edit\Select... (from the capture menu - a capture document is open) then, through this window, you will choose the expression filter used to make a selection on the current capture document; 

2. if this window is invoked by the button sequence Captures\Begin\Advanced filter then you will choose the expression filter used to determine the packets which will be captured. The selected expression is set as parameter in the capture engine session. 

3.4 Statistics / Monitoring Settings Dialog Window

· The Statistics session evaluates the Average, Maximum and Minimum values on the group of data collected since the session beginning. 

· The Monitoring session shows the values/results relative to each updating interval. 

3.5 Protocol Configuration Dialog Window

This window is used to set three configuration files: PDF, DFF, IFF. These text files are used to describe the protocol format (PDF) and to customize how Analyzer displays packets (IFF, DFF). Click on the flap related to the file which you want to set.

PDF: PDF (Protocol Definition Format) file defines the protocols supported by the analysis engine; the setting will work when the next capture document will be opened. PDF file is saved as a text file.

DFF: DFF (Description File Format) file defines in which way the protocols will be shown on the screen; the setting will work when the next capture document will be opened.

IFF: IFF (Index File Format) file defines in which way the index, shown in the first window, is created; the setting will work when the next capture document will be opened.

Edit: Opens the selected file so you can modify it. 

3.6 Create Expressions Wizard

With this window you can create an expression which is used as a filter.
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This window has four control groups:

1. The first group is composed by the controls used to insert the values in the expression. Choose the table clicking on the label (Protocols, Variables, Values, Ascii or Hex) then choose the value selecting it, then push the button 'Insert' to insert the value in the expression. If you cannot make the insertion an error message will appear. You can insert both protocol expression and any variables given by the analysis engine in the expression. This variables are taken by the analysis engine through the function GetVmVar() and they give several information about the packet.

2. The second group inserts the operators in the expression. Click on the button correspondent to the operator which you want insert. There are: 

· the five elementary operators (+, -, *, /, %) 

· The boolean operators: AND &&, OR ||, NOT !. 

· two buttons for the shift operation: shift on the right (>>), shift on the left (<<). 

· Six buttons for the comparison between the variables. 

3. The controls used to navigate in the expression and to build it: 

· Insert: it inserts the selected value. 

· Test: it tests if the expression is correctly written. 

· <-: it moves the insertion point one position on the left. 

· ->: it moves the insertion point one position on the right. 

· <-() , ()->: they allow to exit from the parenthesis. 

· (): it inserts the selected text between two parenthesis. 

  

4. The window controls (OK, Cancel). 
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3.7 Create Capture Filter Dialog Window

Filters list: the filter which belongs to this list can be a MAC filter or an IP filter. The description specify which is the captured traffic.

MAC/IP folder: you can build a packets filter based on the MAC/IP addresses; the text in the edit box 'Direction' specifies which direction (source to destination, ...) the filter refers to. Remember that a MAC address is composed by six hexadecimal numbers (interval: 00 - FF) and that an IP address is composed by four decimal numbers (interval: 0 - 255)..

Insert: it inserts a new filter in the list (=the filter composed with the selected folder),

Remove: it removes the selected filter from the list.

Update: it replace the selected filter with new one (=the filter composed with the selected folder).

Edit box Direction: it has the following voices:

· SRC->DST : you have to insert the source address and the destination address. 

· SRC->... : you have to insert only the source address; so the filter includes all the packets which leave the host with specified source address. 

· ...->DST : you have to insert only the destination address; the filter includes all the packets forwarded to the host with the specified destination address. 

· HOST<->... : you have to insert only the host address; the filter includes the packets which leave the specified host and also the packets forwarded to the specified host. 

· HOST1<->HOST2 : you have to specify two addresses which identify host1 and host2 (at the MAC or IP level); the filter includes the packets forwarded (at the MAC or IP level) from host1 to host2 and vice versa. 

3.8 Configuration files used by Analyzer

The analysis engine (Query program) uses five types of configuration files:

· Log File Format (LFF): the format of the capture files which are readable by the Analysis engine is settable through the LFF file (Log File Format). This file describes the structure of the formats of the capture files to the analysis engine. So the analysis engine, setting the right LFF file, can read each type of capture file whatever its format may be. For instance Analyzer uses a capture engine which creates capture file with the ACP format; NetXRay uses a capture engine which creates capture files with a 'NetXRay format'. If we want to read a NetXRay capture file with Analyzer we have to describe its format to the analysis engine. This operation is done giving to the analysis engine a LFF file which describes the new format. 

· Protocol Definition Format (PDF): it is possible adding new protocols to the supported ones; this operation is done through the PDF file. This file describes the fields organization of the new protocol and so it makes the Analysis engine able to decode the packets of the new protocol. 

· Definition File Format (DFF), Index File Format (IFF): the definition of the output texts created by the Analysis engine are defined by these files. Then the interface receives these texts and presents them in more friendly way. 

· Statistics (STT): they describe to the analysis engine the statistics which have to be evaluated on a capture file. 

· MACro Files (MAC): they contain an instructions series for the analysis engine. 

All the listed files, save the ACP file, are text file so you can edit them through a text editor. Besides all the files, but the STT file, does not need end row types or a particular string organization, so you can page them as you want.

4. How to define a new capture file format

We examine one LFF file which define the ACP format.

Characteristics of the ACP file format (for instance this is the native format of WinPcap and libpcap):

· The structure is enough simple to allow a fast navigation through the file. 

· The capture file contains only the packets captured from the network; the time information are stored in each packet. 

· The file is navigable only in one direction. 

· The exact time, at which the frame arrived, is available. 

· Not damaged frames are readable also in case of corrupted dumpfile. 

· The overhead (the data which are not frames but info used to manage the file) is negligible. 

· It is possible to read file generated by different architectures (big endian or little endian). 

At the beginning of the file there is an header. Here it is its format:

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	Magic Number

	Major Version
	Minor Version

	Time Zone

	File Length

	Future Applications

	Link Type


· Each file starts with a magic number. This number contains the hexadecimal sequence: 0xa1b2c3d4. It is used to understand if the file was generated by a little endian architecture or by a big endian architecture. In the little endian case the bytes sequence is: 0xa1, 0xb2, 0xc3, 0xd4; in the big endian case: 0xd4, 0xc3, 0xb2, 0xa. 

· Then there are two integers on two byte which represent the major and the minor version of the format. 

· An integer on 4 bytes which contains the time zone in relation with Greenwich. 

· An integer on 4 bytes which contains the file length. 

· An integer on 4 bytes reserved for future applications. 

· An integer on 4 bytes describes the link (Ethernet, ...). Complete mapping can be found into bpf.h file, into the WinPcap source pack. Here it it a table which show the values which this number can have and their meanings: 

Then there are the packets; each packet has an header which contains the following information:

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	Packet Length

	The packet part length contained in the file

	Seconds from the capture beginning

	Micro seconds from the capture beginning


· An integer on 4 bytes for the packet length. 

· An integer on 4 bytes for the length of the packet part contained in the file. In fact can happen that the capture file does not contain the whole packet. 

· An integer on 4 bytes keeps the seconds number passed since the capture beginning until when the packet was captured. 

· An integer on 4 bytes keeps the microseconds number passed since the capture beginning until when the packet was captured. 

5. Test 

	OS
Windows XP Professional,

Version 2002



	Hardware
AMD Athlon XP 1800+ at 1.45Ghz,

256 MB DDR Ram

	Network adapter
Realtek RTL8139 Family PCI

Fast Ethernet NIC




The testing environment:
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1. The initial window:
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2. Starting a new capture: 
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From File -> New Capture
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The capture file:

6.  Installation 

Before the program can be executed, the WinPCap library should be installed(installation file included). After WinPCap is installed, the Analyzer program can be executed directly from the folder(the Analyzer does not need any extra installation procedures).
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