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1. Introduction

It is said that a good defense is a good offense. Past few years, computer security scholars and community took this idea into consideration and developed a concept of honeypot. Traditionally, the idea was more focused on the defensive side and they developed the powerful technologies and tools like Firewall and Intrusion Detection System (IDS) to defend the network from intruders. Today, they are more concerned in studying the types of attacks; the various tools used for attacking, the new kinds of virus and other security threats so that they can defend their system more securely. The idea behind the honeypot is to create a virtual or in some scenario a real system, put the system visible to the attackers so that they can compromised and probe. The system will keep track of the activities and later the logged information is analyzed to make sure the production services and network are secured with new threats.
Lance Spitzner defines honeypot technology as –

“A honeypot is security resource whose value lies in being probed, attacked, or compromised.”

Today, there are many commercial honeypot systems available for e.g. Specter, KFSensor, Honeynet and there are also been lot of development in Open source area. This paper will look into more detail the Honeypot technology, the types of honeypot and the second half of the paper will look into the commercial product – KFSensor and the open source software honeyd. I will discuss the similarities and differences between these software and will detail the features of honeyd.
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2. Honeypot Technology
2.1 Attackers

The main objective of the honeypot is to lure the bad guys or attackers. So this section discusses the types of attackers and their motives. There are mainly two types of attackers:

· Script Kiddies

They are more like amateur, they don’t care the type of host or network they are compromising. They wanted to get into system for fun, or to prove that they are successfully in hacking into some system or to try to educate the inadequacy of the security policy in placed in an organization. For some, their main goal is to hack computer with less effort using already existing scripts or with minor changes to scripts. They are more interested into hacking more number of computers. 
· Blackhat

These are more knowledgeable and more experienced with the internal working of various communication systems, the internet and they focus on system of high value. They are mostly financially driven and affect the corporate and national level. They are more dangerous because of their skills level and they operate silently.

As a personal home computer user, we have a misapprehension that we are not vulnerable to attacks but we are wrong. “In the beginning of 2002, a home network was scanned on average by 31 systems a day.” Today everyone is target of attackers, as they are exploiting various means to get into personal computers to get information like personal data, credit card information and in higher level for any business their data and system resources.
2.2 Honeypot
The main value of honeypot lies on being attacked so that the administrator can study their attackers and kinds of attacks. Therefore we could say that honeypot is a tool to study the current world of security, the various threats and means. The honeypot alone can’t solve or improve the security of the network. It has to work along with the existing defensive mechanism to making the fort stronger.

From the introduction, we know that the main objective of the honeypot is to collect information. The administrator might use honeypot for two reasons as a production or research purposes. The production honeypot will measure their existing network vulnerability with outside threat. As a research, they want to study the attackers so that they can be better equipped for the future attacks. So why are there so many talks about the honeypot? The answer to this is: we have to know who our enemy is. If follows the saying again best defense to our security is to have best offense. More one is aware of the current issues that are going around, more one get experienced. The other aspect of the honey pot is we don’t have to go around hackers’ computer to look for the information, it’s very passive. It’s like a bee hive, we setup a pot full of honey or sugar than bee will come looking for it. Similarly, we setup a system somewhere on a network, and wait for hackers to come and compromise our system.
2.3 Types of Honeypot

Depending upon the need of the organization and what the amount of information they want to gather from the system, a company can implement honeypot in two forms:
Low Interaction and High Interaction Honeypot

1) Low Interaction Honeypot System

As the name indicates, we give outsider as much as less number of activity to perform on the system. They have limited number of access and interaction with the virtual services and operating system. It is very simple to implement by installing off the shelves product like Specter or KFSensor or by implementing open source product honeyd. It is less risky as hackers won’t have access to the main OS and only play around with the emulated services.

For e.g.

We setup an emulated FTP service to run on the port 21 and keep the system open on the network. The hackers will try to log into it. The system will record all the activities between two parties. We could set up our honeypot to accept some command to make the attack real. 
The disadvantage of the low interaction is that are limited with amount of information we can capture, mostly the logging information and few other after that and we can only keep track of the activities that early exists. The existence of the low interaction of the honeypot is detected by experience hackers.

2) High Interaction Honeypot System

The main objective of this system to do full study of the attackers so instead of providing emulated service, real system in provided to probe. We give the hackers a real interaction with the service and the operation system. We can collect more information and we can find new information on various tools and viruses.

“An excellent example of this is how a Honeynet captured encoded back door commands on a non-standard IP protocol (specifically IP protocol 11, Network Voice Protocol).”

Examples of high interaction honeypot systems are: Symantec Decoy Server and Honeynet.

3. KFSensor

KFSensor serves both as the honeypot and an intrusion detection system. It is windows based software with a graphical user interface monitoring system. The KFSensor is a low interaction honeypot which emulates preconfigured services and also programmable services. The software keeps track of all the communication between the server and the outside party. The detailed features and installation procedure for this software are explained in my first paper 
“KFSensor Honeypot and Intrusion Detection System”. Please refer to the paper for detail explanation. In this I will present some features, functionalities and test for comparison.
The main component of the KFSensor it KFSensor server, which listen to all the configured service on both the TCP and UDP ports. The main point of contact for attacker is a server and it runs as a UNIX daemon. The monitor has a GUI part that displays the all the activities and all the 

The configuring KFSensor is very easy as it has GUI and simple wizard to help in the process. The most important is configuring the scenarios. Scenarios consist of list of currently running services on various ports known as “Listen”. Each listen on scenario can be edited and can add a new one. 
The basic setup is providing the port number, the protocol used, the binding IP address the action to take if activity is detected on the listening port and rule can also be set. Other important setup is the Sim Server which stands for simulated server. By this the KFSensor can simulated popular web, FTP, SSH server. We could choose form the pre configured server like Apache, IIS or some other FTP server or we could make one using banners. The software can also be configured to take care of the DOS attack, all the logged data can be imported in different format and the logged files can be directly saved into the database.

Some of the other features are:

1) The GUI and easy wizard makes it simple and its really flexible. Can handle simple echo to other servers.

2) We can customize multiple scenarios based on our test.

3) Can listen to both TCP and UDP port

4) Use of banner for programmable server.

5) HTTP and SMTP

6) The events alerts and database compatibility.

4. Honeyd
Honeyd is low interaction; freely available, open source prepackaged virtual honeypot solution.  The software was developed by Niels Provos of the University of Michigan. Since it is an Open source, the program is constantly developing and evolving with new features and functionalities from contributors from all around. The source codes are available for download and customize with one’s requirement such as designing the own emulated services. The low interaction classification of honeyd will only allow emulating the services and doesn’t allow attacker to interact with the operating system of the honeypot. Similar to KFSensor the services can be ran into any TCP port. The main objective of the both software is to lure the attacker, deceive and also capture their activity.
Honeyd is a daemon application which enables the setup of multiple virtual honeypots on a single machine. The main important difference with the KFSensor is that, personality feature. This feature or configuration will allow configuring the each production honeypot with a personality of OS IP stack and it binds a script to the emulated port to visualize the service. The honeyd also allow to emulate complex network architecture and their characteristics. 

4.1 Product Detail
Software: honeyd

Version: honeyd 0.8
License: open source

Download site: http://honeyd.org
OS: Windows, Linux, Unix – Solaris

4.2 Installation
There are other libraries and packages that need to be downloaded:

1) ARPD

Download the arpd-0.1.tar.gz 

http://www.citi.umich.edu/u/provos/honeyd/arpd-0.1.tar.gz
2) Libraries Dependencies

- libevent-0.8a.tar.gz
- libpcap-0.8.3.tar.gz
Basic Installation:

One has to log in with the root user. Create a folder called /honeyd-packages

Extract and install libevent and lipcap

Extract the packages libevent:

# tar -zvxf libevent-0.8a.tar.gz
Compile the libevent:

# cd libevent-0.8a (Note: pwd is /honeyd_packages/ libevent-0.8a)

#. /configure

# make

# make install
Similarly we can extract other files and the system is ready for testing. Before that I will explain how the honeyd works.
4.3 Some major differences between KFSensor
Honeyd was originally designed for Unix system but today honey is capable of running in most version of linux distribution and recently it was ported to windows environment too.

KFSensor is only designed for Windows. Honeyd is primarily designed as a production lower level honeypot so to give the attacker the elusion of real system it has added powerful feature than KFSensor. The software is very flexible and robust. 
-
One of the main different between honeyd and KFSensor is that: KFSensor uses the computer IP as the main KFSensor server. So when the host is probed the IP the attacker gets is that of the real system running the server. In other hand, honeyd uses one of the unused IP in the network and basically create a virtual host with honeypot running. Past few years, honeyd has been tested of using almost 60,000 IP at one time. Basically, honeyd monitors a large number of host and network that doesn’t even exist.

-
The honeyd only can listen to TCP port as compare to KFSensor listen to both TCP and UDP port.

· One of the main feature of the honeyd is it emulates the various operation system. Currently honeyd is capable of emulating almost 437 different OS, router, switches. The detail of this design is described in sections below. The honeyd make use of the Nmap fingerprinting for this process. IN other words it also emulates the IP stack so that when utilities like nmap is used to scan the host, the honeyd will respond will configure OS.
KFSensor is not capable of emulating and limited to only creating various services.

 -
Since the software is open source, most of the scholars in the community contribute to the development and making the software and better with emulated services. As the software evolve in years to come honeyd’s ability to detect and capture attacks will exponentially grow.
-
Its free of charge while KFSensor cost some money.

4.4 How does Honeyd works
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As most of the low interaction honeypot, when connection is made on one of the TCP port the interaction with service is captured. Honeyd make use of the not used IP address on the network. The main components of honey are:
I. Configuration file

The configuration file is where we define the personality of the OS or the router and define the various TCP where we define the virtual services. As said before in one config file we can configure any number of OS and router with different services. Below is the example of the configuration file.

	# Example of a simple host template and its binding

annotate "AIX 4.0 - 4.2" fragment old

create template

set template personality "AIX 4.0 - 4.2"

add template tcp port 80 open

add template tcp port 22 open

add template tcp port 23 open 

set template default tcp action reset

bind 192.168.1.80 template


The top level we have to create a system any OS or, a router. So we start with create command followed by the name of the system. In the example, above we have the system named template. It is followed by the set of “set” and “add” command to add the various services. After the system is named we have to set what kind of personality the system is – here is set to AIX 4.0 – 4.0. It is important that the system fingerprinting should map with that of the details in nmap.print. This is the main configuration that fools the nmap when honeypot is scanned using the nmap utility. Series of tcp port connection is added after the personality is created. Above we have opened port 80, 22, 23. As regular tcp connection we could open, closed or reset the port.
At bind the name of the system that is template with the IP address that is not used by the real system in the network.
II. The nmap fingerprinting files nmap.print and  xprobe2
Honeyd uses nmap fingerprinting files to create the network stack behavior of a virtual honeypot. The fingerprinting are similar to one below:
Fingerprint IRIX 6.5.15m on SGI O2

TSeq(Class=TD%gcd=<104%SI=<1AE%IPID=I%TS=2HZ)

T1(DF=N%W=EF2A%ACK=S++%Flags=AS%Ops=MNWNNTNNM)

T2(Resp=Y%DF=N%W=0%ACK=S%Flags=AR%Ops=)

T3(Resp=Y%DF=N%W=EF2A%ACK=O%Flags=A%Ops=NNT)

T4(DF=N%W=0%ACK=O%Flags=R%Ops=)

T5(DF=N%W=0%ACK=S++%Flags=AR%Ops=)

T6(DF=N%W=0%ACK=O%Flags=R%Ops=)

T7(DF=N%W=0%ACK=S%Flags=AR%Ops=)

PU(Resp=N

The file data above gives the detail initial connection procedure of particular system. The values are used for the initial three way handshake making the connection. The detail of the implementation of the fingerprinting can be found in the abstract by the Niels Provos, can be found in http://niels.xtdnet.nl/papers/honeyd-eabstract.pdf
III. Scripts for running the services.

To run the service, one has to program the perl script to simulate the ftp or other services. The package come with the 5 – 6 different kinds of scripts and others can be downloaded form the site for free as its open source.

4.5 Running Honeyd
Honeyd is assigned an IP address that is not used by any system on the network. Therefore attackers are probing the system that doesn’t exist and it is assumed that the attack is usually hostile, most like the scan or attack. The main concern now is that how do we redirect the traffic to the system that doesn’t even exist. We can’t configure the honeyd to do that but we have to get the traffic to the honeyd. There are various ways one can implement that. 
For the test purposed I used the ARP spoofing, but one can also configure the router to have a static routing where the IP of the host running a honeyd should point to the IP of a virtual honeypot.

Arpd is software developed by the Dog Song, what it does is that it finds the no existing system on the network and forwards any connection to them to honeypot, this principle is called ARP spoofing. Other way to forward the traffic is using ARP proxy.

4.6 Testing with honeyd
Testing for FTP and HTTP server were conducted is compared with KFSensor

The honeypot was setup with a configuration that opened the port 21 and ran the FTP script downloaded from the internet. 

The honeyd was run in Linux Fedora box since we didn’t have to use any router configuration for traffic forwarding. The arpd utility fulfilled the purpose of it. The router used was. DLINK – 4 ports for DSL/Cable. The IP subnet 192.168.0.0/24

The IP address of the host is 192.168.1.122 and the IP address of the virtual honeypot is 192.168.0.121.

First arpd utility was run to forward all the non existing IP that is 192.168.0.121 to the honeypot. Using following command:

Than the honeypot was run as daemon

The option for the honeyd command can be found in the Appendix A

1) Running FTP in honeyd result.

[image: image3.png]icrosoft Windows KP [Uersion 5.1.26001
<C> Copyright 1985-2081 Microsoft Corp.

\Docunents and Settings\Adninistrator.SUNIL>cd\

1\>Ftp 192.168.8.121
onnected to 192.168.0.121.

220 localhost . localdonain. localdomain FIP server CUersion wu-2.6.8¢5> Mon
21:35:48 EST 2084) ready.

ser (192.168.8.121:Cnone>>: anonymous

331 Guest Togin ok, send your complete e-mail address as a password.

in your class at the moment.
2084
like this, disconnect now.

implenented; to get a whole
ree At Sea
need it most Files already

Nou 22|





We can see that we initiated a connection to the honeypot system 192.168.0.121 and the server response with some responses. 

The same test performed in KFSensor:

FTP emulation

Aim: Is to interact with the FTP simulator and to see whether KFSensor server respond with correct information:

Description: using telnet and we will try to establish the connection through port 21 and perform some function on decoy ftp server IP 137.207.238.113.

Test Condition:
The screenshot explain the test condition.
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Results:
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Conclusion: The event was generated as the connection was closed. The FTP listener keeps track of the visitor information, port number, and domain. It also keep track of the username and password used to gain access and the various transactions made during the connection period.
3) HTTP connection:
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The server responded with the index page which had a text. This Site is under construction.

From these testing I found out that both had good results in providing the services with right result.  KF sensor was better because it had a user friendly GUI. The results were easy to read and translate. On the other hand, honeyd was very hard to configure and there are very limited services available at the present.
The two most of the significant feature of the honeyd, which I was not able to perform a test since due to the lack of resource was creating a virtual network. I have presented here with the configuration file and the test conducted by the author of the honeyd. The sample examples here are taken from his abstract.

route entry 10.0.0.1

route 10.0.0.1 link 10.0.0.0/24

route 10.0.0.1 add net 10.1.0.0/16 10.1.0.1 latency 55ms loss 0.1

route 10.0.0.1 add net 10.2.0.0/16 10.2.0.1 latency 20ms loss 0.1

route 10.1.0.1 link 10.1.0.0/24

route 10.2.0.1 link 10.2.0.0/24

create routerone

set routerone personality "Cisco 7206 running IOS 11.1(24)"

set routerone default tcp action reset

add routerone tcp port 23 "scripts/router-telnet.pl"

create netbsd

set netbsd personality "NetBSD 1.5.2 running on a Commodore Amiga (68040 processor)"

set netbsd default tcp action reset

add netbsd tcp port 22 proxy $ipsrc:22

add netbsd tcp port 80 "sh scripts/web.sh"

bind 10.0.0.1 routerone

bind 10.1.0.2 netbsd

The configuration above present the routing topology and defines two personality routerone and netbsd.

The result from the traceroute.

$ traceroute -n 10.3.0.10

traceroute to 10.3.0.10 (10.3.0.10), 64 hops max

1 10.0.0.1 0.456 ms 0.193 ms 0.93 ms

2 10.2.0.1 46.799 ms 45.541 ms 51.401 ms

3 10.3.0.1 68.293 ms 69.848 ms 69.878 ms

4 10.3.0.10 79.876 ms 79.798 ms 79.926 ms

This feature makes the honeyd more powerful than the KFSensor as it can create a virtual network topography.

5. Conclusion

From all the observations and testing, honeyd is indeed a good honeypot solution as it provides with OS mimics which KFSensor doesn’t and also the virtual network topography. In other hand it’s very hard to configure while KFSensor GUI makes it easier to understand and implement faster.
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APPENDIX - A

NAME

     honeyd - Honeypot Daemon

SYNOPSIS

     honeyd [-dPW] [-l logfile] [-p fingerprints] [-x xprobe] [-a assoc]

            [-f file] [-i interface] [net ...]

DESCRIPTION

     honeyd creates virtual hosts for IP addresses matching the specified net.It can simulate any TCP and UDP service.  It replies to ICMP echo requests. Currently, all UDP ports are closed by default and honeyd will reply with an ICMP unreachable port message if the configured personality permits that.

     This enables a single host to claim addresses on a LAN for network simulation.  The net argument may contain multiple addresses and network ranges.

     In order for honeyd to receive network traffic for IP addresses that it should simulate, it is necessary to either explicitly route traffic to it, use proxy arp or run arpd(8) for unassigned IP addresses on a shared network.

     honeyd exits on an interrupt or termination signal.

 The options are as follows:

 -d      Do not daemonize, and enable verbose debugging messages.
 -P      On some operating systems, it is not possible to get event       notifications for pcap via select(3).  In that case, honeyd needs to run in polling mode.  This flag enables polling.

 -W      Print a list of interfaces. ** WIN32 ONLY **
 -l      logfile
         Log packets and connections to the logfile specified by    logfile.

 -p      fingerprints
         Read nmap style fingerprints.  The names defined after the token are stored as personalities.  The personalities can be used in the configuration file to modify the behaviour of the simulated TCP stack.

-x       xprobe
      Read xprobe style fingerprints.  This file determines how honeyd reacts to ICMP fingerprinting tools.

-a assoc
         Read the file that associates nmap style fingerprints with xprobe style fingerprints.

-f file
             Read the configuration in file.  It is possible to create host templates with the configuration file that specify which servers

should run and which scripts should be started to simulate them.

-i interface
             Listen on interface.

net     The IP address or network (specified in CIDR notation) or IP

             address ranges to claim (e.g. ``10.0.0.3'',``10.0.0.0/16''     or`10.0.0.5-10.0.0.15'').  If unspecified, honeyd will attempt to

             claim any IP address it sees traffic for.
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