HUSH MAIL VS. SECURE MAIL

Background:


As more and more information is exchanged electronically, the need to increase the security of that information also increases. As more people start using the Internet to conduct their daily business, nearly everyone now needs to consider the issue of online privacy and whether to use an encryption solution to secure their electronic communications. Sending an unencrypted e-mail is like posting a letter without an envelope. The information you receive and transmit can be routinely monitored, logged, analyzed and stored by third parties. In addition to the basic human right to privacy, email users must consider the importance of keeping business communications secure from rival organizations and should only send data in an encrypted format. The same concerns apply to the transmission of medical records, sensitive legal, military or personal information. Every time you send email, you trust your messages and privacy to nameless and faceless individuals or organizations that frequently have no guidelines and no concerns for your privacy or security.



Hush mail Overview:




Hushmail keeps your online communications private and secure. Not even a Hushmail employee with access to their servers can read your encrypted email, since each message is uniquely encoded before it leaves your computer. A Hushmail account lets you communicate in total security with any other Hush member anywhere in the world. Hushmail is the World's premier free, secure web based email and document storage system. Hushmail provides Individuals and Businesses with essential communication tools, allowing you to communicate with privacy and confidence. Hushmail offers both free and Premium accounts, starting at only $29.99 per year. Now in its fifth year, Hushmail continues to innovate and extend its acclaimed technology. Hushmail users can access their email, documents and instant messaging from anywhere in the world.
How it Works:


Hush uses industry standard algorithms as specified by the Open PGP standard (RFC 2240) to ensure the security, privacy and authenticity of your email. With Hushmail, users need only create and remember their own pass phrases, and the secure Hushmail server does the rest. Encryption and decryption are transparent to the user, making Hushmail the most user-friendly secure mail solution available. Through the Hush Encryption Engine™, the Hush key servers take care of Public/Private key exchange in a completely seamless fashion. When a user wishes to encrypt/decrypt data or verify/sign a signature, a connection is automatically made to a Hush Key Server to retrieve the necessary Public/Private Key. Only Hush's solution provides such a high level of security combined with total ease of use. The descriptions below will give you an overview of how the Hush system secures email.

Firstly:

2,048 bits of random numbers are converted into a pair of keys -- one private key and one public key. (What the public key locks, the private key unlocks, and vice-versa.) Every Hush user will have his or her unique pair of encryption keys. The user's pass phrase encrypts and decrypts the user's private key so that no one but the user ever has access to it. 

Secondly:

The pass phrase, combined with the AES algorithm, symmetrically encrypts the private key. A one-time message key, unique to each email that is sent, is used to encrypt and decrypt the email message itself. 


Thirdly:

The message key, which is a component of the AES algorithm, encrypts the email. The recipient's public key is used to encrypt the message key. 
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Fourthly:

The message key is asymmetrically encrypted using the recipient's public key. Both the encrypted email and the encrypted message key are combined and sent to the recipient. 

· The email may only be decrypted by using the one-time message key. 

· The message key can only be decrypted by using the recipient's private key. 

· The recipient's private key can only be decrypted by entering the recipient's personal passphrase.
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Finally:

The encrypted email and the encrypted message key are sent to the recipient. So, not only is the email securely coded before it is ever stored on a server, but the key to decode the email is also encoded. Further, the private key needed to decrypt this key is also encrypted. Only the recipient can retrieve their private key by entering their secret personal passphrase.
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Why Hush mail:




Enhanced Spam Control

All Hushmail accounts now benefit from improved Spam Detection, allowing for easy filtering and disposal of likely spam. Additionally, Backsplash Protection is enabled by default, protecting your Inbox from unwanted system email.

These features can be accessed by signing in to your Hushmail account, and clicking on "Spam Control".
Subscription Information

Once signed in, Premium customers can now view their subscription status and history in "Preferences" under "Subscription Information". 

Webmail Updates

Hushmail released many oft-requested updates for the Hushmail mail client, among them: 

1. Improved Spam Control integration with message lists. 

2. Simplified Contacts addition while displaying email. 

3. Nickname expansion for contacts when Composing email. 

4. Helpful Hints now optionally displayed for Premium Users.

File Sharing

Hushmail users can now share their Secure Document folders with other Hushmail users at the click of a button. 

IMAP Access

The IMAP Access service allows customers to download their email to their local hard drive using the IMAP protocol and a standard email client like Outlook. IMAP Access also allows users to use the Hushmail for Outlook plug.in. 

External POP3

All Hushmail users can now access External POP3 accounts from within Hushmail. To enable a POP3 account, login to your Hushmail account, access the Preferences menu, and click on External Email (POP) Accounts. 
Compatibility














The following combinations of browsers, operating systems, and Java virtual machines have been successfully tested for use with Hushmail

	browsers
	Internet Explorer
	Netscape

	version
	5.0+
	7.0+

	Windows
	MSVM / Sun
	NS


MSVM Installation: 

Supported Browser(s): Internet Explorer

Supported Platforms: Windows

MSVM settings can be found in:

1. Internet Explorer

2. Tools

3. Internet Options

4. Advanced

5. Microsoft VM


To verify that the MSVM is enabled for use with Hushmail:

1. Tools > Internet Options > Advanced > Microsoft VM > select checkbox beside "Java logging enabled"

2. Tools > Internet Options > Advanced > Microsoft VM > select checkbox beside "JIT Compiler for virtual .."

Loading Hush Applet





















The following security prompt will be displayed when loading the Hush Encryption Engine:
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This prompt may display a different mailserver than the URL shown above.

You must click "Yes" to install the Hush Encryption Engine applet when logging into your Hushmail account, and can expect the following behaviour if you:

1. Click "No":

Applet will not be installed, and browser will remain at "Loading" message


2. Click "Yes":

Applet will be found in:

· "Tools"

· "Internet Options"

· "Settings"

· "View Objects"


Deleting file from View Objects will force Security prompt during next login


3. Click "Yes" and select "Always" checkbox:

· Applet will be found in:

· "Tools"

· "Internet Options"

· "Settings"

· "View Objects"


Deleting the "Hush Encryption Engine" applet from the "View Objects" list will cause browser to automatically install applet during next login

· Certificate for "Hush Communications Anguilla, Inc." will be found in:

· "Tools"

· "Internet Options"

· "Content"

· "Publishers"


Deleting certificate will force Security prompt when a new applet is issued, or the cached applet is deleted

· Remove Hushmail applet installation:

Deleting certificate and applet will force Security prompt during next login

Enabling Java






















This application requires Java to function properly.

The easiest way to enable Java is to set your security settings for your "Internet Zone" to "Medium". This will will allow you to maintain a suitable level of security, while eliminating most problems associated with Internet Explorer.

To set your security settings to Medium:

1. Click on the "Tools" menu in Internet Explorer.

2. Select "Internet Options".

3. At the top of the window that appears, click "Security".

4. You should have the "Internet" zone selected by default. If not, select it.

5. Click the button that says "Default Level".

6. Select the "Medium" setting.



If you don't want to change your overall security settings:

1. Click on the "Tools" menu in Internet Explorer.

2. Select "Internet Options".

3. At the top of the window that appears, click "Security".

4. You should have the "Internet" zone selected by default. If not, select it.

5. Click the button that says "Custom Level".

6. Scroll down to option called "Java Permissions" and be sure that it's set to "High Safety".

7. While you're there, be sure that the "Scripting of Java Applets" option is also set to "Enable".



Note: Internet Explorer may display the following warning - "Your current security settings prohibit running ActiveX controls on this page." - if you do not have Java enabled. This error is inaccurate. Internet Explorer thinks the Java applet is an ActiveX control. This application uses no ActiveX content.

Enabling JavaScript

Active Scripting (JavaScript) must be enabled in your browser for this application to function properly.

The easiest way to enable Active Scripting is to set your security settings for your "Internet Zone" to "Medium". This will will allow you to maintain a suitable level of security, while eliminating most problems associated with Internet Explorer.

To set your security settings to Medium:

1. Click on the "Tools" menu in Internet Explorer.

2. Select "Internet Options".

3. At the top of the window that appears, click "Security".

4. You should have the "Internet" zone selected by default. If not, select it.

5. Click the button that says "Default Level".

6. Select the "Medium" setting.



If you don't want to change your overall security settings:

1. Click on the "Tools" menu in Internet Explorer.

2. Select "Internet Options".

3. At the top of the window that appears, click "Security".

4. You should have the "Internet" zone selected by default. If not, select it.

5. Click the button that says "Custom Level".

6. Scroll down to option called "Active Scripting" and be sure that it's set to "Enable" or "Prompt".

7. While you're there, be sure that the "Scripting of Java Applets" option is also set to "Enable".

8. You will then need to close down and restart Internet Explorer.

Enabling Applet Scripting

This application requires that Scripting of Java Applets be enabled in your browser to function properly.

The easiest way to enable Scripting of Java Applets is to set your security settings for your "Internet Zone" to "Medium". This will allow you to maintain a suitable level of security, while eliminating most problems associated with Internet Explorer.

To set your security settings to Medium:

1. Click on the "Tools" menu in Internet Explorer.

2. Select "Internet Options".

3. At the top of the window that appears, click "Security".

4. You should have the "Internet" zone selected by default. If not, select it.

5. Click the button that says "Default Level".

6. Select the "Medium" setting.



If you don't want to change your overall security settings:

1. Click on the "Tools" menu in Internet Explorer.

2. Select "Internet Options".

3. At the top of the window that appears, click "Security".

4. You should have the "Internet" zone selected by default. If not, select it.

5. Click the button that says "Custom Level".

6. Scroll down to the option "Script ActiveX controls marked safe for scripting" and set it to "Enable" or "Prompt".

7. Scroll down to the option "Scripting of Java Applets" and set it to "Enable" or "Prompt".



Note: Internet Explorer may display the following warning - "An ActiveX control on this page is not safe." - if you do not have scripting of Java applets enabled. This error is inaccurate. Internet Explorer thinks the Java applet is an ActiveX control. This application uses no ActiveX content.

Outlook Configuration

Platform Requirements

Hushmail for Outlook requires the use of Microsoft Office 2000, Microsoft Office XP, or Microsoft Office 2003. It also requires that Outlook's “Collaboration Data Objects” be installed. In order to install these objects, please follow these steps:
1. Select Settings -> Control Panel in your Start Menu

2. Double-click on Add/Remove Programs

3. Select Microsoft Office

4. Click Change

5. Click “Add or Remove Features”

6. Expand the “Microsoft Outlook for Windows” tab

7. Select to install “Collaboration Data Objects”

8. Click “Update Now” and wait for the installation to complete

Forwarding And Replying To Encrypted Messages

In order to forward or reply to an encrypted message, you must first open the message by double-clicking on it. If you do not open the message first, the message will not decrypt before being inserted as quoted text in your reply.

Installation

· Run the Setup executable (we recommend that you set up your email address in Outlook prior to installation)

· Accept License Agreement

· Complete Installation

Configuration

In order to sign or decrypt email using Hushmail for Outlook you must first secure your email address.

You may secure as many email addresses as you like. To do this, simply repeat steps 2 to 5 below for each email address you wish to secure.
1. Open Microsoft Outlook.
Hushmail for Outlook will then check the Hush Key Server Network for keys relating to your email address. If keys are successfully located then your email address is already secure and you may begin using Hushmail for Outlook. If your email address has not been secured, you must do this now. To do this, continue with the following steps:


2. Click the Hushmail icon on the Microsoft Outlook toolbar.
The screen below will appear:
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3. Click the Add button.
When the following screen appears, fill in your existing secure email address and click Ok:
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4. Your secure email address has now been added to Hushmail for Outlook:
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5. Specify whether you would like to digitally sign your outgoing mail.
To do this select your email address and click Properties. Make your selection and then click the Ok button.
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6. Finished.
Click Ok to close the Hushmail for Outlook window. You can now send encrypted and digitally signed email using Microsoft Outlook.

Information about Inbox

Attachments

Attachments are indicated in the Message List by a paperclip icon to the left of the email Sender.

To download attachments from an email:
1. Click on the message to view.

2. In the Message Display pane which appears, each attachment will have buttons labeled "Save" and "Delete" above the message body.

3. Click on the button labeled "Save".

4. A new window will appear, asking where to save the file. Choose a location and click the "Save" button.

5. Wait for the status bar showing file decryption/download progress to reach 100%.


Please Note:
Attachments are decrypted by the applet, which performs encryption operations, which is why attachments are downloaded rather than just viewed.

Delete

To delete email:
1. Select the checkbox to the left of email to be deleted. 

2. Click on the "Delete" button. 

3. If your preferences are set to ask for confirmation, click "OK" to delete, or "Cancel" to exit in the screen which appears. 

Encrypted

If the "Encrypted" checkbox is checked, that means the email was protected with full strength encryption all the way from the sender to you. You can be assured that no one else was able to read the email. 

If the "Encrypted" checkbox is not checked, the email was still protected as it was transferred from our server to your computer, but before it reached our server it may have been exposed on the Internet. 

Forward

To forward an email: 

1. Click on the message to be forwarded.

2. When the message is displayed, click the "Forward" button".

3. A populated Compose window will appear for editing.


Please Note:
Attachments are not currently included in Forwarded email. Please see the Attachments entry for more details.

Message List

Email can be viewed by clicking on the Sender/Recipient, Subject, or Arrival/Date links corresponding to any message.

Each of these values may be truncated based on space. Full information about an email can be seen by placing your mouse under the relevant column (i.e. Arrival), on the corresponding link. A small box will appear above your cursor displaying the desired information.

Options

Clicking on this dropdown box in the Message Display pane provides you with the following message-level functionality:

· Show Actual Message
This option will re-display the active email, displaying full email headers. If the selected email is encrypted, the message body will be displayed as an encrypted block of text.

· Add Sender To Contacts
This option will open a new Contacts window, populating the Email Address field with the current Sender (as shown in the From field).

· Block Sender & Delete All
This option will delete all email in the current folder from the Sender's email address (as shown in the From field). It will also add it to your Block List, located in Spam Control. Future messages from this email address will not be delivered to your account.

· Block Sender
This option will add the Sender's email address (as shown in the From field) to your Block List, located in Spam Control. Future messages from this email address will not be delivered to your account.

· Block Domain
This option will add the Sender's domain (as shown in the From field) to your Block List, located in Spam Control. Future messages from this domain will not be delivered to your account.


Please Note:
Out of the Spam Control functionality, only "Block Sender & Delete All" requires confirmation. Note that all Blocks can be removed in their respective Lists, which can be accessed by clicking on the "Spam Control" button.

Signers

The "Signers" field shows who has digitally signed the email. A digital signature proves that the email is actually from the true owner of the email account. 

The "From" address in an email is like the return address on a postal mail. Anyone can write anything they want as the return address. They don't have to actually live or work there. It doesn't even have to be a real address. Similarly, anyone can send an email that says it is "from" any email address, even if they don't have access to that email account. 

Digital signatures on an email, however, are like the signature on a real mail. In fact, they are even more reliable. Forging a digital signature is virtually impossible. So if you see an email address that you recognize in the "Signers" field, you can be confident that the email is truly from the owner of that email account. 
If there is no digital signature in the Signers box, there are no digital signatures on the email. Digital signatures on attachments are separate from the signatures on the email message, and are verified automatically when you save the attachment. 

You should be especially careful with any attachments that do not have digital signatures, because somebody could be pretending to be someone you know in order to send you a file that will damage your computer or compromise your security.

Sort Options

Email in any Message folder can be sorted according to From/To, Subject, and Arrival/Date values. Simply click on the appropriate link above the message list. A bold font indicates the active Sort option.

By default, all Message Folders (with the exception of Sent Items) are sorted by Sender in Ascending order. Sent Items sorts by Recipient in Ascending order.

Please Note:
The Message List will be sorted first in Ascending order (0-9, A-Z), then Descending order (9-0, Z-A). 

Secure Email VS Hush Mail

Although both the tools have extensive security features and serve more and less same features, they use 2 different protocols. Secure Email use S/MIME on the other hand OpenPGP is used for Hush Mail. Naturally the question arises which method do you trust more? The answer of this question lies in do we entrust an S.MIME third party CA(certificate authority)with the job of assigning and managing our digital certificates, or do we rather play it closer to the vest and perform those operations in house with Open PGP? 

Secure Email generates private key in the client's computer and use CA to use digital certificate. However, Hushmail applet requests a passphrase from the user and generates the private key in the key server with the help of passphrase. Hushmail does not use any CA to provide digital certificates.   

•Both the protocols are designed to perform the same task. However, they are not compatible with each other.  
•The key distinguishing factor of these competing protocol is not the algorithm used to encrypt, but the technology used to establish the trust.   

Hushmail defines trust through a “Web of Trust” which places the burden of trust on the end user.
It’s a transitive relationship.

If A trust B, and  B trust C

Then A will trust C

Secure Email defines a certificate authority (CA ) to establish trust. Every user is issued a certificate that contains his public key and is signed by a CA. Because CA is trusted third party, trust is automatically established among users.   

Secure Email follows X.509 standard format for digital signatures that can be only issued by a CA.
Open PGP supports not X.509, but rather a digital certificate format developed by PGP Inc. 

Industry Analyst say big corporations want the extra level of authority a CA brings to the table, as well as the better established X.509 digital certificate. (also include SSL features for browsers) 





















































































