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1
Abstract
Denial of Service attacks have become, in today’s Internet, is one of the most difficult issues to address. In DOS attacks, the attackers consume all of the computing or communication resources that are needed for providing the services. Tools used for DOS are getting more and more sophisticated and their schemes are getting increasingly more complex. Several proposals with coping with the attacks have been made but neither of them is successful on themselves alone. Paper 1 contributes a detailed analysis of various existing and proposed defensive measures, as well as their vulnerabilities. The goal for that paper is to impose some order into the multitude of existing attack and defense mechanisms that would lead to a better understanding of challenges in the denial-of-service field. Whereas, Paper 2 deals with the implementation of Honey pot for DDOS attacks. The basic idea for that paper is to convincingly simulate the success of the compromise of a system to potential DDOS attackers
2
Introduction

A denial of service is characterized by an explicit attempt by an attacker to prevent legitimate users from using resources. An attacker may attempt to: “flood” a network and thus reduce a legitimate user's bandwidth, prevent access to a service, or disrupt service to a specific system or a user. DoS attacks come in a variety of forms, such as "flooding" a network, disrupting connections between two machines, etc. Generally, the attacks are based on at least one of the following elements: consumption of scarce, limited, or non-renewable resources and destruction or alteration of configuration information. Such attacks can essentially disable a computer or a network, and effectively an entire organization or company, thus, resulting in disability to provide services, economic damage and loss of data. The intention of a denial of service attack is either to harass or to actually destroy data [1].

[image: image10.png]FTP Server
(HONEYPOT)

Client
(HONEYPOT)




DDoS Attack on Target

In a typical DDoS attack, the attacker subverts a number of servers on the Internet by exploiting well-known security flaws to attain this goal. These compromised servers become the slaves of the attacker by the installation of flooding tools for the real attack. The attacker sends control traffic to his compromised slaves that instruct them to generate high volume traffic toward the victim, typically with a faked source address to prevent backtracing to the slaves (that might be used in another attack). The compromised servers send spoofed requests to the reflectors. The reflectors finally reply to the source of the request i.e. the victim of DDoS attack

2.1
Characterization

· To inhibit legitimate network traffic by flooding the network with useless traffic

· To deny access to a service by disrupting connections between two parties

· To block the access of a particular individual to a service

· To disrupt the specific system or service itself

3
Attack of Targets

According to the yearly survey of Computer Crime and Survey of 2001 names denial of service attacks as one of the four major attacks seen in 2001. This type of attack has seen a major increase from 24% of companies reporting such incidents in 1998 to 36% in 2001.
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Recently evolved attack tools are more offensive and more difficult to discover and filter. They become more powerful by automatically scanning and observing a target’s vulnerabilities and then selecting suitable attack methods (e.g., TCP SYN, UDP, or ICMP flooding) to exploit a particular weakness. They can also disguise themselves by utilizing spoofed-source IP addresses or remotely executed commands, by communicating with each other over multiple transport protocols including TCP, UDP, ICMP, IM, and IRC, or even by taking advantage of the encryption of communication channels and the automated maintenance of large networks.

Most of these tools were designed using client-server (master and slave) architecture. The attack network consists of large quantities of attack daemons, small software agents, capable of receiving command and generating different kind of packets (usually simulating some sort of attack). Those daemons are centrally controlled by a single or few master applications, servers capable of generating the required attack commands thus controlling the attack and the targets.

3.1
Bandwidth DoS Attack

One of the example of Bandwidth DOS Attack is MS-SQL server worm, also known as the Slammer. Slammer is a self-propagating malicious code that employs multiple vulnerabilities of SQL Server Resolution Service (SSRS), is a referral service for multiple server instances running on the same machine. An attacker can create a forged ping message to one instance of the SSRS (server A), using the IP address of another instance (server B) as the source. That will cause server A to respond to server B, and cause server A and server B to continuously exchange messages, just like regular Chargen services. The service listens for requests on UDP port 1434 and returns the IP address and port number of the SQL server instance that provides access to the requested database. The SSRS contains a stack buffer overflow that allows an attacker to execute arbitrary code by sending a crafted request to port 1434/udp. The code within such a request will be executed by the server host with the privileges of the SQL Server service account [2].
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MS-SQL Server Attack

Prevention

To avoid increasing the traffic load of a network, a mechanism should not enlarge the size of original packets and should not design a protocol with sophisticated controlling message exchange.
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Bandwidth Overhead of Defensive Measures

3.2
Memory DOS Attacks

According to the BackScatter Analysis (Moore’s investigations) [3], 94% of the DoS attacks occur on TCP protocol, and 49% of the attacks are TCP SYN attacks targeting at the three-way handshake process of TCP as shown in figure. The weakness of TCP for possible DOS attacks exists in the 3-way handshake. The attacker can send a connection request (a SYN packet) to the victim, and after receiving the SYN/ACK packet from the server, if the attacker does not send the last ACK packet to the server, the state of the half-open connection is maintained in the TCP connection queue. The socket remains in the queue until its state becomes an ESTABLISHED state or the timer for the socket expires. The attacker can make the queue full by sending a large number of connection requests rapidly and not sending the last ACKs for the connection requests. In order to be detected, the attacker hides its IP address by spoofing the source address of the IP datagrams that it send. 
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Prevention

To reduce the risk of memory DoS attacks, attempt to diminish the requirement of storage – for example, maintaining as stateless a machine as possible

[image: image6.png]Memory Overhead

State monitoring

_ Resource ailocation,

Distribution of Attacks





Memory Overhead of Defensive Measures

3.3
Computation DOS Attacks

A typical computational Dos attack is Database Query Attack, which employs a sequence of queries requesting DBMS to execute complex commands, then overwhelm the utilization.

Prevention

Unless identification verification, never reserve space or perform complicated computation.
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Computational Overhead of Defensive Measures

4
Software Bugs and Exploit Examples

4.1
7xx Router Password Buffer Overflow:  Allowed to crash Cisco 7xx routers by connecting with telnet and typing very long password strings. By exploiting this software bug, attackers could reboot the 7xx routers and deny service to legitimate users during the reboot period [4]. This vulnerability has been assigned bug ID CSCdj66458.

4.2
Myriad escaped characters vulnerability: Found in the Microsoft Internet Information Server, is a denial of service vulnerability [5]. If a malicious user requested a file from a web server via a specially-malformed URL, the server could become unresponsive for some period of time. The vulnerability does not cause the server to fail, or cause any data to be lost, and the server eventually would resume normal operation, given enough time.

4.3   Smurf DoS:  uses the ICMP that handles errors and exchange control messages. It has a list of broadcast addresses, which it stores into an array, and sends a spoofed ICMP echo request to each of those addresses in series and starts again. The result is a devastating attack upon the spoofed IP. Depending on the amount of broadcast addresses used, many, many computers may respond to the echo request [6]. It sends an ICMP ECHO REQUEST packet with a spoofed source address to one or several subnet broadcast addresses. All machines on the subnet reply directly to the victim’s address. The normal effect this attack causes is congestion either in the victim’s network connection or in the access ISP network.
5
Tools used for Denial of Service Attacks

As we are dealing with defensive measures, it is important to know the names of the major tools to see their commonality and how they have already evolved [7].

	DDoS Tool 
	Intruder-to-master
Communication 
	Master-to-daemon
Communication 
	Daemon-to-master
Communication 

	Trinoo 
	27665/tcp 
	27444/udp 
	31335/udp 

	TFN 
	ICMP Echo/Echo Reply 
	ICMP Echo Reply 
	ICMP Echo/Echo Reply 

	Stacheldraht 
	16660/tcp 
	65000/tcp 
	ICMP Echo Reply 

	Trinity 
	6667/tcp 
	6667/tcp (also 33270/tcp) 
	  

	Shaft 
	20432/tcp 
	18753/udp 
	20433/udp 


5.1
Trin00:

A distributed attack tool is installed on intermediate host using a buffer overrun bug. The daemon's code was compiled on Linux and Solaris operating systems, capable of generating a UDP packets attack. 

The attack is generated against random UDP ports on the victim's host. The contents of the packets are randomly generated from the intermediary host memory, thus packets sent from a certain daemon will have the same payload but different daemons generate different payloads. The daemon is cable of attacking multiple targets at once. [8] 

5.2
TFN (Tribe Flood Network)

TFN is based on buffer overrun bug. Uses master-daemon architecture, and capable of launching ICMP floods, UDP floods, SYN attacks, Smurf attacks and a raw TCP packet generator. The daemon's source code was compiled on Linux and Solaris operating systems. [9]

5.3
Stacheldraht ("barbed wire")

Stacheldraht is a DDoS tool that has combines features of Trin00 and TFN. The possible attacks generated by the daemons of this tool are similar to those of TFN, namely, ICMP flood, SYN flood, UDP flood, and SMURF attacks Also provides encrypted attacker-master communication and automated daemons updates which enables changes of the attack network with no re-deployment of daemon or masters. This tool is capable of producing ICMP, UDP and TCP-SYN packets of sizes up to 1024 bytes against multiple victim hosts. TCP-SYN packets are generated against random ports taken from selected range of port numbers. [10]
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6
Defensive Measures 
There are many measures which can be implemented to reduce the probability of Dos/DDoS attacks, including special configuration and auditing of network elements, firewall installation, active monitoring etc. Those measures are effective under certain circumstances whereas most are even vulnerable to Dos attacks themselves, which is why those are not as popular to prevent DoS attacks.

6.1
System Self-Defense

a. Stop all unnecessary or non-essential system services and network ports.

b. Enlarge the length of backlog queue or reduce the timeout period for simultaneous half open connections

6.2  Packet Filtering

Servers are often only connected to the network agent through a single network connection. Even if the servers are resistant against DoS attacks, network connection is restricted itself in its capacity and can be fully occupied by an attacker so that the servers can no longer be reached from the Internet. For this reason, network agents should consider to shield the network connection of the server operators against DoS attacks by the use of packet filters, i.e. a packet filtering should be carried on target addresses when the packets leave the Internet. This is in particular very effective when, in co-operation with an attack recognition system with the server operator, the packet filter can be adapted dynamically to the attack which happens to be running.
6.2.1 Egress/ingress Filtering

Ingress filtering manages the flow of traffic as it enters a network. Servers are typically the only machines that need to accept inbound traffic from the public Internet. In the network usage policy of many sites, external hosts are only permitted to initiate inbound traffic to machines that provide public services on specific ports. Thus, ingress filtering should be performed at the border to prohibit externally initiated inbound traffic to non-authorized services. Egress filtering manages the flow of traffic as it leaves a network under your administrative control. There is typically limited need for machines providing public services to initiate outbound connections to the Internet. 

In the case of SQL Server worm, employing ingress and egress filtering can help prevent compromised systems on the network from attacking systems elsewhere. Blocking UDP datagrams with either source or destination ports 1434 from entering or leaving the network reduces the risk of external infected systems communicating with infected hosts inside the network [11].

6.2.2 Firewall

Firewalls are victim-network mechanisms. Firewalls can be used in a very similar manner to routers to filter packets and threshold TCP SYN’s packets. Most firewalls built today are designed to enable a form of protection against SYN floods. Firewalls are better suited to fight the attack because they tend to be designed to examine packets and maintain connection and state information of session traffic. As a countermeasure to DoS attacks, firewalls can be configured as a relay, as a semi-transparent gateway, or combine other techniques. 

Firewalls cause delays for every connection even for legitimate users and becomes the target for DoS attacks. Accord to Moore’s research a flood of 14,000 packets per second can disable even a specialized firewall [12]. 
6.3 State Monitoring
This category is of solutions is a victim network mechanisms; it consists of using software agents to continuously monitor TCP/IP traffic in a network at a given place (Router/Firewall). An agent can collect communication control information to generate a view of all connections that can be observed on a monitored network. Furthermore, active monitors can watch for certain conditions to arise and react appropriately.

RealSecure monitors local network for SYN packets for a period of time that are not acknowledged by a user. RealSecure need to maintain tremendous states to determine whether or not a packet is malicious and they are vulnerable to DoS attacks. 

6.4 Resource Allocation Control

Resource Allocation is used to prevent the exhaustion of the victim’s resources. One of the example of Resource Allocation Control is Class Based Queuing (CBQ), which is basically a function of Linux Kernel. CBQ allows the setup of different rules and traffic queues that determine to manage packets to specific queue. 

In case of DDoS attacks, Resource Allocation Control cannot determine which packets belong to the same users or service for sharing same quota of resources.

6.5 Congestion Control

Network Congestion occurs when incremental increases in offered load lead either only to small increases in network throughput, or to an actual reduction in network throughput. To identify most of the malicious packets, a method named Pushback is employed which is based on Aggregate-based Congestion Control. To distinguish and protect the legitimate traffic within the aggregate, pushback uses the destination prefix as a congestion signature. Destination prefix add rate-limiting functionality for detecting and dropping suspicious packets to routers. Pushback request message notify the upstream routers to rate limiting packets destined to the victim in order to let other legitimate traffic move.

Like other defensive measures, Pushback is not an effective method to block bad traffic under typical DDoS attack. Pushback cannot differentiate good and bad traffic and will drop them equally [13].

6.6 Active Networks

Active networks allow individual user, or groups of users, to inject customized programs into the nodes of the network. On behalf of users, the programs can perform customized computations and manipulations Therefore; modification of content and computations of packets can be performed. Active edge-Tagging is one of the example, which tags the actual source IP address into the active networks layer header for each incoming packets from the hosts with first-hop routers. AN poses serious security threats as it is designed to run executable codes on remote hosts.

Active network posses serious threats, as it is designed to run executable codes on remote hosts.

7
Cost of Defensive Measures

In order to defend against various DoS attacks, specific resources are require for each measure. Like in egress/ingress filtering, we require storage as a proxy or monitor overseeing every TCP connection request. State Monitoring devices amplify complexity of behavior resolution and produce immense control message exchange traffic. Method like Resource Allocation control exceeds resource consumption for legitimate users.

8
Attacks on Defensive Measures

Most of the defensive measures require special resource requirements to succeed and without enough resources no method will achieve its original effect. Those methods are taken in idealized condition, and sometimes totally different from real Internet conditions:

	Assumptions
	Reality

	Firewalls are invincible and power unlimited resources
	Firewalls are still limited and sometimes causes the single-failure point or bottleneck

	Even in network congestion, control messages will always delivered to destination efficiently and successfully
	In network congestion, the control messages may be dropped or lost during transmission

	The defensive devices will not be targeted by attacker
	Most of the defensive devices are vulnerable to attack

	All network devices are trustworthy and controlling messages will not be tampered, eavesdropped or forged
	Control messages might be tampered, eavesdropped or forged


9
Honeypot for DDoS
Honeypot is implemented that lures the hacker to believe he successfully compromised the system. But in reality the tactics, tools and motive of an attacker will be learn in order to secure the rest of the network [14]. 

9.1
Vantages of System

· Operational network can be defended with high probability against DDoS and future variant attacks

· Attacker can be trapped by compromise logs, which will help in legal action against attacker

9.2
Devised System

Honeypot should be replica of an operational system, consists of similar systems and application which organization is using for productive environment.  That will give a feeling to attacker that he is able to compromise the real network. Response should be independent of platform and state-of-art technologies should be implemented for proposed system for Honeypot implementation.

The implementation in a way that services such as Web, Mail, FTP, DNS should be accessible for the outside must be located in DMZ.
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Honeypot Implementation in Organization
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10
Secure Local Network for Honeypot Implementation

Local network must be located in another zone protected with Firewall. LAN file transmission within the network must be encrypted. Clients must run trusted operating system; services are managed by an indirect authentication method. Kerberos can be used for offline authentication method i.e. based on certificates. Detecting Systems like host based IDS & vulnerability scanner must be running at the border of an organization’s network. Virtual Private Network and Private Key Infrastructure are the proposed solutions that can be implement for secure communication within the system. 
11
Issues to be Resolved

· Attack must be detectable

· Attack packets must be actively directed to the Honeypot

· Honeypot must be able to simulate the organization’s network infrastructure
12
My Concerns:

I think this implementation of Honeypot is a good idea in research environment, but when we talk about the real environment, that type of implementation doesn’t attract many companies. In order to implement that infrastructure, small configuration mistake or loophole will create a disaster for a company. 

One big issue for implementing that type of Honeypot is to differentiate the regular user and attacker (author also identified that problem), which is one of the biggest challenge for implementing the Honeypot of that scale, DDoS signature type of implementation is one of the solution proposed by author, but that signature mechanism will only work if the information already exist in a database, otherwise signature will not identify the difference between malicious and regular request. We have seen many times that IDS are not as effective to detect the proper source of attack, especially if attacker compromise some other machine and attack from that machine, in that sort of situation this Honeypot will be fail to identify the real culprit. Also VPN and PKI are proposed for that system to secure Internal network from attackers – This will secure Intranet but might reduce the effectiveness of attack for Honeypot and we might not get the desired results.

13
Conclusion

Defensive Measures and Vulnerabilities – Attacking and defending of networks are like a game. Sometimes, we implement defensive measures to the system and think that we are not secure and no one will be able to break that defense mechanism, but the fact is this that the defense mechanism we are implementing is sometimes not that secure, and even with small effort, hacker can gain access to our valuables. To secure our network, we need defensive measure, which proper knowledge and expertise.

Honeypot for DDoS – Honeypot implementation is a promising technique for luring attackers for DDoS attack. It is an effective way and defense-in-depth in real-world network environment. Few problems still exist within this proposal, but still it is a powerful way to gain knowledge from attacker and administrator’s prospect.  
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