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1.0 Introduction


Wireless Networking has rapidly increased lately; WLANs are being implemented more and more in homes, airports and even at your neighborhood coffee shops. This rapid use of wireless networks mainly because of the flexibility and ease of implementing, beside the low cost of installation. The current dominant wireless standard is IEEE 802.11, which is widely adopted standard for broadband wireless Internet access.


IEEE 802.11 implements WEP (Wired Equivalent Privacy) as a standard for securing WLANs. WEP is designed to protect users of WLAN from casual eavesdropping. But WEP end up being a very weak encryption mechanism and finding a substitute was crucial to protect current investments as well as future plans of implementing WLANs.  


IEEE 802.11 has split into a new committee called “i” which has one goal in mind, securing WLANs and finding a safer replacement for WEP. After continuous work, of more than two years, IEEE 802.11i has produced a detailed amendment, which considered, in my opinion, along living, unbreakable solution for all wireless implementations. IEEE 802.11i has been ratified in June 24, 2004.
In this paper, I will talk first of all, briefly, about .WEP and its drawbacks. Then IEEE 802.11i and how does this standard provide an (1) authentication enhancement, (2) key management and (3) encryption enhancement.

2.0 WEP


As stated by the IEEE, WEP is designed to protect users of a WLAN from casual eavesdropping and was intended to have the following properties:

· Reasonably strong encryption. It relies on the difficulty of recovering the secret key through a brute force attack. The difficulty grows with key length. 

· Self-synchronizing. No need to deal with lost packets. Each packet contains the information required to decrypt it. 

· Efficient. It can be reasonably implemented in software. 

· Exportable. Limiting the key length leads to a greater possibility of export beyond U.S. borders. 

The WEP algorithm is essentially the RC4 cryptographic algorithm from RSA Data Security, Inc. It is considered a symmetric algorithm because it uses the same key for enciphering and deciphering the plaintext Protocol Data Unit (PDU). For each transmission, the plaintext is bitwise XORed with a pseudorandom keystream to produce cyphertext. The process is reversed for decryption. Due to export restriction at the time the standard was released, the 40-bit length was initially used in WEP implementations. And that, in my opinion, was the main reason of the failure of WEP.

The algorithm operates as follows:

· It is assumed that the secret key has been distributed to both the transmitting and receiving stations by some secure means. 

· On the transmitting station, the 40-bit secret key is concatenated with a 24-bit Initialization Vector (IV) to produce a seed for input into the WEP PRNG (pseudo-random number generator). 

· The seed is passed into the PRNG to produce a stream (keystream) of pseudo-random octets. 

· The plaintext PDU is then XORed with the pseudo-random keystream to produce the cyphertext PDU. 

· This cyphertext PDU is then concatenated with the IV and transmitted on the Wireless Media (Air). 

· The receiving station reads the IV and concatenates it with the secret key, producing the seed that it passes to the PRNG. 

· The receiver's PRNG should produce the identical keystream used by the transmitting station, so that when XORed with the cyphertext, the original plaintext PDU is produced. 

It is worth mentioning that the plaintext PDU is also protected with a CRC to prevent random tampering with the cyphertext in transit. Unfortunately, the specification does not include any rules regarding use of the IV, except to say that the IV may be changed "as frequently as every MPDU." The specification does, however, encourage implementers to consider the dangers of poor IV management. This is in some part responsible for the ease with which some WEP implementations are compromised.


WEP has proven to be defected in almost all its major areas of “security”, starting from Authentication, Encryption, RC4 Weak Keys and Integrity [2] thus actually the protocol offered no protection against even the casual hacker. With the increasing publicize of all vulnerabilities of WEP’s encryption algorithm and the creation of application that exploited these deficiencies began to put pressure on the IEEE and Wi-Fi alliance for a remedy to the broken standard.


In order to enhance security of the IEEE 802.11i standard, a new standard called IEEE 802.11i has been rectified. The objective of the IEEE 802.11i is to enhance the IEEE 802.11 security aspect. In addition to introducing key management and establishment, it also defines encryption and authentication improvements. In order to manage security keys automatically, the IEEE 802.11i defines key management and establishment algorithms, which are first introduced in the IEEE 802.11 standards. As conventional WEP is known to be vulnerable, the IEEE 802.11i is specifying the enhanced encryption to provide stronger privacy. IEEE 802.11i also incorporates the IEEE 802.1X as its authentication enhancement. The IEEE 802.1X is now widely deployed in many IEEE 802 series standards with the Remote Authentication Dial In User Service (RADIUS) as the authentication server.

Note: It worth noting that WPA (WiFi Protected Access) developed by WiFi alliance and 802.11i both shares same goals and methods. 

3.0 IEEE 802.11i

IEEE 802.11 working group has been working on MAC enhancemnt for several years. In May 2001 the MAC enhancement was split into different task groups. The task group E is responsible for Quality of Service (QoS) while task Group I is working on security.

One of the major missions of IEEE 802.11i group is to define a Robust Security Network (RSN). The definition of RSN according to IEEE 802.11i standard is a Security Network which only allow the creation of Robust Security Network Association (RSNA). That’s is, in a RSN the associations between all stations including Access Points (APs) are built upon string association/authentication called RSNA, which I also defined by the IEEE 802.11i group as : a RSNA depends upon IEEE 802.1X to transport its authentication services and to deliver key management services. A security association refers to as the context providing the state needed for correct operation of the IEEE 802.11 cipher suites. RNA includes a 4-way handshake mechanism to provide robust session key management. By leveraging IEEE 802.1X, the 4-way handshake, and the enhanced cryptographic algorithms, communication links in the IEEE 802.11 wireless are securely protected.

3.1 IEEE 802.11i Framework


The IEEE 802.11i standard defines two classes of security framework for IEEE 802.11 WLANs: RSN and pre-RSN security frameworks. A station is called a RSN-capable equipment if its capable of creating RSNAs. Otherwise, it is pre-RSN equipment. The network that only allows RSNA in associations with RSN-capable equipment is called a RSN security framework. The major difference between RSNA and pre-RSNA is in the 4-way handshake. If the 4-way handshake is not included in the authentication/association procedures, station are said to use pre-RSNA.

3.1.1 Pre-RSN (some papers refer to this category as legacy product)


The pre-RSN security consists of two subsystems: (1) IEEE 802.11 entity authentication, and (2) WEP, the IEEE 802.11 entity authentication includes Open System and Shared key authentication. In Open system authentication, there is no authentication algorithm. A station (STA) is authenticated simply based on its identity. Shared key authentication,  on the other hand, authenticates a STA based on a secret key known to authentication requester and  responder. It requires the privacy mechanism implemented in WEP.

3.1.2 RSN


In addition to enhancing the security in pre-RSN, the RSN security defines key management procedures for IEEE 802.11 networks. It also enhances the authentication and encryption in pre-RSN.

· Authntication Enhancement: IEEE 802.11i utilize IEEE 802.1X for its authentication key management services. It incorporates two components into the IEEE 802.11 architecture: IEEE 802.1X Port and Authentication Server (AS). IEEE 802.1X port represents the association between two peers. There is a one-to-one mapping between IEEE 802.1X port and association. IEEE 802.1X port will allow general traffic to pass only when the authentication is successfully completed. The AS could be stand-alone server or it could be integrated into AP. Although the protocol between AS and AP is not recommended by IEEE 802.11i, there should be a secure channel such as TLS (Transport Layer Security, IETF RFC 2246) or IPSec(IETF RFC 2401) between AP and AS.

· Key Management and Establishment: two ways to support key distribution are introduced in IEEE 802.11i: manual key management and key management. Manual key management require the administrator to manually configure the key. The automatic key management is available only in RSNA. It relies on IEEE 802.1X to support key management services. More specifically, the 4-way handshake is used to establish each transient key for packet transmission.

· Encryption Enhancement: In order to enhance confidentiality, two advanced cryptographic algorithms are developed: Counter-Mode/CBC-MAC Protocol (CCMP) and Temporal key Integrity Protocol (TKIP). In RSN, CCMP is mandatory. TKIP is optional and recommended only to patch pre-RSNA equipment.

3.2 IEEE 802.1X

IEEE 802.1X is a port-based authentication mechanism used for both wired and wireless networks, which provides a framework to authenticate and authorize devices connecting to a network. It prohibits access to the network until such devices pass authentication. IEEE 802.1X also provides a framework to transmit key information between authenticator and supplicant.
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As shown in the figure above, IEEE 802.1X has three main pieces

· Supplicant

· Authenticator

· Authentication server

For IEEE 802.11i, the access point takes the role of the authenticator and the client card the role of supplicant. (In systems using Independent Basic Service Set [IBSS], Ad Hoc, the client card takes the role of supplicant and authenticator.) The supplicant authenticates with the authentication server through the authenticator. In IEEE 802.1X, the authenticator enforces authentication. The authenticator doesn't need to do the authentication. Instead the authenticator exchanges the authentication traffic between the supplicant and the authentication server. 

Between the supplicant and the authenticator, the protocol is IEEE 802.1X. The protocol between the authenticator and authentication server isn't defined in IEEE 802.1X nor IEEE 802.11i. However, Radius is typically used between authenticator and authentication server. 

The uncontrolled port is used to pass authentication traffic between the supplicant and the authentication server. Once the authentication server concludes authentication with the supplicant, the authentication server informs the authenticator of the successful authentication and passes established keying material to the authenticator. At this point, the supplicant and the authenticator share established key material through an EAPOL-key exchange. (EAPOL, the Extensible Authentication Protocol over LANs, comes from clause 4 of IEEE 802.1X-2001.) And if all exchanges have been successful, the authenticator allows traffic to flow through the controlled port, giving the client to access to the network. 

4.0 Authentication:


The authentication exchange used in 802.1x takes place over Extensible Authentication Protocol or EAP. EAP is a protocol designed for use in transporting authentication messages. Before 802.1x became prominent in WLAN authentication, EAP was mainly used to authenticate dial-up users. In order for EAP messages to be transported on a LAN, they need to be encapsulated. IEEE 802.1x defined EAP over LAN or EAPOL to encapsulate EAP packets allowing them to be transported on a LAN. In a typical 802.1x authentication exchange, EAPOL messaged must travel between the supplicant, the authenticator, and the authentication server. The following is an example of the EAP message flow that occurs during 802.1x authentication:

The actual authentication data exchanged is a function of the upper layer authentication protocol used and the message protocol and routing of these messages is controlled by 802.1x. It's important to note that a mutual authentication process is used and both the network and the client are authenticated to each other. As part of the authentication process, the media access control (MAC) level encryption keys used by the chosen encryption protocol will be generated. 802.1x is then used to plumb the encryption keys down to the MAC on both the AP and the client computer. 

In 802.1x-enabled WLAN systems, two sets of keys are generated, session keys (also referred to as pairwise keys) and group keys (also referred to as groupwise keys). Group keys are shared amongst all the clients connected to the same AP and are used for multi-cast traffic. Session keys are unique to each association between an individual client and the AP and create a private virtual port between a client and the AP. 

5.0 Key Management


The IEEE 802.11i EAPOL-key exchange uses a number of keys and has a key hierarchy to divide up initial key material into useful keys. The two key hierarchies are: 

· Pairwise key hierarchy 

· Group key hierarchy 

Pairwise Key Hierarchy The starting point of the pairwise key hierarchy is the pairwise master key (PMK). If IEEE 802.1X is being used then the PMK comes from the authentication server. If preshared key is being used then the IEEE 802.11i gives a way for a password to be mapped into a PMK. A pseudorandom function gets run over the PMK and other parameters to create the pairwise transient key (PTK). Some of the other parameters are: 

· The supplicant's MAC address 

· The authenticator's MAC address 

· A nonce from the supplicant 

· A nonce from the authenticator 

The PTK gets divided into three keys. The first key is the EAPOL-key confirmation key (KCK). The KCK is used by the EAPOL-key exchanges to provided data origin authenticity. The second key is the EAPOL-key encryption key (KEK). The KEK is used by the EAPOL-key exchanges to provide for confidentiality. The third key is the temporal key, which is used by the data-confidentiality protocols.

Group key hierarchy The starting point of the group key hierarchy is the group master key (GMK). The GMK is a random number. A pseudorandom function gets run over the GMK and some other parameters to create the group temporal key (GTK). Some of the parameters are the authenticator's MAC address and a nonce from the authenticator for GTK creation (GNonce). 

5.1 EAPOL-key exchanges


Two main EAPOL-key exchanges are defined in IEEE 802.11i. The first is referred to as the 4-way handshake and the second is the group key handshake. 

5.1.1 A 4-way handshake:


The 4-way handshake does several things: 

· Confirms the PMK between the supplicant and authenticator 

· Establishes the temporal keys to be used by the data-confidentiality protocol 

· Authenticates the security parameters that were negotiated 

· Performs the first group key handshake 

· Provides keying material to implement the group key handshake 

Not surprisingly, the reason it's called the 4-way handshake is because four packets are exchanged between the supplicant and the authenticator. Here are the four packets involved:

· Message 1: In the first message, the authenticator sends the supplicant a nonce. This is referred to as the ANonce.

· Message 2: The supplicant creates its nonce. This is referred to as the SNonce. The supplicant can now calculate the PTK. In the second message, the supplicant sends the SNonce to the authenticator. The supplicant also sends the security parameters that it used during association. The entire message gets an authentication check using the KCK from the pairwise key hierarchy. The authenticator can then verify that the information, including the security parameters sent at association, are valid. 

· Message 3: In the third message, the authenticator sends the supplicant the security parameters that it's sending out in its beacons and probe responses. The authenticator also sends the GTK encrypted using the KEK. Again, the entire message gets an authentication check, which allows the supplicant to verify that the information, such as the authenticator’s security parameters, is valid. 

· Message 4: The fourth message indicates that the temporal keys are now in place to be used by the data-confidentiality protocols. 

5.1.2 Group key handshake


The group key handshake updates the GTK. A 4-way handshake precedes the group key handshake. Also note that the 4-way handshake includes a group key handshake in the 4-way handshake message 3 and 4. 

· Message 1: The authenticator sends the supplicant the GTK encrypted using the KEK. The entire message gets an authentication check. 

· Message 2: The second message indicates that the temporal keys are now in place to be used by the data confidentiality protocol. 

6.0 Encryption Enhancement:


The WEP algorithm is primarily used to protect wireless communications from eavesdropping. It is also capable of preventing unauthorized access. Thus WEP provides both confidentiality and integrity services. WEP relies on the secret key shared between mobile station and AP. WEP uses the RC4 stream cipher. Before sending a data, the sender needs to compute the Integrity Check Value (ICV) with CRC-32 algorithm. The sender then encrypts the data frame and ICV. The ciphertext consists of the encrypted data and ICV. The WEP bit in the MAC header should be set as well. When the receiver receives a MAC frame with WEP bit set, it will use the shared WEP key to decrypt the payload.

It is known that WEP has been cracked. WEP is vulnerable because of the short length of Initialization Vector (IV) and the static secret key. IVs are used to concatenate the shared secret key to produce different RC4 key sequences for each packet. The IV is generated at random and is also included in the packet. With only 24 bits of IV, WEP will eventually use the same IV for different data packets, which is known as IV collision. When collecting enough packets based on the same IV, an attacker could find out the shared value, i.e. the key sequence or the secret key, among the communicating parties. The static nature of the shared secret key causes another security issue. Because the original IEEE 802.11 does not provide any mechanism for key management, the system administrator and a user in general use the same shared key for a long period of time. Even the same WEP key is shared between all stations in the same Basic Service Set (BSS) or Extended Service Set (ESS). This nature provides attackers plenty of time to monitor and hack into WEP-enabled WLANs.

To amend the flaws in WEP, the IEEE 802.11i develops a better algorithm called Temporal Key Integrity Protocol (TKIP) as an interim standard. TKIP, initially referred to as WEP2, is also based on RC4 encryption. It, however, is implemented in a different way that addresses the vulnerabilities of WEP. The TKIP defines a Temporal Key (TK), which is a 128 bits secret key shared by encryptor and decryptor. The TK might be common among many parties. The encryptor and decryptor must use the RC4 stream cipher. Each party must ensure that no IV value is used more than once with current TK. The IV is expected to be implemented as a 16-bit counter starting with zero. Implementations must ensure that the TK is updated before the full 16-bit IV space is exhausted; TKTP also employs a packet sequence counter to order the MAC Protocol Data Unit (MPDU). The receiver should drop the out-of-order MPDUs. It thus could protect the replay attack. Moreover, TKIP combines the temporal key with the client’s MAC address and then adds a relatively large 16-bit IV to produce the key to encrypt data. This ensures that each computer uses different key for encryption. TKIP basically applies the same encryption as WEP, but it utilizes the IEEE 802.1X EAPOL protocol to refresh the temporal keys to prevent key reuse. This provides a dynamic key distribution that significantly enhances the security provided by WEP. TKIP can be adapted into the older IEEE 802.11 products by just upgrading through relatively simple firmware patches. This is especially favorable for vendors. In addition, equipments that only support the old WEP will still be capable of interoperating with the TKIP-enabled devices. TKIP is optional in IEEE 802.11i.


Because TKIP uses the same RC4 encryption as WEP, it is considered as a short-term solution for WLAN security. In addition to TKIP, the IEEE 802.11i standard also defines Counter-Mode/CBC-MAC Protocol (CCMP) as a long-term solution. The CCMP employs the stronger encryption of Advanced Encryption Algorithm (AES), which uses the CCM mode (IETE REC 3610) with a 128-bit key, and a 128-bit block size of operation; The CCM mode combines Counter-Mode (CTR) and Cipher Block Chaining Message Authentication Code (CBC-MAC). The CTR is used to encrypt the payload and the MIC to provide confidentiality service, The CBC-MAC computes the MIC to provide authentication and integrity services. The CCM requires a fresh Temporal Key (TK) for every session and needs to refresh TK when the Packet Number (PN) is repeated. The PN is incremented for each MPDU and can be used to prevent the replay attack with the receiver’s Replay Counter. The PN and key Id are encoded in the CCMP header. Although the CCMP could provide much stronger security services, it requires additional hardware (co-processor) to improve encryption performance. Therefore, the older IEEE 802.11 hardware will not be upgradeable in many cases. CCMP is mandatory in IEEE 802.11i.

Summary


Due to the nature of wireless media, unauthorized access is easier than that in wired networks. Although the IEEE 802.11 is proverbial insecure, it is widely deployed. The IEEE 802.11i, therefore, is aiming to enhance the security in IEEE 802.11 networks.
This paper presents the security enhancements in encryption and authentication developed by the IEEE 802.11i. In addition, the newly introduced key management in IEEE 802.11i is also discussed. The RSN is expected to fulfill many security requirements. However, the coordination of the whole systems is still a challenge. It involves inter-compatibility between different domains, as well as backward-compatibility between new and old systems. The usability of the new software and hardware will also determine the acceptance of the new standard by end users. Although the emerging IEEE 802.11i standard potentially could improve the security services in today’s IEEE 802.11 wireless LANs, it is expected that more work is still needed to lead us to a more secure WLAN environment.

But overall, IEEE 802.11i standard is adequate for nowadays WLANs systems, and it should provide strong mechanism to prevents hackers and intruders from our wireless networks.
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