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1. Hijacking

1.1 The underlying problem

Web browsing or surfing is no longer a delight for us like before taking computer security into consideration. In fact the dot.com bust has reduced the number of interesting and freely accessible websites. While trying to browse, website pop-up, under and over advertisements are very common these days. Despite these irritations, there is also an increasingly common quandary called “browser hijacking”. 
This contemptible trend is becoming more and more common where scripting tools are used to forcibly modify the browser’s default settings. Default start and search pages of our browsers are hijacked by these malicious web sites and software. This technique could be as trivial as to start with adding new links to our Favourites and as crucial as to changing our home page persistently by means of scripting, registry changes or even by auto-running programs.
If we ask the question why there are such hijacking techniques, then it is a way to bring us back to a site or a sponsor site of the hijacker’s choice to generate higher advertising revenues and to expand their website’s traffic. These hijackers follow the sites we visit and analyse our browsing habits. 
The changes made are often reversible by going to internet option and switching it back. But sometimes we require going to windows registry to undo the changes made. Even worse than that sometimes there are files secretly put on the hard disk and every time we restart the computer it would keep resetting the changes made by us. There has been a case reported where the some hijackers were successful to remove the “internet option” from the tools menu by hacking the registry of the particular computer. 
1.2 The culprits

The culprits in such kind of plunge are mainly the owners and the sponsors of porn sites. They are the one who initiated this technique to keep users trapped on their sites. They created the trend of multiple windows pop ups as visitors try to leave the site, and windows half off screens which are very hard to close and don’t allow any controls, hence making the visitors go back to their sites in succession. 
This trend was soon followed by others for example by offering “freebies” in their sites. Even companies like Microsoft, Netscape and many others have been engaged in doing such hijackings. When we install AOL software, AOL instant messenger, or ICQ, it automatically without asking any permission, adds http://free.aol.com to Internet Explorer’s trusted sites zone where it any site is considered a “safe site”. All the security options for Internet Explorer are set to least restrictive for those sites. AOL can then exploit by downloading ActiveX components, running any script, downloading various items to our desktop and performing various functions without our consent. 

1.3 Advanced Hijacking Techniques



Often there are some destructive measures used for hijacking. Simple techniques of general home page hijacking can be easily recovered by setting back the desired address from internet options tool menu. However some hijacking techniques can not be easily recovered from. For example, removing internet options from tool menu and control panel – where we are unable to change any settings or reset our desired home page,  changing the registry settings so that home page is reset to the hijacker’s home page – where we require changing the registry entries to get back the original, installing a program which resets the home page to hijacker’s home page every time we restart the computer – where it will continue to take us to the unwanted home page every time we reset the computer.  
1.4 Preventing a Hijack


Most of the hijackings attempts can be prevented now a day by making sure that we have the updated recent patches for our browser, we read the “freebie” offers and advertisements very carefully or even are careful when installing software, use anti-hijacking and anti-virus tools. Some of the anti-hijacking products which completely remove most hijacks unless it is one which has just started spreading. They are Spybot S&D, Ad-aware, Aluria, SpySweeper, HijackThis and so forth. 
2. Introduction to HijackThis: A Hijack Removal Tool
HijackThis is an utility tool for general homepage hijackers detector 
and remover, also essential to help find and remove spy-ware, viruses, 
worms, Trojans and other pests. It is a great tool for detecting and 
removing browser hijacks. 
This tool is incessantly updated to detect and 
remove new hijacks. It does not target specific programs or URLs, 
instead it targets the methods used by hijackers to force us to go onto 
their sites. We call it a browser hijack when spy-ware takes over our 
internet settings, and thus often redirects our internet 
searches and steals 
our default home page. 
This program was developed by Merijn Bellekom, a Dutch student studying chemistry and computer science, to prevent the hijacking trend these days by malicious web sites and software. There have been many other products introduced to prevent hijacking, yet this is a very useful tool to completely remove most hijacks. This particular tool is intended for advanced users and has been expanded by providing almost a dozen of checks against hijacker tricks. 
The newest version of HijackThis is 1.98.2 and it has been updated from the earlier versions by providing definitions for some new Trojans. It has added some new features and has provided definitive support for Japanese, Chinese and Korean System. 



It is a freeware therefore free of cost. This tool runs on all 
windows operating systems. Detailed descriptions of the tool and 
download and installation instructions are given in the later sections of this 
report. 
3. Source and Caution
3.1 Download instructions



There are a number of websites from where HijackThis can be downloaded from. The file size is 178 KM and the current version is 1.98.2. Download time for the file is 25s for 56K, 22s for 64K, 11s for 128K and 1s for 768K modem. The website addresses are listed below:

· To download HijackTHis one can use the SpyChecker website. The exact address to download the tool is: 


http://www.spychecker.com/program/hijackthis.html

Click on the “download now” button on the bottom right corner of the window.

· Else we can go to the developer Merijn’s website which is located at:
http://www.spywareinfo.com/~merijn/downloads.html

In the website if we go down the window, there are 6 listed sites for 


HijackThis download under the title “HijackThis”. The sites are:
Download from Zerosrealm: http://www.zerosrealm.com/download/hjt.zip

Download from Lurkhere: http://www.lurkhere.com/~nicefiles/

Download from Subratam: http://downloads.subratam.org/hijackthis.zip


Download from OfficeFive:


http://ftp.officefive.org.uk/sites/www.spywareinfo.com/~merijn/files/h
ijackthis.zip

Download from SpywareInfo:


http://www.spywareinfo.com/~merifn/files/hijackthis.zip

Download from Computercops:


http://computercops.biz/zx/Merijn/hijackthis.zipp
· Some other websites from where we can download HijackThis are:
http://www.snapfiles.com/get/hijackthis.html  by clicking the “Download it” Button and http://www.majorgeeks.com/download3155.html  by choosing any of the desired download locations. 



If HijackThis is downloaded as a zip file, we are required to decompress the file and place it in its own folder as an example C:\Program Files\HJT. We need to make sure that we do not install it to the Desktop, a temp folder or choose run from the downloaded ZIP file. This is because its own folder will be used when HijackThis makes backups. In case we run it out of a compressed file instead of running it from a directory, the backups will not be made. We are not required to install the program. 
3.2 Warning:


It is recommended that we should use this tool if our machines are still having problems after scanning with anti-virus and anti-spyware tools like spybot or other Spyware/Hijacker remover tools. This tool is meant for advanced users and requires knowledge about windows, operating systems and running processes on our machines.  

This tool lists the contents of key areas of the registry and hard drive, areas that are usually used by both legitimate programmers and hijackers. It does not target specific programs and URLs, it tracks down just the methods used by hijackers to force us onto their sites. Interpreting these results can be difficult as there are many legitimate programs that are installed in our OS in a similar manner that Hijackers get installed.  

If we delete items that it shows without knowing whether it is malware or not, it can lead to problems such as internet no longer working or problems with running windows. Therefore we must use extreme caution when having HijackThis fix any problems.  


Finally, we must choose to scan our system by other anti-virus and anti-spyware tools before we fix entries by HijackThis, otherwise the files from Hijacker/Spyware will still be there in our machine and future removal tools will not be able to find them. 
4. Description

4.1 Features


Technical features of HijackThis are listed below:
· 
HijackThis is a utility that produces listings of certain settings found 
in our computer. It examines vulnerable or suspect parts of our 
system- the registry and various other files for entries that are 
similar to what a Spyware or Hijacker program would leave behind. 
· 
It allows spotting any sort of spyware and malware as well as 
some 
trojan horses and worms by scanning special zones of the 
registry as well as the hard disk drive and the results being listed 
in a structured window.
· 
The tool lists all installed browser add-on, buttons, startup items 
and thus allows us to optionally remove selected items. It can 
create a backup of the original settings and also can ignore 
selected items.
· It can create a log file, which can be saved as a simple text file and opened by any text editor for example notepad as default. Users can analyse the log file, identify the problems and choose to take actions based on that. Also for inexperienced users there are forums where they can post their log files so that more experienced users can analyse it. One such forum is located at: http://www.bleepingcomputer.com/forums/forum22.html. Here is also a website available where we can analyse our log by a script presented. We just need to copy/paste the contents of our log file in the textbox and thump the analyse button. The website is located at: http://www.hijackthis.de/index.php?langselect=english
· Some other features include a simple list of all startup items, default start page, online updates and so forth.

· The tool has an option "Info On Selected Item" after scanning to get more info about what the entry is/does. Under “config” we can make backups, MD5 hash the files, and change our settings for HijackThis. Under "info" you can find version history and updates.

· It has a built-in feature called Process Manager used to end processes as well as see what DLLs are loaded in that process. Also it has a rudimentary Hosts file manager from where we can view our hosts file and delete lines in the file or toggle lines on or off.
· The current version of the tool offers a “Delete a file on reboot” option which allows us to let Windows delete a file as it boots up, before the file has the chance to load. These files are such that they stubbornly refuse to be deleted by conventional means.
4.2 Getting Started

Go to C:\Program Files\HJT folder or whichever drive the folder for HijackThis was created in from the zip unpack. Double click on the hijackthis.exe file to open the program. The following window will appear like in figure 1.
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Figure 1: Starting Screen of HijackThis

First we should click on the “Config” button marked by the blue arrow in figure 1 and make sure the settings matches with Figure 2 below:
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Figure 2: Configuration Options

Once we are done with it, click the back button to come back to the original start page as showed in Figure 1.
To start scanning with HijackThis for possible hijacks, click on the “Scan” button marked with the red arrow in Figure 1. After completing the scan, a screen listing of all possible items found by the program will be shown like in Figure 3.
If the listing looks confusing and intimidating, we should click the “Save log” button marked by the black arrow in Figure 3 below and save the log file in our computer.
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Figure 3: Scan Results


The log file is saved as a text document, in notepad as default. Go 

to the 
folder where the log file is saved and double click on it to open the 
file. We can submit the log file to the forum for diagnosis by simply 
copying and 
pasting the content into a new message in the forum located 
at http://www.bleepingcomputer.com/forums/forum22.html. If we like 
to see any information about the objects that are listed in the 
screen window of HijackThis, we can click once on a listing and then 
use the “Info on selected item…” button. The screen will look like the 
following Figure 4.
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Figure 4: An object information


After we look at all the listings, and we are knowledgeable enough 
that we decide to remove an entry, we need to place checkmarks in the 
boxes next to each listing like the way shown in figure 5 inside the blue 
box. In Section 5 of this report, there is information about how to 
interpret the log file. The section will give us an idea about what is 
legitimate or not.    


Once we decide which items to delete, we need to press the “Fix 
Checked” button marked with the green arrow in figure 5. You can then 
press Yes or No depending your choice as HijackThis will prompt you with 
a confirmation dialog box. 
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Figure 5: Select an item to Fix/Remove
4.3 Restoring items deleted mistakenly


In HijackThis, we can backup and restore items for erroneous 
scenarios where we remove an item mistakenly which was a legitimate 
entry. 
If we configure HijackThis like in figure 1 then we would be able to 
restore all deleted entries. But in case our HijackThis program is running 
from a temporary folder we will not have the option to restore. 



As in figure 1, we have to make sure that “Make backups before 
fixing items” is checked so that the program will make backup of 
whatever entries that have been fixed in a directory called backups which 
is located at the same folder Hijackthis.exe is located. 


The “Backup” option can be found by clicking on “Config” and then 
clicking on “Backups” button out of the four other buttons that are in the 
configuration window shown in figure 6.  There it will show all the list of 
items that were fixed and we have the option of both restoring and 
deleting them from the backups. If we choose to restore an item, it will 
show up again in the scanning process by HijackThis.
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Figure 6: Restoring an item deleted previously
4.4 Generating startup listing


HijackThis has a built-in tool which can generate a listing of all the 
programs that launch when the computer starts. To view the start-up list 
we need to go into “config” from the HijackThis main menu, then click on 
“Misc Tools” button on the top. The window will have a button called 
“Generate a Startuplist Log” which is shown with a red arrow in figure 7.
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Figure 7: Generating a Start-up List


The start-up list opens up in notepad which looks similar to figure 8.
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Figure 8: An example of Start-up items in notepad
4.5 Process Manager

HijackThis has a built-in tool called process manager which can be used to 1) Kill processes that are currently running in our machine and 2) check what DLLs are loaded in a particular process. We can access the process manager by going to “Config” from the main menu, then by clicking on “Misc Tools” we will find the button called “Open process manager” as shown in figure 9 below:
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Figure 9: Process Manager


When we click on the process manager, it will show a window with a list of all the open processes running on our system. We can then select a process by clicking on then use the “kill process” button to end the process running on the machine. 

If we want to check the DLLs that are loaded during a process, we need to checkmark the box labeled as “Show DLLs”. This option would split the window into two parts and the bottom section will show the list of DLLs loaded in a process after we select a particular process. In figure 10, we show the process manager with “Show DLLs” box checked off and in figure 11, we show the process manager with “Show DLLs” box checked. Use the “Back” button to exit from the process manager. 
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Figure 10: Process Manager with “Show DLLs” checked off
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Figure 11: Process Manager with “Show DLLs” checked

4.6 Hosts File Manager


HijackThis also has a basic Hosts file manger as a built-in. We can 
view our host file and also delete lines in the file or toggle lines on/off. To 
access the file manager we need to click on “Config” and then click on 
the “Misc Tools”. There we will be able to see a button called “Open 
hosts file manager”. The button is shown in green in the following figure.


[image: image13.png]#_HijackThis - v1.98.2

Configuration

man | tanoreist | sackups | [ase oot

Generate StartupListlog
™ List also minor sectons (Ful)  StartupList integrated: v1.52
™ List empty sections (complete)
e process manager | OPens  small process manager, working
e o 9| mich ke the Task Manager.
pens 3 small ditor for the hosts'ie.
1 a il cannot be remaved from memary,
Delte afil on rebook... | Windows can be setup to delete t when
the syster s restarted.
I~ Calculate MDS ofFes I passibl (this setting wil nct be saved), <
Other stuff
scan f
Info on selected tem.

Back.





Figure 12: Hosts file manager


The file manager window contains a list of our HOSTS file. To 
delete a line from the file we need to select the particular line and then 
click on the button “Delete line(s)” marked in red in figure 13 to delete the 
line. Else we can toggle the line on or off by the button “Toggle line(s)” 
marked in green in figure 13. It is also possible to select multiple lines 
using the shift or control key for deletion and toggle. If we toggle a line 
from the hosts file, HijackThis will add a “#” sign before the line to 
comment it out so that the line will not be used by Windows. It is always 
safe to toggle a line from the hosts file than deleting it. We need the 
“Back” button to exit the host file manager. 
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Figure 13: Delete and toggle lines from host file
4.7 Delete on Reboot tool

We sometimes come across files that would obstinately reject to get deleted from the system by any traditions means. It could be a virus or any spy-ware file that refuses to be deleted. In such cases HijackThis has a method in its current version 1.98.2, which would allow Windows to delete the file as we reboot the system.

All we have to do is from the HijackThis main menu; go to “Config” and then “Misc Tools”. We will have to select the button called “Delete a file on reboot…” It would open a new window to let us navigate to the file and click on it once and then click on the “Open” Button. We will then be asked if we want to reboot our system to delete the file. Pressing the “Yes” button will reboot the computer and delete the file on reboot. Below is the figure showing the “Delete a file on reboot..” button marked in yellow box.
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Figure 14: Delete a file on reboot
5. Basic Guide to Hijackthis Log



This section illustrates the output from a HijackThis scan. This is a 
guide to understanding the basic of HijackThis logs, what each section 
means and how we can read it ourselves. We can anytime consult a 
knowledgeable person to examine the logs, but knowing about the logs 
help us understand more about them and their usage. However, this 
section provides an explanation, the individual data and their meanings of 
a HijackThis log remain an open question or doubts can be provided to 
online forums for any further assistance we require.  

5.1 
Overview:


Every line on the Scan List for HijackThis starts with a section 
name and each entry has a 2-letter code to say what it is. 


For technical information about the individual sections, we can click 
in the main window of HijackThis on 'info..'. Also by highlighting on each 
desired section we can click on “More info on this to item” to get more 
information on that section. Below is a list of these section names and 
their explanations, taken from Merijn's website, the creator of HijackThis.
	Section
	Description

	R0, R1, R2, R3
	Internet Explorer Start/Search pages URLs

	F0, F1, F2, F3
	Auto loading programs

	N1, N2, N3, N4
	Netscape/Mozilla Start/Search pages URLs

	O1
	Hosts file redirection

	O2
	Browser Helper Objects

	O3
	Internet Explorer toolbars

	O4
	Auto loading programs from Registry

	O5
	IE Options icon not visible in Control Panel

	O6
	IE Options access restricted by Administrator

	O7
	Regedit access restricted by Administrator

	O8
	Extra items in IE right

	O9
	Extra buttons on main IE button toolbar, or extra items in IE 'Tools' menu

	O10
	Winsock hijacker

	O11
	Extra group in IE 'Advanced Options' window

	O12
	IE plugins

	O13
	IE Default Prefix hijack

	O14
	'Reset Web Settings' hijack

	O15
	Unwanted site in Trusted Zone

	O16
	ActiveX Objects (aka Downloaded Program Files)

	O17
	Lop.com/Domain Hijackers

	O18
	Extra protocols and protocol hijackers

	O19
	User style sheet hijack

	O20
	AppInit_DLLs Registry value Autorun

	O21
	ShellServiceObjectDelayLoad 

	O22
	SharedTaskScheduler




In the following report, each sections of HijackThis log will be 
explained along with some example registry key and/or file they use and 
what actions should be taken about the entries.
5.2 R0, R1, R2, R3 Sections

Description: Internet Explorer Start Page, Home Page, and URL 
search Hooks.

R0 - Internet Explorers starting page and search assistant.

R1 - Internet Explorers Search functions and other characteristics.


R2 - This is not yet used by HijackThis. 


R3 - A URL Search Hook.  When we type a website address in the 
location field of our browser without mentioning a protocol such as http:// 
or ftp://, the browser attempts to find out the correct protocol on its own, 
but if it fails to do so, it uses the URL Search Hook listed in the R3 
to find 
out the location entered. 

Some Registry Keys:


HKLM\Software\Microsoft\Internet Explorer\Main,Start Page


HKCU\Software\Microsoft\Internet Explorer\Main: Start Page


HKLM\Software\Microsoft\Internet Explorer\Main: Default_Page_URL


HKCU\Software\Microsoft\Internet Explorer\Main: Default_Page_URL


HKLM\Software\Microsoft\Internet Explorer\Main: Search Page


HKCU\Software\Microsoft\Internet Explorer\Main: Search Page


HKCU\Software\Microsoft\Internet Explorer\SearchURL: (Default)


HKCU\Software\Microsoft\Internet Explorer\Main: Window Title


HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings: ProxyOverride


HKCU\Software\Microsoft\Internet Connection Wizard: ShellNext


HKCU\Software\Microsoft\Internet Explorer\Main: Search Bar


HKLM\Software\Microsoft\Internet Explorer\Search,CustomizeSearch =


HKCU\Software\Microsoft\Internet Explorer\Search,CustomizeSearch


HKLM\Software\Microsoft\Internet Explorer\Search,SearchAssistant


Example Listing:


R0-HKCU\Software\Microsoft\Internet Explorer\Main,StartPage= 
http://www.google.com/


R1- HKLM\Software\Microsoft\InternetExplorer\Main,Default_Page_URL= 
http://www.google.com/

R3 - Default URLSearchHook is missing

What should be done:


If we can recongnise the URL at the end of the home page or 
search engine then we don’t need to take any action. On the other hand, if 
we can not understand the URL, it means somehow or the other it has 
been made these entries. When something is obfuscated that means that 
it is being made difficult to recognize or understand. Sometimes Spy-ware 
or Hijacker hides an entry it made by converting the values into some 
other form that it understands easily, but humans would have problem 
understanding it, such as adding entries into the registry in 
Hexadecimal. This is just another method of hiding its presence and 
making it difficult to be removed.



If we do not recognise the URLs for either R0 or R1, we should 
have HijackThis fix it. If R0 or R1 points to a file, and we have HijackThis 
fix the entry, the tool will not delete that particular file and we will have to 
do it manually.



Sometimes there are R3 entries that ends with a underscore sign 
(_) which might look like the following:

 
R3 - URLSearchHook: (no name) - {CFBFAE00-17A6-11D0-99CB-
00C04FD64497}_ - (no file)


Here if we look at the CLSID, the numbers between the { }, have an 
underscore at the end and sometimes it is difficult to fix them with 
HijackThis. In such cases we need to delete the particular registry entry 
manually by going to the key:

HKEY_CURRENT_USER\Software\Microsoft\Internet 
Explorer\URLSearchHooks



Under this key we can choose the CLSID entry we want to delete 
and then delete it. We need to make sure that we do not remove the 
CLSID, CFBFAE00-17A6-11D0-99CB-00C04FD64497, as it is the valid 
default one. Finally for F3, we do not recognize the software beign used 
as the URL Search Hook, we should have HijackThis fix it for us.

5.3 F0, F1, F2, F3 Sections
Description: Auto-loading programs from .INI files, system.ini and win.ini or similar places in the registry.

 
F0 - Refers to the “Shell= statement” in System.ini, used in 
Windows 9X 
and below to assign a program that would act as the shell for 
the operating system.  The Shell is a program that loads our desktop, 
handles window management, and allows the user to interact with the 
system. Any program listed after the shell statement will be loaded when 
Windows starts, and act as the default shell.  Windows 95 and 98 both 
used Explorer.exe as their shell by default.  Windows 3.X used 
Progman.exe as its shell.   It is also possible to list other programs that will 
launch as Windows starts in the same Shell = line, such as 
Shell=explorer.exe 
badprogram.exe. This line will make both programs 
load when Windows starts.



F1 – Refers to the “Run=” or “Load=entry” in win.ini where any `
program listed under them will be loaded when windows start.  The run 
statement was mostly used in Windows 3.1, 95, and 98 and is kept for 
backward compatibility with older programs.  Most modern programs do 
not use this ini setting, which is why if we do not use older program we 
can rightfully be doubtful. The load statement was used to load drivers for 
our hardware.



F2 and F3 - Refers to the equivalent locations as F0 and F1, 
but 
they are instead stored in the registry for Windows versions XP, 2000, and 
NT. The current Windows versions do not use system.ini and win.ini files, 
they use a function called IniFileMapping, which puts all the contents of an 
.ini file in the registry. with keys for each line found in the .ini key stored 
there. Then when you run a program that normally reads their settings 
from an .ini file, it will first check the registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 
NT\CurrentVersion\IniFileMapping, for an .ini mapping, and if found will 
read the settings from there instead.


Another entry commonly found in F2 is the UserInit entry which 
corresponds to the key: HKLM\Software\Microsoft\Windows 
NT\CurrentVersion\Winlogon\Userinit 
which is found in Windows NT, 
2000, XP and 2003.  This key specifies 
what program should be 
launched right after a user logs into Windows. The default program for 
this key is C:\windows\system32\userinit.exe. Userinit.exe is a program 
that restores our personal profile, fonts, colors, 
etc for your username.  It 
is possible to add further programs that will launch from this key by 
separating the programs with a comma. For example:


HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit 
=C:\windows\system32\userinit.exe,c:\windows\badprogram.exe.  This will 
make both programs launch when someone logs in and it is a common 
place for trojans, hijackers, and spyware to launch from.

Registry Keys:


HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit


HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 
NT\CurrentVersion\IniFileMapping,

Files Used:


c:\windows\system.ini


c:\windows\win.ini

Example Listing:
F0 - system.ini: Shell=Explorer.exe Something.exe

F2 - REG:system.ini: UserInit=userinit,nddeagnt.exe

F2 - REG:system.ini: Shell=explorer.exe beta.exe
What should be done:


F0 iterms are always bad; we should always have HijackThis fix 
them. The F1 items are usually very old programs that are safe, so we 
should find some more information for such entries to determine if they are 
legitimate program or not. For F2, if there is UserInit=userinit.exe, with or 
without nddeagnt.exe, as in the example listing, then we can leave that 
entry alone.  If you see UserInit=userinit.exe then also we can leave it 
alone. If we see another entry with userinit.exe, then that could potentially 
be a trojan or other malware.  Also for F2 Shell =; if we see explorer.exe 
by itself, but otherwise it could be a potential trojan or malware. We can 
have HijackThis delete those entries for us. After fixing the entries, we 
should manually delete the files as HijackThis does not delete the file 
associated with it. 


There are some websites where we can do research on these 
entries. The websites are listed as below:


Answers that work: 
http://www.answersthatwork.com/Tasklist_pages/tasklist.htm

Greatis Startup Application Database:


http://www.greatis.com/appdata/index.html

Pacman’s Startup Programs List:


http://www.sysinfo.org/startuplist.php

Pacman’s Startup Lists for Offline Reading:


http://www.pacs-portal.co.uk/startup_content.php#THE_PROGRAMS

Kephyr File Database:


http://www.kephyr.com/filedb/index.php

Wintasks Process Library:


http://www.liutilities.com/products/wintaskspro/processlibrary/
5.4 N1, N2, N3, N4 Sections

Description: Netscape and Mozilla Browsers Start and default search 
pages.  



These entries are stored in the prefs.js files stored in different 
places under the C:\Documents and Settings\YourUserName\Application 
Data folder.  Netscape 4's entries are stored in the prefs.js file in the 
program directory which is generally, DriveLetter:\Program 
Files\Netscape\Users\default\prefs.js.


N1 - Netscape 4's Startup Page and default search page. 


N2 - Netscape 6's Startup Page and default search page.


N3 - Netscape 7' Startup Page and default search page.


N4 - Mozilla's Startup Page and default search page.


Files Used: 


prefs.js

Example Listing:


N1 - Netscape 4: user_pref("browser.startup.homepage", 
"www.google.com"); (C:\Program Files\Netscape\Users\default\prefs.js)


N2 - Netscape 6: user_pref("browser.startup.homepage", 
"http://www.google.com"); (C:\Documents and Settings\User\Application 
Data\Mozilla\Profiles\defaulto9t1tfl.slt\prefs.js)


N2 - Netscape 6: user_pref("browser.search.defaultengine", 
"engine://C%3A%5CProgram%20Files%5CNetscape%206%5Csearchp
lugins%5CSBWeb_02.src"); (C:\Documents and 
Settings\User\Application Data\Mozilla\Profiles\defaulto9t1tfl.slt\prefs.js)

What should be done:


Most spyware and hijackers tend to target Internet Explorer. 
Usually Netscape and Mozilla home page and search pages are safe. 
They do not get hijacked. The only one known site that does change these 
settings is Lop.com. If we see a URL that we do not recognize as our 
home page or search page, we should have HijackThis fix it.
5.5  O1 Section
Description: Hosts file redirection.


The hosts file contains mappings for hostnames to IP addresses. For 
example, if the host file:


127.0.0.1 www.bleepingcomputer.com

and someone tries to go to www.bleepingcomputer.com, it will check the 
hosts 
file, see the entry and convert that to the IP address of 127.0.0.1 
instead of its correct address.


Host file redirection is when a hijacker changes our hosts file to redirect 
our attempts to reach a certain web site to another site.  So if someone 
added an entry like:


127.0.0.1 www.google.com

and we tried to go to www.google.com, we would instead get redirected to 
127.0.0.1 which is our own computer.  

Files Used:


 
The hosts file is a text file that can be edited by any text editor and 
is stored by default in the following places for each Operating System, 
unless you chose to install to different paths - 

	Operating System
	Location

	Windows 3.1
	C:\WINDOWS\HOSTS

	Windows 95
	C:\WINDOWS\HOSTS

	Windows 98
	C:\WINDOWS\HOSTS

	Windows ME
	C:\WINDOWS\HOSTS

	Windows XP
	C:\WINDOWS\SYSTEM32\DRIVERS\ETC\HOSTS

	Windows NT
	C:\WINNT\SYSTEM32\DRIVERS\ETC\HOSTS

	Windows 2000
	C:\WINNT\SYSTEM32\DRIVERS\ETC\HOSTS

	Windows 2003
	C:\WINDOWS\SYSTEM32\DRIVERS\ETC\HOSTS




The location of the Hosts file can be changed by modifying the 
Registry key below 
for Windows NT/2000/XP.


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Para
meters\: DatabasePath

If we see any listing like above which we are not there for any specific reason we are aware of we can remove the entry.
Example Listing:
O1 - Hosts: 216.177.73.139 auto.search.msn.com
O1 - Hosts: 216.177.73.139 search.netscape.com
O1 - Hosts: 216.177.73.139 ieautosearch
O1 - Hosts file is located at C:\Windows\Help\hosts
What should be done:


Such hijacks as in above example listing, redirects the address on the right to the IP address to the left. If the IP does not belong to that particular address, we will be redirected to a wrong site every time we enter the address. We can always have HijackThis fix such kind of problems. The last item in the example listing above sometimes occurs on Windows 2000/XP with a Coolwebsearch infection. If the Hosts file is located in a location that is not the default for our operating system as in the above table, then we should have HijackThis fix this problem. Else we can have CWShredder program repair it automatically for us. 
5.6  O2 Section
Description: Browser Helper Objects


Browser helper objects are plugins to your browser that extend the functionality of it.  They can be used by spyware as well as legitimate programs such as Google Toolbar and Adobe Acrobat Reader.  You must do your research when deciding whether or not to remove any of these as some may be legitimate.
Registry Key: 

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects

Example Listing:

O2 - BHO: Yahoo! Companion BHO - {13F537F0-AF09-11d6-9029-0002B31F9E59} - C:\PROGRAM FILES\YAHOO!\COMPANION\YCOMP5_0_2_4.DLL

O2 - BHO: (no name) - {1A214F62-47A7-4CA3-9D00-95A3965A8B4A} - C:\PROGRAM FILES\POPUP ELIMINATOR\AUTODISPLAY401.DLL (file missing)

O2 - BHO: MediaLoads Enhanced - {85A702BA-EA8F-4B83-AA07-07A5186ACD7E} - C:\PROGRAM FILES\MEDIALOADS ENHANCED\ME1.DLL
What should be done:


If we can not recognize a Browser Helper Object’s name, then we can use Tony Klein’s website (http://computercops.biz/CLSID.html) to find it by the class ID. There is an excellent list of known CSLIDs associated with Browser Helper Objects and Toolbars in that website. CSLID is the number between the curly brackets in the listing and it refers to registry entries that contain information about the Browser Helper Objects or Toolbar. When we fix such entries using HijackThis, it will attempt to delete the aberrant file listed. However, sometimes the file may be in use even if IE is shut down. Therefore it is recommended that we reboot our system in safe mode and delete the aberrant file. 

5.7 O3 Section
Description: Internet Explorer toolbars


These are the toolbars that are underneath our navigation bar and 
menu 
in Internet Explorer.  


Registry Key:


 HKLM\SOFTWARE\Microsoft\Internet Explorer\Toolbar

Example listing:

O3 - Toolbar: &Yahoo! Companion - {EF99BD32-C1FB-11D2-892F-0090271D4F88} - C:\PROGRAM FILES\YAHOO!\COMPANION\YCOMP5_0_2_4.DLL

O3 - Toolbar: Popup Eliminator - {86BCA93E-457B-4054-AFB0-E428DA1563E1} - C:\PROGRAM FILES\POPUP ELIMINATOR\PETOOLBAR401.DLL (file missing)

O3 - Toolbar: rzillcgthjx - {5996aaf3-5c08-44a9-ac12-1843fd03df0a} - C:\WINDOWS\APPLICATION DATA\CKSTPRLLNQUL.DLL
What should be done:




As like in O2 section, we do not directly recognize a toolbar’s name, 
we can use Tony Klein’s website (http://computercops.biz/CLSID.html) 
to find it by the class ID. The CLSID in the listing refer to registry entries 
that contain information about the Browser Helper Objects or Toolbars. 
Again, if the name seems a random string of characters and the file is in 
the “Application Data” folder as in the last example in the example listing, 
then it is probably Lop.com and we definitely need HijackThis fix it for us. 
When we fix such types of entries, HijackThis not delete the aberrant file 
listed. It is recommended that we reboot into safe mode and delete the 
aberrant file.

5.8 O4 Section
Description: Auto loading programs from Registry or start-up group

This section refers to applications that are listed in certain keys in the registry and the startup folders and are loaded automatically when Windows starts up. Startup items refer to applications that load by having them in the logged in user's startup group and Global Startup items refer to applications that load by having them in the All Users profile startup group.


Startup Registry Keys:


The registry keys listed here apply to Windows XP, NT, and 2000. 


HKLM
is for HKEY_LOCAL_MACHINE and HKCU is for 
HKEY_CURRENT_USER


HKLM\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce


HKCU\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce


HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices


HKCU\Software\Microsoft\Windows\CurrentVersion\RunServices


HKLM\Software\Microsoft\Windows\CurrentVersion\Run


HKCU\Software\Microsoft\Windows\CurrentVersion\Run


HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce


Directories Used:


Startup: c:\documents and settings\USERNAME\start 
menu\programs\startup


Global: c:\documents and settings\All Users\start menu\programs\startup

Example Listing:

O4 - HKLM\..\Run: [ScanRegistry] C:\WINDOWS\scanregw.exe /autorun
O4 - HKLM\..\Run: [SystemTray] SysTray.Exe
O4 - HKLM\..\Run: [ccApp] "C:\Program Files\Common Files\Symantec Shared\ccApp.exe"
O4 - Startup: Microsoft Office.lnk = C:\Program Files\Microsoft Office\Office\OSA9.EXE
O4 - Global Startup: winlogon.exe
What should be done:


To find an entry and check for whether it is good or bad, we can use PacMan’s Startup list ( http://www.sysinfo.org/startuplist.php ). If an item shows a program being in the startup group like the last example in the listing, HijackThis will not be able to fix it if the program is still in the memory. We need to use Windows Task Manager (TASKMGR.EXE) to close the program before we fix it. After fixing a 04 entry by HijackThis, we need to manually delete the file afterwards, usually by rebooting in safe mode since the tool does not delete the file associated with the entry. For Global startup and startup entries, HijackThis will only delete the shortcuts found in the entries, not the file they are pointing to. If an executable resides in the Global Startup or Startup directories then the aberrant will be deleted.
5.9  O5 Section
Description: IE Options icon not visible in Control Panel

There is an option to disable the allowing for a control in the Control Panel by adding an entry in the file called control.ini. This file is store in Windows XP in C:\windows\control.ini. In that file we can specify what control panels should not be visible. 


Example Listing:

O5 - control.ini: inetcpl.cpl=no
What should be done:



If we see an entry like the example listing, that could be sign that a piece of software is trying to make it difficult for us to change your settings.  Unless we or the system administrator have not hidden the icon from control panel intentionally, we should have HijackThis fix it for us. 
5.10  O6 Section
Description: IE Options access restricted by Administrator

This section refers to an Administrative lock down for changing the options or homepage in Internet explorer by changing certain settings in the registry. 
Registry Key:

HKCU\Software\Policies\Microsoft\Internet Explorer\Restrictions
Example Listing:

O6 - HKCU\Software\Policies\Microsoft\Internet Explorer\Restrictions present
What should be done:



Unless we or our system administrator have put such options into 
place, or we 
have used activated Spybot S&D option “Lock homepage 
from changes”, we should have 
HijackThis fix such entries for us. 
5.11  O7 Section
Description: Regedit access restricted by Administrator

This section refers to Regedit not being allowed to run by changing an entry in the registry.
Registry Key:
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\System
Example Listing:
O7 - HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\System: DisableRegedit=1
What should be done:


We should always have HijackThis fix such entries, unless our system administrator has put this restriction into place.
5.12  O8 Section
Description: Extra items in IE right-click menu.


This section refers to extra items being found in the in the 
Context Menu of Internet Explorer.  These are basically the options we 
see when we right click on the web page we are viewing in the browser.  


Registry Key: 


HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\MenuExt

Example Listing:
O8 - Extra context menu item: &Google Search - res://C:\WINDOWS\DOWNLOADED PROGRAM FILES\GOOGLETOOLBAR_EN_1.1.68-DELEON.DLL/cmsearch.html
O8 - Extra context menu item: Yahoo! Search - file:///C:\Program Files\Yahoo!\Common/ycsrch.htm
O8 - Extra context menu item: Zoom &In - C:\WINDOWS\WEB\zoomin.htm
O8 - Extra context menu item: Zoom O&ut - C:\WINDOWS\WEB\zoomout.htm
What should be done:



If we do not recognize the name of the items at the right click menu 
in IE, we should have HijackThis fix it for us. Items like "Browser Pal" 
should always be removed.  An example of a legitimate program here is 
the Google Toolbar. We should make sure that after fixing these entries, 
we reboot into safe mode and the delete the aberrant file.

5.13  O9 Section
Description: Extra buttons on main IE toolbar, or extra items in IE 'Tools' menu.

This section refers to buttons on main Internet Explorer toolbar or items in the Internet Explorer 'Tools' menu that are not part of the default installation.

Registry Key: 


HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet 
Explorer\Extensions registry key.

Example Listing:

O9 - Extra button: Messenger (HKLM)
O9 - Extra 'Tools' menuitem: Messenger (HKLM)
O9 - Extra button: AIM (HKLM)
What should be done:



If we can not recognize the button or menu item then we should 
have HijackThis fix it. Also we should make sure that after fixing these 
entries, we reboot into safe mode and the delete the aberrant file.
5.14  O10 Section
Description: Winsock hijackers

This section refers to Winsock Hijackers or otherwise known as LSP (Layered Service Provider). LSPs are a way to chain a piece of software to Winsock 2 implementation on our computer. Since the LSPs are chained together, when Winsock is used, the data is also transported through each of the LSPs in the chain. Spyware and Hijackers can use LSPs to see all traffic being transported over our Internet connection.
Example Listing:

O10 - Hijacked Internet access by New.Net
O10 - Broken Internet access because of LSP provider 'c:\progra~1\common~2\toolbar\cnmib.dll' missing
O10 - Unknown file in Winsock LSP: c:\program files\newton knows\vmain.dll
What should be done:

We should be very careful while deleting such objects as if they are removed without fixing the gap in the chain may lead to loss of internet access. Many Virus Scanners have started to scan for Viruses, Trojans, etc at the Winsock level. The problem is that many tend to not recreate the LSPs in the right order after deleting the aberrant LSP. This can cause HijackThis to see a problem and issue a warning, even though the Internet is indeed still working. It is recommended that we use LSPFix from cexx.org or Spybot S&D from Kolla.de. 

5.15  O11 Section
Description: Extra group in IE 'Advanced Options' window


This section refers to a non-default option group that has been 
added to the 
Advanced Options Tab in Internet Options on IE. There is 
an Internet Options for Internet Explorer with an Advanced Options tab. It 
is possible to add an entry under a registry key so that a new group would 
appear there.
Registry Key:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\AdvancedOptions
Example Listing:

O11 - Options group: [CommonName] CommonName
What should be done:


The only hijacker till now that adds its own options group to the IE Advanced Options window is CommonName. So we can always have HijackThis fix this.
5.16  O12 Section
Description: IE plugins


Internet Explorer Plugins are pieces of software that get loaded 
when Internet Explorer starts to add functionality to the browser. There are 
many 
legitimate plugins available such as PDF viewing and 
non-standard 
image viewers.


Registry key: 


HKEY_LOCAL_MACHINE\software\microsoft\internet explorer\plugins

Example Listing:


O12 - Plugin for .spop: C:\Program Files\Internet 
Explorer\Plugins\NPDocBox.dll

O12 - Plugin for .PDF: C:\Program Files\Internet 
Explorer\PLUGINS\nppdf32.dll

What should be done:

Most of the time these plugins are legitimate ones, we they are safe. One well known plugin that we should fix is the Onflow plugin that has an extension .OFB. 
5.17  O13 Section
Description: IE DefaultPrefix hijack


The default prefix is a setting on Windows that specifies how URLs 
that you enter without a preceding, http://, ftp://, etc are handled. By 
default Windows will attach a http:// to the beginning, as that is the default 
Windows Prefix. It is possible to change this to a default prefix of your 
choice by editing the registry. The Hijacker known as CoolWebSearch 
does this by changing the default prefix to a http://ehttp.cc/?. That means 
when you connect to a url, such as www.google.com, you will actually be 
going to http://ehttp.cc/?www.google.com, which is actually the web site 
for CoolWebSearch.


Registry Key: 



HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio
n\URL\DefaultPrefix\

Example Listing:

O13 - DefaultPrefix: http://www.pixpox.com/cgi-bin/click.pl?url=
O13 - WWW Prefix: http://prolivation.com/cgi-bin/r.cgi?
O13 - WWW. Prefix: http://ehttp.cc/?
What should be done:


There is a program called CWShredder which can remove all the 
known varieties of CoolWebSearch. We can find tutorial on how to remove 
with CWShredder at

 
http://www.bleepingcomputer.com/forums/tutorial47.html. 


If CWShredder can not find or fix 
such problems we can always have 
HijackThis fix it for us.  
5.18  O14 Section
Description: 'Reset Web Settings' hijack

There is a file on our computer that Internet Explorer uses when we reset options back to their Windows default. That file is stored in c:\windows\inf\iereset.inf and contains all the default settings that will be used. When we reset a setting, it will read that file and change the particular setting to what is stated in the file. If a Hijacker changes the information in that file, and we reset that setting, it will read the incorrect information from the iereset.inf file.
Example Listing:

O14 - IERESET.INF: START_PAGE_URL=http://www.searchalot.com
What should be done:


If the URL is not the provider of our computer or ISP, we should let  HijackThis fix it for us.
5.19  O15 Section
Description: Unwanted sites in Trusted Zone


Internet Explorers security is based upon a set of zones. Each zone 
has different security in terms of what scripts and applications can be run 
while using that zone. It is also possible to add domains to particular 
zones, so that while browsing in a domain that is part of a zone that has 
low security, it will be allowed to run scripts, potentially dangerous ones, 
from that web site.


Registry Key: 


HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Int
ernet Settings\ZoneMap\Domains

Example Listing:

O15 - Trusted Zone: http://free.aol.com
O15 - Trusted Zone: *.coolwebsearch.com
O15 - Trusted Zone: *.msn.com
What should be done:


Most of the time, AOL and Coolwebsearch noiselessly add sites to the Trusted Zone. If you have not added a domain to the Trusted Zone, then we should have HijackThis fix it.
5.20  O16 Section
Description: ActiveX Objects (aka Downloaded Program Files)
This section refers to ActiveX Objects in other words Downloaded Program Files. These objects are programs that are downloaded from web sites and are stored on our computer. These objects are stored in C:\windows\Downloaded Program Files. They are also referenced in the registry by their CLSID which is the long string of numbers between the curly braces.
O16 - DPF: Yahoo! Chat - http://us.chat1.yimg.com/us.yimg.com/i/chat/applet/c381/chat.cab

O16 - DPF: {D27CDB6E-AE6D-11CF-96B8-444553540000} (Shockwave Flash Object) - http://download.macromedia.com/pub/shockwave/cabs/flash/swflash.cab
What should be done:


If you do not recognize the name of the object, or the URL it was downloaded from, we can have HijackThis fix it. By deleting most ActiveX objects from our computer, we will not have a problem as they can be downloaded again. If the name or URL contains words like dialer, casino, sex, porn, dialer, free, adult, free_plugin etc, we should definitely fix it. 
 There is a program called SpywareBlaster located at:

(http://www.javacoolsoftware.com/spywareblaster.html) 

It has a huge database of malicious ActiveX objects and can be used for searching known ActiveX objects. 
5.21 O17 Section
Description: Lop.com domain hijacks

When we use a hostname to go to a site, instead of an IP address, our computer uses a DNS server to resolve the hostname into an IP address like 192.168.1.0. Domain hacks are when the Hijacker changes the DNS servers on our machine to point to their own server, where they can direct us to any site they want. By adding google.com to their DNS server, they can make it so that when we go to www.google.com, they redirect us to a site of their choice.
Example Listing:

O17 - HKLM\System\CCS\Services\VxD\MSTCP: Domain = aoldsl.net
O17 - HKLM\System\CCS\Services\Tcpip\Parameters: Domain = W21944.find-quick.com
O17 - HKLM\Software\..\Telephony: DomainName = W21944.find-quick.com
O17 - HKLM\System\CCS\Services\Tcpip\..\{D196AB38-4D1F-45C1-9108-46D367F19F7E}: Domain = W21944.find-quick.com
O17 - HKLM\System\CS1\Services\Tcpip\Parameters: SearchList = gla.ac.uk
O17 - HKLM\System\CS1\Services\VxD\MSTCP: NameServer = 69.57.146.14,69.57.147.175
What should be done:

If the domain is not from our ISP or company network, we should have HijackThis fix it. The same goes for the 'SearchList' entries.
For the 'NameServer' (DNS servers) entries, we should Google for the IPs for easier way to check if they are legitimate or not. 

5.21
O18 Section
Description: Extra protocols and protocol hijackers


This method is used by changing the standard protocol drivers that 
our computer users to ones that the Hijacker provides. This allows the 
Hijacker to take control of certain 
ways our computer sends and receives 
information. 

Registry Keys:


HKEY_LOCAL_MACHINE\SOFTWARE\Classes\PROTOCOLS\


HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID


HKEY_LOCAL_MACHINE\SOFTWARE\Classes\PROTOCOLS\Handler


HKEY_LOCAL_MACHINE\SOFTWARE\Classes\PROTOCOLS\Filter

Example Listing:

O18 - Protocol: relatedlinks - {5AB65DD4-01FB-44D5-9537-
3767AB80F790} - C:\PROGRA~1\COMMON~1\MSIETS\msielink.dll

O18 - Protocol: mctp - {d7b95390-b1c5-11d0-b111-0080c712fe82}

O18 - Protocol hijack: http - {66993893-61B8-47DC-B10D-
21E0C86DD9C8}

What should be done:


Only Hijackers like “cn” (commonName), CoolWebSearch, “ayb” 
(Lop.com) and relatedlinks (Huntbar) show up here.  We should have 
HijackThis fix them for us. Fixing these entries does not delete either the 
Registry entry or the file associated with it. We should reboot into safe 
mode and manually delete the aberrant file.
5.22  O19 Section
Description: User style sheet hijack


A style sheet is a template for how page layouts, colors, and fonts 
are viewed from an html page. This type of hijacking overwrites the default 
style sheet which was developed for handicapped users, and causes large 
amounts of pop-ups and potential slowdowns.


Registry Key: 


HKEY_CURRENT_USER\Software\Microsoft\Internet 
Explorer\Styles\: User Stylesheets

Example Listing:


O19 - User style sheet: c:\WINDOWS\Java\my.css
What should be done:



In case of browser slowdown and frequent pop-ups we should have 
HijackThis fix such entry if it shows up in the log. We can also use 
CoolWebSearch does this it is better to use CWShredder to fix it. Also we 
need to make sure that after fixing we reboot into safe mode and delete 
the style sheet since HijackThis will not delete the aberrant file listed. 

5.23  O20 Section
Description: AppInit_DLLs Registry value autorun

Registry Key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows 
NT\CurrentVersion\Windows


Example Listing:


O20 - AppInit_DLLs: msconfd.dll

What should be done:



The registry value located mentioned above loads a DLL into 
memory when the user logs in, after which it stays in memory until logoff. 
Very few legitimate programs use it (Norton CleanSweep uses 
APITRAP.DLL), most often it is used by trojans or agressive browser 
hijackers. In case of a 'hidden' DLL loading from this Registry value which 
can only be visible when using 'Edit Binary Data' option in Regedit, the dll 
name may be prefixed with a pipe '|' to make it visible in the log. After 
fixing such entries by HijackThis we should make sure we delete the 
aberrant file manually since HijackThis will not delete the aberrant file 
listed. We can also use FBJ’s 020, 021 & 022 located at
(http://www.fbeej.dk/NewHJTEntries.htm)to help verify files. 
5.24  O21 Section
Description: ShellServiceObjectDelayLoad


This Registry contains values in a similar way as the Run key does. 
The difference is that instead of pointing to the file itself, it points to the 
CLSID's InProcServer, which contains the information about the particular 
DLL file that is being used.



The files under this key are loaded automatically by Explorer.exe 
when our computer starts. Because Explorer.exe is the shell for our 
computer, it will always start, thus always loading the files under this key. 
These files are therefore loaded early in the startup process before any 
human intervention occurs.

Registry Key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\ShellServiceObjectDelayLoad

Example Listing:

O21 - SSODL - AUHOOK - {11566B38-955B-4549-930F-7B7482668782} - C:\WINDOWS\System\auhook.dll
What should be done:


HijackThis uses a whitelist of several very common SSODL 
(ShellServiceObjectDelayLoad) items, so whenever an item is displayed in 
the log it is unknown and possibly malicious. We should treat with extreme 
care. We can also use FBJ’s 020, 021 & 022 located at
(http://www.fbeej.dk/NewHJTEntries.htm)to help verify files. 
5.25  O22 Section
Description: SharedTaskScheduler
This section refers to the files that are being loaded through the SharedTaskScheduler registry value. The entries in this registry run automatically when you start windows. As of right now only CWS.Smartfinder uses this key.
Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\SharedTaskScheduler
Example Listing:

O22 - SharedTaskScheduler: (no name) - {3F143C3A-1457-6CCA-03A7-7AA23B61E40F} - c:\windows\system32\mtwirl32.dll
What should be done:


We should take caution while removing items listed in these keys 
as some of them are legitimate. CWS.Smartfinder can be removed with 
CWShredder program. We can also use FBJ’s 020, 021 & 022 located at
(http://www.fbeej.dk/NewHJTEntries.htm)to help verify files. Hijackthis 
will delete the SharedTaskScheduler value associated with this entry, but 
will not delete the CLSID that it points to and the file that the CSLID's 
Inprocserver32 points to. Therefore we should manually reboot the 
computer and delete the file.
6. Testing Environment and Result 



The testing was done on machine running Windows 2000 on it. It 
was connected to the internet by broadband cable connection through 
local ISP.  Initially when scanned through HijackThis the log file looked 
similar to the following:

Logfile of HijackThis v1.98.2 
Scan saved at 3:16:04 PM, on 9/10/2004 

Platform: Windows 2000 SP2 (WinNT 5.00.2195) 
MSIE: Internet Explorer v6.00 SP1 (6.00.2800.1106) 

Running processes: 
C:\WINNT\System32\smss.exe 
C:\WINNT\system32\winlogon.exe 
C:\WINNT\system32\services.exe 
C:\WINNT\system32\lsass.exe 
C:\WINNT\system32\svchost.exe 
C:\WINNT\system32\spoolsv.exe 
C:\WINNT\System32\PSSVC.EXE 
C:\Program Files\Network Associates\VirusScan\Avsynmgr.exe 
C:\DMI\bin\dmisrv.exe 
C:\WINNT\System32\svchost.exe 
C:\DMI\bin\delldmi.exe 
C:\WINNT\System32\mnmsrvc.exe 
C:\Program Files\ePOAgent\naimas32.exe 
C:\WINNT\system32\regsvc.exe 
C:\WINNT\system32\MSTask.exe 
C:\WINNT\system32\stisvc.exe 
C:\DMI\bin\win32sl.exe 
C:\WINNT\System32\mspmspsv.exe 
C:\Program Files\Network Associates\VirusScan\VsStat.exe 
C:\DMI\bin\nic.exe 
C:\DMI\bin\coo.exe 
C:\DMI\bin\dnar.exe 
C:\DMI\bin\nodemngr.exe 
C:\Program Files\Network Associates\VirusScan\Vshwin32.exe 
C:\Program Files\Network Associates\VirusScan\Avconsol.exe 
C:\Program Files\Network Associates\VirusScan\Webscanx.exe 
C:\Program Files\Common Files\Network Associates\McShield\Mcshield.exe 
C:\WINNT\Explorer.EXE 
C:\WINNT\loadqm.exe 
C:\Program Files\Common Files\Real\Update_OB\realsched.exe 
C:\Program Files\Hewlett-Packard\HP PrecisionScan\PrecisionScan Pro\hplamp.exe 
C:\Program Files\CashBack\bin\cashback.exe 
C:\Program Files\NaviSearch\bin\nls.exe 
C:\Program Files\MSN Messenger\MsnMsgr.Exe 
C:\Program Files\SecCopy\SecCopy.exe 
C:\Program Files\interMute\SpySubtract\spysub.exe 
C:\Program Files\palm\hotsync.exe 
C:\Program Files\Free Downloads Accelerator\fdaagent.exe 
C:\Documents and Settings\uiyer\Desktop\Virus Removal\HijackThis.exe 

R3 - URLSearchHook: (no name) - _{20EC3D2D-33C1-4C9D-BC37-C2D500688DA2} - (no file) 
R3 - URLSearchHook: (no name) - {20EC3D2D-33C1-4C9D-BC37-C2D500688DA2} - (no file) 
N3 - Netscape 7: user_pref("browser.startup.homepage", "http://www.cnn.com/"); (C:\Documents and Settings\uiyer\Application Data\Mozilla\Profiles\default\kxuy83rt.slt\prefs.js) 
N3 - Netscape 7: user_pref("browser.search.defaultengine", "engine://C%3A%5CPROGRA%7E1%5CNetscape%5CNetscape%5Csearchplugins%5CSBWeb_01.src"); (C:\Documents and Settings\uiyer\Application Data\Mozilla\Profiles\default\kxuy83rt.slt\prefs.js) 
O2 - BHO: (no name) - {00320615-B6C2-40A6-8F99-F1C52D674FAD} - C:\WINNT\localNRD.dll 
O2 - BHO: Recommended Hotfix - {0421701D-CF13-4E70-ADF0-45A953E7CB8B} - (no file) 
O2 - BHO: (no name) - {06849E9F-C8D7-4D59-B87D-784B7D6BE0B3} - C:\Program Files\Adobe\Acrobat 6.0\Reader\ActiveX\AcroIEHelper.dll 
O2 - BHO: (no name) - {98DE779A-2364-4293-AB71-2B97C61C4640} - C:\PROGRA~1\FREEDO~1\fdahlp99.dll 
O2 - BHO: (no name) - {AA58ED58-01DD-4d91-8333-CF10577473F7} - c:\program files\google\googletoolbar1.dll 
O2 - BHO: (no name) - {AEECBFDA-12FA-4881-BDCE-8C3E1CE4B344} - C:\WINNT\system32\nvms.dll 
O2 - BHO: (no name) - {CE188402-6EE7-4022-8868-AB25173A3E14} - C:\WINNT\system32\mscb.dll 
O2 - BHO: (no name) - {F4E04583-354E-4076-BE7D-ED6A80FD66DA} - C:\WINNT\system32\msbe.dll 
O3 - Toolbar: &Radio - {8E718888-423F-11D2-876E-00A0C9082467} - C:\WINNT\System32\msdxm.ocx 
O3 - Toolbar: FDA Bar - {9595C62C-76C6-49A6-9BDA-3253DD7A34FF} - C:\Program Files\Free Downloads Accelerator\fdabar99.dll 
O3 - Toolbar: (no name) - {2CDE1A7D-A478-4291-BF31-E1B4C16F92EB} - (no file) 
O3 - Toolbar: &Google - {2318C2B1-4965-11d4-9B18-009027A5CD4F} - c:\program files\google\googletoolbar1.dll 
O4 - HKLM\..\Run: [Synchronization Manager] mobsync.exe /logon 
O4 - HKLM\..\Run: [TCASUTIEXE] TCAUDIAG -off 
O4 - HKLM\..\Run: [LoadQM] loadqm.exe 
O4 - HKLM\..\Run: [TkBellExe] C:\Program Files\Common Files\Real\Update_OB\realsched.exe -osboot 
O4 - HKLM\..\Run: [ZingSpooler] C:\Program Files\Common Files\Zing\ZingSpooler.exe 
O4 - HKLM\..\Run: [HP Lamp] "C:\Program Files\Hewlett-Packard\HP PrecisionScan\PrecisionScan Pro\hplamp.exe" 
O4 - HKLM\..\Run: [floaxzdhdte] C:\WINNT\system32\vmfuikh.exe 
O4 - HKLM\..\Run: [TV Media] C:\Program Files\TV Media\Tvm.exe 
O4 - HKLM\..\Run: [updater] C:\Program Files\Common files\updater\wupdater.exe 
O4 - HKLM\..\Run: [CashBack] C:\Program Files\CashBack\bin\cashback.exe 
O4 - HKLM\..\Run: [NaviSearch] C:\Program Files\NaviSearch\bin\nls.exe 
O4 - HKCU\..\Run: [msnmsgr] "C:\Program Files\MSN Messenger\MsnMsgr.Exe" /background 
O4 - HKCU\..\Run: [Second Copy 2000] "C:\Program Files\SecCopy\SecCopy.exe" 
O4 - HKCU\..\Run: [AIM] C:\Program Files\AIM95\aim.exe -cnetwait.odl 
O4 - Startup: HotSync Manager.lnk = C:\Program Files\palm\hotsync.exe 
O4 - Global Startup: Microsoft Office.lnk = C:\Program Files\Microsoft Office\Office\OSA9.EXE 
O4 - Global Startup: SpySubtract.lnk = C:\Program Files\interMute\SpySubtract\spysub.exe 
O8 - Extra context menu item: &Google Search - res://c:\program files\google\GoogleToolbar1.dll/cmsearch.html 
O8 - Extra context menu item: Backward Links - res://c:\program files\google\GoogleToolbar1.dll/cmbacklinks.html 
O8 - Extra context menu item: Cached Snapshot of Page - res://c:\program files\google\GoogleToolbar1.dll/cmcache.html 
O8 - Extra context menu item: Download with Free Downloads Accelerator - C:\Program Files\Free Downloads Accelerator\fdaie.htm 
O8 - Extra context menu item: Similar Pages - res://c:\program files\google\GoogleToolbar1.dll/cmsimilar.html 
O8 - Extra context menu item: Translate into English - res://c:\program files\google\GoogleToolbar1.dll/cmtrans.html 
O9 - Extra 'Tools' menuitem: Sun Java Console (HKLM) 
O16 - DPF: {24B8F940-82B6-43D9-A483-1853FBC75C2E} (Microsoft.IMState) - http://visapp02/vistaar/Portal/Chat/Mic...s/IMSC.cab 
O16 - DPF: {250EE74E-D335-40C4-93B4-65801C79079E} (ExcelState Class) - http://devapps:8100/vistaar/view/html/a...nExcel.cab 
O16 - DPF: {30528230-99F7-4BB4-88D8-FA1D4F56A2AB} (YInstStarter Class) - http://download.yahoo.com/dl/installs/yinst.cab 
O16 - DPF: {427273CC-764E-11D3-823D-006097F90453} (Pixami Image Editor Control) - http://www.imagestation.com/common/clas...r=1,1,0,32 
O16 - DPF: {53A1630A-DB38-4316-B18F-911719E1F66E} (MSN Money Ticker) - http://fdl.msn.com/public/investor/v10/ticker.cab 
O16 - DPF: {597C45C2-2D39-11D5-8D53-0050048383FE} (OPUCatalog Class) - http://office.microsoft.com/productupda...t/opuc.cab 
O16 - DPF: {5E943D9C-F8DC-4258-8E3F-A61BB3405A33} (ZingBatchAXDwnl Class) - http://www.imagestation.com/common/clas...,3,2,20802 
O16 - DPF: {70A89DB7-5EC2-4790-AC34-0018FC2E61CB} (oucv3 Class) - http://officeupdate.microsoft.com/v3content/ouv3is.cab 
O16 - DPF: {768D513A-C75B-4FAA-8452-E906CDAB6545} (FVLiteLoad Class) - http://flipbrowser.com.sg/fvlite/fvliteY.cab 
O16 - DPF: {87067F04-DE4C-4688-BC3C-4FCF39D609E7} - http://download.websearch.com/Dnl/T_50038/QDow_AS2.cab 
O16 - DPF: {9F1C11AA-197B-4942-BA54-47A8489BB47F} (Update Class) - http://v4.windowsupdate.microsoft.com/C...5877083333 
O16 - DPF: {BB47CA33-8B4D-11D0-9511-00C04FD9152D} (ExteriorSurround Object) - http://carpoint.msn.com/Components/Ocx/...utside.cab 
O16 - DPF: {CAFEEFAC-0014-0000-0002-ABCDEFFEDCBA} (Java Runtime Environment 1.4.0_02) - 
O16 - DPF: {CAFEEFAC-0014-0001-0001-ABCDEFFEDCBA} (Java Runtime Environment 1.4.1_01) - 
O16 - DPF: {D27CDB6E-AE6D-11CF-96B8-444553540000} (Shockwave Flash Object) - http://fpdownload.macromedia.com/pub/sh...wflash.cab 
O16 - DPF: {DC765522-D5BE-49C9-AF5F-8C715A44BA28} (MS Investor Ticker) - http://fdl.msn.com/public/investor/v9.5/ticker.cab 
O16 - DPF: {DED22F57-FEE2-11D0-953B-00C04FD9152D} (CarPoint Auto-Pricer Control) - http://carpoint.msn.com/components/ocx/...pricer.cab 
O16 - DPF: {E6EB803E-DD89-11D3-80C4-0050DA2E09D0} (LightSurfUploadCtl Class) - http://picturecenter.kodak.com/activex/...ontrol.cab 
O16 - DPF: {E9BEEE1B-110D-4809-80C3-B130414FC750} (Display Class) - http://gfapps:8100/vistaar/view/html/archive/AcumenCOM.cab

After inspecting the log file, HijackThis was run again and the following bad entries were fixed:


R3 - URLSearchHook: (no name) - _{20EC3D2D-33C1-4C9D-BC37-C2D500688DA2} - (no file) 
R3 - URLSearchHook: (no name) - {20EC3D2D-33C1-4C9D-BC37-C2D500688DA2} - (no file) 
O2 - BHO: (no name) - {00320615-B6C2-40A6-8F99-F1C52D674FAD} - C:\WINNT\localNRD.dll 
O2 - BHO: Recommended Hotfix - {0421701D-CF13-4E70-ADF0-45A953E7CB8B} - (no file) 
O2 - BHO: (no name) - {98DE779A-2364-4293-AB71-2B97C61C4640} - C:\PROGRA~1\FREEDO~1\fdahlp99.dll 
O2 - BHO: (no name) - {AEECBFDA-12FA-4881-BDCE-8C3E1CE4B344} - C:\WINNT\system32\nvms.dll 
O2 - BHO: (no name) - {CE188402-6EE7-4022-8868-AB25173A3E14} - C:\WINNT\system32\mscb.dll 
O2 - BHO: (no name) - {F4E04583-354E-4076-BE7D-ED6A80FD66DA} - C:\WINNT\system32\msbe.dll 
O3 - Toolbar: (no name) - {2CDE1A7D-A478-4291-BF31-E1B4C16F92EB} - (no file) 
O4 - HKLM\..\Run: [floaxzdhdte] C:\WINNT\system32\vmfuikh.exe 
O4 - HKLM\..\Run: [TV Media] C:\Program Files\TV Media\Tvm.exe 
O4 - HKLM\..\Run: [updater] C:\Program Files\Common files\updater\wupdater.exe 
O4 - HKLM\..\Run: [CashBack] C:\Program Files\CashBack\bin\cashback.exe 
O4 - HKLM\..\Run: [NaviSearch] C:\Program Files\NaviSearch\bin\nls.exe 
O16 - DPF: {87067F04-DE4C-4688-BC3C-4FCF39D609E7} - http://download.websearch.com/Dnl/T_50038/QDow_AS2.cab

After fixing with HijackThis, the system was restarted into safe mode and under observation of the hidden system files the following files were deleted: 

C:\WINNT\localNRD.dll 
C:\PROGRA~1\FREEDO~1\fdahlp99.dll 
C:\WINNT\system32\nvms.dll 
C:\WINNT\system32\mscb.dll 
C:\WINNT\system32\msbe.dll 
C:\WINNT\system32\vmfuikh.exe 
C:\Program Files\TV Media\Tvm.exe 
folder --> C:\Program Files\CashBack 
folder --> C:\Program Files\NaviSearch 


System was restarted again and Adaware program was run to do some more clean up. Finally the fresh HijackThis log was clean and no bad entries were found.  
7. Improvements from earlier versions 

There have been a lot of improvements and corrections in HijackThis 1.98.2 from its earlier versions. It has fixed a typo which resulted in Windows NT/2k/XP auto-run entries 'load' 
and 'run' not being displayed previously, has added a “Delete a file on reboot” button in the tools section, made resizing of main window and viewing of “Misc Tools” section more user friendlier with a resolution of 800* 600 and below. 

8. Summary  


HijackThis is a very powerful and authoritative tool for finding out 
the specifics of our browser. This project will teach us the techniques to 
use HijackThis as a beginner. It will help us download, examine the log 
and understand the usage of this tool. For using this tool, there are many 
helpful websites available for CLSID list, Start-up list and so forth. Most of 
the useful links are listed in this project which we may refer to any time we 
seek any help regarding HijackThis. 


Sometimes diagnosing the scan results can be complicated and 
tedious. Helpful tutorials and online forums are also available to help us go 
through the scan results and take necessary actions accordingly. We can 
also seek help of a knowledgeable person in case we get confused with 
the log.  

While doing the project, important thing that was learnt was the fact 
that we need a great deal of devotion, commitment and knowledge 
towards our 
system security. Moreover, only HijackThis by itself can not 
make our system secure from Hijackers, we need other relevant tools as 
well to detect and remove spyware and viruses.

Finally but most importantly, while using HijackThis, we should be 
cautious enough, since incorrectly removing inappropriate objects can 
cause problems with legitimate programs and compromise our system. In 
other words it is a serious and helpful tool for any user to root out a 
serious infestation or attack in our system, but we should wield it with 
caution. 
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