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Introduction

NIDS

Intrusion detection system (IDS) is a system that simply tries to detect the signs of a network intruder before damage is done, a service denied, or data lost. This can be done through the use of a variety of mechanisms. Properly configured systems generate system logs that keep track of services, users, and data. These logs very often show traces of suspicious activity. The problem is that these logs often have a lot more information in them than a security administrator is interested in. It is important to consider system log review as a basic intrusion detection mechanism, though. Many times the system logs show their value in a forensic analysis after the fact.

IDSs are classified by their functionality, loosely grouped into the following three categories:

a)
Network-Based Intrusion Detection System (NIDS)

b)
Host-Based Intrusion Detection System (HIDS)

c)
Distributed Intrusion Detection System (DIDS)
The NIDS derives its name from the fact that it monitors an entire network segment or subnet. This is done by changing the mode on NIDS’ network interface card (NIC) to promiscuous mode, while the default mode is non-promiscuous. 
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Fig: An NIDS Network
HIDS protects only the system on which is resides, not the entire subnet like NIDS does.
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Fig : An HIDS Network

DIDS is indeed a combination of NIDS sensors and HIDS sensors or both, distributed across the enterprise and all reporting to the central correlation system. 
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Fig : An DIDS network
Snort
The undisputed champion NIDS is Snort.  Snort is an open source, signature based marvelous and versatile modern security application. It can function as :

i. Packet Sniffer

ii. Packet Logger

iii. NIDS

First, as a packet sniffer (or in more formal term, "protocol analyzer") Snort is extraordinarily fast, thorough, and user friendly .
Second, Snort is a packet logger. Snort can preserve complete audit trails of network traffic, trails that name names and encase evidence in (figurative) acrylic blocks.

Third, Snort is a 100% customizable Network Intrusion Detection System with both a library of contributed attack signatures (rules) and a user-configurable rule engine. Snort not only holds its own with expensive commercial IDSes, but in some cases is better and faster than them. 
Unlike some commercial IDSes, it's possible to write your own Snort rules and even your own inspection engines ("Snort plug-ins"). In this way, you're not dependent on anyone else to provide you with rules when a new exploit comes to your attention: you can write your own rules quickly and easily (provided you know something about TCP/IP networking, but that's a prerequisite of running any NIDS). This is an important feature, since new attacks are invented and reported all the time.

Snort can stand alone, but there are many useful enhancement packages (add-ons) to use with it to make the use  of Snort more easy and flexible. For this project we are particularly interested on a specific add-on called : SnortSnarf.
SnortSnarf
SnortSnarf is a Perl program to take files of alerts from snort, and produce HTML output intended for diagnostic inspection and tracking down problems. The model is that one is using a cron job or similar to produce a daily/hourly/whatever file of snort alerts. This script can be run on each such file to produce a convenient HTML breakout of all the alerts.

Installation

In this section we are going to discuss all the detailed installation procedure that was needed for the successful implementation of the whole system.

Hardware Used:
i) Testing System – A Pentium 4 machine with 1 NIC. This is the main detecting system, where both snort and snortsnarf were installed for catching attacks.
ii) Attack Generating System – A Pentium 4 machine with 1 NIC where some attack generating software were installed.
iii) NETGEAR WGR614 v5 Router in default promiscuous mode. 
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Fig. Setup for the project
O/S Used:
i) Windows XP Pro SP2 – For both the Testing System and Attack Generating System.

ii) Fedora Core 2 - Attack Generating System
Pre-installed Software :

All the installation were done in root user mode.

Before installing snort and snortsnarf  we have to first install the related software and libraries, this includes:

i) Winrar 3.51 (http://www.rarlab.com/download.htm) for unraring various rar files downloaded during installation for both the machines.

ii) WinPcap 3.1 (http://www.winpcap.org/install/default.htm) to capture and send raw data from a network card, with the possibility to filter and store in a buffer the captured packets in Windows system for both the machines. This is basically a Windows packet capture library.

iii) MySQL Server 5.0 (http://dev.mysql.com/downloads/) to store the logs generated from Snort for the Testing Machine in C:\MySQL directory. 
We did not assign any password for the root user. So root can access the database without any password authentication.

iv) Microsoft IIS Web Server 5.1: This is the web server by Microsoft, ported with the Windows XP installation CD needed to install in the Testing Machine.
v) ActivePerl 5.6.1.638 (http://www.activestate.com/Products/Download/Download.plex?id=ActivePerl) is needed in the Testing Machine to run SnortSnarf, as SnortSnarf is basically a Perl program. It is installed in C:\Perl directory.
vi) WinDump 3.93  can be downloaded from : http://www.winpcap.org/windump/install/default.htm and is installed in C:\WinDump directory of both the machines and it was always run as a sniffer to monitor the traffic between the two machines by using the following command :
C:\WinDump:>windump –i 2 (for the Testing Machine, sniffing in the 2nd adapter) and

C:\WinDump:>windump –i 1 (for the Attack Generation Machine, sniffing in the 1st  adapter)
Installation of the NIDS:

Installing Snort :

The Win32 Binaries for Snort 2.43 is found at : http://www.snort.org/dl/binaries/win32/ . After downloading install it in c:\Snort directory. 

Installing Snort Rules:
Download the latest rules ( for Snort 2.4) from http://www.snort.org/pub-bin/downloads.cgi . Unrar the downloaded file using WinRAR and copy all the rules from the rules directory of the unrared directory to c:\Snort\rules
Configuring Snort :

Open the snort.conf file located in C:\Snort\etc directory using WordPad and make the following changes :

Original: var RULE_PATH ../rules

Change: var RULE_PATH c:\Snort\rules (The Absolute location of the rules)

Note: Find the entry for 'Preprocessor sfportscan' 

Original: sense_level { low } 
Change: sense_level { low } \ 

Just below the changed line above add: 
logfile { portscan.log } 

Note: Just below '# output log_tcpdump: tcpdump.log' insert this next line: 
output alert_fast: alert.ids 

Original: include classification.config 
Change: include c:\Snort\etc\classification.config 

Original: include reference.config 
Change: include c:\Snort\etc\reference.config 

Original: # include threshold.conf 
Change: include c:\Snort\etc\threshold.conf 
Uncomment the following line for database logging :

output database: log, mysql, user=root dbname=snort host=localhost 

Now save the file and eXit WordPad.

Configuring Snort to run as a service 
Open a command window, at the command prompt type 'mkdir c:\Inetpub\wwwroot\log' (less the quotes), and tap the Enter key. 

At the command prompt type 'mkdir c:\Inetpub\wwwroot\cgi' (less the quotes), and tap the Enter key. 

At the command prompt type 'exit' (less the quotes), and tap the Enter key. 

At the command prompt type the line below: 
'snort /SERVICE /INSTALL -c c:\snort\etc\snort.conf -l c: \Inetpub\wwwroot\log -U -K ascii -ix' (less the quotes), and tap the Enter key. 

Note: -ix (x is the number of the NIC that Snort will sniff on). In our Testing machine, the NIC’s number was 2 so we put –I 2 instead in that command.

Note: You should receive '[SNORT_SERVICE] Successfully added the Snort service to the Services database.' as a confirmation that the service has successfully been installed. 

At the command prompt type 'exit' (less the quotes), and finally tap the Enter key to exit the command window. 

Navigate to the Control Panel, double left-click on 'Administrative Tools', and double left-click on 'Services' starting the 'Services' applet. 

Note: If the Snort service has been installed properly, when scrolling down through the services in the applet there will be a new 'Snort' listing. To the right of the new 'Snort' listing there is a column listed as 'Startup Type' and in that column it will show 'Manual'. 
As it is installed as a service now you just need to go to Contrlo Panel -> Administrative Tools -> Services. Then from the list of services select snort and click start. And when you need to stop running snort just click stop.

Configuring Active Perl 

Navigate to the Control Panel, double left-click on 'Administrative Tools', and double left-click on 'Internet Information Services' starting the 'Internet Information Services' applet. 

Expand 'Servername (local computer), expand 'Web Sites' (if exists), left-click 'Default Web Site', right-click the 'cgi' folder (in the window on the right), highlight and left-click 'Properties', left-click the 'Directories' tab, in the 'Local Path:' section left-click the Read and Write radio boxes making them checked, in the 'Application Settings' use the down arrow to set the 'Execute Permissions:' to 'Scripts and Executables', left-click the 'Yes' if a 'Security Warning' is displayed, left-click 'Apply', left-click 'OK', and finally eXit the 'Internet Information Services' applet.
Installing Perl Time Modules :

The time modules support needed by snortsnarf is not built in to the default installation so you need to download the 5 time modes from :  http://search.cpan.org/~muir/Time-modules-2003.1126/ . Once you have downloaded all of these three you will need to install them as follows: c:\perl\lib\time\ 
Installing Perl Database Supports:

In the command prompt run the Perl Package Manager by executing PPM command. This will be the console screen while running ppm :

C:\Documents and Settings\Administrator>ppm

PPM interactive shell (2.2.0) - type 'help' for available commands.

PPM>

Now we need to install DBI package. At the PPM prompt type ‘install DBI’ and it will go like this :

PPM> install DBI

Install package 'DBI?' (y/N): y

Installing package 'DBI'...

Downloading http://ppm.activestate.com/PPMPackages/5.6/MSWin32-x86-multi-thread/

DBI-1.48.tar.gz ...

Installing C:\Perl\site\lib\auto\DBI\dbd_xsh.h

Installing C:\Perl\site\lib\auto\DBI\DBI.bs

Installing C:\Perl\site\lib\auto\DBI\DBI.dll

Installing C:\Perl\site\lib\auto\DBI\DBI.exp

………………..

………………..

Then we need to install the package : DBD-mysql. At the PPM prompt type ‘install DBD-mysql’ and here is the console trace :
PPM> install DBD-mysql

Install package 'DBD-mysql?' (y/N): y

Installing package 'DBD-mysql'...

Downloading http://ppm.activestate.com/PPMPackages/5.6/MSWin32-x86-multi-thread/

DBD-mysql-2.9004.tar.gz ...

Installing C:\Perl\site\lib\auto\DBD\mysql\mysql.bs

Installing C:\Perl\site\lib\auto\DBD\mysql\mysql.dll

Installing C:\Perl\site\lib\auto\DBD\mysql\mysql.exp

Installing C:\Perl\site\lib\auto\DBD\mysql\mysql.lib

Installing C:\Perl\html\site\lib\Mysql.html

Installing C:\Perl\html\site\lib\DBD\mysql.html

Installing C:\Perl\html\site\lib\DBD\mysql\INSTALL.html
………………………………….

……………………………………..

Next we need to install the package NET-MySQLl. At the PPM prompt type ‘install NET-MySQL’ and here is the console trace :

PPM> install NET-MySQL

Install package 'NET-MySQL?' (y/N): y

Installing package 'NET-MySQL'...

Downloading http://ppm.activestate.com/PPMPackages/5.6/MSWin32-x86-multi-thread/

Net-MySQL.tar.gz ...

Installing C:\Perl\html\site\lib\Net\MySQL.html

Installing C:\Perl\site\lib\Net\MySQL.pm

This completes the installation ofall the support needed for Perl to communicating with the MySql database.

Installing SnortSnarf :

SnortSnarf can be downloaded from : http://www.snort.org/dl/contrib/data_analysis/snortsnarf/ . After downloading untar it using WinRAR and then install all its contents to the c:\snortsnarf directory.
Installing Annotations 

At the command prompt type 'copy c:\snortsnarf\cgi\* c:\Inetpub\wwwroot\cgi\' (less the quotes), and tap the Enter key. 

Note: Should display '8 file(s) copied.', and return to the command prompt. 

At the command prompt type 'xcopy c:\snortsnarf\include\* c:\perl\site\lib\ /E' (less the quotes), and tap the enter key. 

Note: Should display '30 file(s) copied.', and return to the command prompt. 

At the command prompt type 'c:\snortsnarf\utilities\setup_anns_dir.pl c:\snortsnarf\ann-dir annotation-base.xml', (less the quotes) and tap the Enter key. 

Note: The above command created a folder called 'ann-dir' (less the quotes) in 'c:\snortsnarf\' (less the quotes), and inserted a file called 'annotation-base.xml' (less the quotes) in the ‘c:\snortsnarf\ann-dir\' (less the quotes) folder. 

At the command prompt type 'exit' (less the quotes), and tap the Enter key. 

Configuring MySQL Database for Snort :
First Start the Database server using the following command from the console :
C:\MySQL\bin>mysqld –console
The initialization screen output is :

InnoDB: The first specified data file .\ibdata1 did not exist:

InnoDB: a new database to be created!

060308  1:57:34  InnoDB: Setting file .\ibdata1 size to 10 MB

InnoDB: Database physically writes the file full: wait...

060308  1:57:34  InnoDB: Log file .\ib_logfile0 did not exist: new to be created

InnoDB: Setting log file .\ib_logfile0 size to 5 MB

InnoDB: Database physically writes the file full: wait...

060308  1:57:35  InnoDB: Log file .\ib_logfile1 did not exist: new to be created

InnoDB: Setting log file .\ib_logfile1 size to 5 MB

InnoDB: Database physically writes the file full: wait...

InnoDB: Doublewrite buffer not found: creating new

InnoDB: Doublewrite buffer created

InnoDB: Creating foreign key constraint system tables

InnoDB: Foreign key constraint system tables created

060308  1:57:35  InnoDB: Started; log sequence number 0 0

060308  1:57:35 [Note] mysqld: ready for connections.

Version: '5.0.18'  socket: ''  port: 3306  MySQL Community Edition (GPL)

Then open another console and use the following command to get the MySQL prompt to run the SQL commands :

mysql --user=root mysql

Here’s the cosole trace after running the above command:

C:\Documents and Settings\Administrator>mysql --user=root mysql

Welcome to the MySQL monitor.  Commands end with ; or \g.

Your MySQL connection id is 1 to server version: 5.0.18

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql>

Now create a database named ‘snort’ using the following SQL command :
CREATE DATABASE snort;

Then open another console and run the following command :

C:\Documents and Settings\Administrator> mysql -D snort -u root < C:\Snort\schemas\create_mysql

After running this command a database schema would be created in the database named ‘snort’. This schema is defined in create_mysql file which is located in C:\Snort\schemas directory.

Up to this point all the software required for this NIDS has been installed and configured. Now we move our focus for attack generation to test the NIDS we have installed.
Attack Generation :

As mentioned earlier for generating attacks both the Linux and Windows platforms were used in the nnncd d:Attack Generation Machine.

The following Windows software were used to generate some attacks :

ATTACK GENERATION :
The following softwares were used to generate the attack:
i) NMap 4.01 .exe Windows Installer can be downloaded from : http://www.insecure.org/nmap/download.html . After downloading install it in C:\NMap directory. Then open the console and from that directory give the following command to generate a Xmas scan attack :

            C:\Nmap>nmap -v  -sX  <Testing Machine IP>

In our case the Testing Machine IP is :192.168.1.3

The following is the console trace after running that command :

Starting Nmap 4.01 ( http://www.insecure.org/nmap ) at 2006-03-09 22:54 Eastern

Standard Time

Initiating ARP Ping Scan against 192.168.1.3 [1 port] at 22:54

The ARP Ping Scan took 0.11s to scan 1 total hosts.

DNS resolution of 1 IPs took 0.02s. Mode: Async [#: 1, OK: 0, NX: 1, DR: 0, SF:

0, TR: 1, CN: 0]

Initiating XMAS Scan against 192.168.1.3 [1672 ports] at 22:54

The XMAS Scan took 0.14s to scan 1672 total ports.

Host 192.168.1.3 appears to be up ... good.

All 1672 scanned ports on 192.168.1.3 are: closed

MAC Address: 00:08:A1:01:A3:21 (CNet Technology)

Nmap finished: 1 IP address (1 host up) scanned in 0.578 seconds

               Raw packets sent: 1673 (66.9KB) | Rcvd: 1673 (77KB)

ii) NetCat NT1.11 can be downloaded from : http://www.vulnwatch.org/netcat/ and after download install it in c:\NC directory.

Two Types of attack were generated  using NetCat . For the first attack, in C:\NC directory, create a file get.txt that contains the following line and then a blank line:

GET / HTTP/1.0 

To use Netcat to retrieve the home page of a web site use the command:

C:\NC>nc -v <Testing Machine IP> 80 < get.txt

In our case the Testing Machine IP is :192.168.1.3

You will see Netcat make a connection to port 80, send the text contained in the file get.txt, and then output the web server's response to stdout. The -v is for verbose.  It tells you a little info about the connection when it starts.

When you use the above command the console output will be something like this :

D:\NC>nc -v 192.168.1.3 80 <get.txt

MEGADETH [192.168.1.3] 80 (http) open

HTTP/1.1 200 OK

Server: Microsoft-IIS/5.1

Date: Fri, 10 Mar 2006 04:13:08 GMT

Connection: Keep-Alive

Content-Length: 1330

Content-Type: text/html

Set-Cookie: ASPSESSIONIDQQQGQUHK=JNJHNNHAEDDBDICIFKKHAKNO; path=/

Cache-control: private

<!--

    WARNING!

    Please do not alter this file. It may be replaced if you upgrade your web se

rver

      If you want to use it as a template, we recommend renaming it, and modifyi

ng the new file.

    Thanks.

-->

<html>

<head>

<meta HTTP-EQUIV="Content-Type" Content="text-html; charset=Windows-1252">

…………………………………………..

……………………………………………

………………………………….

</html>

NetCat can be used to get a quick shell going on a remote machine by using the -l or "listen" option and the -e or "execute" option.  You run Netcat listening on particular port for a connection. When a connection is made, Netcat executes the program of your choice and connects the stdin and stdout of the program to the network connection.

To generate the second attack we need to install NetCat in the Testing machine in C:\NC directory. In the Testing Machine run the following command :

C:\NC> nc -l -p 23 -t -e cmd.exe

This will get Netcat listening on port 23 (telnet) on the Testing Machine.  When it gets connected to by a client (The Attck Generation Machine) it will spawn a shell (cmd.exe).  The -t option tells Netcat to handle any telnet negotiation the client might expect.

This will allow you to telnet to the machine you have Netcat listening on and get a cmd.exe shell when you connect.  You could just as well use Netcat instead of telnet using the following command:

nc <Testing Machine> 23 

In our case the Testing Machine IP is :192.168.1.3

 And after running this command you’ll get access to the NC directoty in fact to the whole file system of the Testing Machine without any authentication. 

iii) Animal Port Scanner can be downloaded from http://www.zone-h.com/en/download/category=71/ . It’s a simple GUI port scanner for Windows. Scanning the Testing Machine with this software generates the SNMP trap attack.
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Fig : Animal Port Scanner Window
iv) IPScanner is another simple GUI scanner software and can be downloaded from : http://www.ip-scanner.com/ . Just run the simple port scan on the Testing machine to generate ‘Illegal gain access’ attack.
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Fig : IP Scanner Window
v) PackETH  is a Linux GUI packet generator tool for ethernet. It allows you to create and send any possible packet or sequence of packets on the ethernet and can be downloaded from : http://sourceforge.net/projects/packeth
     After downloading it in /root directory extract the file in the same directory using the built-in extracting tool that is ported with GNOME. Now open a terminal and change the current directory to /root/packETH.

Then run the following installation commands :

'make'

and then type:

'make install'

This will install the software into the system. Then go to the 'Redhat Main Menu' and then go to 'Run Application'. This will give you a prompt to enter which program you want to run. Just enter 'packETH' and tap Enter key. This will take you to the following GUI station of packETH:
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· you can create and send any ethernet packet with it. Supported protocols: 

· ethernet II, ethernet 802.3, 802.1q, QinQ

· ARP, IPv4, user defined network layer payload 

· UDP, TCP, ICMP, IGMP, user defined transport layer payload 

· RTP (payload with options to send sin wave of any frequency for G.711) 

We have made one packet with ICMP header added to an IP packet with its data filed, filled with all 0s. Sending this packet to the Testing Machine, it was able to generate the ICMP echo request and reply alerts. Another packet we built was with same source and destination ports and the ICMP header added to an IP packet with nothing in the data field. Sending this packet in the Testing Machine, it was able to generate the ICMP destination unreachable alert.

ii) GNU Wget is a free software program that implements simple and powerful content retrieval from web servers and is part of the GNU project. Its name is derived from a World Wide Web and get, connotative of its primary function. It currently supports downloading via HTTP, HTTPS, and FTP protocols, the most popular TCP/IP-based protocols used for web browsing. It can be downloaded from

http://www.icewalkers.com/Linux/Software/513290/wget.html  

After downloading it in /root directory extract the file in the same directory using the built-in extracting tool that is ported with GNOME. Now open a terminal and change the current directory to /root/wget

Then run the following installation commands :

'./configure'

and then type

'make'

and then type:

'make install'

This will install wget in the current directory.  As it is a command line tool and being in the current directory we run the following command:

wget -v 192.168.1.3:80 and the console trace will be something like :

[root@localhost wget]# wget -v 192.168.1.3:80

--01:23:30--  http://192.168.1.3/

           => `index.html.4'

Connecting to 192.168.1.3:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 1,330 (1.3K) [text/html]

100%[====================================>] 1,330         --.--K/s

01:23:30 (60.40 MB/s) - `index.html.4' saved [1330/1330]

Using this command we are able to download the index.html.4 file from the Testing Machine's Web Server to the current directory without any FTP authentication. And this generates  403 error response  attack.

Starting the NIDS to catch the attacks:

Start the MySQL database server using the commands mentioned in the earlier section of ‘Configuring MySQL database for SNORT’.

Start Snort by starting the service as mentioned in the section of ‘Configuring Snort to run as a service’.

Starting the Snortsnarf alert console 

SnortSnarf can either take input from either the alert file generated from Snort in the c:\inetpub\wwwroot\log directory or from the snort database to create the output html files.
The Snortsnarf console does 'NOT' display alerts in real time. 

Handling the input from alert.ids file :

Located in the 'snortsnarf' folder there is a 'starti.bat' file  we created that MUST be executed in order for any new alerts to be parsed into Snortsnarf. If any paths have been changed then this file will need to be edited to indicate the correct paths. The starti.bat file contains the following lines:

@ECHO OFF

c:\snortsnarf-050314.1\snortsnarf.pl -win -d c:\inetpub\wwwroot\log -dns -db c:\snortsnarf-050314.1\ann-dir\annotation-base.xml -cgidir http://localhost/cgi c:\inetpub\wwwroot\log\alert.ids

The 'starti.bat' file can be added to the task scheduler to be executed at regular timed intervals. Look in the optional items at the end of this document for instructions. 

Navigate to the ‘c:\snortsnarf\' folder highlight and right-click the 'starti.bat' file, highlight 'Send To', highlight and left-click 'Desktop (Create Shortcut)'. 

Note: This will create a easy access button on the desktop. 

On the desktop there is a new shortcut called 'Shortcut to starti.bat', 
Double left-click this shortcut, and the all the new alerts will be added to the Snortsnarf console. 

To view the alerts from the Snortsnarf console type: http://localhost/log/Index.html from your browser.
 

Handling the input from snort database :

Located in the 'snortsnarf' folder there is a 'startdb.bat' file  we created that MUST be executed in order for any new alerts to be parsed into Snortsnarf. If any paths have been changed then this file will need to be edited to indicate the correct paths. The startdb.bat file contains the following lines:

@ECHO OFF

c:\snortsnarf-050314.1\snortsnarf.pl root:@snort@localhost  -win -d c:\inetpub\wwwroot\log -dns -db c:\snortsnarf-050314.1\ann-dir\annotation-base.xml -cgidir http://localhost/cgi 


The 'startdb.bat' file can be added to the task scheduler to be executed at regular timed intervals. Look in the optional items at the end of this document for instructions. 

Navigate to the ‘c:\snortsnarf\' folder highlight and right-click the 'startdb.bat' file, highlight 'Send To', highlight and left-click 'Desktop (Create Shortcut)'. 

Note: This will create a easy access button on the desktop. 

On the desktop there is a new shortcut called 'Shortcut to startdb.bat', 
Double left-click this shortcut, and the all the new alerts will be added to the Snortsnarf console. 

To view the alerts from the Snortsnarf console type: http://localhost/log/Index.html from your browser. 

Generated Pages :

Following the instructions throughout the whole document and accordingly running the NIDS and then sending the attacks from the Attack Generation Machine to the Testing Machine we were able to catch the corresponding attack properly.

Here are few snapshots of the generated html outputs from SnortSnarf :
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SILICON SnortSnarf start page

All Snort signatures

SnortSnarfv021111.1

[Sienature section (320) [Top 20 source TPs [Top 20 dest IPs

320 lerts found using input module SnortFileTnput, with sources
o clinetpubiunmactiogiertids

Earliest alert at 05
Latest alert at 0

:41.393755 on 03/06/2006
7.428629 on 03/08/2006

Priority | Signature (clck for sig info) # Alerts |# Sources |# Dests | Defail link
NiA | (portscan) TCP Portsweep 1 1 1 Summary
3 NETBIOS SMB IPCS usicode share access [sid] 1 1 1 Summary
3 ICMP PING Windows [sid] 98 1 1 Summary
3 ICMP PING [sid] 98 1 1 Summary
3 ICMP Echo Reply [sid] 98 1 1 Summary
2 MISC UPP malformed advertisement [sid] 20 1 1 Summary
1 WEB-MISC weblogic/tomeat jsp view source aftempt [sid] | 4 1 4 Summary

Viewladd annotations of type P v/ for key [Lview ]

SnortSnarf brought to you courtesy of Siicon Defense
Authors: Jim Hoagland and Siuart Staniford
See also the Snort Page by Marty Roesch
Page generated at Thn Mar 9 11:39.09 2006
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Fig. Main Page of SnortSnarf
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‘The most active source IPs are shown. Rank is determined by the number of alerts with that IP as the source. Within a rank, IPs are sorted by # of signatures, then by IP mumber.

Rank | Total # Alerts | Source TP | # Signatures triggered | Destinations involved
cank#1 | 196alerts | 19216814 2 signatures 192.168.1.3
cank#2 | 103alerts | 19216813 3 signatures (6 destination IPs)
cank#3 | 20alets | 19216811 1 signafures 239.255.255.250
cank#4 | 1alerts (o TP) 1 signafures (0 TB)
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Fig : Source IP List Page
[image: image9.jpg]@ List of top 9 destination IPs in c:\inetpub\wwwroot\log\alert.ids et al - Mozilla Firefox [BEX]
ge et kmarks Tools Help

G- - & O B [0 Aeuicimetpibimmmootoghopdests bl [¥] © 6o [CLet commendin Linux

1] HotMail "¥? Yahoo! Mail "¥? Student wWebmai - ... @ MSN Encarta - Dictio... 8] EasyWeb "¥? Windsor Weather Fo... @Y My eBay Summary W/ Main Page - Wikipedi... "¥? Yahoo! Driving Direc... (&) YelowPages

SILICON SnortSnarf summar

Y page

Top 9 destination IPs

SnortSnarfv021111.1
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‘This page provides summary information about alerts acqired using input module SnorFileTnput, with sources

 clinstpublwwrootiogtalertids

The most active destination IPs are shown. Rank is determined by the mumber of alerts with that IP as the destination. Within a rank, IPs are sorted by # of signaures, then by IP number.

Rank | Total # Alerts | Destination IP | # Signatures triggered | Originating sources
cank#1 | 196alerts | 19216813 2 signatures 192.168.14
cank #2 | 98 alerts 19216814 1 signafures 192.168.1.3
cank#3 | 20alets | 23955255250 1 signafures 192.168.1.1
(o TP) 1 signafures (0 B)
7214207104 1 signafures 192.168.1.3
19216815 1 signafures 192.168.1.3
cank#4 | 1alerts
209.62.176.187 1 signafures 192.168.1.3
216.7386.57 1 signafures 192.168.1.3
2161852221 1 signafures 192.168.1.3
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Fig : Destination IP List Page
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98 such alerts found using input module SnorFileTnput, with sources

o clinstpublwrwrootiogialertids

Earliest: 03:3¢
Latest. 03:

:41.748188 on 03/08/2006
37.428629 on 03/08/2006

1 different signatures are present for 192.168.1.4 as a destination
* 98 instances of JCMP Foho Reply

There are 1 distinct source IPs in the alerts of the type on this page

Whois lookup at: |ARIN | RIPE APNIC | Geektools

192.168.1.4 |DNS lookup at: | Amenesi TRIUMF  |Princeton

More lookup links: |Dshield | Sam Spade

See also 192.168.1.4 as an alert source [196 alerts]

View/add annotations for this IP address

View/add annotations for 192.168.1.0/24

Viewladd annotations for 192.168.0.0/16
Fresh grab of all alerts to 192.168.1.4 (as text)

03/08-0

41.748188 [**] [1:408:5] ICHF Echo Reply [**] [Classification: Misc activity] [Prioric:

3] (ICHP) 192.168.1.3 -> 192.168.1.4

03/08-03:36:47.596268 [*¥] [1:408:5] ICHP Echo Reply [*¥] [Classification: Misc activity] [Priority: 3] (ICHP} 192.168.1.3 —> 192.

:34.695635 [*7] [
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Fig : Detaild alert page for a particular IP
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ICMP PING Windo

SnortSnarfv021111.1

Sienature section (320) Top 20 source IPs (Top 20 dest IPs

98 alerts with this signature using input module SnortFileTnput, with sources

o clinstpublwrrootioglalertids

Earliest such alert at 03:36:41.748144 on 03/08/2006
Latest such alert at 03:40:37.428583 on 03/08/2006

ICMP PING Windows | L sources |1 destinafions
Priority: 3 Classification: Misc activity 4
5id:382

View/add annotations for this signature

Sources friggering this attack signature

Source # Alerts (sig) | # Alerts (tofal) | # Dsts (sig) | # Dsts (total)

192.168.1.4 |98 196 1 il

Destinations receiving this attack signature

Destinafions | # Alerts (sig) | # Alerts (rotal) |# Sres (sig) | # Sres (rotal)

192.168.1.3 | 98 196 1 il

SnortSnarf brought to you courtesy of Siicon Defense
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Fig : Summary page for a particular alert.

Conclusion

Intrusion Detection System look for attack signatures, which are specific patterns that usually include malicious or suspicious intent. Network-based Intrusion Detection Systems (IDS) use raw network packets as the data source. Snort is a light weight IDS, which uses a bunch of build-in rules and user customized rules to prevent prospective intruder from intruding in a network system. But using add-ons it gives the administrator easy and quick readability to monitor the entire network. In this report  a complete setup and testing of the NIDS have been thoroughly mentioned which can be used a very handy resource to someone interested in implementing it.
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