First Draft Report of the Project on

Installation of SNORT, APACHE, PHP, MYSQL and SnortReport.

Presented by 

Ositadimma Maxwell Ejelike

Bahman Radjabalipour

Operating System: Windows 2003 Server Enterprise Edition and Microsoft Windows XP

Hardware: Compaq 1600 Pentium III dual Processor Server and Pentium IV workstation

Software Installed 

1. Apache_1.3.24-win32-x86-src.msi    www.apache.org

2. Php-4.3.0-Win32.zip                           www.php.com

3. Snort_243_Installer.exe                       www.snort.org

4 WinPcap_3_1.exe                                http://www.winpcap.org

5. Snortrules_snapshot_CURRENT [1].tar.gz    www.snort.org

6. Snortreport-1.3.1.tar.gz                                         

7. Jpgraph-1.20.3.tar.gz

8. Gd-2.0.33.zip

9. Mysql-4.0.17-win.zip

10. Winrar

11. Ethereal-setup-0.10.14.exe

Installation Directories

Our Windows 2003 Server Enterprise edition was installed in E:\ drive.

F:\Snortapps

E:\Program Files\Apache Group\Apache

E:\Program Files\Apache Group\Apache\htdocs\snortreport

E:\Program Files\Apache Group\Apache\jpgraph-1.20.3

E:\Program Files\Apache Group\Apache\gd-2.0.33

E:\bin mysql

F:\Snortapps\php

E:\Program Files\Ethereal

Created 5 Folders for our snort Installation: “F:\snortapps" - “F:\snortapps\rules” - “F:\Snortapps\php” - "F:\snortapps\logs" - "F:\snortapps\docs" 

The installation f snort requires two components: the WinPcap packet capture library and the snort IDS itself. 

WinPcap (Windows Packet Capture Library)

This is the first software we installed. It captures packets from the network cables and throws them to snort. It’s a Windows version of libpcap used in Linux for running snort. The WinPcap gets information about the network adapters in the network.

We downloaded WinPcap and installed it in our E:\ drive under program files.

Snort Installation

Downloaded Snort, double clicked on the executable installation file, clicked on the I Agree button. Since we plan to log to MySQL, we accepted the option I do not plan to log to a database, or I am planning to log to one of the database listed above, we clicked next and we selected all the recommended components in the window that appeared and then click next. In the window that appeared we change the installation to F:\snortapps and then clicked the Install button.

Installation completed we clicked on the close button, that’s the end of snort installation.

The next thing is to download the rules from snort website. We downloaded the rules, uncompress the Snortrules archive into a temporary folder in our F:\drive and then copy the rules our rules directory F:\snortapps\rules.

Please note that starting from Snort 2.4, snort does not come with the rule files. The rule files have to be downloaded from snort.org website. We downloaded the rule files to our F:\ drive, unzipped it to a temporary folder in the F drive and copied the rule files to F:\snortapps\rules directory.

We encountered a problem when we are trying to start our snort as a service. We tried starting snort as a service but it didn’t start. We checked our application log in the event viewer to find out why snort couldn’t start as a service and we got a message that snort was unable to find the rule path. This was because we did not download the rules, the rule directory was empty. We resolve this problem when we downloaded the rules in the rule path. 


Configuring Snort for our Network

We now configure snort to do our will. We edited the snort.conf file located under f:\snortapps\etc. Below is a screenshot of our snort.conf. Showing our HOME_NET var. 
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var HOME NET [10.1.1.0/24,152.165.1.0/24]
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or you can specify the varisble to be any IP address
Like this:

var HOME_NET 192.168.11.0/24

# Set up the external netvork addresses as vell. L good start may be "any”
var EXTERNL NET any

# Configure your server lists. This allows snort to only laok for attacks




We edited the HOME_NET variable, to monitor our class C network.
var HOME_NET 192.168.11.0/24
Next we told snort where our rule files are located. We edited RULE_PATH line to show where snort rules are located. 

var RULE_PATH F:\Snortapps\rules
  [image: image2.jpg]var LIM_SERVERS
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# Path to your rules files (this can be a relative pach)
# Note for Windows users: You are advised to make this an sbsolute pach,
# such as: ci\snortirules

lvac RULE_PATH F3)Sucrtapps)rules

Configure the snort decoder

Snort's decoder will alert on lots of things such as header
truncation or options of unusual lemgth or infrequently used tcp options

#
#
#
#
#




Screenshot showing our rule_path configuration.

Next we change alert output. We located the output line 

# output log_tcpdump: tcpdump.log 

Change it to 

output alert_fast: alert.ids

This setting will cause snort to create a flat text file in the ‘log’ directory where snort writes each alert created when one of the rule triggers on incoming packets

We edited the Database output with our database (MySQL) settings and deleted the # from the beginning of the changed line.

output database: log, mysql, user=snort password=snortdb dbname=snort 

host=127.0.0.1 port=3306 sensor_name=maxserver

output database: alert, mysql, user=snort dbname=snort password=snortdb 

host=127.0.0.1 port=3306 sensor_name=maxserver

Include Configuration, is reference by snort to classify and provide references to alerts it triggers. They are classification.config and reference.config. We located and edited both files as follows:
Include F:\Snortapps\etc\classification.config

Include F:\Snortapps\etc\reference.config

Configuring Snort as a Service

snort /SERVICE /INSTALL -de -c F:\snortapps\etc\snort.conf -l F:\snortapps\log -i 2
 Snort: name of snort executable

/SERVICE Windows command to access the Services commands

/INSTALL: The services command that installs the program as a Window service

-de: switches

-c F:\snortapps\etc\snort.conf: -c switch tells snort to use our snort.conf file.

-l F:\snortapps\log: -l switch tells snort where the path to log information

-i 2: tells snort to capture log data on the network interface 2
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MySQL for Snort Installation

We downloaded the software, uncompress it to a temporary directory and double-click the setup.exe. We followed the instructions, and changed the installation directory to E:\mysql,and completed the installation successfully

We need MySQL to run as a service, therefore we opened command window and changed to the directory (E:\bin) where we installed MySQL and type the command below

Winmysqladmin

MySQL administration window console appears prompting for login to set root password.

login: root

Password: snortdba

Once we clicked ok, MySQL starts up as a service. In the system tray a traffic light appears with green light.

Setting up MySQL for Snort

We opened my.ini file located in E:\windows. (Please note that you open my.ini from admin console (winmysqladmin) or with a text editor) We preferred admin console, therefore we did the following

1. Ran winmysqladmin from a command prompt

2 Bind MySQL to the system localhost IP address, we use 127.0.0.1

3 Set the communication port; it's 3306 for a typical MySQL installation.

4. Set the key_buffer setting for snort data, we choose 64M

Below is our sample my.ini file
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Finally we saved our changes by clicking the save modification button in the console.

Then we need to clean MySQL to configure it for Snort. We first of all deleted all the default databases in MySQL. We login as follows

mysql  -u root -p
Entered our root password and got a prompt message

mysql>
At the prompt we type

use mysql;
The command puts us in the database called mysql

We deleted all host entries with the following command

delete from user where host = "%";
Deleted other user accounts

delete from user where user = "";
We ensured that root account is the only user account 

select * from user;
Deleted test database

drop database test
Ensure that mysql database exists

show databases;
The result shows a database called mysql. Now we are ready to create database for Snort.

Creating Snort Database
create database snort
create database archive
Execute show databases, displayed the databases we created as follows

[image: image5.jpg]archive
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Creating Snort User accounts

grant INSERT, SELECT, UPDATE on snort.* to snort@localhost identified by "snortdba";
This creates a user called snort with a password of snortdba and granted the user Insert, select and update privileges.

We got an error when we try to start snort service. We checked our application log in the event viewer and there was message about not getting sensor id from MySQL. To resolve this we created a path E:\temp and copied the create_mysql script there, and executed it. Below is a screenshot of the command we used.
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ERROR 1044 at line 2: Access denied for user: ’snort@localhost’ to database ’snol
=

E:\bindnysql —u snort —p snort < e:/temp/create_indexes.sql
Enter password: oo

ERROR 1044 at line 2: Access denied for user: ’snort@localhost’ to database ’snol
=

E:\bin>nysql —u root —p snort < e:/temp/create_indexes.sql
Enter password: scececor

2\bin>_




Setting up Apache WebServer 

We downloaded Apache and during the installation process we answered several configuration questions. In some instances the boxes contain the information we required. So we did not change them, we changed only those that need to be changed to meet our need.
1. Server Information; maxom.com
2. Server; maxserver.
3. Administrator Email; bahmanmaxwell@maxom.com
Next we selected  "Run As Service for All Users -- Recommended". We choose all default with Complete Installation except the Install path which we changed to " E:\Program Files\Apache Group\Apache”, and completed our installation

Using WordPad we navigated to the "E:\Program Files\Apache Group\Apache\Conf" folder and selected "httpd.conf", and made the following changes


A. Searched for LoadModule inserted the line below: 
LoadModule php4_module F:/Snortapps/php/sapi/php4apache.dll

B. This line must be added under LoadModule not AddType, we added it in the last line in AddType and got error starting Apache
C. Searched for a AddModules list and added the line below to the bottom of the list: 
AddModule mod_php4.c 
D. Searched for "AddType" (do not include the quotes), and you will find several in a row. Just below the last "AddType", insert the line below: 
Addtype application/x-httpd-php .php .phtml 
E. Searched for "Controls who can get stuff from this server" (No quotes) 
Just below the line we found, there are two lines: 
Order allow, deny 
Allow from all 
We replaced those two lines, and added one as shown below: 
Order deny, allow 
Deny from all 
Allow from 127.0.0.1 
F. Restarted our server 
Installing PHP 

Unzipped PHP into the F:\Snortapps\php

. 
Copy "F:\snortapps\php\php4ts.dll" to our " E:\WINDOWS\system32" .

Copy "C:\snortapps\PHP\sapi\php4apache4.dll" to "E:\Program Files\Apache Group\Apache\Modules" 


Copy the file "E:\snortapps\php\php.ini-dist" to our ROOT Folder (E:\WINDOWS) and renamed it to "php.ini". 

In WordPad we edited the "php.ini" file and do a search for these variables and edit to reflect the new settings below: 

max_execution_time = 60 
session.save_path = E:/windows/temp  
removed the ; in front of "; extension=php_gd.dll" 
doc_root = E:\program files\apache group\apache\htdocs\snortreport
extension_dir = F:\Snortapps\php\extensions 
Installing JPGRAPH and GD

To display the nice pie graph, we downloaded GD 2.0.11and Jpgraph 1.19.  Uncompress both files to E:\Program Files\Apache Group\Apache

Installing SNORTREPORT - Alert Viewer

● Uncompress SnortReport and move the snortreport-1.3.1 folder into the "E:\Program Files\Apache Group\Apache\htdocs" folder. 

● With WordPad, navigate to the "E:\Program Files\Apache Group\Apache\htdocs\ snortreport-1.3.1" folder and choose " srconf.php" to edit. We edited the variables below: 
// Put your snort database login credentials in this section
$server = "localhost";

$user = "snort";

$pass = "snortdb";

$dbname = "snort";

// Relative path to JPGraph

define("E:/Program Files/Apache Group/Apache/jpgraph-1.20.3", "E:/Program Files/Apache Group/Apache/gd-2.0.33");

● Rebooted the machine 

● Start your browser and type: http://localhost/snortreport


Testing SNORT with our 10 Signatures
.We created ten (10) rules called BahmanMaxwell rules and packets to detect the 10signatures for intrusion. We used Internet explorer for sid:1402 and 2130. We opened Internet explorer and typed http://iisprotect/admin/SiteAdmin.asp (sid:2130), http://iissamples/(sid:1402) and snort triggered alert when clicked “go” on internet explorer. The Alert is displayed on our SnortReport screenshot.
Below are our Rules

#---------------

# Bahman and Maxwell RULES

#---------------

#

#1. 2123 attack-responses. rules

alert tcp $HOME_NET !21:23 <> $EXTERNAL_NET any (msg:"ATTACK-RESPONSES Microsoft cmd.exe banner"; content:"Microsoft Windows"; content:"|28|C|29| Copyright 1985-"; distance:0; content:"Microsoft Corp."; distance:0; reference:nessus,11633; classtype:successful-admin; sid:2123; rev:3;)

#2. 121 backdoor.rules

alert tcp $EXTERNAL_NET 1000:1300 -> $HOME_NET 146 (msg:"BACKDOOR Infector 1.6 Client to Server Connection Request"; flow:to_server; content:"FC "; reference:cve,1999-0660; reference:nessus,11157; classtype:misc-activity; sid:121; rev:8;)

#3. 195 backdoor.rules

alert udp $HOME_NET 2140 <> $EXTERNAL_NET any (msg:"BACKDOOR DeepThroat 3.1 Server Response"; content:"Ahhhh My Mouth Is Open"; reference:arachnids,106; reference:mcafee,98574; reference:nessus,10053; classtype:misc-activity; sid:195; rev:7;)

#4. 2170 deleted.rules

alert tcp $HOME_NET any <> $EXTERNAL_NET 25 (msg:"DELETED VIRUS OUTBOUND .vxd file attachment"; flow:to_server; content:"Content-Disposition|3A|"; content:"filename=|22|"; within:30; content:".vxd|22|"; within:30; nocase; classtype:suspicious-filename-detect; sid:2170; rev:5;)

#5. 2130 web-iis.rules

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS any (msg:"WEB-IIS IISProtect siteadmin.asp access"; flow:to_server; uricontent:"/iisprotect/admin/SiteAdmin.asp"; nocase; reference:bugtraq,7675; reference:cve,2003-0377; reference:nessus,11662; classtype:web-application-activity; sid:2130; rev:6;)

#6. 1945 deleted.rules

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"DELETED WEB-IIS unicode directory traversal attempt"; flow:to_server; content:"/..%255c.."; nocase; reference:bugtraq,1806; reference:cve,2000-0884; reference:nessus,10537; classtype:web-application-attack; sid:1945; rev:8;)

#7. 219 backdoor.rules

alert tcp $EXTERNAL_NET any -> $TELNET_SERVERS 23 (msg:"BACKDOOR HidePak backdoor attempt"; flow:to_server; content:"StoogR"; classtype:misc-activity; sid:219; rev:6;)

#8. 542 chat.rules

alert tcp $HOME_NET any <> $EXTERNAL_NET 6666:7000 (msg:"CHAT IRC nick change"; flow:to_server; content:"NICK "; offset:0; nocase; classtype:policy-violation; sid:542; rev:11;)

#9. 548 policy.rules

alert tcp $EXTERNAL_NET any -> $HOME_NET 21 (msg:"POLICY FTP 'MKD .' possible warez site"; flow:to_server; content:"MKD ."; depth:5; nocase; classtype:misc-activity; sid:548; rev:6;)

#10. 1402 web-iis.rules

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-IIS iissamples access"; flow:to_server; uricontent:"/iissamples/"; nocase; reference:nessus,11032; classtype:web-application-attack; sid:1402; rev:7;)

SNORTREPORT SCREENSHOT OF ALERTS DETECTED
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SCREENSHOTS OF SID:121 ATTACK PACKETS
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SCREENSHOT OF SID:1945 ATTACK PACKETS
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SCREENSHOT OF SID:219 ATTACK PACKETS
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SCREENSHOT OF SID:548 ATTACK PACKETS
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SCREENSHOT OF SID:2170 ATTACK PACKETS
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40.283562  192.168.15.25 192.168.15.24 TCP  [TCP segment of a reassembled PDU] =l
K| e

[Frame 1 (110 bytes on wire, 110 bytes captured

Ethernet TI, Src: Nexocomm_bb:bb:bb (00:50:00:bb:bb:bb), DST: Nexocomm_aa:aa:aa (00:50:00:aa:aa:as

Tnternet protocol, Src: 102.168.15.25 (192.168.15.25), bst: 102.168.15.24 (192.168.15.24)

[rransmission contral protocol, Src Port: smtp (25), DSt Part: smtp (25), Seq: 0, Ack: 0, Len: 56
Source port: smtp (25)

pestination port: smtp (25)

Sequence number: 0 (relative sequence number)

[Next sequence number: 56 (relative sequence number)
Header length: 20 bytes

Checksum: 0x64c8 [correct]
TCP segment data (56 bytes)

[00T0 00 6e 11 11 0O 0O B0 06 80 f7 cO a8 Of 15 co 28
0070 OF 18 G0 10 00 16 cc cc cc cc 60 00 00 00 50 [

0030 40 00 €4 c& 00 00 00 00 00 43 &F 62 74 65 62 74 ~Content
0040 2d 44 €0 73 70 6F 73 60 74 60 6F 6o 3a 20 66 60 tion: T
0050 &c 65 62 61 6d 65 3d 22 20 2e 76 78 64 22 00 00

ouxd. .
0060 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O L

Ll D=

s Ecp lage), Thyte [F595: 9 s O oropsi 0




SCREENSHOT OF SID:542 ATTACK PACKETS

[image: image14.jpg]=18l
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Tine Source. Destination Protocal [ Info
.899188  192.168.15.25 192.168.15.24 TELNET Telnet Data
090764  102.168.15.25 102.168.15.24 TELNET Telnet Data
009370  152.168.15.25 102.168.15.24 TELNET Telnet Data
.199942  192.168.15.25 192.168.15.24 TELNET Telnet Data
.299549  192.168.15.25 192.168.15.24 TELNET Telnet Data
.300158  102.168.15.25 102.168.15.24 TELNET Telnet Data
4 107.168.15.25 107.168.15.24 TELNET Telnet Data

[rransmission contral protocol, src Port: 6666 (6666), Dst Port: telnet (23), seq: 0, Ack: 0, Len
Source port: 6666 (6666)
pestination port: telnet (23)

Sequence number: 0 (relative sequence number)
[Next sequence number: 56 (relative sequence number)
Header length: 20 bytes

Flags: 0x0002 (SYN)
window size: 16384
Checksum: 0x87bc_[correct]

0010 00 68 11 11 00 00 B0 06 89 f7 O a8 OF 10 O a8
0020 OF 18 1a 0a 00 17 cc cc_cc cc 00 00 00 00 50 02
40 00 87 bc 00 00 [EEE R EwE

Feine Geinet, 5 bytes [P+ &6 51 6371 6 Dropei 0




SCREENSHOT OF SID:195 ATTACK PACKETS
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Source.

Destination Protocal

]
[ Frame 1 (80 bytes on wire, 80 bytes captured

= Ethernet II, Src: NexaComm_bb:bb:bb (00:50:00:hbb:hb:bb),
= Internet Protocol, src: 192.168.15.25 (192.168.15.25)

DST: Nexocomm_aa:aazaa (00:50:00:aa:aaia
DsT: 192.168.15.24 (192.168.15.24)

= user patagram Protocol, Src Port: 2140 (2140), DSt POrt: 2140 (2140
Source port: 2140 (2140)

pestination port: 2140 (2140)

Length: 46

m: 0x0000 (none)

check

[0000 00 50 00 aa az aa 00 50 00 bb bb BB 08 00 45 00
0010 00 64 90 18 00 00 80 11 0a ef O a8 OF 10 O a8
0020 OF 18 08 Sc 08 5c 00 Z& 00
loo30

lodao

ata (data), 33 bytes [F205: 207 0 bropi 0




SCREENSHOT OF SID:2123 ATTACK PACKETS
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©20.100572  192.168.15.25 192.168.15.24 TCP 1001 > 146 [SYN] Seq=0 Ack=0 Win=16384 Len=3 v|
]

S [ [

Frame 1 (110 bytes on wire, 110 bytes captured

Ethernet TI, Src: Nexocomm_bb:bb:bb (00:50:00:bb:bb:bb), DST: NexoComm_aa:aa:aa (00:50:00:aa:aa:as

Internet protocol, Src: 102.168.15.25 (192,168.15.25), bst: 192.168.15.24 (192.168.15.24)

Transmission Control protocal, src Port: 1001 (1001), Dst Port: 146 (146), Seq: 0, Ack: 0, Len: 56
Source port: 1001 (1001)

pestination port: 146 (146)
Sequence number: 0 (relative sequence number)
[Next sequence number: 56 (relative sequence number)

Header Tlength: 20 bytes
|2 Flags: 0x0002 (SYN)

window size: 16384

Checksum: 0x7396 [correct]

[0000 00 50 00 aa az aa 00 50 00 BB bb BB 08 00 45 00
0010 00 6e 11 11 00 00 B0 06 89 f7 O a8 OF 10 O a8
0020 OF 18 03 23 00 92 cc cc_cc cc 00 00 00 00 50 02
o030 40 00 73

loda0
looso
looéo

ata (data), 6 bytes [ 165: 18 0bropi 0




Sid: 1402

Summary:

This event is generated when an attempt is made to exploit a potential weakness on a host running Microsoft Internet Information Server (IIS).

Impact:

Information gathering possible administrator access.

Detailed Information:

This event indicates that an attempt has been made to exploit potential weaknesses in a host running Microsoft IIS.

The attacker may be trying to gain information on the IIS implementation on the host, this may be the prelude to an attack against that host using that information. The attacker may also be trying to gain administrator access to the host, garner information on users of the system or retrieve sensitive customer information. Some applications may store sensitive information such as database connections, user information, passwords and customer information in files accessible via a web interface. Care should be taken to ensure these files are not accessible to external sources.

Affected Systems:

Any host using IIS.

Attack Scenarios:

An attacker can retrieve a sensitive file containing information on the IIS implementation. The attacker might then gain administrator access to the site, deface the content or gain access to a database.

Corrective Action:

Check the IIS implementation on the host. Ensure all measures have been taken to deny access to sensitive files.

Ensure that the IIS implementation is fully patched.

Ensure that the underlying operating system is fully patched.

Employ strategies to harden the IIS implementation and operating system.

Check the host for signs of compromise.

Sid: 1945

Summary:

This event is generated when an attempt is made use Microsoft double encoding of a "/" in a URL request.  This may permit an attacker to navigate to files and directories outside the web root of a vulnerable Internet Information Services (IIS) server. 

Impact:

Remote access.  This attack can allow an attacker to execute commands on a vulnerable IIS server. 

Detailed Information:

User access should be restricted to an assigned web root directory and subdirectories when interacting with a web server.  Attackers who attempt to perform directory traversals outside the web root should be denied access.  A vulnerability exists in IIS web servers that allows directory traversal outside the web root directory when Micorosoft double encoding of specific characters is used.  This particular attack uses the double encoding of the "/" to escape the web root.  This may permit an attacker to execute commands on the vulnerable server. 

Affected Systems:

IIS 3.0, 4.0, 5.0 servers

Attack Scenarios:

An attacker can double encode a directory traversal character permitting execution of commands on the IIS server. 

Corrective Action:

Apply the patch referenced in the Microsoft link below:
http://www.microsoft.com/technet/security/bulletin/ms01-044.asp

Deepthroat.Trojan also known as Backdoor.deepthroat.b is a Trojan Horse offering the attacker control of the target. When executed, this Trojan horse modifies the system registry to enable itself to run as a service. When installed on a Microsoft Windows system, it lets others gain full access to the system through a network connection. It may also search for openings in the Internet-processing components of the computer to install a program on that particular system, which an individual could remotely control over the Internet.

Impact

Possible theft of data and control of the targeted machine leading to a compromise of all resources the machine is connected to. This Trojan also has the ability to delete data, steal passwords and disable the machine.
Affected Systems
Windows 95, Windows 98, and Windows ME, NT.

Mode of Attack

The Trojan horse(payload) modifies the system registry to enable itself to run as a service, and add the Deepthroat sever to programs normally started on boot. This payload may attempt to gain access to passwords or other system-level security settings. The system become compromise in the form of a Win32 installation program that may use the extension ".jpg" or ".bmp" when delivered via e-mail for example. When installed on a Microsoft Windows system, it lets others gain full access to the system through a network connection. This Trojan horse opens a large number of ports for listening. It can be used to allow unauthorized access to your computer, and grant an attacker access to the target.

The attachment filename might vary, but it normally set the path and the filename (typically as c:\windows\temp\filename.exe) equal to the "SystemDLL32" value in following registry key: 

HKLM\Software\Microsoft\Windows\CurrentVersion\Run 

Registry keys added are: Systemtray

False Positives: None Known

False Negatives: None Known
Corrective action

Removal of the files pddt.dat and systray.exe from the Windows system directory is required. End the systray.exe  process and reboot the infected machine.
Scan your computer with Norton AntiVirus. 

Restart your computer in MS-DOS mode. 

Delete any files detected by Norton AntiVirus as DeepThroat.Trojan. 

Restart the system. 

Edit the Windows registry using Regedit.exe. Go to the following registry key:
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run 

On the right side of the window, look for the registry entry with SystemDLL32 as its name field. Right-click SystemDLL32 and click Delete. 

Restart the machine again, look at the registry, and make sure that the Trojan horse did not reinstall itself. 

Norton Internet Security/Norton Internet Protection block DeepThroat.Trojan from being downloaded to computer using the Block Rule DeepThroat.
This event is generated when a Windows cmd.exe banner is detected in a TCP session. It indicates that someone (possibly an attacker) has the ability to initiate a DOS command shell prompt over TCP. The attacker could be utilizing a backdoor to initiate a DOS command shell thus gaining access to the operating system and all data on the host.

Impact
Remote access of the target machine

Affected systems
Windows Operating Systems

False Positives: None Known

False Negatives: None Known
Corrective action

Check the host for signs of compromise. Close any unused ports.

This is an event generated when a hacker attempt to exploit a weakness in a host running Microsoft Internet Information Server (IIS) using the IISProtect web administration interface. Torben 'Gyrniff' Frohn discovered this vulnerability. There exists a vulnerability exists that can allow an attacker to inject SQL code of his choice into the IISProtect application. The attacker may be trying to gain administrator access to the host, gather information on users of the system, retrieve sensitive information or be attempting to execute arbitrary code.

From vendor site: "iisPROTECT is a high performance user authentication, 
password protection and member system".

The vulnerability was First notified on 15/04-2003 17:36 (+1) and was Fixed on 15/04-2003 22:47 (+1)
Impact
Administrator access and arbitrary command execution.

Means of Exploit (Proof of Concept) 
The following URL exploits the "GroupName" variable and uses the stored 
procedure "xp_cmdshell" to execute the command "ping": 
http://x.x.x.x/iisprotect/admin/SiteAdmin.ASP?V_SiteName=&V_FirstTab=Gro
ups&V_SecondTab=All&GroupName=gyrniff_gr';exec%20master..xp_cmdshell'pin
g%2010.10.10.11';-- 

Affected systems
Any Host running IIS with the IISProtect web administration interface.

False Positives: None Known

False Negatives: None Known
Corrective action

This vulnerability was reportedly fixed by the vendor.

According to Sourcefire Research Team, the following steps will correct the problem
Upgrade to the latest non-affected version of the software.

Check the IIS implementation on the host. Ensure all measures have been taken to deny access to sensitive files.

Ensure that the IIS implementation is fully patched.

Ensure that the underlying operating system is fully patched.

Employ strategies to harden the IIS implementation and operating system.

Check the host for signs of compromise.

This event is generated when a possible outgoing virus is detected. The event indicates that an outgoing email message possibly containing a virus has been detected. This rule also generates an event when a filename extension commonly used by viruses is detected.

Impact
It’s an informational event. A virus on an infected host may be attempting to propagate.

Affected systems
Any Host.

False Positives: A legitimate attachment to an email may generate this event.

False Negatives: None Known
Corrective action

Check the host for signs of virus infection. Run anti virus scan

SID: 219

This event is generated when  an attacker attempts to connect to a Telnet server using the phrase "StoogR". This is a known password for the HidePak rootkit.

hidepak-login-backdoor:

A popular backdoor package for Solaris and SunOS systems, Hidepak is often installed with the default passwords intact. These passwords allow immediate root access to the system on which this login backdoor was placed.

Platforms Affected:

Various: Unix Any version 

Remedy:

If your system contains this backdoor, you should consider the system completely compromised and follow your corporate guidelines for recovering from a security incident. If your company has no guidelines for this type of compromise, refer to the CERT 'Recovering from an Incident' document. See references.

Attack Scenarios:

This Trojan may be delivered to the target in a number of ways. This event is indicative of an existing infection being activated. Initial compromise may be due to the exploitation of another vulnerability and the attacker is leaving another way into the machine for further use.

Corrective Action:

Disallow Telnet access from external sources.

Use SSH as opposed to Telnet for access from external locations.

Delete the Trojan and kill any associated processes.

Sid: 542

Summary:

This event is generated when activity relating to network chat clients is detected.

Impact:

Policy Violation. Use of chat clients to communicate with unknown external sources may be against the policy of many organizations. 

Detailed Information:

Instant Messaging (IM) and other chat related client software can allow users to transfer files directly between hosts. This can allow malicious users to circumvent the protection offered by a network firewall.

Vulnerabilities in these clients may also allow remote attackers to gain unauthorized access to a host.

This event indicates that an IRC nickname change has been made from a client originating from the protected network to an IRC server external to the protected network.

Attack Scenarios:

A user may transfer sensitive company information to an external party using the file transfer capabilities of an IM client.

An attacker might utilize a vulnerability in an IM client to gain access to a host, then upload a Trojan Horse program to gain control of that host.

Corrective Action:

Disallow the use of IM clients on the protected network and enforce or implement an organization wide policy on the use of IM clients.

Sid: 547

Summary: 

This event is generated when an attempt is made to create a directory name that begins with a period on an FTP server.

Impact: 

Unauthorized file storage.  An attacker may attempt to create a directory name that begins with a period on an FTP server, possibly in preparation to store unauthorized files.

Detailed Information: 

An attacker may attempt to create a hidden directory name that begins with a period on an FTP server .  This hidden directory is hard to discover, permitting attackers to store unauthorized "warez" files, such as unlicensed or pirated software.

Affected Systems: 

FTP servers

Attack Scenarios: 

An attacker may attempt to create a hidden directory name that begins with a period to store unauthorized files.

False Positives:

It is remotely possible that an authorized directory exists with a name that begins with a period.

False Negatives: 

Hidden directories other than those with a name that begins with a period may be created to store "warez" files.

Corrective Action: 

Assign restrictive permissions to all directories so unauthorized users cannot navigate or write to them.

Regularly monitor directories for sudden or drastic increased use of space.

Infector is a Remote Access Trojan (RAT) that has been in development since late 1999 by its author "FC" from the United Kingdom. Though the program is not being used as the initial entry point into a machine, once root/admin access has been obtained the trojan is uploaded and executed to the slave machine which not only reinforces the hackers presence by providing them with another backdoor, but also arms them with the dozens of control features that this trojan offers. Many anti-virus and anti-trojan systems only detect the default configuration of the Infector variants. Its low public profile has helped to keep its detection levels by anti-virus and anti-trojan systems at a sub-standard level, with some systems failing completely to detect even the default Infector servers.

Known Variants 1.0, 1.3, 1.4, 1.42, 1.7, 1.7b, 1.7c, 1.7 BONUS, 1.8, 1.8b, 1.9, 2.0, 2.0 Bonus

Impact

Possible theft of data via download, upload of files, execution of files and reboot the targeted machine. 

Affected systems
Windows 95, Windows 98, and Windows ME.  The Trojan changes system registry settings to add the Infector sever to programs normally started on boot. The Trojan also makes changes to the system registry and win.ini file. 

Mode of Attack
Infector utilizes the WNetEnumCachedPasswords call from MPR.DLL (Windows 95/98 only) to steal cached passwords.  Through Win32 installation program that may use the extension ".jpg" or ".bmp" when delivered via e-mail. The Trojan server is located at <drive>:\WINDOWS\Apxil32.exe a backup copy is made and usually named D3x32.drv.

Default Port: TCP 35000 (Configurable)

False Positives: None Known

False Negatives: None Known

Corrective action

TDS-3 detects all versions of Infector, due to its precision scanning techniques.

Edit the system registry to remove the extra keys or restore a previously known good copy of the registry.

Affected registry keys are:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\  Run\

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices

Delete the file <drive>:\WINDOWS\Apxil32.exe. End the Trojan process by rebooting the affected pc. Since change is also made to the win.ini file, the line run=apxil32.exe apxil32.exe is added and should be deleted.

�	http://xforce.iss.net/xforce/xfdb/1841





