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Introduction:

Internet Periscope is a tool for System Administrators, CTO's, Network Engineers, and anyone else who is responsible for maintaining, monitoring, and securing machines on the Internet. Internet Periscope enables to Monitor Web Servers, SMTP Servers, POP Servers, DNS Servers, and other machines on the Internet, letting the user know when a machine or service is not functioning correctly, and keeping a History of a machine's problems. It can detect, in real-time, and find out the name, address, phone number, and email address of the Hacker's ISP, so that the user can report the incident. This tool can remotely check servers for potential vulnerabilities and installed hacker software. The user can remotely analyze Internet hosts to determine what Internet (TCP/IP) Services, RPC Services (Unix ONC and Windows DCE) are running on machines, the names of Users, Groups, Shares, and Sessions on Windows machines, and the type and versions of Web and Mail Servers.
Internet Periscope enables to use the DNS Tool to debug DNS problems, looking up Mail (MX), Address (A), PTR, Name server (NS), and Source of Authority (SOA) records from the DNS server. The user can calculate subnet masks and IP address ranges with the handy Subnet Calculator of this tool. 
This multi-purpose tool offers an extensive anti-intrusion system in a user-friendly point-and-click program that can be downloaded, installed and activated in very short time.
In this report I have discussed the installation procedure of Internet Periscope, what it can do, how to test with it and the results I have found using this tool.  
Installation and System Requirements: 
Internet Periscope is a free-ware tool. The free version is available at www.internetperiscope.com
Steps for installation:

· Go to www.internetperiscope.com
· Click on download on the top most line and a new page will appear
· Click on Download InternetPeriscope

· Save the file in a destination folder

· Double click on the file setup.exe
After a few minutes the installation will be completed and the user can run it from start->programs->internet periscope->internet periscope.
Internet Periscope works best with: 
· Windows NT, Windows 2000, or Windows XP 
· A Dedicated (DSL or better) Internet Connection 
· 800x600 or greater Screen Resolution 
· More than 1MB Disk space 

Internet Periscope will not run on a Unix machine, but it can be used to remotely check a Unix machine's services (RPC, UDP, and TCP). 
Internet Periscope does not require a dedicated Internet connection, but it does require that the user be connected to the Internet when using this. 
How to use Internet Periscope

· The easiest way to use Internet Periscope is to add a machine to Internet Periscope's console, and then right click on that machine's icon to perform actions on that machine. The figure below shows a screenshot of Internet Periscope with six machines in its console window. The user has right-clicked with his mouse on the machine named "anita.roamie.com" to see a list of tasks that he can choose from to perform various monitoring and analysis activities on anita.roamie.com.
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In addition to right clicking on a host's icon, the user may also use the Host menu to view tasks that can be performed on a host. The Tools menu allows to quickly perform a number of activities without the overhead of adding a host to the console. The user can use the Tools menu when he needs to quickly get information on a host. The Tools menu also includes a number of stand-alone tools for tasks that are not host specific.

· Adding a machine to the console
Adding a machine to Internet Periscope's console enables the user to monitor a machine for problems, and also analyze the software and services that are running on that machine.
To add a machine to Internet Periscope's console, the user should Click on the "Hosts" menu, and choose the "Add Host..." submenu.  

· Removing a machine from the console

If the user no longer needs to monitor or analyze one of the machines  displayed in the console, he can right click on the machine to reveal its menu and then click on “Delete” menu item.

What Internet Periscope Does: 
1. Viewing a machine's properties
To view a host's properties, the user should right click on the host's icon to show the menu for that host, and click on the "Properties..." menu item. 

The Properties window displays information about the host, and also allows to gather information like: 
· The host name 
· The host’s Fully Qualified Domain Name
· The host’s IP Address. 
· The reverse lookup (PTR Record) of the hosts IP address. 
· Any aliases (CNAME Records) of the host's name. 
· The Fingerprint Web Server button enables the user to determine what type of web server is running on the host. 
· The Fingerprint Mail Server button enables to determine what type of mail server is running on the host. 
· The Scan button lets the user perform a port scan on the host to determine what Internet (TCP and UDP) Services are running on the host. 
· The Scan History button lets the user see a history of the scans he performed on this host. The user can use the Scan History to determine if any unauthorized software has been installed on his machine.  

· The DNS button lets the user lookup up Domain Name information about the host, including the hosts that receive email for this host's domain, and the email address of the person responsible for this domain's DNS configuration. 
· The Whois (Domain Name) button lets the user lookup the name and address of the parties who registered this domain name, and also the nameservers that host this domain. 
· The Whois (IP Address) button lets the user find out information on the ISP (Internet Service Provider) that is hosting this machine. 
2. Monitoring Machines Remotely:
Internet Periscope enables the user to monitor a remote machine's Web Server, SMTP Server, and/or DNS Server for problems. It also allows to monitor a machine by "pinging" it to make sure it is working. It checks the services the user  designates every five minutes to ensure that the machine is functioning correctly. 

If a machine is having problems, its icon will first blink yellow, and then red. To enable host monitoring, the user must first add the machine to the console. The following window will appear to setup host monitoring. 
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· If this host is running a Web Server, the user should click on the "Web Server" check box to monitor the Web Server. 

· If this host is used for sending email, the user should click on the "Mail (SMTP) Server" checkbox to monitor the Mail Server. 

If a machine's icon is blinking red or yellow, the user can get more information on the problems the machine is having by double-clicking on the machine's icon, or by viewing the machine's problem history. 
3. Viewing a machine's problem history

Internet Periscope enables the user to keep a history of the problems a remote host has experienced, helping him to determine if a machine should be replaced or upgraded. It also notifies in real-time that a machine is having problems, enabling the user to fix the problem before it affects users or customers. 
Internet Periscope will display a dialog displaying a history of problems this machine has had. The display includes the date and time that the problem was detected, the monitored service that had the problem, and, if available, the date and time that the service recovered. 
 4.  Analyzing machines Remotely:

· Finding out what TCP and UDP Services a remote host is running

Internet Periscope can help the user determine what Internet Services are running on host by enabling him to do Port Scans on remote machines. 
This is important because hackers often perform port-scans to determine a host's vulnerabilities. The user should know what the hackers see when they scan his machines. After several scans, the user can use the scan history button to see a history of the Port Scans he has performed, and the services that were found (or found to have been removed) on each scan.
· Finding out what RPC services Unix machines are running
Internet Periscope enables the user to query the Sun RPC Portmapper service to determine what RPC Services are running. 
· Finding out what RPC services Windows machines are running
The user can query the Microsoft DCE Locator Service, a service that provides with a list of RPC services that are running on a machine. 
· Getting a list of Groups from Windows machines

The user can view a list of groups on a remote Windows machine using NetBT.  

· Getting a list of Sessions from Windows machines
Internet Periscope allows to view a list of sessions on a remote Windows machine  using NetBT. When a user connects to a shared printer or directory on a remote machine, a "session" is created for that connection. 
· Getting a list of Shares from Windows machines

Internet Periscope allows to view a list of shares on a remote Windows machine using NetBT. A "share" is a directory or printer on a server that can be used remotely by authenticated users on their workstations.
· Getting a list of Users from Windows machines

The user can view a list of user accounts on a remote Windows machine using NetBT. 

· Determining what type of Web Server a host is running 

Internet Periscope can help determine what type and version of Web Server is running on a remote host.  

· Determining what type of Mail Server a host is running

The user can determine what type and version of Mail (SMTP) Server is running on a remote host.  
5. Security  works      
· Detecting Intrusion Attempts by Hackers

Internet Periscope allows the user to detect Intrusion Attempts by Hackers. A Hacker may run a port scan against user’s machine, or may try to connect to a particular port as part of a scan of many machines. The hacker does this in order to find vulnerabilities in machine. This tool allows the user to detect these and other Hacker activities to safeguard machines.
 When a hacker attempts to probe the machine, the user will see a message. 
· Viewing a History of Intrusion Attempts

The user can keep and view a history of Hacking attempts. Before viewing the history of intrusion attempts, the user must setup Intrusion Detection. 

· Contacting the Hacker's ISP

Using this tool the user can get the name, address, phone number, fax number, and email address of an attempted intruder's Internet Service Provider (ISP). Internet Periscope's Whois IP address Tool enables to do this. In some cases, this tool can also get the name, address, phone number, fax number, and email address of the hacker's employer. In the figure below, the user is viewing a history of intrusion attempts, specifically, the user is viewing information on the intrusion attempt from IP address 4.60.103.165. [image: image4.png]Detected Port Scans
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This hacker attempted to connect to port 111, the SunRPC Portmapper service. The user will obtain the hacker's ISP information by clicking on the "Get ISP contact info (arin.net)..." button. This brings up the "Whois (arin.net)" dialog box shown below. 
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The Registry is set to the "American Registry for Internet Numbers". If it turns out that this intrusion attempt came from Europe or Asia, the user will have to select the appropriate registry (Internet Periscope will let him know if this is necessary). 
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Here we see that BBNPlanet is the Maintainer of the hacker's IP address. We also see that it might be a good idea to send an email to genuity.net about this incident. Scrolling down, we see near.net, bbnplanet.com, and barrnet.net also take part in managing the IP address range that contains the hacker's address. 
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· Checking Web Server for vulnerabilities

The tool can check Web server for vulnerable scripts which hackers could use to compromise the web site. After installing a webserver (e.g. IIS, Apache, etc.) on  Internet Host, many files will be copied to host, including a number of programs and scripts. Hackers like to investigate the many files that are installed by default when the user installs a Web Server or other Web-enabling (e.g. Shopping Cart) software. 

Often, they are able to find vulnerabilities in these scripts and programs that enable them to exploit web server. Internet Periscope enables the user to test for many of these scripts and programs, enabling to remove or patch any vulnerable scripts or programs that may be on Web server. 

· Determining if Windows machines are vulnerable to a "Null Session" attack

Unfortunately, a number of hackers have learned that they also can login to some remote Windows Servers using a blank username and password. They can use this to obtain NetBios information from this machine, and to perform various other exploits against this machine. This is referred to as exploiting the "Null Session Vulnerability". 

Using Internet periscope the user can determine if his Windows machines are susceptible to the "Null Session Vulnerability".

· Checking machines for vulnerabilities
Using Internet Periscope, the user can scan and test machines for vulnerabilities. It is recommended that the user does this periodically (at least once a month), as software updates, configurations, and hacker activity can make a previously "safe" machine vulnerable to a hacker's attack.  

· Scan History - checking machines for suspicious software additions

The user can see a history of the Port Scans that he has performed on remote hosts. By checking Port Scan history, he can determine if unauthorized software has been installed on machines. If he runs Port Scans from outside his firewall, he can use the Port Scan History to ensure that the firewall's configuration has not changed over time, and that it has not been accidentally misconfigured.  

· Checking startup files for Trojans

A virus or Trojan may install itself on a machine so that it "auto-starts" every time the user restarts or logins to the machine. Internet Periscope can check these startup mechanisms to see which programs are automatically launched when the user logins or restarts program. 
InternetPeriscope checks the following auto-start mechanisms, displaying any that are used on the user’s system: 

· It finds any files that are located in the logged in user's Autostart folder. 

· It checks the "load=" and "run=" sections in win.ini file. 
· It checks the "Shell=" section of system.ini. 

· It checks for a winstart.bat file in windows directory. 

· It checks the following registry keys: 

· HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices 

· HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce 

· HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run 

· HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce 

· HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run 

· HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce 

· HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices 

· It checks for a wininit.ini file in Windows directory. 

· It checks to see if there is an autoexec.bat file on C drive. 

· It checks the following registry keys to make sure that their value is "%1 %*" and not something else like "trojan.exe %1 %*" (known as the Unknown Starting Method). 

· HKEY_CLASSES_ROOT\exefile\shell\open\command 

· HKEY_CLASSES_ROOT\comfile\shell\open\command 

· HKEY_CLASSES_ROOT\batfile\shell\open\command 

· HKEY_CLASSES_ROOT\htafile\shell\open\command 

· HKEY_CLASSES_ROOT\piffile\shell\open\command 

· HKEY_LOCAL_MACHINE\Software\CLASSES\batfile\shell\open\command 

· HKEY_LOCAL_MACHINE\Software\CLASSES\comfile\shell\open\command 

· HKEY_LOCAL_MACHINE\Software\CLASSES\exefile\shell\open\command 

· HKEY_LOCAL_MACHINE\Software\CLASSES\htafile\shell\open\Command 

· HKEY_LOCAL_MACHINE\Software\CLASSES\piffile\shell\open\command 

· If the user has ICQ installed, it checks HKEY_CURRENT_USER\Software\Mirabilis\ICQ\Agent\Apps\ to see what applications ICQ launches when it detects an Internet connection. 

· It looks in Windows, System, and Windows\Command directories for .pif files. It is strongly recommended that the user right clicks on these files in Explorer, chooses Properties, clicks on the Program Tab, and clicks on the "Advanced" button to see what autoexec and config files his pif file uses. Then, he should check the contents of the autoexec and config files to make sure they don't run any hacker programs. 

6. DNS Queries
Types of DNS records that can be looked up with Internet Periscope
Internet Periscope lets the user look up the following types of DNS records: 

· A Records. Given a domain name, InternetPeriscope can tell the user the IP Address associated with that domain name, by looking up its A Record. 

· PTR Records. Given an IP Address, InternetPeriscope can tell the domain name associated with that IP Address, by looking up its PTR Record. 

· NS Records. Given a Second Level Domain Name (SLD), Internet Periscope can tell which name servers are authoritative for that domain, by looking up the domain's NS Record. 

· CNAME Records. 

· MX Records ("Mail Exchange" Records). Internet Periscope enables to determine which machines receive email for a domain. 

· SOA Records ("Start of Authority" Records). They tell the user 

· The Primary Nameserver of the domain.
· The email address of the person responsible for this domain. 

· The Serial number of the zone.
· The refresh interval, in seconds. 
· The retry interval, in seconds.
· The Expire interval, in seconds.
· The Minimum TTL (time to live), in seconds. 

The following DNS queries can be performed using this tool:
· Finding out which hosts receive email for a domain name (MX Records)

· Looking up the IP Address of a domain name (A Record)
· Looking up the domain name of an IP Address (PTR Record)
· Looking up the Start of Authority (SOA) Record for a domain
· Finding out which Name Servers are authoritative for a domain
· Finding out if a domain name has been registered 
· Wildcard Searches - Finding all domain names that begin with a specified word
· Finding out which ISP owns an IP address

Internet Periscope enables to find out which ISP owns a given IP address. The user might do this after detecting an Intrusion attempt, or if he wished to contact an ISP to notify them that he received unsolicited email (SPAM) from their network. 
· Finding out which domains are hosted by an ISP

Internet Periscope's Whois Tools help the user mine a lot of data from domain names and IP addresses.
7.  Subnet Calculator

Internet Periscope's Subnet Calculator can help the user calculate subnet masks and ranges of IP addresses. 

8. Finding out what an Internet Service does (TCP/IP Ports and Descriptions)
Internet Periscope includes a list of commonly used TCP and UDP port numbers. 
To see a list of Port numbers and descriptions, the user can click on the Tools menu, move the mouse over the "Ports" submenu, and then click on either "List of Well Known TCP Port numbers..." or "List of Well-Known UDP Port numbers...". 

Testing Environment and Results:
I have installed Internet Periscope in a laptop computer with wireless internet connection. The machine is running Windows XP (Home Edition). While testing, the machine was always connected with internet. The available wireless network was Uwindsor. The machine was connected to this wireless network by Broadcom 54g MaxPerformance 802.11g. The speed of the connection was 54.0 mbps and the signal strength was excellent. 
The machine’s network connection details:

Address Type: 
Assigned by DHCP

Physical Address:
 00-90-4B-5E-12-71

IP Address: 

137.207.238.90

Subnet Mask: 
255.255.252.0

Default Gateway:
 137.207.236.1

DHCP Server: 
137.207.238.2

DNS Servers: 
137.207.32.32, 137.207.32.2
In the console of Internet Periscope I added different hosts.  But after sometimes, two of the machines were showing problems and were blinking. A slow or bad connection between my machine and the remote host I was monitoring may cause a machine to temporarily blink yellow or red. A firewall also may cause a monitored machine's icon to erroneously blink red.
Following is my Internet Periscope’s console which shows two machines blinking:
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I tried to view the properties of the host uwindsor.ca and the following properties window appeared. It shows host name, FQDN, IP address, IP address’s name, alias and type of webserver. Using this window I can also view the scan history of this host.
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Here is the problem history of the host internetperiscope.com 
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For the host uwindsor.ca, I wanted to see what TCP and UDP services it was running. I entered 1 and 1024 for start port number and end  port number respectively and got the following result:
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After performing port scan several times, I tried to see the scan history of the host uwindsor.ca and got the following result. The result also shows the scan date.
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When I wanted to see the type of web server the host uwindsor.ca is running, Internet periscope showed: 
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It failed to find the mail exchange record for the host.
For detecting Intrusion detection I enabled port scan detection of my machine. The following window shows two listboxes that list the TCP Ports and UDP Ports that InternetPeriscope will "watch" for hacker activity on. InternetPeriscope can only listen on Ports that my machine is not already using. I can add and remove ports from the "monitored" lists by using the Add and Remove buttons.
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When a hacker attempts to probe my machine, I will see a message similar to the following:
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To check the null session vulnerability for a host I entered the host name in the resulting dialog box. 
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After clicking on the OK Button, the following dialog box appeared:
[image: image18.png]nter your username and password x

[Note: Leave useiname and password blank (o

e i this machine is vinerable o a "l
hacker altack. A rul session” altack.
lallows 2 hacker to abtai user, goup, and
share infamatian without a vaid usemame or
lpassword

[ I
Passwad [






By attempting to login to the remote host using a blank username and password I found the following dialogue box and hence the remote host is not vulnerable to “Null Session Attack”.
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If the host was vulnerable to null session attack a list of users would have been appeared. 

The following shows the result of webserver vulnerability test for uwindsor.ca. In the first list it shows the vulnerabilities that were tested and in the second one shows the vulnerabilities that were found.  Here the second list is blank. It means  no vulnerabilities were found.
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When I checked the startup files in my machine for Trojans and viruses, the following window with result appeared:
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It shows that my start up folder contains the file desktop.ini, and my system.ini boots the program Explorer.exe. The window also shows the contents of registry keys that Internet Explorer checked in my system. 

To look up the IP address of a domain name, I entered the query string “www.uwindsor.ca” and got the following window:
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To find out which nameservers are authoritative for a domain I entered the query string “uwindsor.ca” and got the following window:
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It shows that nameservers ns1.uwindsor.ca, naps.uwindsor.ca and ns1.uwo.ca are authoritative for www.uwindsor.ca.
After looking up the Start of Authority (SOA) for uwindsor.ca the result is as follows:
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The window displays the primary nameserver, e-mail of person responsible, zone serial number, refresh time, retry time, expire time and minimum TTL for the domain.
While finding out which hosts receive e-mail for webmail1.uwindsor.ca, I found:
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Suppose (for a new setup) I have been given the address range 192.168.100.1/24 by the ISP. I used the Subnet Calculator tool to determine what this means. I entered the IP address 192.168.100.1 and set the network bit at 24 and found the following result: 
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The dialog above says that

· I should set the subnet mask on all of my computers to 255.255.255.0 

· My ISP has given his/her part of a Class C address space. 

· The network address is 192.168.100.0. 

· Without using a NAT server or proxy server, I can setup up to 254 machines with unique addresses 

· If I send a message to 192.168.100.255, it will be broadcasted to all of the machines in that subnet. 

· The first usable host address is 192.168.100.1
· For this network, I can only configure machines with IP addresses in the range 192.168.100.1-192.168.100.254
I found the following two lists for well know TCP ports and UDP ports from Internet Periscope:
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Conclusion:
Internet security is a very important issue these days. The whole world, directly or indirectly, is connected with internet for electronic communication and to achieve enhanced performance in all dimensions of the human works. Whilst flying in this cyber world, we cannot cancel the existence of   a large volume of malicious people all over the world who give birth to immense destructive ideas to get some benefit, get attention, or to harm someone. Hence the security pertaining to this field is looming on the horizon as a potentially massive problem.
Many people erroneously believe that their Internet servers are safe from hackers because of the "firewall". A well configured firewall will protect the machine from many hacker exploits. However, the firewall is still allowing access to website and e-mail.
Internet periscope is a tool that can give solutions to these problems. The system administrator or any user can use this tool for secure networks. I have tried to test most of the options of this tool. The full power of it could not be tested due to the environment where I tested. Anyway, this project can be a good direction for anyone to understand the technical features of Internet Periscope, installation procedure and the ways how to use this multi-purpose tool. 
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