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1 Introduction:

The goal of this course project is to test an intrusion detection system (snort) for different type of attacks and discover its practical usage. In this process we installed the snort software on a Linux system and configured it for two a plug-in for snort, SAM (Snort Alert Monitor). We will also install another plug-in called Analysis Control for Intrusion Database (ACID) to compare the features with SAM. We then used a packet generator to send some attacks on the target machine. The following figure depicts the scenario:
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Figure 1: Overview of the Scenario

The attacker machine has a packet generator, called Snot, installed. It also has ethereal installed to sniff the packets that go through it. The target machine has Snort installed in it. It also has ACID and SAM installed, which are the plug-ins to the Snort. And this machine also has ethereal installed.
2 Tools:

The following text briefly explains the major software tools we investigated and the technical challenges we came across.
2.1 Snort

Snort is an open source network Intrusion Detection System (IDS) originally developed by Martin Roesch and currently owned and operated by sourcefire. Snort is capable of real time network traffic analysis, content searching, matching and many more. Other than intrusion detection it is also capable of intrusion prevention to some extent. Snort can also be used with other open source projects such as SnortSnarf, sguil, and the "Basic Analysis and Security Engine" (BASE) to provide a visual representation of intrusion data. By default Snort captures all network statistics in a file system but it can be configured to use a relational database like MySQL. In an industrial production networks snort is actually used along with other open source tools like MySQL, Apache Web Server and Analysis Control for Intrusion Database (ACID) system. The MySQL part works as the database engine to store all the network statistics and this data can be later viewed or analyzed using ACID which in turn uses the Apache Web server. A typical network security system with snort and other necessary tool is depicted in the following diagram
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Figure 2: Block diagram of a complete network intrusion detection system consisting of Snort, MySQL, Apache, ACID, PHP, GD Library and PHPLOT. 
2.2 ACID

Snort is a command line based tool. Configuring the IDS just using command line may become very cumbersome when configuring the same tool for different kinds of rules and signature detection mechanism. In order to make life easier the Net Administrators need something easier and visual. “Analysis Control for Intrusion Detection” (ACID) is such a tool. ACID is an open source project developed by Roman Danyliw at the CERT coordination center, as part of the AIRCERT project. It uses a PHP-based web application that can act as the front end of the snort IDS. ACID is meant to help the security administrators manage the alerts generated by the multiple IDS sensors. ACID is capable of searching the network statistics based on time, address, alert priority of the packets being received. The ACID generated alert displays the rule that generated the alert and the configuration information of the packet itself.
2.3 SAM 

Snort Alert Monitor is a platform independent Java based consol that gives a quick look at the snort alerts from the mysql database. It monitors the MySQL database and gives audible alert. While ACID is great for digging the details of the attacks, SAM produces a high level overview. It has some features that are missing from ACID. SAM monitors the MySQL database and gives audible alert if the given condition is met, for instance if the system was attacked 100 times in 5 minutes period. It also can send email automatically to a person or a group whenever the threshold is reached. Hence, it does not replace ACID but rather it complements it. Following figure is a screenshot of SAM taken from the developer’s web site:
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Figure 3: SAM screenshot (taken from SAM’s web site)

2.4 SNOT:

Snot generates traffic to trigger Snort rules. It uses Snort rules files as its source of packet information. It also randomizes information that is not contained in the rule to evade detection. It runs on BSD, Linux, and Windows.
3 Hardware and Network configuration:

There are two PCs (attacker and the target) connected to a network through Trendnet Router TEW-431BRP. The attacker has the IP address of 192.168.0.8 and the target machine’s IP is 192.168.0.5. The subnet is 255.255.255.0.
3.1 Configuration of the Attacker PC:
Pentium 4 2.8 GHz (Hyper-threading enabled)

RAM 512 MB

Surecom EP-320X-R 100/10/M PCI Adapter

OS: Linux (Redhat Fedora Core )

Installed Software: Ethereal, SNOT

3.2 Configuration of Target PC:

Pentium 4 3.2 GHz (Hyper-threading enabled)
RAM 1 GB

OS: Linux (Suse 10)

Installed Software: Ethereal, SNORT, SAM and ACID.
4 Installation Procedure:
4.1 MySQL:

First of all we need to install MySQL Server so that Snort can log into the database. In our project we have used MySQL Standard version 4.1.18. This can be downloaded from http://dev.mysql.com/get/Downloads/MySQL-4.1/mysql-standard-4.1.18-pc-linux-gnu-i686.tar.gz/from/pick
But before installing mysql, we need to create a group and user for MySQL to run. The following command performs this task:

[root@localhost root]# groupadd mysql

[root@localhost root]# useradd -g mysql mysql

Download mysql-standard-4.1.18-pc-linux-gnu-i686.tar.gz from the above link (we saved it in the /root directory). Then use the following commands to extract mysql to /usr/local/ folder:

[root@localhost root]# cd /usr/local

[root@localhost local]# tar zxvf 

/root/mysql-standard-4.1.18-pc-linux-gnu-i686
Since the default name of the MySQL folder is too big, for convenience we will create a shortcut name for it:
[root@localhost local]# ln -s 

/usr/local/mysql-standard-4.1.18-pc-linux-gnu-i686/ mysql

We now execute the mysql_install_db script to install the database server and the set some access right to the generated folders:
[root@localhost local]# cd mysql

[root@localhost mysql]# scripts/mysql_install_db --user=mysql

[root@localhost mysql]# chown -R root  .

[root@localhost mysql]# chown -R mysql data

[root@localhost mysql]# chgrp -R mysql .

Next, to start the MySQL server, you can use the following command:

[root@localhost mysql]# bin/mysqld_safe --user=mysql &

Finally, once MySQL is started, you must assign passwords to the local accounts for the database(in our case the password we choose was spider1):

[root@localhost mysql]# ./bin/mysqladmin -u root password spider1

[root@localhost mysql]# ./bin/mysqladmin -u root -h hostname password spider1

[image: image4]And we are all set with all set with our MySQL installation part and proceed ahead with the installation of Snort.
4.2 Snort:
First create a group and user for snort:

[root@localhost root]# groupadd snort

[root@localhost root]# useradd -g snort snort

We have used Snort version 2.4.3 for our project. Download snort-2.4.3.tar.gz from the snort web site: http://www.snort.org/dl/
Copy or move the downloaded file to /usr/local. Then extract it:
[root@localhost local]# tar zxvf snort-2.4.3.tar.gz
Go inside the extracted directory (snort2.4.3) Install Snort with MySQL support with the following command:

[root@localhost snort-2.4.3]# ./configure 

--with-mysql=/usr/local/mysql

[root@localhost snort-2.4.3]# make

[root@localhost snort-2.4.3]# make install



[image: image5]
Now configure the MySQL database for snort. First, login to MySQL admin console and create the database:
[root@localhost root]# /usr/local/mysql/bin/mysql -u root –p

mysql> create database snort;

Then set the password for the database:

mysql> SET PASSWORD FOR snort@localhost=PASSWORD('password');
Grant the access to the ‘snort’ user for the database:
mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to

snort@localhost;

mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to snort;


Exit the MySQL console:
mysql> exit

Next, run the Snort create_mysql script to generate the appropriate tables in the database:

[root@localhost snort-2.2.x]# /usr/local/mysql/bin/mysql -u root -p < ./schemas/create_mysql snort

Finally, add a line in the snort.conf file (which is  located /etc folder in your snort directory) to use the database output plug-in:

output database: log, mysql, user=snort password=password dbname=snort host=localhost

4.3 Apache web Server:
For this project we used version 2.0.55 of Apache web server. This can be downloaded from http://gulus.usherbrooke.ca/pub/appl/apache/httpd/httpd-2.0.55.tar.gz .
Copy the downloaded file to /usr/local. Then extract and install it using the following commands:

[root@localhost root]# tar zxvf httpd-2.0.55.tar.gz

[root@localhost root]# cd httpd-2.0.55

[root@localhost httpd-2.0.55]# ./configure --prefix=/www --enable-so

[root@localhost httpd-2.0.55]# make

[root@localhost httpd-2.0.55]# make install

Next, check the system to make sure the web server is working by opening a web browser and entering your IP address or "localhost." You should see the default Apache web page.

4.4 PHP:

You must install PHP Version 4.3.8 because the current version, 5.0.0, does not work with ACID. Download php-4.3.8.tar.gz from http://museum.php.net/php4/php-4.3.8.tar.gz .

Use the following commands to install PHP:

[root@localhost root]# tar zxvf php-4.3.8.tar.gz

[root@localhost root]# cd php-4.3.8

[root@localhost php-4.3.8]# ./configure --prefix=/www/php --with-apxs2=

/www/bin/apxs --with-config-filepath=/www/php --enable-sockets 

--with-mysql=/usr/local/mysql --with-zlib-dir=/usr/local --with-gd

[root@localhost php-4.3.8]# make

[root@localhost php-4.3.8]# make install

[root@localhost php-4.3.8]# cp php.ini-dist /www/php/php.ini


Make the following changes to the /www/conf/httpd.conf file:

[root@localhost php-4.3.8]# cd /www/conf

[root@localhost conf]# vi httpd.conf

Change the line:

DirectoryIndex index.html index.html.var

to:

DirectoryIndex index.php index.html index.html.var

Also, add the following line under the AddType section:

AddType application/x-httpd-php .php

Next, make the following changes to create links for startup scripts so that the web server starts when you boot up in run levels 3 and 5 (run level 3 is full multiuser mode, and run level 5 is the X Window System):

[root@localhost conf]# cd /www/bin

[root@localhost bin]# cp apachectl /etc/init.d/httpd

[root@localhost bin]# cd /etc/init.d/rc3.d

[root@localhost rc3.d]# ln -s ../httpd S85httpd

[root@localhost rc3.d]# ln -s ../httpd K85httpd

[root@localhost rc3.d]# cd /etc/init.d/rc5.d

[root@localhost rc5.d]# ln -s ../httpd S85httpd

[root@localhost rc5.d]# ln -s ../httpd K85httpd

Test the configuration with the following commands:

[root@localhost rc5.d]# cd /www/htdocs

[root@localhost htdocs]# echo "<?php phpinfo( ); ?>" > test.php

[root@localhost htdocs]# /etc/init.d/httpd stop

[root@localhost htdocs]# /etc/init.d/httpd start

Open the web browser again and enter http://IPaddress/test.php or http://localhost/test.php. You should see a PHP table output of system information if it was installed properly.

4.5 ADODB:

Download adodb472.tgz from http://prdownloads.sourceforge.net/adodb/adodb472.tgz?download
Use the following commands to extract and copy it to /www/htdocs folder
[root@localhost root]# tar zxvf adodb472.tgz

[root@localhost root]# cp -R ./adodb/ /www/htdocs

4.6 JPGraph:

Download jpgraph-1.20.3.tar.gz from http://members.chello.se/jpgraph/jpgdownloads/jpgraph-1.20.3.tar.gz
Install it using the following sequence of commands:

[root@localhost root]# cp jpgraph-1.20.3.tar.gz /www/htdocs

[root@localhost root]# cd /www/htdocs

[root@localhost htdocs]# tar zxvf jpgraph-1.20.3.tar.gz

[root@localhost htdocs]# rm -rf jpgraph-1.20.3.tar.gz

4.7 ACID:

Download acid-0.9.6b23.tar.gz  from http://acidlab.sourceforge.net/acid-0.9.6b23.tar.gz .

Then copy the downloaded file to /www/htdocs and extract it there using the following commands:
[root@localhost htdocs]# cd /root

[root@localhost root]# cp acid-0.9.6b23.tar.gz /www/htdocs

[root@localhost root]# cd /www/htdocs

[root@localhost htdocs]# tar zxvf acid-0.9.6b23.tar.gz

[root@localhost htdocs]# rm -rf acid-0.9.6b23.tar.gz

Next, you have to make a few configuration changes. Making sure the /www/htdocs/acid/acid_conf.php file contains the following information:

$DBlib_path = "/www/htdocs/adodb";

/* Alert DB connection parameters

 *   - $alert_dbname   : MySQL database name of Snort alert DB

 *   - $alert_host     : host on which the DB is stored

 *   - $alert_port     : port on which to access the DB

 *   - $alert_user     : login to the database with this user

 *   - $alert_password : password of the DB user

 *

 *  This information can be gleaned from the Snort database

 *  output plugin configuration.

 */

$alert_dbname   = "snort";

$alert_host     = "localhost";

$alert_port     = "";

$alert_user     = "root";

$alert_password = "newpassword";

/* Archive DB connection parameters */

$archive_dbname   = "snort";

$archive_host     = "localhost";

$archive_port     = "";

$archive_user     = "root";

$archive_password = "newpassword";

$ChartLib_path = "/www/htdocs/jpgraph-1.16/src";
To continue with the configuration, open a web browser to http://localhost/acid/acid_main.php . Click on the Setup page link to continue. Next, click the button that says Create ACID AG. It will create four tables in the database. 
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Figure 4: ACID table creation screen

Now if you go back to http://localhost/acid/acid_main.php, it should show Snort sensor statistics as shown in the following figure:
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Figure 5: main page of ACID

4.8 SAM: 
Installing SAM is as easy as extracting the files. Download sam_20050206_bin.zip  from http://sourceforge.net/project/showfiles.php?group_id=59138&package_id=55154&release_id=303573. Extract the archive to any directory. Then in order to run SAM issue the following command:

java –jar sam.jar

After SAM is started you will see the following window:
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Figure 6: SAM initial screen

Fill up the information as above (the password is “spider1”, as we set earlier), then click OK. The main window of SAM will then show up.

4.9 SNOT:
Download snot on the attacker pc from the link: http://www.securityfocus.com/tools/1983
Snot uses the libnet library for packet generation. However, since Snot has not been updated for a few years, it does not work with the latest libnet package. You must install libnet-1.0.2a.tar.gz and Snot with the following commands:
[root@localhost root]# tar zxvf libnet-1.0.2a.tar.gz

[root@localhost root]# cd Libnet-1.0.2a/

[root@localhost Libnet-1.0.2a]# ./configure

[root@localhost Libnet-1.0.2a]# make

[root@localhost Libnet-1.0.2a]# make install

[root@localhost root]# tar zxvf snot-0.92a.tar.gz

[root@localhost root]# cd snot-0.92a

[root@localhost snot-0.92a]# make
Then you can send attack from Snot using the following command line:

[root@localhost snot-0.92a]# ./snot

Usage: snot -r <rulefile> [-s <source IP>] [-d <dest IP>]

[-n <number of packets>] [-l <delay>] [-p]

The -r command-line option and the rule filename are required to generate Snot traffic. The -s command-line option specifies the source IP address or an array of IP addresses. The -d command-line option specifies the destination IP address or an array of IP addresses. The -n command-line option specifies the number of packets to generate. By default, Snot will continue to generate packets infinitely. Setting -n 0 also will generate infinite traffic. The -l command-line option creates a delay between packets. Snot will choose a random number between 1 and the specified delay and sleep for that amount of time between packets. The -p command-line option will disable the random payload generation. This improves signature matching against older, less intelligent IDSes, but also makes Snot detection easier.
5 Using SAM:
SAM provides a high level overview of the attacks. The following screenshot shows the main screen of the SAM.
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Figure 7: SAM’s main screen

For convenience of explaining, we have divided the SAM default form into 6 different areas. Let’s have a look on them one by one.

1. Alert Graph:  Shows how many attacks has been made in a particular period (threshold) chosen by user. It starts feeling up the thermometer from bottom to top. The color of the graph starts from green and turns yellow in midway to the threshold. When it reaches the threshold it turns red.

2. Alert Severity: Shows the severity of the attack(low, medium or high) with a pie graph.

3. Alert by protocol: Shows the alert by protocols (TCP, UDP, and ICMP) with a bar graph.
4. Attacks last 60 Minutes: Shows the graph of attacks in last 60 minutes. The X axis represents the time while the Y axis represents the number of attacks.

5. Attacks last 24 hours: Same as above, but it shows the attack took place within last 24 hours instead.
6. The tabs to show more information: This tab lets the user to switch between Graph, Recent Attempts, 24 hours Summary, and SAM log. These are discussed in the following sections.
We have already discussed and showed what’s in Graph tab. Clicking the “Recent Attempts” tab brings the following screen:
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Figure 8: Recent Attempt view of SAM

Here it shows the recent attacks with their source and destination IP, attack type, timestamp and signature ID.

Clicking the “24 Hours Summary” shows the following screen:
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Figure 9: 24 Hours Summary screen in SAM

On the left it shows the type of attack and their count, on the right side it shows the IP of the attacker and the number of attack it has made.
Clicking the SAM log shows the log that is maintained by SAM.

5.1 Configuring SAM:
SAM can be configured in two different ways, by modifying the 'sam.properties' file, or by going to Edit->Preferences in the menu when SAM is running.
The following instructions describe how to modify 'sam.properties' file. This section of text is taken from the SAM’s help file:

1. Navigate to the directory where you uncompressed SAM.
2. From the SAM base directory go to the conf directory.
3. Inside the conf directory open up the 'sam.properties' file in your favorite text editor.
4. Make any necessary changes to this file. The items you will be most interested in initially are probably the email variables (email.host, email.from, email.to, email.active). By default these variables are set up for lookandfeel new media and for email alerts to not be emailed. Change the values to reflect your environment. You can also put multiple email addresses in the email.to variable by separating them with commas. Please make sure there are no spaces between each email address. Also, make sure you change 'email.active=false' to 'email.active=true' so that SAM will send emails. SAM only sends email alerts upon going red (alertlevel.high). This will be a configurable option in the future. Alertlevel.high and alertlevel.medium are the variables that control how many alerts in a 5 minute period it takes to go to medium alert level and high alert level. The remaining variable 'mainpanel.refresh=3' is the number of minutes to wait before refreshing the main display (Stoplight, graphs, etc). This should be a number between 1 & 5 although this isn't enforced (yet).
The same thing can be achieved by clicking the Edit-Preference menu. It shows the following dialog where all the parameters can be changed as well:
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Figure 10: SAM configuration window

5.2 Intrusion Testing

We organized the attacks in 3 different ways. The 3 cases are as follows:

· Case 1: We sent 10 attacks using 10 different signatures sequentially. The time difference between any two attacks were chosen randomly but not exceeding 10 seconds
· Case 2: We sent 10 randomly selected packets sequentially with a time gap no more than 8 seconds. Note that the selected packets were chosen randomly, meaning that the selected set of packets may or may not contain all the signatures and they may contain packets with same signature multiple times.
· Case 3: 10 randomly selected packets were sent at the same time(not one by one as in previous cases). Again the packets were selected randomly just as like case 2.
· Case 4: This attack scenario is same as case 3 but instead of 10 we sent 100 packets at the same time.
The outcomes of the above cases are detailed in the following sections. The outcomes/screenshots are taken for Ethereal, ACID and SAM for each of the above cases.

Case 1:
We generated 10(for all of our 10 signatures) sequential attacks from SNOT using the command:
./SNOT –s 192.168.0.6 –d 192.168.0.4 –l 10 –p

Following is a screenshot of ethereal showing some of the attacks that we sent:
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Figure 11: Ethereal screen capture for case 1

And the following is the screenshot of ACID showing it captured 11 attacks (10 sent by us, and another is by a port canner software running at the same machine).
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Figure 12: ACID main screen in case 1

In the detail view of last 24 hours attack ACID shows that snort was able to detect all the signatures that we sent with some other information such as timestamp, source address, destination address and layer 4 protocols.
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Figure 13: 24 Hours detail screen by ACID for case 1

On the other hand SAM shows 5 different graphs. In the first graph it shows the threshold thermometer. Which is filled 22% (11 attacks), when it will get filled 100 %( 50 attacks in one hour timeframe), it will generate the alerts (sound, email, as configured). On the second graph it shows the severity of the attacks in a pie graph. As we can see among the 11 attacks 2 of them were high, 3 medium and 6 low severe. In the alert by protocol graph it shows all the attack sent by us was TCP attacks. “Attacks last 60 minutes” shows that all the attacks have been generated between 04:08 AM to 04:12 AM. That’s why the line in the graph was almost in 60% position, while “Attacks last 24 hours” went almost straight up.
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Figure 14: SAM’s main screen for case 1
When we clicked “Recent Attempt” tab it showed the following screen, where it has little details such as Source IP, Destination IP, Attack Type, Time Stamp and the signature ID.
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Figure 15: SAM’s “Recent Attemp” screen for case 1

And the 24 hours Summary shows is that all the attacks has been sent once and there was only one attacker (with the IP 192.168.0.6)
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Figure 16: SAM’s “24 Hours Summary” screen for case 1

Case 2:

In case two we sent 10 random attacks sequentially.  The following is the screenshot of the SNOT for generating the attacks:
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Figure 17: SNOT’s screen for sending 10 random attacks sequentially

As we can see the attacks are randomized and some of the attacks are sent more than once. The following are the screenshots of ACID:
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Figure 18: ACID’s  main screen and “24 Hours Summary” screen for case 2

The SAM screen shots shows the graph of the attacks:
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Figure 19: SAM’s main screen for case 2

It also shows some details of the attacks:
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Figure 20: SAM’s “Recent Attempt” screen for case 2

And it shows that BACKDOOR Girlfriendaccess, Oracle repcat_import_check and WEB_CGI webmail access has been sent two times while the others were sent only once. In each case the attacker was 192.168.0.6
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Figure 21: SAM’s “24 Hours Summary” screen for case 2
Case 3:

Below is the screenshot of SNOT showing 10 random attacks sent at one go:
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Figure 22: SNOT’s screen for case 3
The following is the ACID details screen:
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Figure 23: ACID’s  “24 Hours Summary” screen for case 3
The SAM screen shots with the graph and the details:
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Figure 24: SAM’s main screen for case 3
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Figure 25: SAM’s “Recent Attempt” screen for case 3
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Figure 26: SAM’s “24 Hours Summary” screen for case 3

Note: on the above screen it shows one attacker 192.168.0.1, it is actually our router, which sends some packets to the target machine from time to time.

Case 4:

The following is the snot screenshot for sending 105 random attacks at one time(since there were quite a large number of attacks, only some of the attacks has been shown through the screenshot):
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RACLE repeat_inport_check ordered gouner anane buffer loverf iou-atteipt’
RACLE repeat_inport_check ordered gouner anatie buffer overflou, attenpt’
TP AlHuOrn Ftp login attenpt” - 192,168.,0,6:64289 -> 192,163.0,5:21
15-50L/SHB xp_proxieduetadata possibie buffer overflou’ - 132.168,0,6:9892 -> 192,168,0,51133

15-50L/SHB «p_proxiednetadata possible buffer overflou' - 132,169,0.6:59264 -> 192,168.0,5:139

ACKDOOR subseven 22° - 192,168,0,6:27374 —> 192,168,0/512077

ACKDOOR subseven 22" - 192,168,0.6:27374 -> 197,168.0,5:53344

RACLE repeat_inport_check crdered souner/anane buffer overflou attenpt” - 192.168.0,6:57491 -> 192.168.0,5:1521
TP AlHuOrn ftp login attenpt” - 192,168.0,6:15416 —> 192,168,0,5:21

JACKDOOR subseven 72" — 192 168.0.6:97374 —> 132,168.0.5:20500

ftp login attenpt’

="192,168.0,6:9883 -> 192,169,0,5:1521
- 192,168.0.6:36845 > 195.168.0,5:1521





Figure 27: SNOT’s screen for case 4
The ACID detail Screenshot shows it captured 105 attacks in total:
[image: image33.png]Analysis Console for Intrusion Databases

Added 105 alert(s) to the Alert cache

Queried on * Mon April 03, 2006 044257

Database: snort@localhost — (schema version: 106)

ime window: [2006-04-03 04:42:54] - [2006-04-03 04:42:54]
'Sensors: 1 Traffic Profile by Protocol
Unique Alerts: 13 ( 5 categories ) TCP (100%)
roal Numberof Akt 105 L ————————
* Source IP addresses: 1 UDP (0%)
* Dot adiresses 1
® Unique IP links 2 ICMP (0%)

Source Ports: 58
© TCP (58) UDP (0)
Dest Ports: 26
© TCP (26) UDP (0)

Portscan Traffic (0%)

o Search
o Graph Alert data

* Snapshot

‘® Most recent Alerts: any protocol, TCP, UDP, ICMP. ® Most frequent 5 Alerts
 Today's: aletts unique, listing: IP src / dst

 Last 24 Hours: aletts unique, listing: IP src / dst ® Most Frequent Source Ports: any , TCP , UDP
 Last 72 Hours: alerts unique, listing; IP src / dst ® Most Frequent Destination Ports: any , TCP, UDP
® Most recent 15 Unique Alerts

® Most frequent 15 addresses: source, destination




Figure 28: ACID’s  main screen for case 4
The SAM also shows the same thing, and since it reached the threshold already it generates the alert as well:
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Figure 29: SAM’s main screen for case 4

Following are the details screen from snort:

[image: image35.png](Graphs_|[ Recent Auempts |24 hour Summary | SAM log |

Source IP I Attack Type I Destination [P Timestamp Signature ID
192.168.0.6 BACKDOOR subseven 22 192 168.0.5 04/03/2006 04:42:54.0 18
192.168.0.6 ORACLE repeat_import_che... 192.168.0.5 04/03/2006 04:42:54.0 50
192.168.0.6 FTP ADMwOrm ftp login att... 192.168.0.5 04/03/2006 04:42:54.0 48
192.168.0.6 ORACLE repeat_import_che... 192.168.0.5 04/03/2006 04:42:54.0 50
192.168.0.6 ORACLE repeat_import_che... 192.168.0.5 04/03/2006 04:42:54.0 50
192.168.0.6 FTP ADMwOrmM ftp login att... 192.168.0.5 04/03/2006 04:42:54.0 48
192.168.0.6 FTP ADMwOrmM ftp login att... 192.168.0.5 04/03/2006 04:42:54.0 48
192.168.0.6 FTP ADMwOrm ftp login att... 192.168.0.5 04/03/2006 04:42:54.0 48
192.168.0.6 BACKDOOR subseven 22 192 168.0.5 04/03/2006 04:42:54.0 18
192.168.0.6 FTP adm scan 192.168.0.5 04/03/2006 04:42:54.0 45
192.168.0.6 (portscan) TCP Portscan 192.168.0.5 04/03/2006 04:42:54.0 16
192.168.0.6 BACKDOOR Infector 1.6 Ser... 192 168.0.5 04/03/2006 04:42:54.0 46
192.168.0.6 BACKDOOR - Dagger_1.4.... 192.168.0.5 04/03/2006 04:42:54.0 47
192.168.0.6 BACKDOOR netbus active 192 168.0.5 04/03/2006 04:42:54.0 43
192.168.0.6 BACKDOOR Infector 1.6 Ser... 192 168.0.5 04/03/2006 04:42:54.0 46
192.168.0.6 FTP adm scan 192.168.0.5 04/03/2006 04:42:54.0 45
192.168.0.6 MS-SQL/SMB xp_proxiedm... 192.168.0.5 04/03/2006 04:42:54.0 44
192.168.0.6 MS-SQL/SMB xp_proxiedm... 192.168.0.5 04/03/2006 04:42:54.0 44
1a0 1 RACKOANR - N 14 1021 4. 4-42.54 4





Figure 30: SAM’s “Recent Attempt” screen for case 4
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Figure 31: SAM’s “24 Hours Summary” screen for case 4
Conclusion

We have been able to successfully implement and test our IDS system with Snort, SAM and ACID to test ten specific signatures.  
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NOTE: The previous commands to set password was not working in our case, so if it does not work for you either, you can use the following commands instead to go to mysql console and set password:





shell> mysql -u root





mysql> SET PASSWORD FOR 'root'@'localhost' = PASSWORD('spider1');





mysql> SET PASSWORD FOR 'root'@'host_name' = PASSWORD('spider1');





If you don’t know the host name, use:


SELECT Host, User FROM mysql.user;





Look for the record that has root in the User column and something other than localhost in the Host column. Then use that Host value in the second SET PASSWORD statement.








NOTE: Make did not work in our case, so had to modify snort/src/makefile manually. –lz had to be added to LIBS variables. Then still it was not working, so had to install zlib support for linux too(if your linux distribution has already zlib installed then you don’t need to install it, just add the –lz to the LIBS variables in makefile).








NOTE: If the above code gives error, append “IDENTIFIED BY 'password’” at the end of the line, so the command should look like the followings:


mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to 


snort@localhost IDENTIFIED BY 'spider1’;





mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to snort IDENTIFIED BY 'spider1’;











NOTE: You must have libpng-devel installed in the system to execute the above configure command properly. In our case we had to install from the Suse Distribution CD.





NOTE: You must have Java Virtual Machine installed on the machine to run SAM.








