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As more and more information is exchanged electronically, the need to increase the security of that information also increases.  Ford policy states that all Ford Secret information must be encrypted, when transmitted inside Ford or to external contacts. Additionally, Ford Secret information must be encrypted (storage and transport) whenever possible. Ford policy states that all sensitive information must be encrypted, whether inside Ford or to external contacts, such as suppliers.  Digital Certificates combined with S/MIME capable email clients are one way allow users to digitally sign and encrypt email.

Secure Email Overview:
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Secure email uses Digital Certificates to increase email security by providing a mechanism for encryption.  Encrypting an email is similar to placing a letter in an envelope, so that only the intended recipient will read it.

Digital Certificates also provide a way of proving your identity over email, much like a photo ID does in face-to-face interactions.  Using a digital signature is similar to using your written signature on official business documents. 
By using a Digital Certificate to encrypt and digitally sign emails you can reduce the risk of someone intercepting or tampering. Secure Email is available to all Ford Motor Company employees. 

Please note that you can only send encrypted email to others who also have a digital certificate. If an external customer, such as a supplier does not have a digital certificate, he or she can apply for on online at http://digitalid.verisign.com (requires internet access). 

How it Works:


When registering for secure e-mail 2 keys are generated :

· a public key, which is stored in the Global Address List : this is used for encrypting messages sent to you by others. 

· a private key, which is stored in the mail client (Outlook) on your pc : is used for digitally signing your own messages, and for decrypting encrypted messages sent to you. 

Why Secure Email:




Ford Secret – Information of a strategic nature that if disclosed in an unauthorized manner, would cause substantial, severe, or irreparable damage to the Company or its relationships. Encryption is required whenever this type of information is transmitted or stored.

Ford Confidential – Information that provides Ford with a competitive advantage, or supports the technical or financial position of the Company, and which would cause damage to the Company if disclosed without authorization. Encryption is 

strongly recommended. 

Those are identified as the major reasons for using Secure Email:

–Corporate Policy
–Exchange of C3P data with suppliers

–Credit applications and customer data

–Awareness of the sensitivity of emails increased due to lawsuits

–Contracting of HR functions

–Signoff forms and workflow
Secure Email Enrollment:


To enroll and use secure email 

1. Open Internet Explorer 

2. Review the System Requirements 

3. Enroll for a Digital Certificate 

4. Configure your Outlook Email Account 
5. Verify the recipient also has Secure Email
System Requirement:

· Intel platform. The computer must have at least a 100 MHZ Pentium processor. 

· Operating Systems: Windows 98 native & Second Edition, Windows NT with Service Pack 5, Windows 2000 Power User or with a patch installed by an administrator.  

· Browsers: IE V5sp1 or later, 128 bit encryption enabled (domestic version) 

· Email programs: Outlook 98 or 2000 

· Disk Space: Minimal 
Before starting to enroll, first ensure that your computer meets the following system requirements.

1) Outlook 98 or 2000

· To check if you have the right version open Outlook, go to the Help drop down menu and select About Microsoft Outlook.

· If this is not loaded on your computer you must install Office 2000 as there is no separate component to install Outlook. 

Go to Start

Select Run

Pick your (X:) drive

Choose Us Folder
Click on Microsoft Folder

Select the Office2K Folder

Click on the install Folder

Pick setupapp.cmd (NT users) or setupapp.bat (Windows) and run it

2) Internet Explorer 5.01a SP1 (Must be 128 bit enabled)

· To check if you have the right version open Internet Explorer, go to the Help drop down menu and select About Internet Explorer. 

Enrollment Steps


Open Internet Explorer.  You may not use Netscape Navigator! 
NOTE:  INSTALLATION WILL TAKE UP TO 5 MINUTES. PLEASE BE PATIENT!
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At this point you may receive a warning message about a few activeX scripts that want to run.  Be sure to let them run since they download your certificate and private key in addition to signing the certificate with your private key.  They also attach certificates through a chain of trust to VeriSign's class 2 private Certificate Authority (CA).   The certificate form that Outlook expects to use is also determined to be a user S/MIME certificate. 
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Outlook Configuration


At this time you can now exit Explorer and go into Microsoft Outlook
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Your setup should now be complete.

Secure Email for Unix Users

If you have a Unix Box, you can take advantage of Secure Email. 

1. You must apply for a Digital Certificate on a Windows machine. Go to http://cert.ford.com. 

2. Then export the Digital Certificate onto a floppy disk Import the certificate onto your Netscape Browser. 

· Import your digital certificate to Netscape Navigator. On the Task Bar select Communicator>Tools>Security Info. 

· Select Certificates>Yours and click import. 

· Follow the wizard instructions to import your certificate. 

3. If you applied for a Digital Certificate from a Windows operating machine that was either a shared computer, or someone else's computer, you must make sure to delete the Digital Certificate in the Microsoft CAPI store once you have exported it to your floppy disk. 

4. Delete the certificate from you floppy disk to protect your digital certificate. 

Export/Back-up your Certificate


Ensuring that you have a good back-up of your certificate is critical. Since your private key is stored on your PC, you may lose it if something happens like a severe computer crash, upgrade, or personnel move. Losing the private key will mean that you no longer will have access to your older encrypted emails. While there are methods to recover lost certificates, the process is time intensive and will only be done in cases of extreme need.

(Note: Many new computers do not have a floppy disk drive, which is the back-up method described below. It is recommended that users obtain a USB memory key device and use that for transient storage. If that is not available, certificate back-up to the user's personal (Y:) drive is an option, but not recommended.)

1. On the Outlook menu bar, click Tools, and select Options from the drop down menu.

2. In the "Options" window, select the "Security" tab (see below for image) and click the Import/Export... button.

3. Check the Export your Digital ID to a file checkbox.

4. Click the Select... button.

5. In the "Select Certificate" window, select (highlight) your new certificate and click OK. Your newest certificate is the one with "Intended Purpose" of "Secure Email" and with the latest "Expiration Date". Note the expiration date - it will be used later.

6. For "Filename:", you should use a one which will make it easy to differentiate between multiple certificates. Name the file using your CDSID and the certificate expiration date in a way similar to what is shown in the example (a:\CDSID_EXPIRATION) . The "a:\" part is so it can be saved to floppy.

7. Enter a "Password" and "Confirm" it. This password is used to lock the export file so that your certificate is protected. A simple recommendation is to set this password to match the challenge phrase you used when enrolling.

8. Place a floppy disk into your computers "A:" drive and click OK. Your certificate will be exported to the specified file. The "Import/Export Digital ID" window will close when completed.

If you have multiple certificates, repeat this process if necessary to back-up each. All your certificates should be stored together on the same floppy disk.You may label the disk "Digital Certificates" but do not write your passwords on it. Store the floppy disk in a physically secure location.

Import a Certificate:

This process will show you how to bring a certificate that you've previously exported onto a computer so that you can use Secure E-mail. Some common reasons for doing this are:

· Personnel relocation 

· PC upgrades or migrations 

· PC reload/restage to fix a problem 

· Secondary work computer, such as a laptop 

(Note: Ford-issued certificates can only be used on Company-provided work computers. Under no circumstances should they be used on personal home computers.)
Sending Secure E-mail


Secure E-mail can only be done using Outlook on a PC (or Netscape for Unix users). Outlook Web Access and remote mail devices, like Black Berries and Palm Pilots, do not currently support encryption or digital signature functions at this time due to the computing power necessary.

You may encrypt or sign e-mails even while off-line (such as on a laptop). The message will remain in your Outbox until you connect to the Ford network.

To start out, create the e-mail message exactly as you would normally - by listing the recipients individually, composing the body, and adding any attachments (note: Secure E-mail functions are not available when creating Meeting Requests or Task Requests). When composing your message, its very important that you not use a personal Distribution Lists or address the note to a corporate mailing list - add each recipient individually by name.

Encryption of a message should be done whenever that e-mail contains Ford Secret or Ford Confidential information. All other day-to-day business communications should never be encrypted. In order to receive an encrypted e-mail, your recipient(s) must already be set-up with Secure E-mail.

To encrypt the message, toggle the encryption icon found on the new message toolbar. Specifically, it looks as pictured, an envelop with a blue lock. When encryption is set, this button will appear depressed (Outlook 98 or 2000) or outlined in blue (Outlook XP). Alternatively, you can set the message to be encrypted by clicking View >> Options from the message menu bar and changing the Security Settings.

(Note: You may also digitally sign the message, if appropriate. If you don't see the icons for encryption and signing, you may need to configure your toolbar.)
Once you've completed the message and toggled the encryption icon, just click Send. The message will be encrypted such that only your recipients can open it.

At this point, you may see a message (pictured) indicating that some recipients had missing or invalid certificates.

Do not click Send Unencrypted, because, if you do, the message will be sent but not encrypted.

Do not click Continue, as the message will be sent to all recipients, but only those with valid certificates can open it. Even if the problem recipients later get certificates, the message will not be viewable.

Instead, click Cancel and either remove those recipients and re-send or postpone the message until they have set themselves up for Secure E-mail. If your recipients are outside contacts who are not on Ford's email system, refer to the Working with External Suppliers/Contacts section.

Signing and Receiving Steps:


Sending a Secure Email                 

Encrypt and or Digitally Sign each email on an individual basis. 

1. Create a new message.

2. Type the text of the message.

3. Include any attachments if needed.

4. To Encrypt a message select the Encrypt Message Contents and Attachments icon [image: image13.png]


 with the blue lock.  

5. To Digitally Sign a message select the Digitally Sign Message icon [image: image14.png]


 with the red seal. 

Send the encrypted or digitally signed message
Receiving a Secure Email               
Encrypted and/or signed emails cannot be viewed in the preview pane in Outlook.  

· Double click on the encrypted message.

All digitally signed messages will have a red seal icon [image: image15.png]


, and all encrypted messages will have a blue lock icon [image: image16.png]


 in the message header.

Supported Platforms:

Supported Platforms

· Ford Global Client 2.X or better running Outlook 98 or better are supported for secure email. 

· IE 5.0 SP1 or better is the only web browser currently supported for enrollment. 

· Users must log into the Ford primary account domain (FordNa1, FordNa2, FordEu1, FordAp1, or FordSa1) to enroll. 

· Wireless handheld and palmtop devices are not currently supported for secure email. 

· Outlook Web Access does not currently support secure email. 

· Alternatives to the Ford standard solution such as PGP may not be used for secure email. 

· Outside, non-Ford clients are the responsibility of the non-Ford organization. 
· Interoperability concerns with outside S/MIME clients should be handled by having the non-Ford organization contact the vendor from whom they purchased their certificate (such as VeriSign) or client (such as Microsoft).
Troubleshooting

· After you have registered your certificate, it is stored on your mail server. It can take a while (4 hours or more) until the certificate has replicated to all other mail servers in Ford.
If your colleagues cannot send encrypted mail to you after 1 or 2 days, it is possible that the certificate is not replicating automatically. You can force this as follows : 

· In Outlook, select <Tools><Options> 

· Select the "Security" tab 

· At the bottom, click on button [Publish To GAL...] 

· You should receive confirmation, after which you have to wait again for the replication to complete. 

· If the 2 icons were not added to the icon toolbar, you can find instructions to add them manually. Make sure you are not using MS Word as editor in Outlook If you have forgotten your challenge phrase, you can still have it revoked.
Contact SPOC / local support to enter a GIRS ticket assigned to the queue Secure Email Level II. Revocation will normally occur during the same business day. You will receive an email message when your certificate has been revoked and you can enroll for a new one.

Services/ Mechanisms and Algorithm Used:


1) Go to the site http://cert.ford.com and Click on ENROLL





3) Enter a "Challenge" phrase. You will have to remember this phrase for a year, as you will need it to renew.  Make sure it is something you will not forget!  No punctuation should be used in the phrase.


Hit Enter or press the Submit button at the bottom of the page.
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2) Your Outlook Profile, Full Name and Email Address will be retrieved from the Exchange Server and shown on the screen.  





4) You will be prompted to enter your User Name and Password.  Your User Name will be your CDS User ID.  For the password use your normal network password.





jdoe288





The Please Wait screen will appear.  Note:  Waiting is important.  Do not interrupt any of the scripts while they are running.





5) A message box will appear stating some additional tasks that will be completed.  Click OK.





Next you will see the Congratulations screen.  This screen will appear once your Digital ID has been published to the Global Access List.  It will also provide links to a tutorial and other avenues for Help.  





6) Once in Outlook go to the Tools drop down menu and click on Options.  Within Options select the Security tab.





7) Click on the Change Settings button to configure your Security Settings.





10)





8) Select a Signing Certificate to be used for signing by clicking on the Choose button.  Continue on to Step 9





10)





10) Go back to Step 8 and repeat Steps 8 & 9 for the Encryption Certificate.  The same certificate should be chosen for both the encryption certificate and the signing certificate, i.e. the one received at enrollment.





9) The certificate to be selected will be Issued to your CDS ID and Issued by Ford Motor Company.  This is the certificate you received upon enrollment. Highlight the appropriate certificate and click on OK.





Selecting View Certificate will enable you to pull up information about your certificate. 


See next  page. 





Certificate Information Screen.  Once viewed, click OK to exit.





JDOE25 (Doe, John(J.A.),Ford Motor Company)





After choosing the appropriate certificates (Steps 8-10) you will be back at the Change Security Settings window.  At this time follow the instructions below to configure some of these settings. 





13) Check the send certificates with signed messages box.





11) Once in this menu change your Security Settings.  A good Name for Security Settings is "My Settings" to keep it simple.  S/MIME should be selected as the message format.  This may already be done for you.





12) SHA1 should be the hash algorithm that is always used.  Select it at this time.  For the encryption algorithm 3DES is the best selection.





14) Make sure this box is checked.  This will allow those individuals who aren't able to verify signatures to read your messages.


  





After the security settings are configured clicking OK will take you back to the Security Tab of the Options menu.  





Services in a security protocol





Signatures





Encryption





Hashing





RSA





DES





SHAI
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