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1. Introduction

With the proliferation of internet and the increasing implementation of distributed systems, most of the systems and networks today are vulnerable to increasing security threats. There are fewer administrators who deny that security has become a huge priority for them over the last decade. Today in the commercial market there are many products and software solution to keep the enterprise network secure from the various attacks. Beside that many Open Source software and tools have and are being developed with new threats emerging everyday.

In any organization having a large network infrastructure, the security system comprises of firewall deployed around an organization’s perimeter to block unauthorized activity, Intrusion Detection System (IDS) to keep track of various attacks made to servers and various local systems, to identify unauthorized activity. IDS sometime fails to detect new forms of attacks and the use of encryption sometime prevents them from analyzing the packet itself altogether. Traditionally, these concepts and technologies were and still in used to keep out the bad people. Security perspective was more to be in defensive side.  Last few years administrators started looking things differently; they wanted to lure bad people into the bait system and try to find their traces. Administrator started taking offensive approach to the network security. They came up with Honeypot technology.

The honeypot is a virtual or real system that exists inside the network – exposed to internet that emulates services like http, ftp, SSH, SMTP and many others. The idea behind is to expose the system to outside attacker to attack, probe and compromised the system. In the meantime, the system keeps track of the traffic and the packets. Since the concept was introduced few years back there are few commercial and open sources products in the market and within the security community. Some of the off the shelves products for windows OS are Specter and KFSensor. Honeyd is another open source product that is gaining popularity in security community.

This paper will look into the concept of the Honeypot and the off the shelve product KFSensor. The detail installation, configuration, explanation of modules, sample tests and results will be discussed in this paper. 

2. Honeypot Technology

Lance Spitzner defines honeypot technology as –

“A honeypot is security resource whose value lies in being probed, attacked, or compromised.”

Therefore, in any large network infrastructure, a system is kept inside the network with main intention to have the system probed, attacked and compromised. The system in other hand emulates various important services – has no production value and resource similar to one in the production services. Giving access to intruder to enter the honeypot system, detailed analysis on the techniques and tools that they used can be performed. The honeypot system is very flexible as it can be used to deter attacks, can also be used to detect the attacks, can be used to capture and analyzed automated attacks like worms and can also perform of task of alerting about various worms. In overall, if performs some of the functionality of all firewall, IDS and virus scanner. 

Fig 1: The basic setup up of the honeypot system. In the figure KFSensor are configure honeypot.
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The honeypots are classified based on their level of interaction. Here interaction means the level of activity outsider can perform with the honeypot system. More interaction means, there is more risk involved to the system and also to maintain and deploy. Low interaction honeypot is only limited to information it capture during the transactions. It may only keep track of few ports. There are more emulations and not much access to the operation system.

3. KFSensor (Honeypot and Intrusion Detection System)
KFSensor is a commercial low interaction honeypot. It runs only on windows environment. It is also an Intrusion Detection System. The KFSensor software emulates the vulnerable services and Trojan. KFSensor is very flexible and configurable as it comes with the pre-configured more than 100 different kinds of services. This makes the deployment and monitoring aspect of the honeypot much easier. The software keeps track of the detail logging information, analysis of attacks and has various features for security alerts. The KFSensor add another level of security and provide ground for doing more research on new threats and techniques and tools used by the hackers to break into the system. The analysis will help keep the production servers and services safe from outsider’s attacks. 

KFSensor has two main important components:

KFSensor Server:

It runs at the background as one of the windows services. It is the major core of the software as it interacts with outsider and records the events. It listens on both TCP and UDP port.

KFSensor Monitor:

It is the front end of the program and user can use its user friendly GUI to configure the services, scenario and monitor the events generated by the server.

The key terms used in this software can be find the appendix I.

3.1 Product details
Software: KFSensor

Version: 2.2.1

License: Evaluation (14 days trial)

Vendor: Key Focus

Downloaded Site: http://www.keyfocus.net/kfsensor/
3.2 Installation 

The system requirement:

Suitable for a system exposed to the Internet. 

· Windows 2000, Windows XP, Windows 2003 Server 

· Processor 1.5Ghz or greater 

· 500mb hard disk space 

· 512mb RAM 

· SQL Database, e.g. MS SQL Server, MySQL 

The installation procedure is very simple, as any other application. The executable file installs the software and makes it operational. After the installation process, the wizard will guide through naming the domain name, email address in the case of sending email alerts and some setting for windows network analysis. Then it runs the server as a windows service on the background. It is very important that one has to be in ADMINISTRATIVE mode to able to install the software. 

After installation, the KFSensor monitor can be run from any account. After the installation, it created a folder “C:\kfsensor\logs”. All the log files are stored in this directory. Log files are stored in XML format as it is the popular standard for storing the files.

3.3 Starting KFSensor – Server

It performs the core functionality so has to be started before monitor can be started. The installation procedure installs the server as a Windows System Service. To check if it is running – you can go to ‘Services’ under ‘Administrative Tools’ and look for kfsnserve.exe.

If the server is shut down for any reason, when monitor starts, the server is started automatically. The server can be stopped, restarted from File menu – Services. 
3.4 KFSensor – Monitor GUI interface
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Left pane lists the VISITORS who tried or PORTS that are attacked by outsiders. The right pane gives brief description of the events: ID, time, Protocol, Sensor etc.

3.5 KFSensor – Monitor Features

Most of the features of KFSensor are accessible through the Menu Bar which I will explain in this section. 

Menu Bar:

1) File Menu

2) View Menu

3) Scenario Menu 

4) Settings Menu

5) Help Menu

3.5.1 File Menu

· Export

This feature will allow user to export the information about all the events in various formats namely HTML, XML, TSV or CSV. The feature is not supported in the trial version. This will help in creating the report and could also be used in data analysis is presentable form. 

· Service

Is used for starting, stopping server and installing as a windows service if the installation doesn’t perform automatically.

3.5.2 View Menu

There are two types of view Ports View and Visitor View. These features will allow the user to structure the data on the left panel in tree structure according to:

1) Ports View: Lists the ports on which it is listening.

2) Visitor View: Lists the visitors that have connected to the server.

Fig 2: Screenshot of Ports View
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Fig 3: Screenshot of Visitor View
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Events saved before can also be retrieved for analysis using load events functions. If more events have been capture in particular port or by visitor it can be organized by hiding the events by selecting certain selection. The events can be organized in ascending or descending order.

3.5.3 Scenario Menu

The main objective of honeypot system is to create services and listen in certain port the services run on. Scenarios consist of list of ports the server is listening to. We could use scenario to categorize various test cases or analysis cases. 

Editing Scenarios:

This dialogue box allows changing the current emulated services running in the particular scenario. Every Scenario should have a unique name and domain name to identify the server to the visitor. 

In the diagram below, the name of the scenario is Main Scenario, Domain name which is usually used for SMTP and HTTP is networkforu.com. It lists a list of services running in various ports, the action, and Sim Server it using.
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Each service can also be toggled between true/false to active the service using Activate button.

Editing Listens:
A scenario lists a various Listens (services running in ports), the setting of each can be configured by highlighting a listen to edit and pressing an edit button. Some options for configuration are:

Listen On:

· Name : Identifies the listen when connection is made to the particular specification

· Protocol: Choice between UDP or TCP

· Port

· Bind Address: Should specify the IP address it binds too.

Action

· Action Type: The action to performed once the connection is made by the outsider

· Severity: define the level of severity generated by the event to alert the admin.

· Time out : value in second for server to wait until it closes the connection

· Sim Name: To specify the Sim Server.

Edit Rule:
The rule is applied to a Scenario if we want the KFSensor server to take different action depending on the outsider individual IP address or range of addresses or port number. This can be accessed by selecting an Edit Rule radio button. Individual port, IP or protocol has more priority than the range of it. Certain actions can also be performed like closing the connection, ignoring and resetting the event severity.

We use Scenario Edit for various reasons like:

1. Sometime trusted machine SQL server within the network might be broadcasting SQL messages and since it a legitimate event should be ignored. This can be defined as:
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2. (Test Case) when Essential NetTools were used to scan the ports. The KFSensor sever alerted the scanning process. So just to filter the scanning process from not being detected by the server, the rule was set not to respond to any port from the local host.

Before the rule was set, after running the Essential Net Tools the KFSensor server alerted an activity from the localhost from where the scanner was used.

Fig 4: The Server detected scanning in process
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After the rule was set the server didn’t alert with any events.

Sim Server:
Sim server is abbreviation for the simulated server. Software comes with preconfigured settings that the system follows to impersonate the real server in the production level. Software can be used to emulate popular services like http – Apache, IIS, SMTP.

KFSensor has two types of Sim Server

1) Sim Banner

2) Sim Standard  Server

As mentioned above in the report that there exist more that 100 configurable services. I have briefly described here steps to add FTP session.

1) Scenario – Edit Sim Server – 

Choosing Sim Standard Server gives the list of pre configured high level services. Select FTP

Fig 5: The configuration for the FTP Sim Standard Server
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Fig 6: Example of the Apache Sim banner emulation.
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3.5.4 Settings Menu

Denial of Service Attack: The attacker basically sends a large number of probe or request to overload the server’s resources. The new version of KFSensor provides with the configuration for setting up the DOS attack. To make sure that hackers don’t overflowed the emulated server, it limits the visitor from the amount of logs. The figure is the screenshot of the configuration for the denial of service.
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Email Alerts: is used to configure the email address to whom to send all the details of events if the system alerts any abnormality. It is used to configure the receiver email address.

Log Database: The log files are usually stored in the local machine in XML format. The KFSensor software has a neat feature of able to import the log files to database. As in bigger organization the amount of daily traffic is very huge and many events will occur, the database is ideal place to store the information. It uses ODBC to connect to the database so supports. The ODBC settings require the DSN name, username and password. The setting is not available in trial version.

4. Experiments
The tests were conducted in windows environment settings. During the testing process the test were conducted in various areas:

1) University network [IP address: 137.207.238.113 – Sunil.uwindsor.ca]

2) Home network: putting the honeypot system inside the router [192.168.0.102]

3) Direct connection to internet through [24.57.84.215]

4) Tested on local machine [127.0.0.1]

As tests where conducted in different areas the above IP addresses appear in many of the experiments.

When the test was conducted from behind the firewall or a router. There was no attack from outsider as the firewall must have blocked the unauthorized attacks. To test the emulation are working fine, test was conducted with similar attacks that would have happened if exposed the internet. Various tests on some services are described in this section.

4.1 FTP emulation

Aim: Is to interact with the FTP simulator and to see whether KFSensor server respond with correct information:

Description: using telnet and we will try to establish the connection through port 21 and perform some function on decoy ftp server IP 137.207.238.113.

Test Condition:
The screenshot explain the test condition.
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Results:
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Conclusion: The event was generated as the connection was closed. The FTP listener keeps track of the visitor information, port number, and domain. It also keep track of the username and password used to gain access and the various transactions made during the connection period.
4.2 Testing SMTP service

Aim: To test the SMTP service with the real time SMTP attack. The outsider try to send the email to himself in order to test the server is working or not.

Test Condition:
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Results:
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The above show the attacks on SMTP does work with the simulation SMTP server. It keeps track of all the responses given by the listener and also records the data received during the process. This gives an admin better idea of events happening in unsecured scenarios.
4.3 General EVENTS captured during the Honey POT production.

More attackers were attracted to the honeypot when the system was connected directly to the internet via cable modem. The IP address used by the honeypot system was:

24.36.48.193

Aim: To find out the various numbers of attacks made to the honeypot when connected to internet.

Test Condition: The system was exposed to internet for the course of severalday to find out the different kinds of attack and events generated by the KFSensor server. Attacks interested were:

DoS Attack, Virus, FTP connection, HTTP connection, Telnet and other vulnerable services

Results:

There were altogether 18 different IP probing the system with different kinds of attack:

The various different ones are described here:

· Sasser worm

“W32.Sasser.Worm is a worm that attempts to exploit the vulnerability described in Microsoft Security Bulletin MS04-011. It spreads by scanning the randomly selected IP addresses for vulnerable systems.” 
 

The worm enters the system through port 5554. Therefore, the simulated service was created to let TCP port 5554 open. 

The production honeypot server was attacked by IP address from 4 different IP from Hong Kong and within Canada.

IP 1: 218.253.9.215 – cm218-253-9-215.hkcable.com.hk
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· DoS Attack

Most of the Dos attack is performed using the UDP port 137. Apparently most the local machine itself was trying to make connection to the server more that 150 times which were the limit set at the configuration. Therefore at two instances, the server alerted the DOS attack. The test would have shown much more better testing case if tools were available to probe in this server NBT Name Service running in 137.

· IIS, Dameware, MyDoom attacks

IIS – Web Server, the KFSensor can emulate highly interactive service.

Dameware – is a remote control application similar to VNC. Recently hackers use found its vulnerability in buffer overflow and have access to put their code.

This threat uses port 6129.

MyDoom – It’s a DDOS attack listen on port TCP 3127 and install a back door on the infected system.
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· LoveGate Worm

LoveGate worm infects the system through port 20168.
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· Port Scanning

Port scanning software Essential Net Tool was used to scan the system. The scanner return all the open simulated ports the services were listening to and the KFSensor server returned the alert that the system was being scanned.

Conclusion:

The test proves that the simulated services interact with the attacker with proper responses and keep track of the visitor information for later uses. And the system is always vulnerable to many types of security threats anytime.

5. Conclusion
Honeypot is a new emerging technology gaining momentum within the security community. It is a decoy system to attract the hackers, outsider to the system and study their mean and methods of breaking a system. This gives administrator to identify the weakness and to implement much secure system. 

The paper also looked at the off the shelve commercial product – KFSensor. The software enables to emulate various services which can be proved by the hackers.

The software has very user friendly GUI, the configured services make the daunting task of configuring different kinds of services. I was able to use most of its feature for the testing purposes.

As a whole, the software is a good honeypot plus intrusion detection system.
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