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Why This manual 

i
nstalling Snort is a little more of a headache for an average windows user than for Linux user. This is because Snort was developed initially for open-source Unix platforms which requires command-line options and text-based configuration files. For a Windows user who’s used to point-and-click configuration, command-line is a little intimidating. Add to that the fact that there’s little supporting documentation for the Windows platform on Snort’s Web site or the rest of the Internet.
We aim in this manual to provide you with a step by step installation and configuration. Along with FAQ based on several project has been done.

Snort Minimum Installation requirement

These are the minimum requirements for a Windows Snort box:

 A PC running Windows NT 4.0, Windows 95, Windows 98, Windows 2000 (Server or    

    Professional), Windows XP (Home or Professional), Windows 2003 Server

 A packet-capture driver for Windows (WinPcap is really your only choice)

 One or more network interface cards (NICs) and a network connection 
 Snort program.
The preceding requirements are definitely the minimum requirements for running

Snort on a Windows box: You can get Snort up and running with that configuration. You can also drive a front-wheel-drive car with just the two front wheels, but you’re not going to get very far, your tail-end will spew a lot of sparks, and you might explode along the way. The point is that the minimum requirements are not necessarily the best configuration. In the following sections we go over specific recommendations for the Windows OS, logging database, and system resources.
Choosing your Windows OS

Just because Snort can run on practically any 32-bit version of Windows, doesn’t mean you should run Snort on just any version of Windows. We recommend running Snort on either Windows 2000 Professional or Windows XP Professional for the following reasons:

   Windows 2000 and XP Professional are more secure and stable than the “home user” Windows systems, such as Windows 98, Windows ME, or Windows XP Home Edition. This is due to features such as the NTFS file system, better multitasking, and better memory management in 2000 and XP Professional.


The “home user” Windows systems, such as Windows 98, Windows ME, or Windows XP Home Edition are not suitable for running a Web server such as Internet Information Services (IIS). A Web server is required for the ACID visualization console we cover in Chapter 7. _ The “home user” editions of Windows only support a single processor, whereas Windows 2000 and XP Professional support dual processors.


Windows 2000 and XP Professional are still supported by Microsoft, unlike Windows NT 4.0 (or earlier versions of NT). 


Windows 2000 and XP Professional are cheaper alternatives than


Windows 2000 Server or Windows 2003 Server.

In some high-performance environments the server-class versions of Windows 2000 and 2003 might make more sense, such as when you want to take advantage of systems that have more than two CPUs. The minimum configuration only gets you text-based logging and alerts, which can be hard to manage. In the long run, we want to be able to classify alerts and use reporting and visualization tools such as the ACID console.

Prerequisite Installation ( WinPcap )
Why WinPcap?

WinPcap (Windows Packet Capture Library) is a packet-capture driver. Functionally, this means that WinPcap grabs packets from the network wire and pitches them to Snort, and windump. WinPcap is a Windows version of libpcap, which is used for running Snort with Linux. 

The WinPcap driver performs the following functions for Snort: 

Obtain a list of operational network adapters and retrieve information about the adapters. 

Sniff packets using one of the adapters that you select. 

Save packets to the hard drive (or more importantly for us, pitches them to Snort).

Installation steps of WinPcap

1)
Download WinPcap_3_1_auto-installer.exe (drivers and DLLs) to local disk from http://www.winpcap.org/install/default.htm.

2)
Run the executable file.

3)
Follow the instructions on the screen. The installation applet will automatically detect the operating system and install the correct drivers. If you see a dialog like Fig. 4.1.1, simply ignore it and click on "Continue anyway". 
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Fig. 4.1.1
Possible Error Prompt

4)
The WinPcap-based applications are now ready to work.

5)
You might be prompted to reboot your machine (for some Windows OS).

After the system is rebooted, the installation of the driver can be verified by checking the properties of the LAN connection of the “Network Connection” from the Control Panel. If the driver is properly installed, the properties should be as Fig.4.1.2. 
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Fig. 4.1.2 Verification for Proper winPcap Installation
Installing Snort

1) Download SNORT  ver 2.4.3 from  from http://www.snort.org/dl/binaries/win32/  by downloading the file Snort_243_installer.exe or any newer version. Save the file in your download folder.
2) Run snort installer by duple clicking on the snort installation file “Snort_243_installer.exe”.
3) Click the I Agree button to accept “Gnu General Public License” to proceed to the Snort Installation options window as shown in Fig. 1.
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Fig. 1 Snort Installation Options

4) In the Installation Options dialog box, click the appropriate boxes to select from among these options:  Select the first option “I do not plan to log to a database, or I am planning to log to one of the database” or click next.  
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Note: If required to log to other DB servers select the other options for MS SQL or Oracle. Make sure that their client has been installed before continuing. For more information regarding configuring snort with MS SQL or Oracle refer to snort.org. 

5) Click the Next button. The Choose Components window appears.
6) In the Choose Components window (Fig. 2), make sure that all the components are marked to be installed and then click the Next button.
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Fig. 2 Choose Components Window
7) The Install Location window appears (Fig3). Choose a directory to install to. We chose to keep all of our Snort-related applications in the same root directory on our C: drive under the snort folder. The path to our Snort installation is C:\snort, but you can install it anywhere on your drive.
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Fig. 3 Install Location Window
For better performance, snort installation directory should be placed on a different partition than the default windows OS system partition on which has the default windows OS system. That will give a better performance for snort operation.
8) Click Next button, the installation program will start to copy files and installation.

9) When the installation is completed, click the Close button. An information window (Fig. 4) appears. 
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Fig. 4Installation Progress Information

10)  Click the Close button. You’re done! 
Testing the Installation 

To test the installation of snort and WinPcap and make sure they are installed correctly before you proceed with complex configuration; you can do the following simple test from the command prompt.
Command prompt> CD c:\snort\bin  

Command prompt> snort – v – i 2 
Note that the network card number (- i 2) is number 2 in this example. Check your computer interface number <normally start from 0 > if you have only one network card interface you can change it to - i 0 or remove this option.

You should get something similar to the snapshoot as Fig 5. This command will start snort in sniffing mode which will display all network packets to the screen. This will make sure that your WinPcap and snort are installed correctly on our system.
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Fig. 5  Snort Sniffer mode testing

	Chapter
	Configuring Snort

	2
	


A new Snort installation requires a few configuration points. Conveniently, one file has all the configuration settings required (Snort.conf):

C:\snort\etc\snort.conf

To configure snort, open snort.conf in a text editor. You can use notepad or any other editor of your flavor. 
This configuration is not a series of handy questions, button clicks, and good feelings. You are parsing through a flat text file and entering the proper settings by hand. Double-check everything you type in to the snort.conf file. If entries are not exactly correct, Snort will not work properly. 

The following configuration options in the snort.conf file are essential to a properly functioning Snort installation. 

· Network settings 

· Preprocessors 

· Output settings 

· Rules settings 

· Classification setting 

Network Setting  
The network settings allow you to set Snort to monitor any range of network IP addresses, from a single IP address, several IP addresses in groups or individually, up to entire IP subnets. You can configure the IP address range and the subnet.
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Fig. 5.1.1 Snort.conf File in the WordPad
Snort use variables in configuring the rules.  Customize all the variables to reflect your network setting: for an example of a network of 172.16.1.0/24 can be configured this way:
var HOME_NET 172.16.1.0/24

var EXTERNAL_NET any            

var DNS_SERVERS        172.16.1.2/32

var SMTP_SERVERS      172.16.1.2/32

var HTTP_SERVERS       172.16.1.2/32

var SQL_SERVERS         172.16.1.2/32

var TELNET_SERVERS  172.16.1.2/32

var SNMP_SERVERS      172.16.1.2/32

var HTTP_PORTS 80

var SHELLCODE_PORTS !80

var RULE_PATH c:\snort\rules

As you see we have specified that our internal (home net) network is on network address 172.16.1.0/24 with a range of 255 hosts. And the external network is (any) to include any destination 

For more information, please refer to snort manual at www.snort.com. 

Preprocessors Setting 

Preprocessors allow the functionality of Snort to be extended by allowing users and programmers to drop modular plugins into Snort fairly easily. Preprocessor code is run before the detection engine is called, but after the packet has been decoded. The packet can be modified or analyzed in an out of band manner through this mechanism.
There are different types of preprocessors for different purposes. On of the most frequently used one is the http_inspect preprocessor. This preprocessor allow snort to decode Http web traffic and analyze it for specific URI contents.  You have to edit you snort.conf file and add the following line after the network setting variable. Other wise some of the rules which depends on URI contents will not work because sont will not be able to decode by normal snort configuration.

preprocessor http_inspect: global iis_unicode_map unicode.map 1252

preprocessor http_inspect_server: server default profile all ports { 80 }

These setting will enable snort to map to Microsoft Unicode.

For other preprocessors please refe

Output settings

Output settings are very important in Snort, for they define how Snort’s information will be presented to you.
For this manual we will show how to log to a text file rather than to a database like MySQL. For real production snort server it is highly recommended to configure snort to output alerts and logs to database. Refer to snort.org for further MySQL configuration.
For now just add the following command to the snort.conf file to specify the log directory path and logging mode. This setting creates a flat text file in the ‘log’ directory where Snort appends each alert created when one of its rules fires on incoming network packets.

output alert_fast: alert.ids

config logdir: c:\snort\log

config reference_net: 172.16.1.1/32

config alert_with_interface_name

config checksum_mode: all

config stateful
config disable_decode_alerts

Include configuration

Two standard Snort configuration files must be referenced for Snort to properly classify and provide references to the alerts it generates:

classification.config and reference.config.

classification.config

classification.config holds alert levels for the rules that Snort monitors against network traffic. To set the classification.config file in the snort.conf configuration file, follow these steps:

1. Find this default line in the snort.conf file:Include classfication.config

2. Insert the actual path for the classification.config file into the preceding Include line, like this: 

Include SnortPath\etc\classification.config

For example, the actual snort.conf file on our test system has this line:

Include C:\Snort\etc\classification.config
reference.config

reference.config contains URLs referenced in the rules that provide more information about the alert event. To set the reference.config file in the snort.conf file, follow these steps:

1. Find this default line in the snort.conf file: Include reference.config

2. Insert the actual path for the reference.config file into the preceding Include line, like this: Include SnortPath\etc\reference.config

For example, the actual snort.conf file on our test system has this line:

Include C:\Snort\etc\reference.config
Configuring Rules

Snort can detect attacks and alert you when attacks occur, Snort needs to

know where its rulebase is (and you need to know it if you want to write new

rules).

By default, the rulebase is in c:\snort\rules (in rule folder under  your snort installation folder).

To set the rules path in the snort.conf file, replace the existing var RULE_PATH line with this form:

var RULE_PATH SnortPath\rules <this  part has been already defined previously>

By default all rules are enabled. You need to decide what rule sets you need to allow. Allowing all rules will leads to may false negatives and will impose a significant impact on snort performance.  You can customize your own rules and add them to a file and include this file in your snort.conf file. To remove a rule file simply type # to comment its argument.
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Q: How do I run snort in sniffer mode?
A: Run Snort in sniffer mode (snort –dv - i #) and make sure it can see the packets.  Then run it with the HOME_NET set appropriately for the network you're defending in your rules file.  

Q: How can I run snort ?

A: To really run snort you need to do some configuration for the snort.conf file found under the snort installtion director\etc.

default rules file comes with the snort distribution and is called "snort.conf" You can run this basic ruleset with the following command line:
snort -A full -c snort.conf
If it's all set right, once it's running do an "ifconfig -a" and make sure the interface is in promiscuous mode (it'll say so in the options section of the printout).  If it's not, there should be a way to set it manually.

Note that the default output mode (-A full) of snort should not be used except in very controlled environments.  It is the slowest way to run snort and presents several hard to recover from problems with inode creation on filesystems.
For people doing real IDS work, use something like (-A fast -b) to combine fast alert mode with tcpdump binary log files or use the unified format coupled with barnyard.
Q: Why Snort stops immediately after it starts when using IDScenter?  

A:  It is because there are still some errors in your configuration file. In order to run IDScenter properly, we need to conduct three levels testing: 1) after any configuration change, we need to Click “Apply” button on the top tool bar. If there is any error, it will appear in the “Overview” window; 2) stop Snort, and click “Test Setting” button on the top tool bar, it will show a more detailed configuration testing information on the command line windows, in case that there are any error, it will be prompted in this window; 3) start Snort with full parameters, e.g., “C:\Snort\bin\snort.exe -c "C:\Snort\etc\snort.conf" -l "C:\Snort\log" -i 2 -h 192.168.0.100/32” from command line, any dynamical error will be caught. When all these three levels testing are checked, we can start Snort from IDScenter without confronting any problem now.  

Q: Why I cannot capture any package when Snort is started? 

A: The right interface of the network card must be specified. The working interfaces of the host and their IDs can be found these three ways: 1) Run WinDump –D in the command line; 2) Run Ethereal, Click “Capture”, it will show a window of currently working interface; 3) Run IDScenter, Under “Logs\Options\Network Settings”, click “Update listing” button, and the interface information will be showed. 

How to convert ASCII code to Hex code?  

A: There are a lot of tools online, e.g., http://centricle.com/tools/ascii-hex/. 

Q: How to understand “offset” option and “depth” option? 

A: We explain these two options by the following example. Suppose the content of payload is “user anonymous…”, we can do

Eg 1: content: “anonymous”; offset: 5; depth: 9;

Eg 2: content: “user”; depth: 4; 

By default, the content search starts at the first byte, which is considered to be the offset 0. If no offset is given, the offset is assumed to be 0. For Eg 1, from “u” in “user” to the blank which is just before the requested “anonymous”, there are 5 bytes. Since the counting of the offset starts from 0, the offset of “anonymous” is 5; since the length of the word is 9, so the depth of search is 9.

Q: Why do I need to install snort as a service
When you install snort as a service you can have snort running even when the user is logout. That will make sure snort is running always even before you login to the windows operating system.

Q: How can I install snort as a service?
A: To install Snort as a service, follow these steps:

Specify your Snort path by typing the following command at the command line (in the /bin directory of your Snort installation) and then pressing Enter:

snort /SERVICE /INSTALL –de –c SnortPath\etc\snort.conf  - l SnortPath\log –i#

For the preceding command:

• snort is the name of the Snort executable.

• /SERVICE is the Windows command to access the Services commands.

• /INSTALL is the Services command that installs the program as a Windows service.

• -de is a pair of switches: the –d switch tells Snort to dump Application-Layer network information; the –e switch displays Second-Layer header information.

• -c $SnortPath\etc\snort.conf is where the –c switch tells Snort to use the configuration file specified by $SnortPath\etc\snort.conf.

• -l $SnortPath\log is where the –l switch (that’s a lowercasedL) tells Snort to log to the path: $SnortPath\log.

• -i# tells the –i switch tells Snort to capture log data on the network interface specified, and # is the number of the interface you want Snort to monitor.

(If you’re unsure which network adapter you want Snort to monitor,type snort –W to list available interfaces — and then choose one. Note that the switch is case-sensitive.)

• SnortPath is the path to your root installation of Snort. (For example, ours is D:\snort.) 

The # sign after the –I switch represents the actual network interface that you want Snort to monitor.
Q: Where are my log files located?  

A: The default location for logs is Drive:\<snort folder>\log. If snort is started with "-l <directory>", then the logs will be located in the directory specified.  

Q: Where do I get the latest version of winpcap?

A: http://www.tcpdump.org/
Q: What are CIDR netmasks?

A: CIDR is a new addressing scheme for the Internet which allows for more I efficient allocation of IP addresses than the old Class A, B, and C address scheme.

CIDR Block Prefix # Equivalent Class C # of Host Addresses

/27 1/8th of a Class C 32 hosts

/26 1/4th of a Class C 64 hosts

/25 1/2 of a Class C 128 hosts

/24 1 Class C 256 hosts

/23 2 Class C 512 hosts

/22 4 Class C 1,024 hosts

/21 8 Class C 2,048 hosts

/20 16 Class C 4,096 hosts

/19 32 Class C 8,192 hosts

/18 64 Class C 16,384 hosts

/17 128 Class C 32,768 hosts

/16 256 Class C 65,536 hosts (= 1 Class B)

/15 512 Class C 131,072 hosts

/14 1,024 Class C 262,144 hosts

/13 2,048 Class C 524,288 hosts
Q: My network spans multiple subnets.  How do I define HOME_NET?

A: Snort 1.7 supports IP lists.  You can assign a number of addresses to a single variable.  For example:     var HOME_NET [10.1.1.0/24,192.168.1.0/24]
NOTE: Not all preprocessors support IP lists at this time.  Unless otherwise stated, assume that any preprocessor using an IP list variable will use the first value as the HOME_NET.  The portscan preprocessor is an example.  To catch all detectable portscans, pass 0.0.0.0/0 in as the first parameter.

   preprocessor portscan: 0.0.0.0/0 5 3 portscan.log
Use the portscan-ignorhosts preprocessor to fine tune and ignore traffic from noisy, trusted machines.

2
Page 16 of 17
                                                             Tarik El Amsy

