FAQ for Snort on linux:

Installation procedure for Snort on Linux:

MySQL:

First of all we need to install MySQL Server so that Snort can log into the database. In our project we have used MySQL Standard version 4.1.18. This can be downloaded from http://dev.mysql.com/get/Downloads/MySQL-4.1/mysql-standard-4.1.18-pc-linux-gnu-i686.tar.gz/from/pick
But before installing mysql, we need to create a group and user for MySQL to run. The following command performs this task:

[root@localhost root]# groupadd mysql

[root@localhost root]# useradd -g mysql mysql

Download mysql-standard-4.1.18-pc-linux-gnu-i686.tar.gz from the above link (we saved it in the /root directory). Then use the following commands to extract mysql to /usr/local/ folder:

[root@localhost root]# cd /usr/local

[root@localhost local]# tar zxvf 

/root/mysql-standard-4.1.18-pc-linux-gnu-i686

Since the default name of the MySQL folder is too big, for convenience we will create a shortcut name for it:

[root@localhost local]# ln -s 

/usr/local/mysql-standard-4.1.18-pc-linux-gnu-i686/ mysql

We now execute the mysql_install_db script to install the database server and the set some access right to the generated folders:

[root@localhost local]# cd mysql

[root@localhost mysql]# scripts/mysql_install_db --user=mysql

[root@localhost mysql]# chown -R root  .

[root@localhost mysql]# chown -R mysql data

[root@localhost mysql]# chgrp -R mysql .

Next, to start the MySQL server, you can use the following command:

[root@localhost mysql]# bin/mysqld_safe --user=mysql &

Finally, once MySQL is started, you must assign passwords to the local accounts for the database(in our case the password we choose was spider1), so we go the MySql shell and the set the password using the following set of commands:

shell> mysql -u root
mysql> SET PASSWORD FOR 'root'@'localhost' = PASSWORD('spider1');
mysql> SET PASSWORD FOR 'root'@'host_name' = PASSWORD('spider1');
And we are all set with all set with our MySQL installation part and proceed ahead with the installation of Snort.

Snort:

First create a group and user for snort:

[root@localhost root]# groupadd snort

[root@localhost root]# useradd -g snort snort

We have used Snort version 2.4.3 for our project. Download snort-2.4.3.tar.gz from the snort web site: http://www.snort.org/dl/
Copy or move the downloaded file to /usr/local. Then extract it:

[root@localhost local]# tar zxvf snort-2.4.3.tar.gz
Go inside the extracted directory (snort2.4.3) Install Snort with MySQL support with the following command:

[root@localhost snort-2.4.3]# ./configure 

--with-mysql=/usr/local/mysql

[root@localhost snort-2.4.3]# make

[root@localhost snort-2.4.3]# make install
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Now configure the MySQL database for snort. First, login to MySQL admin console and create the database:

[root@localhost root]# /usr/local/mysql/bin/mysql -u root –p

mysql> create database snort;

Then set the password for the database:

mysql> SET PASSWORD FOR snort@localhost=PASSWORD('password');
Grant the access to the ‘snort’ user for the database:

mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to 

snort@localhost IDENTIFIED BY 'spider1’;

mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to snort IDENTIFIED BY 'spider1’;

Exit the MySQL console:

mysql> exit

Next, run the Snort create_mysql script to generate the appropriate tables in the database:

[root@localhost snort-2.2.x]# /usr/local/mysql/bin/mysql -u root -p < ./schemas/create_mysql snort

Finally, add a line in the snort.conf file (which is  located /etc folder in your snort directory) to use the database output plug-in:

output database: log, mysql, user=snort password=password dbname=snort host=localhost

Installation Problem faced by Abu & Shamual:

Setting Security for MySql:

According to the installation guide this procedure was supposed to set the password for the user root on MySql. But it was not working in our case. 

[root@localhost mysql]# ./bin/mysqladmin -u root password spider1

[root@localhost mysql]# ./bin/mysqladmin -u root -h hostname password spider1

We found an alternative to set the password using MySql console:

shell> mysql -u root
mysql> SET PASSWORD FOR 'root'@'localhost' = PASSWORD('spider1');
mysql> SET PASSWORD FOR 'root'@'host_name' = PASSWORD('spider1');
Here we go to the MySql consol and use the instruction to set the password (in this case ‘spider1’) to the MySql for user root.

If you don’t know the host name that you want to use on the last instruction, use:

SELECT Host, User FROM mysql.user;

Look for the record that has root in the User column and something other than localhost in the Host column. Then use that Host value in the second SET PASSWORD statement.

Zlib Compression is not available by default:

When we tried to make snort, it was giving error saying zlib compression is missing. So first make sure you have zlib package installed on your system, then modify the snort/src/makefile manually by adding “–lz” to the “LIBS” variable section.
Granting access to Snort database on MySql:
The following commands for granting access to the snort database was not working for us:

mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to

snort@localhost;

mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to snort;

So we had to append “IDENTIFIED BY 'password’” at the end of both the line, so the command should look like the followings:

mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to 

snort@localhost IDENTIFIED BY 'spider1’;

mysql> grant CREATE,INSERT,SELECT,DELETE,UPDATE on snort.* to snort IDENTIFIED BY 'spider1’;

Installation Problem faced by Anitha and Tahira:

Error 1:

After installation of PHP from www.php.net, we could not access php pages stored in /usr/local/apache2/htdocs from browser : http://localhost/test.php
Also, when we run snort in IDS mode, we got the following error :

database: compiled support for ( )

database: configured to use mysql

database: 'mysql' support is not compiled into this build of snort

ERROR: If this build of snort was obtained as a binary distribution (e.g.,

rpm,

or Windows), then check for alternate builds that contains the necessary

'mysql' support.

If this build of snort was compiled by you, then re-run the

the ./configure script using the '--with-mysql' switch.

For non-standard installations of a database, the '--with-mysql=DIR'

syntax may need to! be used to specify the base directory of the DB install.

See the database documentation for cursory details (doc/README.database).

and the URL to the most recent database plugin documentation.

Fatal Error, Quitting..

Reason:

PHP 4  was not able to connect to mysql. Snort was not able to write alerts to mysql database.
Corrections:

Configure php with mysql 

./configure –with-mysql 


Error 2:

After installation of PHP from www.php.net, we could not access php pages stored in /usr/local/apache2/htdocs from browser : http://localhost/test.php
Reason:

PHP 4  was not able to connect to apache 2

Corrections:

Configure php with apache

./configure -with-aspx= “ path to apache in your computer”

Error 3:

In browser http://localhost/base gives the homepage of BASE. 

On selection of option “Graph search librabry” , we encountered an error as follows: 

Error loading graphing libraby :: Image_color 

Corrections:

Install graphing library as follows:

Pear install Image_color 

Pear install <name_of_the_component>





NOTE: Make did not work in our case, so had to modify snort/src/makefile manually. –lz had to be added to LIBS variables. Then still it was not working, so had to install zlib support for linux too(if your linux distribution has already zlib installed then you don’t need to install it, just add the –lz to the LIBS variables in makefile).














