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I) Reference:

Sam Spade is a general-purpose Internet utility package, with some extra features to help in tracing the source of spam and other forms of Internet harassment. 

Spam 

The history of the term Spam starts with episode 25 of Monty Python's Flying Circus , and the Spam Sketch in which a group of Vikings sing the word Spam over and over, so loudly that no-one else can communicate. 

After a short detour through MUD s (Multi User Dungeons), where it was used to describe someone shouting the same thing repeatedly, stopping any interaction between other people, it came to usenet. 

On usenet the term spam is used to refer to the practice of posting an article, often an advert for a dubious site or a scam, many, many times. This might be many times to one group or more usually it'll be posted to a lot of groups. 

More precise terms for usenet spam are Excessive Crossposting (ECP) - crossposting (posting one copy of an article so that it will be seen on multiple groups) the same article to many groups - or Excessive Multiposting (EMP) - posting substantively the same article many times, to each group individually. Posting one copy of an article so that it will be seen on multiple groups. 

Most usenet spamming is a mix of ECP and EMP - the spam will be crossposted to many groups, many times. 

Usenet spam is automatically detected and cancelled by cancelbots, but because of the way usenet propagates some percentage of the spam will make it's way through to readers before the cancels catch them. 

Many sections of usenet have been turned into wastelands - whole hierarchies have been so deluged by spam that it's impossible to use them. The members of the groups have left, and there's nothing there but spam. Around 80% of usenet traffic is caused by spam.

Killfiles. All real newsreaders have a killfile - this is a way of filtering out posts based on subject, poster or a number of other things. These are good for filtering out the background noise and occasional spam in an otherwise good newsgroup. Web browsers that claim to be newsreaders seldom have usable killfile features (Under Win95/NT Forte Agent and Anawave Gravity are two commonly used newsreaders). 

NoCeM is a way to allow someone else you trust to filter out articles for you. At the time of writing no Windows client software is available, but it is possible for your news administrator to use NoCeMs to delete spam from the server by installing NoCeM on spool software. 

Server filtering. It's possible to detect and delete the huge majority of usenet spam using server filters. Spam Hippo is a filter from Zippo news, which they make freely available to ISPs who wish to run it. 

Shunning. At any one time the majority of spam comes from a few sites. By shunning them, refusing all articles from them the amount of spam drops. 

Hunt the perpetrators down. Complain to their upstream provider. Repeatedly. Get them shut down. Get the servers, web pages and email addresses of the advertisers yanked. Report the illegal schemes to the local police. 

Email spam: The 'correct' term for email spam is Unsolicited Bulk Email (UBE), though you'll see the term Unsolicited Commercial Email (UCE) used more often. 

There are three main flavours of email spam:

1. Spam sent by an ordinary customer of an ISP , sent via his ISPs mailserver, usually with minimal forging of the headers. This tends to be sent by newbie spammers. If they're slapped down by their ISP they may decide spamming is bad, or they may just get more sophisticated. 

2. Spam sent using spamware - programs specifically designed to send huge amounts of email (up to 100,000 emails an hour) over an ordinary dialup internet connection. This software is designed to steal service from an innocent third party by relaying email through their server. It's also designed to forge the email headers to deflect complaints away from the perpetrator, either towards the third-party or towards yet another innocent bystander. The load this puts on the third-party server can bring an ISP down for days. 

3. 'Professional' spamhauses. These are companies setup purely to commit theft and fraud. They have permanent internet connections, or sometimes have their servers in the premises of other crooked service providers. They don't usually spam to advertise themselves, instead they find clueless businessmen and charge them $1000 or so to send their advert to hundreds of thousands of people’s mailboxes.

Filter them out or bounce them back. If you receive email via a unix system you may be able to run procmail filters. 

Procmail is a powerful and robust set of tools that enable you to automatically process mail as you receive it or after it is already in a message folder. It is actively developed by Stephen R. van den Berg.  

Tracing the perpetrators using spamware, or the spamhauses requires some familiarity with email headers - see the tutorials for more information on those.

A selection of useful tutorials written by a number of different people: 

Spam Tracking 101 - analyzing email headers and tracking down the sender 

Spam Tracking 102 - searching usenet for information using DejaNews 

Spam Tracking 103 - finding the owner of a domain or an IP address using whois 

Spam Tracking 104 - a case study in tracking down a spammer 

SpuTools - the canonical tutorial on analyzing usenet headers 

The alt.spam FAQ - Good info on deciphering forged email headers, and pointers to a lot of other online resources 

IP Addresses and DNS - all about internet addressing 

Spam-tracking 101 

by Bill Mattocks 

“Here is a spam I just received. It is bad, because it is spam. It is bad; because it attempts to masquerade as being information I requested to avoid detection as spam. It is bad because it has mangled headers to attempt to deflect complaints away from the true perpetrators. It is also quite funny. Here it is, dissected for the newer anti-spammers to watch and learn from: 

First line: 

>Received:  from  bullets.cybercon.com  (bullets.cybercon.com  [199.217.156.7]) 

>by  mail.comp-sol.com  (EMWAC  SMTPRS  0.83)  with  SMTP  id 

><B0000036788@mail.comp-sol.com>;  Wed,  10  Sep  1997  20:00:52  -0500 

This is my mail server getting the spam from a mail server known as bullets.cybercon.com. Please note that the ISP listed here may well have been innocently hijacked by the spammer, we really don't know yet. 

>Wed,  10  Sep  1997  21:02:53  -0500 

>Received:  from 

>From:  84903020@ix.netcom.com 

This is all fake, inserted by the spammer's bulk mail software. It can be safely ignored. 

>Received:  from  199.217.156.7  (hd70-155.hil.compuserve.com  [199.174.250.155]) 

> 
by  bullets.cybercon.com  (8.8.5/8.8.5)  with  SMTP  id  UAA03117; 

> 
Wed,  10  Sep  1997  20:27:30  -0500 

This line purports to show where bullets.cybercon.com actually got the mail from that it relayed to me. Please note that " 199.217.156.7 " does not belong to " hd70-155.hil.compuserve.com ." How do we know this? Simple, we use a tool called nslookup (available for many platforms). Here is what we see: 

[199.217.156.7] 

Translated  Name:  bullets.cybercon.com 

IP  Address:  199.217.156.7 

[hd70-155.hil.compuserve.com] 

Translated  Name:  hd70-155.hil.compuserve.com 

IP  Address:  199.174.250.155 

What does this all mean? It means that the first part of the line is bogus, but the second part is correct. We know that because most mail server software will report accurate information about where it got the mail from in most cases (it has to be misconfigured or older brain-dead software to be completely silent about where it got the mail from). It has been my observation that you can trust the IP address found within the square brackets, i.e. " [199.174.250.155] " 

So, we have a reasonable expectation that the spammer used a dialup account on Compuserve to send this spam. We still do not know if the ISP it was sent through is innocent or guilty, though. We will complain to Compuserve at abuse@compuserve.com, for starters. 

>Received:  from  usr15-dialup53.mx1.Willowsprings.mci.net  [166.55.38.181] 

    by  Willowsprings.mci.net  (8.8.5/8.6.5)  with  SMTP  id  GAA02664 


for  <bullwinkle@rocky.com>;  Wed,  10  Sep  1997  20:59:04  -0600  (EST) 

>Date:  Wed,  10  Sep  97  20:59:04  EST 

>To:  bullwinkle@rocky.com 

>Subject:  Here's   the  info  you  requested 

>Message-ID:  <19970908182053.load2391.in@don> 

>Reply-To:  mrchicken@answerme.com 

>X-UIDL:  12345678987456123012345698745612 

>Comments:  Authenticated  sender  is  <don@Willowsprings.mci.net> 

The above is all trash. You can ignore any headers after the correct ones are found. That is because mailers put the headers onto the top of the message when they pass it along, not somewhere inside the message. Thus, the very top message was from my mailer, receiving the mail. The one right under that was from the ISP's mailer, sending it to me and reporting where it got it from. The rest is junk, designed to confuse us. Don't be fooled by "Authenticated sender" messages. They are easily faked, and mean nothing. They don't "authenticate" anything. 

><HTML><PRE><BODY  BGCOLOR="#000000"><FONT  COLOR="#00FFFF"  SIZE=3> 

>Everybody  loves  Mr.  Chicken! 

Ah, here's where it gets amusing! So, let's just enjoy this spam for a moment, shall we? 

>Kids  are  going  wild  over  Mr.  Chicken.   Parents  laugh  hysterically  at  the  sight  of  him. 

>Why  spend  $50  on  toys  that  your  kids  forget  about  the  next  day  when  for  pennies 

>they  can  have  a  Mr  Chicken  that  they'll  enjoy  for  months? 

>For  full  details,  Email  MrChicken@answerme.com 

Now, if we follow Rush Limbaugh's advice and "follow the money," it would appear that the perpetrator of this spam has a mailbox at answerme.com , and his handle is "MrChicken." What do we know about answerme.com ? 

Cyber  Promotions  (ANSWERME4-DOM) 

8001  Castor  Avenue,  Suite  #127 

Philadelphia,  PA  19152 

USA 

Well, it happens that Cyberpromo is the owner of this particular domain. That kind of ends that trail for us, because Cyberpromo is a spamhaus, and their upstream provider, AGIS, is well aware of it and supports it. AGIS is a "backbone" on the Internet, so there is no one above them to complain to. Still, since Cyberpromo CLAIMS to be against illegal relaying, we can send a copy of the complaint to relayabuse@cyberpromo.com and also to abuse@agis.net . This won't do anything, but what the heck. 

></FONT><FONT   COLOR="#000000"  SIZE=3> 

So, that ends the spam. Now, what about the original ISP who sent the spam to me? Innocent party or spamhaus? Well, let's take a look at their web page: http://www.cybercon.com/aup.html 

Cybercon Acceptable User Policy 

It is contrary to Cybercon policy for any user to effect or participate in any of the following activities through a Cybercon service: 

[snip] 

3. To send unsolicited mass emailings to more than twenty-five (25) email users, if such unsolicited emailings provoke complaints from the recipients; 

4. To engage in any of the foregoing activities using the service of another provider, but channeling such activities through a Cybercon account or remailer, or using a Cybercon account as a maildrop for responses; 

Now, it would appear from looking at their homepage (http://www.cybercon.com/) and also by "reading between the lines" of their AUP, that Cybercon is a spamhaus, however thinly disguised. That does not mean that they authorized this spam, or that they were not hijacked. But the suspicion is definitely there. In any case, they get a copy of the complaint as well. If they were hijacked, they may wish to investigate further and perhaps initiate legal action. If they were not, they may remain silent on the matter. In any case, they also have an upstream provider, which can be determined by doing a traceroute on " bullets.cybercon.com " 

 1   156.46.104.254  (156.46.104.254) 

 2   alpha-nomad.alpha.net  (206.190.31.149) 

 3   mke-1.alpha.net  (156.46.1.1) 

 4   chicago2-cr2.bbnplanet.net  (204.167.132.9) 

 5   chicago1-br1.bbnplanet.net  (199.92.131.11) 

 6   core5-hssi5-0.WillowSprings.mci.net  (206.157.77.201) 

 7   core1.NorthRoyalton.mci.net  (204.70.4.205) 

 8   core-hssi-2.Chicago.mci.net  (204.70.1.93) 

 9   border4-fddi-0.Chicago.mci.net  (204.70.3.83) 

10   startnet-llc.Chicago.mci.net  (204.70.27.6) 

11   router.cybercon.com  (199.217.252.58) 

12   bullets.cybercon.com  (199.217.156.7) 

So, we know they get their service from mci.net. Therefore, a complaint also goes to abuse@mci.net . 

What else do we know about the elusive Cybercon? Let's check their IP range , to see who might own it. We can use " whois " 

whois  199.217.156.0 

[rs.internic.net] 

STARNET,  L.L.C.  (NETBLK-STARNET-CBLK) 

P.O.  Box  6286 

St.  Louis,  MO  63006-6286 

Netname:  STARNET-CBLK 

Netblock:  199.217.128.0  -  199.217.255.0 

Maintainer:  STLL 

Coordinator: 

Myers,  Chris  B.  [President]   (CBM10)   chris@STARNET.NET 

(314)  227-3136  (FAX)  (314)  716-6163 

Domain  System  inverse  mapping  provided  by: 

ADMIN.STARNET.NET             199.217.253.10 

NEWS.STARNET.NET              199.217.253.11 

NS1.DRA.NET                   192.65.218.14 

Record  last  updated  on  30-Aug-96. 

So, it appears that Starnet owns their Class "C" license. Now, let's jump into DejaNews (the land of "all my sins remembered") and see what we can find out: 

For " cybercon.com ," we find only this: 

*******************QUOTE******************* 

2  Matches  for  search:   cybercon.com 

1.  97/05/18  016  [email]  Information  /uu.  news.admin.net-abus  LINDSEY 

JEAN  NICE  < 

2.  97/03/01  016  [email]-BETTER  THAN  AOL   news.admin.net-abus  LINDSEY 

JEAN  NICE  < 

******************ENDQUOTE***************** 

Upon reading the messages in question, it appears that they once complained that they had been mischaracterized as "cybercoM.com" and not " cybercon.com " and wanted a retraction printed. OK, no spam reports. How about their class C ticket holder? 

[nothing of consequence found] 

What about doing a search for " mrchicken ?" 

Here is what we find: 

**********************QUOTE********************** 

Subject:       Everyone  loves  Mr  Chicken 

From:          igynews@sprynet.com 

Date:          1997/09/08 

Message-Id:    <5uv7e4$qiv$1@juliana.sprynet.com> 

Organization:  Sprynet  News  Service 

Newsgroups:    alt.activism.children 

[Fewer  Headers] 

EVERYONE  LOVES  MR.  CHICKEN! 

Are  you  tired  of  paying  hundreds  of  dollars  for  toys  your  kids  break 

or  get  bored  of  the  next  day?   How  would  you  like  a  toy  that  can 

provide  countless  hours  of  fun  for  literally  pennies?   MR.  CHICKEN  is 

the  answer.   For  full  details,  email  MRCHICKEN@answerme.com 

**********************ENDQUOTE********************** 

So, it appears that MrChicken has posted an identical message a few days ago in UseNet. Just one, so not spam, although since it just happened, the others may not have been picked up by DejaNews yet. Still, we see that sprynet.net was used, not cybercon.com . It begins to look as though cybercon.com is not guilty, but either was hijacked or has a bad actor on their hands. So, we still complain to Cybercon, but scratch abuse@mci.net (their upstream provider) from the list. 

Now, it appears that we have done "due diligence" on our search to find the source of the spam. We believe that the guilty party is only mrchicken@answerme.com . So, here is our complaint e-mail: 

To:  mrchicken@answerme.com 

[ Note - this will get me a response from their autoresponder, which may give me more information on the identity of "Mr. Chicken." However, it may also subject me to more spam. I am willing to risk it, for the sake of the exercise. You probably do not want to do this.] 

From:  bmattocks@comp-sol.com 

Subject:  SPAM  REPORT  ->Re:  Here's   the  info  you  requested 

CC:  staff@cybercon.com,support@cybercon.com,  abuse@agis.net,relayabuse@cyberpromo.com 

NOTE  TO  CYBERCON.COM:   It  would  appear  that  your  SMTP  server  was 

either  hijacked,  or  you  have  a  "bad  actor"  on  your  hands.   Could  you 

please  investigate  and  take  action  on  this? 

NOTE  TO  CYBERPROMO:   It  would  appear  that  a  client  of  yours 

(MrChicken@answerme.com)  is  failing  to  use  your  relay  service,  and  may 

have  hijacked  the  SMTP  server  belonging  to  cybercon.com.   Please 

investigate  and  take  action! 

NOTE  TO  AGIS.NET:   This  spam  was  sent  via  what  may  well  have  been  an 

illegally  hijacked  SMTP  server.   Please  investigate  and  take  action. 

Thanks, 

Bill  Mattocks 

Computer  Solutions  of  Kenosha 

http://www.comp-sol.com 

>Received:  from  bullets.cybercon.com  (bullets.cybercon.com  [199.217.156.7])  >by  mail.comp-sol.com  (EMWAC  SMTPRS  0.83)  with  SMTP  id  ><B0000036788@mail.comp-sol.com>;  Wed,  10  Sep  1997  20:00:52  -0500 

>From:  84903020@ix.netcom.com 

>Received:  from  199.217.156.7  (hd70-155.hil.compuserve.com  [199.174.250.155]) 

> 
by  bullets.cybercon.com  (8.8.5/8.8.5)  with  SMTP  id  UAA03117; 

> 
Wed,  10  Sep  1997  20:27:30  -0500 

>Received:  from  usr15-dialup53.mx1.Willowsprings.mci.net  [166.55.38.181]  by  Willowsprings.mci.net  (8.8.5/8.6.5)  with  SMTP  id  GAA02664  for  <bullwinkle@rocky.com>;  Wed,  10  Sep  1997  20:59:04  -0600  (EST) 

>Date:  Wed,  10  Sep  97  20:59:04  EST 

>To:  bullwinkle@rocky.com 

>Subject:  Here's   the  info  you  requested 

>Message-ID:  <19970908182053.load2391.in@don> 

>Reply-To:  mrchicken@answerme.com 

>X-UIDL:  12345678987456123012345698745612 

>Comments:  Authenticated  sender  is  <don@Willowsprings.mci.net> 

><HTML><PRE><BODY  BGCOLOR="#000000"><FONT  COLOR="#00FFFF"  SIZE=3> 

>Everybody  loves  Mr.  Chicken! 

>Kids  are  going  wild  over  Mr.  Chicken.   Parents  laugh  hysterically  at  the  sight  of  him. 

>Why  spend  $50  on  toys  that  your  kids  forget  about  the  next  day  when  for  pennies 

>they  can  have  a  Mr  Chicken  that  they'll  enjoy  for  months? 

>For  full  details,  Email  MrChicken@answerme.com 

></FONT><FONT   COLOR="#000000"  SIZE=3> 

whois 

(Adapted from a tutorial by Ed Falk - see his original document for the full details) 

When you hit the whois button - - Sam Spade will contact one of the network registries to find out contact information for the current domain or IP address 

Magic? 

whois can be used in two different modes. You select between these using the whois server box 

Simple whois 

Usually the Magic server is selected, and Sam Spade will automagically choose the right whois server to contact. 

In this mode Sam Spade will try to perform a sensible whois lookup for any form of address entered in the address box 

The whois result will appear in a new window. 

Advanced whois 

You can select a specific server in the whois server box to send whois queries to. When you do this you have access to a much wider selection of arguments (which can be entered in the address box ): 

(These are the arguments accepted by whois.internic.net . Use the help command to find the arguments accepted by other servers) 

help 

Get information on various arguments and their meanings. 

sitename 

Where sitename is the domain name of the site for which you want information. Only give the domain name (e.g. online18.com ), and not the full host name (e.g. www.online18.com). This will give you all the information the internic has about the given site. The whois server will attempt to match this name against all types of records: name, nicknames, hostname, net address, etc.) If there are multiple matches, whois will list them, one per line. If there is a single match, whois will give all the information about it. 

pattern. 

Where pattern. is the partial pattern you wish to match (note the terminating dot). Whois will return all patterns that begin with this pattern. Example: online18. ). 

IP Address 

Where IP Address is the full IP address in dotted-decimal notation of a host, (e.g. 206.138.239.10 ). Whois will return the hostname for this address if it is found in the database. This can often be used to determine a site's network server. 

subnet (this is the same as the IP Block tool) 

Where subnet is the IP address in dotted-decimal notation (e.g 206.138.239.0 or 206.138.239 ) Whois will return the site or sites listed under this subnet. If there is no match, make the search more broad (e.g. 206.138.0.0 or 206.138 ); this can often be used to determine a site's upstream provider. 

subnet. 

(Note the terminating dot). Find all addresses matching this pattern, e.g. 206.138.239. returns all hosts belonging to Online18. 

HA handle: ! handle 

Where ! handle is a handle returned when there are multiple matches, (e.g. !ONLINE16-DOM or !CF624 This will return the single indicated record. 

NAme name:. name 

Search only the Name field. Example: .Chandler, Andrew 

M mailbox: mailbox @ addr 

Search only the Mailbox field. Example: admin@xxxyes.com 

DOmain pattern: Search only domain records, e.g. "COM", "DOM MIT" or "DOM MIT.EDU". 

GAteway pattern: Search only gateway records. 

HOst pattern: Search only host records, e.g. HO WWW1032-HST 

SErver pattern: Search only server records. This can be very useful for finding out which sites share the same server. For example, the search: server www1032-hst . reveals that the porn spammer Online18 is the same as -- or associated with -- the Psychic Spammer 

ASm pattern: Search only autonomous system numbers records. 

NEtwork pattern: Search only network records, e.g. NE WWW1032-HST 

O pattern: Search only organization records. 

Full search: Give full records, even if multiple matches. 

SUMmary search: Give summary records, even if single match. 

DNS tool: Perform forward and reverse DNS queries for the current address (this will usually give you the IP address of a hostname and the hostname of an IP address) 

II) Install:

Configuring Sam Spade 

1. Select the E dit menu item, then select Options... 

2. Select the Configure tab 

Default Nameserver  - set the internet nameserver Sam Spade uses for most name lookups 

Maximum simultaneous connections - 100 is plenty 

Your email address - this is used for email relay checking 

Your ISP s webserver - used to keep a dialup connection alive 

3. Select the News tab 

You only need to configure this section if you plan to check for usenet cancels 

News Server  

Username, Password - if you need to enter a password to access your newsserver, enter it here 

4. Select the Advanced tab 

These three are potentially dangerous tools to enable. Be sure you understand the issues with them before you use them. 

Enable zone transfers - enables DNS Zone Transfers 

Enable active probing - enables port scanning 

Enable relay checking - enables checking for an insecure mailserver 

III) Test : explain network, configuration …

For the purpose of testing Sam Spade, I used a bogus message I received couple of months ago. As you can see, the sender is already approving me for a mortgage that I did not even requested. Here is the file as I responded while back. I kept it for eventually future reference.

From: "Costel Iftimie" <costeliftimie@cogeco.ca>

To: "Chris Paul" <jkrxlkx@earthling.net>

References: <526194493.53006270840266@earthling.net>

Subject: Re: wardroom danbury

Date: Tue, 13 Apr 2004 20:41:41 -0400

MIME-Version: 1.0

Content-Type: multipart/alternative;


boundary="----=_NextPart_000_0002_01C42197.B9B45CC0"

X-Priority: 3

X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express 6.00.2800.1158

X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2800.1165

This is a multi-part message in MIME format.

------=_NextPart_000_0002_01C42197.B9B45CC0

Content-Type: text/plain;


charset="iso-8859-1"

Content-Transfer-Encoding: quoted-printable

Please take note that I am not applying for credit. I did not request =

any loan.

Please remove my address from your list.

Thank you.

C. I.

  ----- Original Message -----=20

  From: Chris Paul=20

  To: dchiarini@cogeco.ca ; dmitrii@cogeco.ca ; danderson110@cogeco.ca ; =

danderson111@cogeco.ca ; danderson312@cogeco.ca ; danderson9@cogeco.ca ; =

costeliftimie@cogeco.ca ; costenmccann@cogeco.ca ; bward1@cogeco.ca ; =

dalexander132@cogeco.ca ; dalexander@cogeco.ca ; dali@cogeco.ca ; =

bobnew@cogeco.ca ; dlumsden@cogeco.ca=20

  Sent: Tuesday, April 13, 2004 10:16 AM

  Subject: Re: wardroom danbury

  Hi again.

  I sent you an email 2 days ago and I want to confirm everything now. =

Please read info below=20

  and let me know if you have any questions. We are accepting your   mo =

rtgage application. If you=20

  have bad cr.edit, it is ok. You can get $200,000   loa n   for =

$350/month payment.

  Appr oval   process will take 1 minute. Just visit link below and fill =

short form.

  Thank you.

  Best regards,

  Chris Paul

As presented in detail in the reference section, I used all the tools available in Sam Spade. They have been used in a different order than the following order (which just follow the reference): ping, dns, whois, ipblock, dig, trace and finger. The sequence of use it has been given by the logic and the results of the investigation:  All the tests are captured in bullet format to separate them from each other for the ease of understanding.

The email address of the sender is “jkrxlkx@earthling.net” and this is my starting point. I started the test with “dns”, no luck. Than I tried to “ping” it. No luck again. Than I decided to use the powerful “whois” and again no positive results. Then I had no choice but to use the “dig”, and it was the first time I got important data about the sender. As you can see, I got the IP address and all the other interesting information and I started to use them with every step. 

I inserted in this document only the important information from all the reports, and I kept the “Notice” and “Terms of use” only on the original copy for the simple reason that they are the same for all of them. For your reference, all the complete files are on the diskette.

· 10/18/04 20:54:37 ping earthling.net

Ping  failed, no such host

· 10/18/04 20:52:53 dns earthling.net

Mail for earthling.net is handled by earthling-net.mr.outblaze.com earthling-net-bk.mr.outblaze.com

No DNS for this address

(host doesn't exist)

· 10/18/04 20:54:06 whois jkrxlkx@earthling.net@whois.internic.net

whois -h whois.internic.net jkrxlkx@earthling.net ...

Whois Server Version 1.3

Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net

for detailed information.

No match for "JKRXLKX@EARTHLING.NET".

>>> Last update of whois database: Mon, 18 Oct 2004 07:00:28 EDT <<<

· 10/18/04 20:58:58 whois nstld@verisign-grs.com@whois.internic.net

whois -h whois.internic.net nstld@verisign-grs.com ...

Whois Server Version 1.3

Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net

for detailed information.

No match for "NSTLD@VERISIGN-GRS.COM".

>>> Last update of whois database: Mon, 18 Oct 2004 07:00:28 EDT <<<

· 10/18/04 21:08:03 whois a.gtld-servers.net@whois.internic.net

whois -h whois.internic.net a.gtld-servers.net ...

Whois Server Version 1.3

Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net

for detailed information.

   Server Name: A.GTLD-SERVERS.NET

   IP Address: 192.5.6.30

   Registrar: NETWORK SOLUTIONS, LLC.

   Whois Server: whois.networksolutions.com

   Referral URL: http://www.networksolutions.com

>>> Last update of whois database: Mon, 18 Oct 2004 07:00:28 EDT <<<

· 10/18/04 20:55:59 Fast traceroute earthling.net

Trace earthling.net failed, no such host

10/18/04 20:57:04 IP block earthling.net@whois.internic.net

Trying 0.0.0.0 at ARIN

Trying 0.0.0 at ARIN

OrgName:    Internet Assigned Numbers Authority 

OrgID:      IANA

Address:    4676 Admiralty Way, Suite 330

City:       Marina del Rey

StateProv:  CA

PostalCode: 90292-6695

Country:    US

NetRange:   0.0.0.0 - 0.255.255.255 

CIDR:       0.0.0.0/8 

NetName:    RESERVED-1

NetHandle:  NET-0-0-0-0-1

Parent:     

NetType:    IANA Special Use

Comment:    Please see RFC 3330 for additional information.

RegDate:    

Updated:    2002-10-14

OrgAbuseHandle: IANA-IP-ARIN

OrgAbuseName:   Internet Corporation for Assigned Names and Number 

OrgAbusePhone:  +1-310-301-5820

OrgAbuseEmail:  abuse@iana.org

OrgTechHandle: IANA-IP-ARIN

OrgTechName:   Internet Corporation for Assigned Names and Number 

OrgTechPhone:  +1-310-301-5820

OrgTechEmail:  abuse@iana.org

# ARIN WHOIS database, last updated 2004-10-17 19:10

· 10/18/04 20:55:02 dig jkrxlkx@earthling.net @ 24.226.10.193

Dig jkrxlkx@earthling.net@24.226.10.193 ...

Non-authoritative answer

Recursive queries supported by this server

 Query for jkrxlkx@earthling.net type=255 class=1

  net SOA (Zone of Authority)

        Primary NS: a.gtld-servers.net

        Responsible person: nstld@verisign-grs.com

        serial:1098147025

        refresh:1800s (30 minutes)

        retry:900s (15 minutes)

        expire:604800s (7 days)

        minimum-ttl:900s (15 minutes)

· 10/18/04 21:00:11 dig nstld@verisign-grs.com @ 24.226.10.193

Dig nstld@verisign-grs.com@24.226.10.193 ...

Non-authoritative answer

Recursive queries supported by this server

 Query for nstld@verisign-grs.com type=255 class=1

  com SOA (Zone of Authority)

        Primary NS: a.gtld-servers.net

        Responsible person: nstld@verisign-grs.com

        serial:1098147309

        refresh:1800s (30 minutes)

        retry:900s (15 minutes)

        expire:604800s (7 days)

        minimum-ttl:900s (15 minutes)

· 10/18/04 20:57:04 IP block earthling.net@whois.internic.net

Trying 0.0.0.0 at ARIN

Trying 0.0.0 at ARIN

OrgName:    Internet Assigned Numbers Authority 

OrgID:      IANA

Address:    4676 Admiralty Way, Suite 330

City:       Marina del Rey

StateProv:  CA

PostalCode: 90292-6695

Country:    US

NetRange:   0.0.0.0 - 0.255.255.255 

CIDR:       0.0.0.0/8 

NetName:    RESERVED-1

NetHandle:  NET-0-0-0-0-1

Parent:     

NetType:    IANA Special Use

Comment:    Please see RFC 3330 for additional information.

RegDate:    

Updated:    2002-10-14

OrgAbuseHandle: IANA-IP-ARIN

OrgAbuseName:   Internet Corporation for Assigned Names and Number 

OrgAbusePhone:  +1-310-301-5820

OrgAbuseEmail:  abuse@iana.org

OrgTechHandle: IANA-IP-ARIN

OrgTechName:   Internet Corporation for Assigned Names and Number 

OrgTechPhone:  +1-310-301-5820

OrgTechEmail:  abuse@iana.org

# ARIN WHOIS database, last updated 2004-10-17 19:10

· 10/18/04 21:01:47 IP block verisign-grs.com@whois.internic.net

Trying 192.153.247.100 at ARIN

Trying 192.153.247 at ARIN

OrgName:    Network Solutions, Inc. 

OrgID:      NETWOR-11

Address:    21345 Ridgetop Circle

City:       Dullas

StateProv:  VA

PostalCode: 20166

Country:    US

NetRange:   192.153.247.0 - 192.153.247.255 

CIDR:       192.153.247.0/24 

NetName:    NETSOL-NET

NetHandle:  NET-192-153-247-0-1

Parent:     NET-192-0-0-0-0

NetType:    Direct Assignment

NameServer: NS1.CRSNIC.NET

NameServer: NS2.NSIREGISTRY.NET

Comment:    

RegDate:    1992-04-14

Updated:    2001-03-30

TechHandle: ZV22-ARIN

TechName:   VeriSign Global Registry Services 

TechPhone:  +1-703-318-6444

TechEmail:  nstld@verisign-grs.com 

# ARIN WHOIS database, last updated 2004-10-17 19:10

· 10/18/04 20:56:36 finger jkrxlkx@earthling.net

finger jkrxlkx@earthling.net failed, no such host

· 10/18/04 21:00:53 finger nstld@verisign-grs.com

finger nstld@verisign-grs.com (192.153.247.100) ...

failed, couldn't connect to host
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