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1. Introduction


In this report we demonstrate the Intrusion Detection System that we developed using Snort, MySQL, PHP, Apache and BASE (Basic Analysis and Security Engine). We used a packet generator to create specific signature packets to mount attack on our Snort IDS system though a local network and analyzed the detection of intrusion using Snort and BASE. BASE is an add-on for snort and is based on the code from the Analysis Console for Intrusion Databases (ACID) project. The application provides a web front-end to query and analyze the alerts coming from the Snort IDS system. We detail Storing Snort alert output in a MySQL database and using the web front end BASE to analyze the data. 

BASE is the successor to ACID, developed by Roman Danyliw at the CERT Coordination Center as a part of the AirCERT (Automated Incident Reporting) project. BASE (http://secureideas.sourceforge.net/) is actively maintained and supported by a team of volunteers led by Kevin Johnson and Joel Esler. In this report, we also detail the installation procedure of Snort and BASE on Fedora Core 4. We also deliver the tests we performed on our Snort IDS with ten specific signatures to test the system and present the results.
2. Installing and Configuring the Necessary Prerequisites


In order for BASE to function properly, we install and configure a back end database (MySQL) to store the Snort alerts. We also install Apache and compiled Snort with MySQL support. PHP and couple of PHP add-ons are also needed. ADOdb is an object oriented PHP library used to interface to the database. People may already have some type of necessary tools on their system as part of the default distribution depending on the operating system run on the system. The following instructions presume that GNU tool chain (tar, make, gcc etc) are used in order to configure and install the prerequisites.

2.1 MySQL


MySQL package can be obtained and installed from http://www.mysql.com/. In our case we simply installed MySQL using the Fedora Core 4 installation CD by going to Desktop -> System Settings -> Add/Remove programs-> MySQL. While installing MySQL from it is necessary to check the following options:
MyODBC

Mod_auth_mysql

Mysql_devel

Mysql_server

Perl-DBD-MySQL

Php-mysql


It is important to login as root for all the installation to be successful. Before further installations, we disable unneeded services:
Disable apmd, cups, isdn, netfs, pcmcia (unless it is a laptop), portmap by typing (as root):

Chkconfig <service> off 

For each service to be terminated.

2.2 Updating the system

We open a terminal window to do this. We use Yum to keep the system up to date. First we will import GPG key. In the terminal widow type:

rpm --import /usr/share/rhn/RPM-GPG-KEY-fedora

Then type “yum –y update” and it will check what we need and install it. Type “chkconfig yum on” to turn on nightly updates. We need to reboot after this because a new kernel will have been installed. We are not ready to start installing Snort and other packages.
2.3 Apache2

Download and unpack Apache httpd server version 2.2.0 from the Apache httpd server website, http://httpd.apache.org/. To install apache2 follow the steps:

./configure

make

make install

2.4 PHP


Download PHP-4.4.2 from http://www.php.net. Extract the source code to a directory under /usr/local/src and follow the steps:

cd /usr/local/src

gunzip php-4.4.2.tar.gz

tar –xvf php-4.4.2.tar

rm –f php-4.4.2.tar

cd php-4.4.2

Then configure PHP using the following commands:

./configure --with-mysql --with-apxs2 =/usr/local/apache2/bin/apxs 

--with-gd --with-zlib

make

make install

After the installation we edit the httpd.conf file (/usr/local/apache2/conf/httpd.conf) with our text editor. We add the following line to httpd.conf.

Include conf.d/*.conf

This allows us to create a specific configuration file for each module that we install, for instance php.conf. Now, we create a directory in our apache directory called conf.d.

mkdir /usr/local/apache2/conf.d

cd /usr/local/apache2/conf.d

We make a file called php.conf located at /usr/local/apache2/conf.d/php.conf with the following contents:

# PHP Configuration for Apache

#

# Load the apache module

#

LoadModule php4_module modules/libphp4.so

#

# Cause the PHP interpreter handle files with a .php extension.

#

<Files *.php>

SetOutputFilter PHP

SetInputFilter PHP

LimitRequestBody 9524288

</Files>

AddType application/x-httpd-php .php

AddType application/x-httpd-php-source .phps

#

# Add index.php to the list of files that will be served as directory

# indexes.

#

DirectoryIndex index.php

 We could have just inserted the above in the httpd.conf file, and omit the conf.d step but this approach is a much cleaner way to do it. 
2.5 Testing PHP and Apache2

First we need to turn on and set to start the services we will need. For that we do the following:

chkconfig httpd on

chkconfig mysqld on

service httpd start

service mysqld start

To test the Apache and PHP, install the network query tool, using http://shat.net/php/nqt/nqt.php.txt. Copy the text into a file called test.php and place it in the /usr/local/apache2/htdocs directory. To start Apache, write the following command on the terminal window.

/usr/local/apache2/bin/apachectl –k start

Now open a web browser and look at the file http://IP_Address/text.php. It should look like Figure 1: 
[image: image1.emf]
Figure 1: Network Query Tool
2.6 ADOdb

ADOdb is a performance-conscious database abstraction layer for PHP. BASE requires ADOdb to talk to MySQL on the back end. First, obtain the source:

wget http://unc.dl.sourceforge.net/sourceforge/adodb/adodb460.tgz
Then unpack the source and place ADOdb in /usr/local/apache2/htdocs (where it can be accessed by BASE). 
2.7 Snort and PCRE


   Download Snort-2.4.3 from the terminal window using wget. Perform the following steps:

cd /root

mkdir snortinstall

From inside inside of the /root/snortinstall directory, type: 

wget http://www.snort.org/dl/snort-2.4.3.tar.gz
After finish downloading type:


wget http://umn.dl.sourceforge.net/sourceforge/pcre/pcre-5.0.tar.gz

In order to install PCRE perform the following steps:

tar –xvzf pcre-5.0.tar.gz

cd pcre-5.0

./configure

make

make install

In order to install Snort and setting up the Snort, perform the following steps:

tar -xvzf snort-2.3.0.tar.gz

cd snort-2.3.0

./configure --with-mysql

make

make install

groupadd snort

useradd -g snort snort

mkdir /etc/snort

mkdir /etc/snort/rules

mkdir /var/log/snort

Then from the Snort installation directory, do the following:

cd rules
cp * /etc/snort/rules

cd ../etc

cp * /etc/snort

Then we need to modify the snort.conf file which is located in /etc/snort. We need to make the following changes:

var HOME_NET 10.2.2.0/24 (make this whatever the internal network is, use CIDR. For assistance with CIDR go to http://www.oav.net/mirrors/cidr.html.
var EXTERNAL_NET !$HOME_NET (this means everything that is not the home net is external to the network)

change “var RULE_PATH ../rules” to “var RULE_PATH /etc/snort/rules”


Now we need to tell snort to log to MySQL. We go down to the output section and 
uncomment the  following line. The password we create here is needed later on when 
we set up the Snort user in mysql.

output database: log, mysql, user=snort password=snort dbname=snort host=localhost
2.8 Setting up the database in MySQL

Following are instructions for setting up the database in MySQL to be used by Snort. For the snort user, the password is what we put in the output section of the snort.conf in section 2.7.

[image: image2.emf][image: image3.emf]
Then we execute the following commands to create the tables:

Mysql –u root –p < ~/snortinstall/snort-4.3.0/schemas/create_mysql snort

Enter password: the mysql root password

Now we need to check and make sure that the Snort DB was create correctly.
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In order to start snort in IDS mode we can now use a command like the following:

snort –dev –l /var/log/snort –h 137.207.234.73/24 –c /etc/snort/snort.conf
2.9 PEAR Modules


BASE documentation also recommends installing several PEAR modules. PEAR, the PHP Extension and Application Repository, is installed as part of PHP and is to PHP what CPAN is to Perl. If PEAR::Image_Graph is not already installed, we can obtain it by running the following commands:

/usr/local/php/bin/pear install Image_Color

/usr/local/php/bin/pear install Log

/usr/local/php/bin/pear install Numbers_Roman

/usr/local/php/bin/pear install http://pear.php.net/get/Numbers_Words-0.13.1.tgz

/usr/local/php/bin/pear install http://pear.php.net/get/Image_Graph-0.3.0dev4.tgz

3. Installing and Configuring BASE
3.1 Downloading and Installing BASE

To install BASE, first we go to our snort download directory. Then type “ym install php-gd”. This will install gd for proper graphing in BASE. This will ask for the following, choose Y.

[image: image7.emf]
Then do cd /root/snortinstall download JPGraph by typing:

wget http://www.aditus.nu/jpgraph/downloads/jpgraph-1.20.3.tar.gz

and download BASE by typing:

wget http://umn.dl.sourceforge.net/sourceforge/secureideas/base-1.2.tar.gz
To install JPGraph we go to the download directory and do the following:

cp jpgraph-1.16.tar.gz /var/www/html

cd /var/www/html

tar –xvzf jpgraph-1.20.3.tar.gz

rm –rf jpgraph-1.20.3.tar.gz

cd jpgraph-1.20.3
rm -rf README

rm -rf QPL.txt

3.2 Configuring BASE


To configure BASE, we go to our download directory and do the following:

cp base-1.2.tar.gz /var/www/html/

cd /var/www/html

tar –xvzf base-1.2.tar.gz

rm –rf base-1.2.tar.gz

cd /var/www/html/base/

cp base_conf.php.dist base_conf.php
cd\

cp /var/www/html/base-1.2 /usr/local/apache2/htdocs/

Then we edit the “base_conf.php” file in /usr/local/apache2/htdocs/ and insert the following perimeters:

$BASE_urlpath = "/base";

$DBlib_path = "/usr/local/apache2/htdocs/adodb";

$DBtype = "mysql";

$alert_dbname = "snort";

$alert_host = "localhost";

$alert_port = "";

$alert_user = "snort";

$alert_password = "password_from_snort_conf";

$archive_dbname = "snort";

$archive_host = "localhost";

$archive_port = "";

$archive_user = "snort";

$archive_password = " password_from_snort_conf ";

$ChartLib_path = "/var/www/html/jpgraph-1.20.3/src";

Now we should have a functional BASE ready to use. Open a web browser and if the browser is on the localhost, type http://localhost/base-1.2 or if the browser is on another machine type http://IP_Address/base-1.2 to begin using the GUI to view and manage alerts. The page we see is as below (Figure 2):
[image: image8.emf]
Figure 2

Then click on the “setup page” link and click on the “setup AG button” on the resulting page. Then the next page will look like Figure 3:

[image: image9.emf]
Figure 3

Then click the main page on the bottom and it will bring up the following page (Figure 4):

[image: image10.emf]
Figure 4: BASE Main Page
4. Using BASE


BASE can search and process databases containing security events logged by assorted network monitoring tools such as firewalls and IDS programs. BASE is written in the PHP programming language and displays information from a database in a user friendly web front end. When used with Snort, BASE reads both tcpdump binary log formats and Snort alert formats. Once data is logged and processed, BASE has the ability to graphically display both layer-3 and layer-4 packet information. It also generates graphs and statistics based on time, sensor, signature, protocol, IP address, TCP/UDP port, or classification. 

The current version of BASE is 1.2. The current BASE search interface can query based on alert meta information such as sensor, alert group, signature, classification, and detection time, as well as packet data such as source/destination addresses, ports, packet payload, or packet flags. BASE also allows for the easy management of alert data. The administrator can categorize data into alert groups, delete false positives or previously handled alerts, and archive and export alert data to an email address for administrative notification or further processing. Support for user logins and roles, allowing an administrator to control what is seen through the web interface, is also expected in the upcoming release of BASE. 

In our Snort IDS, Snort logs alert data to a MySQL database which is then read by BASE and displayed via an Apache web server. BASE also supports other database back ends and can display information via any web server that supports PHP.

4.1
Navigating the Main Screen
Once we log in, the main page shows a summary of currently logged alerts as well as various alert summary breakdowns and links to graphs (Figure 4). Drilling down into any of the summaries will present a list of events. Depending on the list, it is possible to drill further down and gain more details. For example, following the link Today's alerts: unique, brings up a new screen with a summary of alerts which begin at the previous midnight. A link labeled snort, located to the left of each signature, attempts to connect to the signature database at http://www.snort.org/ to provide more detailed information about that particular signature.

Drilling down on a source or destination IP address on any of the screens brings up a summary that includes how many times that IP was logged as a source or destination address. It also indicates the first and last time the IP was logged. Additionally, the summary page contains links to external web-based tools that provide DNS and Whois lookup services. Also, drilling down on the source or destination port's links will display a summary of ports, number of occurrences, time first seen and time last seen. Each listed port number is a hyperlink to the SANS Internet Storm Center (http://isc.sans.org/) for that port number.
4.2 Creating Alert Groups

Alert groups can be created to group event information into user-defined categories for easy perusal. In order to create a new alert group or modify existing groups, click on the Alert Group Maintenance link at the bottom of the main page. Then, click the Create link and fill out the name and description fields for the new group. For this example, we create an alert group named test2 based on an alert signature. To do so, we return to the main page and select the Unique alerts link, then decide to use the signature named IIS UNICODE CODEPOINT ENCODING.


We check the box next to that signature, and then scroll to Action box at the bottom of the page. From the drop down menu labeled {action} select the option to ADD to AG by Name, type in test2, and click on the Selected button. Returning to the Alert Group Maintenance screen we can now see that the group test2 shows two alerts.

4.3
The Search Function
BASE has a search function that can be used to quickly search through the database for certain criteria and present it in an ordered fashion. The allowable search criteria include Alert Group, Signature, and Alert Time. The results can be ordered by timestamp, signature, source IP, or destination IP. Unfortunately, there is no option to use an IP address as one of the criteria.
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Figure 5: Search Function in BASE
4.4     Generating Graph


Graphs can be created from Alert Data or Alert Detection Time. The Alert Data can be graphed and charted based on a variety of options to create easily readable reports. Figure 6 shows a screen shot of a simple pie chart and Figure 7 shows a bar graph based on Alert Detection Time which can be used to identify periods of heavy activity. These charts and graphs can be very useful for system administrators to visually pinpoint periods of attaches. The images created by BASE are also a valuable resource for inclusion in managerial reports and presentations dealing with site security.
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Figure 6: Pie Graph of Time vs. Number of Alerts
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Figure 7: Bar Graph of Time vs. Number of Alerts

5. Testing IDS 

5.1 Using CommView to Generate Packets

              CommView is a Network packet generator tool that helps us generate customized packets. To test our IDS system, we create TCP/UDP/ICMP packets which do not conform to the normal safe packets and send them to IDS system over the network. The packets should be captured by IDS and alerts should be issued as these are packets that could be malicious according to the rules that we have defined beforehand.

To download CommView, we go to http://www.tamos.com/download/main/ and select the CommView version for Windows. We install the software in our C:\program files path. 

To begin our packet generation, we go to start – programs – CommView. We are presented with a window as shown in figure 8. 
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Figure 8: CommView – Main page
We select the ‘packet generator’ icon on the tool bar. We are presented with a screen as shown in figure 9.
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                                   Figure 9: CommView - Packet Generator Tool
5.2 Snort Signatures

Ten specific snort signature packets were generated and tested with the IDS system as follows. We provide the CommView packet generator tool with the appropriate values for all the parameters. Some of the common parameters for all the packets are:
· Destination and Source MAC address are MAC address of IDS system and the system where we generate the packets respectively. 

· The Ethernet type is IP (2048)

· IP version = 4

· Header length of IP = 20 bytes

· Type of service = 0

· Destination and Source IP address are 137.207.234.73 and 137.207.234.76 respectively.

(1)SID – 222 [“DDOS tfn2k ICMP possible communication”]
This event is generated when ICMP traffic is sent between Tribe Flood Network 2000 (TFN2K) hosts. When TFN2K hosts communicate using ICMP, they may use an ICMP echo reply with an ICMP identification number of 0 and with a sequence of A's in the payload.  One explanation of such packets being transmitted in the network could be an attempt to ‘DoS – Denial of Service’ attack against the destination host.
To generate this packet, we make an ICMP packet with ID=0, IType=0, content = ‘AAAAAAAAAA’. As seen in the figure 10, we provide the CommView packet generator tool with the appropriate values for all the parameters. We give any finite value to the sequence number (e.g. 256) as shown in figure 10.After entering all the parameters we use the summation tool to calculate the checksum.
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         Figure 10: Packet SID – 222 [“DDOS tfn2k ICMP possible communication”]
When we send this packet to the IDS system, BASE depicts the ICMP traffic on the screen as shown in figure 11.
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          Figure 11: Packet SID – 222: BASE depiction of ICMP traffic
When we use the ‘Unique Alerts’ button on the screen we see the alert/s created and written into the database MySQL caused by the IDS system and displayed by BASE.
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          Figure 12: Packet SID – 222: BASE depiction of Alert

(2)SID – 504 [“MISC source port 53 to 1024”]
This event is generated when possible non-legitimate traffic is detected by the IDS (e.g. Snort system).This can be used to pass through a poorly configured firewall. Traffic from TCP port 53 is used by DNS servers for zone transfers. Normal DNS traffic uses the UDP protocol.  An attacker could use a TCP source port of 53 to pass through a poorly configured firewall.  DNS traffic from port 53 using either UDP or TCP should be to a port above 1023.An attacker could use a source port of 53 for TCP connections to bypass a poorly configured firewall. 
To generate this packet, we make a TCP packet with source port 53 to 1024 with SYN flag set. We set the header length to 5 as we have no options in the TCP packet and calculate the checksum after entering all the values as shown in the figure 13.
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                          Figure 13: Packet SID – 504 [“MISC source port 53 to 1024”]

When we send this packet to the IDS system, BASE depicts the alert on the screen as shown in figure 14.
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Figure 14: Packet SID – 504: BASE depiction of Alert
In MySQL, the alerts are stored in the table ‘signature’ as shown in figure 14.
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Figure 14: Packet SID – 504: MySQL depiction of Alert

(3)SID – 521 [“MISC large UDP packet”]
This event is generated when overly large UDP packets are detected by the IDS (e.g. Snort system). In normal scenarios UDP packet payloads are typically smaller than 4000 bytes since UDP protocol is intended to be used for the transmission of smaller payloads. One possible explanation of payload more than 4000 bytes could be an attempted ‘DoS – Denial of Service’ attack against the destination host.

To generate this packet, we make a UDP packet with data size larger than the data size defined in the rule in IDS system. In our instance, we made data size larger than 500 as shown in the figure 15.
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Figure 15: Packet SID – 521 [“MISC large UDP packet”]
When we send this packet to the IDS system, BASE depicts the alert on the screen as shown in figure 16.
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                                Figure 16: Packet SID – 521: BASE depiction of Alert

     In MySQL, the alerts are stored in the table ‘signature’ as shown in figure 17.
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Figure 17: Packet SID – 521: MySQL depiction of Alert

(4)SID – 522 [“MISC Tiny Fragments”]
This event is generated when dubiously small IPv4 fragment is detected by the IDS (e.g. Snort system). In normal scenarios a router connecting different networks that have different MTU can fragment packets to ensure transmission of relatively larger packets through a network of smaller MTU. Firewalls may be susceptible to fragmented TCP or UDP headers, allowing traffic which should have been filtered to pass through. Any IDS/firewall lacking proper IPv4 fragment reassembly could be affected by such attacks.

An attacker may pass a fragment containing a TCP/UDP header which is allowed to pass through a firewall, and then follow this up with a fragment which overwrites the previous headers, but is allowed due to poor connection tracking.
When we send this packet to the IDS system, BASE depicts the alert on the screen as shown in figure 18.
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Figure 18: Packet SID – 522: BASE depiction of Alert

In MySQL, the alerts are stored in the table ‘signature’ as shown in figure 19.
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Figure 19: Packet SID – 522: MySQL depiction of Alert

(5)SID – 523 [“BAD TRAFFIC IP Reserved bit set”]
This event is generated when packets on the network that have the reserved bit set are detected by the IDS (e.g. Snort system). In normal scenarios packets do not use the IP Reserved bit. One explanation for the scenario could be that an attacker is trying to instigate covert channel communications. It may be an indication of unauthorized network use, reconnaissance activity or system compromise.

To generate this packet, we make a IP packet with reserved bit ‘R’ set to 1 as shown in the figure 20.
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Figure 20: Packet SID – 523 [“BAD TRAFFIC IP Reserved bit set”]
When we send this packet to the IDS system, BASE depicts the alert on the screen as shown in figure 21.
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Figure 21: Packet SID – 523: BASE depiction of Alert

(6)SID – 524 [“BAD TRAFFIC TCP port 0 traffic”]
This event is generated when TCP packets with destination port field ‘0’ is detected by the IDS (e.g. Snort system). In normal scenarios TCP packets are not destined to port ‘0’. It may be an indication of unauthorized network use, reconnaissance activity or system compromise. The attacker could send TCP packets to port 0 on the destination host. This anomaly may be the result of an attacker trying to verify the existence of a host at a particular address which is listening to requests as a prelude to an attack.

To generate this packet, we make a TCP packet with destination port ‘0’ as shown in the figure 22.
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Figure 22: Packet SID – 524 [“BAD TRAFFIC TCP port 0 traffic”]
(7)SID – 525 [“BAD TRAFFIC UDP port 0 traffic”]
This event is generated when UDP packets with destination port field ‘0’ is detected by the IDS (e.g. Snort system). In normal scenarios TCP packets are not destined to port ‘0’. Certain versions of Checkpoints Firewall 1 are subject to ‘denial of service’ attacks when UDP packets to port ‘0’ are sent via VPN1. The attacker could send UDP packets to port 0 on the destination host.This anomaly may be the result of an attacker trying to verify the existence of a host at a particular address which is listening to requests as a prelude to an attack. There may be a possible reconnaissance.

To generate this packet, we make a UDP packet with destination port ‘0’ as shown in the figure 23.
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Figure 23: Packet SID – 525 [“BAD TRAFFIC UDP port 0 traffic”]
     When we send this packet to the IDS system, BASE depicts the alert on the screen as shown in figure 24.
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Figure 24: Packet SID – 525: BASE depiction of Alert

(8)SID – 526 [“BAD TRAFFIC data in TCP SYN packet”]
This event is generated when TCP packets with SYN flag set that have anomalous data sizes are detected by the IDS (e.g. Snort system). In normal scenarios TCP packets that contain the SYN flag set are intended to request for a connection establishment with destination host. They do not contain data in the normal scenarios. These packets are exchanged between hosts to synchronize the data sequence numbers in a transaction. A SYN packet with data size larger than 6 bytes may be an indication of DoS attack or an attempt to evade IDS. 
To generate this packet, we make a TCP packet with SYN flat set and data size greater than 6 bytes. After calculating the checksum the packet is as shown in the figure 25.
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Figure 25: Packet SID – 526 [“BAD TRAFFIC data in TCP SYN packet”]
When we send this packet to the IDS system, BASE depicts the alert on the screen as shown in figure 26.
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Figure 26: Packet SID – 526: BASE depiction of Alert
In MySQL, the alerts are stored in the table ‘signature’ as shown in figure 27.
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Figure 27: Packet SID – 526: MySQL depiction of Alert

(9)SID – 527 [“BAD TRAFFIC same SRC/DST”]
his event is generated when TCP packets with the same source IP and destination IP are detected by the IDS (e.g. Snort system). In normal scenarios TCP packets do not have the same source and destination port unless it is a loopback packet. 

Some TCP/IP stacks hang or crash with attacked by a TCP packet with SYN flag set with the same source and destination IP. Some destination hosts may temporarily hang or completely crash under the circumstances. The attacker could send TCP packets with a spoofed source IP, in this case the IP of destination host. 

To generate this packet, we make a TCP packet with the IP address of IDS system as source and destination IP address. After calculating the checksum the packet is as shown in the figure 28.
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Figure 28: Packet SID – 527 [“BAD TRAFFIC same SRC/DST”]
        In MySQL, the alerts are stored in the table ‘signature’ as shown in figure 29.
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Figure 29: Packet SID – 527: MySQL depiction of Alert

(10)SID – 528 [“BAD TRAFFIC loopback traffic”]
This event is generated when loopback are detected by the IDS (e.g. Snort system). In normal scenarios loopback packets destined to the localhost should be detected only on the loopback interface called lo0. It may be an indication of unauthorized network use, reconnaissance activity or system compromise. The attacker could send TCP packets with a spoofed source IP, in this case the 127.20.0.0/8.

To generate this packet, we create a TCP packet with source IP as 127.0.0.0 and destination IP as the IP of IDS system as shown in the figure 30.
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Figure 30: Packet SID – 528 [“BAD TRAFFIC loopback traffic”]
     When we send this packet to the IDS system, BASE depicts the alert on the screen as shown in figure 31.
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Figure 31: Packet SID – 528: BASE depiction of Alert

In MySQL, the alerts are stored in the table ‘signature’ as shown in figure 34.
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Figure 32: Packet SID – 528: MySQL depiction of Alert

6. Conclusion

We have been able to successfully implement our IDS system to test ten specific signatures. 
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