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1 Introduction

Spybot Search & Destroy (Spybot S&D) is a tool that can help an Internet user to
detect and remove spyware from the user system. Spyware is a general term for a
program that surreptitiously monitors an Internet user’s actions [1]. It is a technology that
assists in gathering information about a person or organization without their knowledge.
On the Internet, "spyware is programming that is put in someone's computer to secretly
gather information about the user and relay it to advertisers or other interested parties"[2].
Now a day, just about every Internet user has had to deal with spyware. It is a serious
security and privacy risk. It also degrades system performance by stealing the computer's
memory resources and also by eating bandwidth as it sends information back to the

spyware's home base via the user's Internet connection.

There are a number of tools available that can be used to help protecting a system
from spyware including Spybot S&D, Ad-Aware SE etc. This report describes spyware
protection using Spybot S&D, which is free to download from the Internet. The rest of this

report is organized as follows:

Section 2 describes the downloading, installation and running of Spybot S&D.
section 3 describes the details of different features and capabilities of Spybot S&D as it is

explored for the purpose of this project. The report concludes with a summary in section 4.



2 Spybot S&D

This section describes some features of Spybot-S&D along with the system

requirement, downloading and installation of it in windows environment.

2.1 Preview
Spybot - S&D is a tool that can detect and remove different kinds spyware from a
computer. It is free and easy to use. A user can use it to see if something snooped into

his/her computer.

Spybot-S&D can start in two modes: easy mode for new users who want just the
basic features, and advanced mode for professional users and those who want more

control. Both modes are available in the free version. [3]

Default Advanced

Feature mode mode

Removal of adware and spyware,
Removal of dialers

Removal of keyloggers Yes Yes
Removal of trojans and other baddies
Removal of usage tracks

User-extendable database Yes Yes
Save removal of threats by shredding them Yes Yes
Backups of every removed problem Yes Yes
Exclude option to ignore specific problems Yes (1) Yes

Permanent blocking of threatening ActiveX downloads
Permanent blocking of known tracking cookies for IE Yes Yes
Permanent blocking of threating downloads in IE

Command line parameters to automate tasks Yes Yes
Number of targets > 600 > 600
Number of detection files and entries > 10000 > 10000
Detailed information about problems found Yes Yes
Strict criteria to define targets Yes Yes

Integrated update function
Weekly updates Yes Yes
Update notification by mail

Free email & forum support Yes Yes
Settings to automate scan, removal and update No Yes
System reports to locate even unknown threats No Yes
Skins to adjust interface to the users liking No Yes

(1) Can only be undone in advanced mode
(2) Planned for the near future

Table 1 Features of Spybot S&D in easy and advanced mode [3]



2.2 Supported Operating Systems

Following table 2 summarizes the OS requirement for Spybot-S&D.

Operating system Supported
Windows 95 Winsock update necessary
Windows 98 Fully functional
Windows ME Fully functional
Windows NT Some functions need administrator rights
Windows 2000 Some functions need administrator rights
Windows XP Some functions need administrator rights

(XP accounts have those rights by default)

Windows XP AMD64 Some functions need administrator rights
(XP accounts have those rights by default)
(no problems found, but still in testing)

Windows 2003 Some functions need administrator rights
(no problems found, still in testing)

Mac OS Not supported
Mac OS X Not supported
Linux/Unix Not supported

Table 2 Operating Systems supported by Spybot S&D [4]

2.3 Downloading Spybot S&D
The Spybot S&D can be downloaded from using the following link: http://www.safer-

networking.org/en/download/index.html. The download is free. For the purpose of this

project, Spybot-S&D, version 1.3 has been used.

2.4 Installing Spybot S&D

The downloaded installation file is named as spybotsd13.exe. To install Spybot-
S&D, this file has to be run. Once started, the installation program first prompts for the
selection of setup language (Fig. 1) and upon selection, the set up screen appears (Fig.
2). Clicking on the next button in set up screen (Fig. 2) brings the license agreement
screen and upon accepting the agreement, the setup continues with the screen for
selecting the location of the installation (Fig. 3) followed by the screen for selecting the
components (Fig. 4) for the installation. In the similar way, the set up continues by
displaying the screens for selecting the start menu folder and additional tasks options. To
use the default values for all these setting, a user can keep on clicking on the “next” button

provided with each screen.



Select Setup Language E

Select the language to use during the installation;

Englizh W
Deutzch

Francais
Italiano
Mederlands

Fig. 1 Choosing setup language

i?g’ Setup, - Spybot - Search & Destroy

Select Destination Location
Where should Spybat - Search & Destroy be installed?

_,) Setup will install Spubat - Search & Destroy into the following folder.

To continue, click Nest. If vou would like to select a different folder, click Browse.

At leazt 8.9 MB of free dizk space iz required.

' C:\Program FileshSpubot - Search & Destro

[ < Back “ ext > ][ Cancel ]

e Setup - Spybot - Search & Destroy.

Welcome to the Spybot - Search &
Destroy Setup Wizard

This will install Spybot - Search & Destroy 1.3 on pour computer,

[t iz recommended that you cloze all other applications befare
continuing.

Click Newt to continue, or Cancel to exit Setup.

Fig. 2 Set up screen of Spybot S&D

i%’ Setup - Spybot - Search & Destroy

5elect Components
‘w'hich components should be installed?

Select the components you want to install; clear the compaonents you do not want to
inztall. Click Mext when you are ready to continue.

Custom installation v

Full installation
Fullinstallation for blind uzers
Compact installation [no additional languages

installation
|| Skinz to change appearance 0.3 MB

Current selection requires at least 8.9 MB of disk space.

[ ¢ Back H Mext > l[ Cancel

Fig 3 Selecting the location of installation

Fig. 4 Selecting Components

Once the setup program finishes gathering all these information, the installation

begins and the Spybot-S&D program is installed into the system. After finishing the

installation, an icon named Spybot - Search & Destroy appears on the desktop and in the
start menu. Clicking on this button starts the Spybot-S&D.

2.5 Running Spybot S&D

After installation, the Spybot-S&D can be started by clicking on the icon named as

Spybot - Search & Destroy (by default) that appears on the desktop. Clicking on the entry

with the same name that appears in the program group where the software has been
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installed can also start it. While started, the program provides a Graphical User Interface
(GUI) that is shown as screenshot in fig. 5. This GUI provides access to the different

functionalities of Spybot-S&D as well as to the expert setting of the program.

A tutorial on installation and execution of Spybot-S&D can be found in

http://www.safer-networking.org/en/tutorial/index.html.

IE Spybot - Search & Destroy
File Mode Language Help

= Spybot-S5D /= Spybot - Search & Destroy 1.3

,_ U=e thiz button to start zcanning pour spstem for spyware and
f‘j Check far prablems all other threats detected by Spybot - Search & Dezstroy,

= U=e thiz button if you notice zome problems that have occurred
@ Recaovery during a recent removal of problems, and you want to undo
zome changes.

Thig iz wery imporkant: it iz recommended to update the
g Search for Updates detections at least once a week!

If pou remowve advertizement robatz with this program, pou may not be allowed to continue wzing
their hozt programs. Read their icenze agreements for further information.

Fig 5 Spybot-S&D — the start up GUI



3 Exploring Spybot S&D

For the purpose of this project, Spybot-S&D, version 1.3 has been used. The
program was explored using a system with Pentium-4 processor and windows platform.
During the exploration, the system was connected to the Internet through bell simpatico
modem using Ethernet card. All screenshots presented here is the result of the program
execution on this system. Some features of the program are described using the content of
the help files integrated with it.

3.1 The Running Of Spybot S&D For The First Time
When Spybot S&D is started for the first time in a computer system, it goes through
some settings. First it asks the user with an option for creating a back up of the registry so

that it can be used to restore the system to the original state, if desired (fig. 6).

ISy Spybot - Search & Destroy = JIE3)I><]

File Mode Language Help
i —
= Spubot-S&0 o= Spybot- Search & Destroy 1.3
— Spybot-S&D Wizard stected
) i
) Check for problems |
. “You can now create a complete backup of wour registow. T his is not
mecessan, but can provide useful. Should spyware destroy some of wour
@ [= PV, original zeftings. Spwbot-S&0 may be able to restare them from this
- backup.
- a
g Search for Updates
IF wou remowe adwertisement robots Read
their license agresments For Further [ Create registry backup ]
@ nen

File Mode Language Help

:E' Spybot-S&D Spybot - Search & Destroy 1.3 Spybot-Sa&D Wizard

Before vou start your firgt =can, for your oven zafety it iz strongly
zuggested that pvou look for updated files and download theml! Just click

== Usze this button ta st the buttan below to go to the updates page and let the program search if
e ! Check for problems - Search & Destroy. new updates exist.
_— Usze this button if yor
w Becowvemny problems. and pou

[ Search for updates ]

This is wery importa
e, Search for Updates
=

Driownload all available updates

If you remove advertisement robots with thiz program, eof
license agreements for further information.

Updat,

@ Hext

Fig. 7 The first run — Checking for updates



Clicking on “Next” provides the user with an option for checking and downloading
updates from the web (fig. 7). Clicking on “Next” in there provides the user with an option
for immunization of the system (fig. 8). And another “Next” provides the user with an option

for reading the help files, read tutorial or start using the program (fig. 9).

=g Spybot - Search & Destroy I;IIEIIZI
File Mode Language Help
| = SpphotSiD i = Spybot - Search & Destroy 1.3 Spybot-S&D Wizard

Mo that you are up-to-date. it iz recommended that you apply some
. bazic Immunization. Just click the button below to do this, If wou do niot
— Use this button to st wwant ba imrnunize at this point, you can do this any later time by clicking

” Lheck for problems - Search & Destrop. o lrrnurize in the program toolbar at the left

Usze thiz buttor if po
problems, and pou

[ @ Recovery

This is wery importal
e Search for Updates
=

If »ou remove adwvertizement roboks with this program, »of
license agresments for further information.

[ Imrmunize this system J

| B[]
Ie Mode Language

| =1 Spybot-saD

Spybot-S&D Wizard

Allintial =ettings have been done. For more information. it is
U this BUEE ey recommended pou read the help file. After that, vou can start using

= =& this buttan to s S pubob-S &0
[ /'_3 Check for problems ] - Search & Destroy EC2L

Use thiz buttarn if yol

[ @ Becoven } problems. and you

Thiz iz wery importal [ BEaditiiterisl J
e Search for Updates
= [ Fiead help file ]
If you remove advertisement roboks with this program. yol
licenze agreements for further information. [ = - 5 J
tart uzing the program

= =1/E3]
File Mode

| = spubot-san - ) T
= -
- Frint  Options

Contents | Inclem= || §ear|:h|
BEL: = co- I
@ License

@ Ee= [ Tutarial

@ |nformation
e Search f
=

& Settings

0 Search & Destrow

@& Online

@ Tools

& Dictionarn,

@ Frequently asked questions
@ Command line parameters

If you remove adwvel
license agreements

EEEEEBEEE

Fig. 10 The first run — Read help file



Clicking on Read tutorial button and Read help file button pop ups respective help
pages (Read help is shown in fig. 10). Clicking on “start using the program” button will
provide the default GUI for the program as shown in fig. 5.

3.2 Scanning The System With Spybot-S&D
The scan screen of Spybot-S&D is shown in fig. 11. If not present, clicking on
Search & Destroy button on the left frame will make the scan screen to appear on the right

frame.

Clicking on “Check for problems” button (fig. 11) starts scanning the system for
possible threats. Clicking on this button changes the appearance of the scan screen; and
the new appearance is shown in fig. 12. At the bottom of this window, the status bar
indicates the progress of the scan process [12-1]. User can stop the scan at any point by
pressing the “Stop check” button (fig. 12-2), which causes the program to abort the scan

and displays the message (fig. 13).

IFg Spybot - Search & Destroy
File Mode Language Help

=l Spybot-S&D ’ Search & Destroy

for problems and remowe them.

Y g . \
e ! Check for problermns == Frint @__/I Help

This iz the main scan page of Spybot-5&0. Here pou scan pour zystem [M'Check for
problems'" button] and fix any problerms that were found ['Fiz selected problems""
button]. Hint: if pou haven't done =0 pet. we recommend pou read the tutarial [zee
Help menu] to learn how to deal with the scan results.

Hide this information

Problerm

Fig. 11 The scan screen

If the scan has found something, it will be shown in a list (fig. 12-3). Different colors
are used in the list to indicate different types of risks:

¢ Red entries indicate spyware.

o Black entries are system internals.

e Green entries indicate usage tracks.
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"E’ Spybot - Search & Destroy

File Mode Langusge Help
=1 S pybhot-S&D

= Search & Destroy
can for problems and remose thenn.

D Stop check EF-MM :ﬁ; Pt §gd) Help

— A
|‘L ' Thes is the man scan page of Spybot-5801. Here you scan your spstem [M"Theck
o foi pooblams"" bution] and fix amng peoblems thal were found ['Fix selscted
** buitom). Hinkt if wou havent done so wet. we recommerd vou read the
boasl [ses Heldy era] bo beann hiowe bo desl with he scan esods
Hicde= this infonmabion
| Froblen
= DSO E=xplot

K3
¥ . . 1

7
£
3.
o
g
]
ey
i
=)
=
A
m
=
o
B
z
o
[
g

File Mode Language Help
=l Spybot-S&D

Search & Destroy

blems and rem > them.

p Check for problems @ Fix zelected problems ,.;"?;: Printk 9/‘] Help

F
1‘!\ i Thiz iz the main scan page of Spybot-S&D. Here pou scan vour system [M'Check
T for problems'" button] and fix any problems that were found ['Fi= selected
problems"" button]. Hint: if you hawven't done =o yet. we recommend pou read the
tutorial [see Help menu] ta learn howe to deal with the scan results.
Hide this information
Froblem

User abort!
Scan was not completed successfully.

| A

I1T] I >

Scan aborted by user,

Fig. 13 User aborted the scan

Spybot - Search & Destroy
File Pkode Language Help
= Spwbot-SED = Search & Destrow

r K ol rerm e therm.

- i .
— Check for problems Fi= s=elected problems == Frint @ Help
=
1||'l i Thiz iz the main scan page of Spybot-S&0. Here pou scan your spstem ['Checlk
S for problems'" button] and fix any problems that were found [''Fiz selected
problems"" buttan). Hint: if you hawven't done o pet, we recommend pou read the
tutorial [see Help menu] to learn howe to deal with the scan results.
Hide this information
Froblem
= DS0O Exploit -~

[rata source object explait
HEEY"_USERSYS-1-5-18%5 aoftwaresklicrozoft*»indows“Currentersionslnternet Se

[rata source object explait
HEEY_USERS%5-1-5-21-3641 20037 7-492725382-5895287527 3101 05 oftwearekicr

D ata source object explait el
T} 1| >

9 problems found [02:03]

Fig. 14 Viewing the list




Clicking on the group in the list displays all entries found by the scan (fig. 14-2). The
total number of problem found is also displayed at the bottom of the screen (fig. 14-1).
Selecting an item from the list (fig. 15-1) displays a description of that product (fig. 15-2).

= Spybot - Search & Destroy [-_ ”-I:I ||'>< |
File Mode Language Help
= Spybot-SE&ED

arch & Destroy

for problems and remowe them.

)/__:‘-' Check for problems @ Fix selected problems ..::;'g Print @/l Help

==,
b
1'!\ | Thisz is the main =can page of Spubot-S&0D. Here pou zcan your sypstem [V'Checlk
A for problems'* button] and fix any problems that were found [FFis selected
\ problems"" button]. Hint: if »ou haven't done so wet. vwe recommend vou read the
tutorial [=ee Help mienu] to learn hiowe ta deal with the =can results.
L——
7 ./ 1 Hide thiz information /
Froblem - Company: Microsoft -~
= DSO Exploit s Product: Internet Explorer i
- — T hreat: Security hole
D ata =ource abject explait
HEEY_USERSS-1-5-18%5oftwarettdic ™ Company URL: LN
D ata =ource object explait ELD':;::;S:L:&DEEEE?:TE_
HEEY_LISERSAS-1-5-21-3647 200377 -4 hittpe A A vy mnicrosoft. comSwindowvesSie
— D ata source object exploit | 2 _
& - Company privacy UFlL:_ . =
> = [ PR T S S -

2 proablems Found (O1:15)

Fig. 15 Description of product

The problems that a user wants to fix are selected by clicking the checkbox before
it. More selection options are available in the context menu that appears when a user right
clicks on a problem (fig. 16). The context menu also allows a user to exclude single
problems or whole products from further scans.

= Spybot - Search & Destroy [-_ ||-I:| ||><|
Fil= Mode Language Help
= Spybot-5 &L

earch & Destroy

blems and remoswe them.

= & e i P :
,— Check for problems Fi= zelected prablems 5 Print @) Help

i
”\ i T hisz is the main scan page of Spubat-S&0O. Here pou zcan your sypstem [V'Check
o for problems"" button] and fis any problems that vwere found [V'Fis selected
problems"" button]. Hink: if »ou hawven't done =0 pet. we recommend vou read the
tutarial [see Help menu] to learn hows ta deal with the scan results.

Problern Company: Microsoft
Product: Internet Explorer

Threat: Security hole

|2

DS0O Exploit

Deselect all

Hide this information
D ata source abjec

HEEY ILSERSYS- Select this produck

Seloct i duct iNndovesSie
— Data source objec Slect onby IS procuc

| Deselect this produck

I

A= ferf nerenn

9 problems Found (O1:15) Exclude this detection From Further searches

Exclude this produck Fram Further searches

More details Ld

More opkions »

1 Sawve results to File. ..
E) “opyw resulks to clipboard

Fig. 16 Context menu

The results of the scan can be saved in a log file by selecting “Save results to file...”
option in the context menu (fig. 16). This will pops up the save option window as shown in

fig. 17. User can choose the location and file name to save the results.
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&Sawve results to file...

Save in: | == Loos

2 O ¥ eF F-

[£] Checks.0409z28-2208
Z] checks.040928-2258
[ £] checks.040929-0540
Z] checks.041001-1735

U

Z] Fixes.041001-1735
Z] Fixes.041006-2123
[Z] Fixes.041006-2136
[Ej SpybotsD . wWinsock lisk report

[£] Checks.041005-0545
[Z] Checks.041006-2116
[Z] Checks.041006-2119
Z] checks.041006-2135
[£] Checks.041015-2245
Z] Checks.041015-2248
£] checks.041016-0005
[Z] Checks.041016-0008
[Z] Fixes.040928-2209

[£] Fixes.040928-2255

Z] Fixes.040929-0540

I

Dezsktop

v

by Documents

¢

by Cormputer

Q File name: b | [ Save
Ay Metwark Save as type: | Textfiles R | [ Cancel
2 problems found (01:16) | |

Fig. 17 Saving scan results in file.

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY_USERS\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0\1004!=W=3

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY USERS\S-1-5-21-3641200977-492785382-595875873-1010\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Zones\0\1004!=W=3

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY_USERS\S-1-5-21-3641200977-492785382-595875873-1009\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Zones\0\1004!=W=3

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY_ USERS\S-1-5-21-3641200977-492785382-595875873-1008\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Zones\0\1004!=W=3

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY USERS\S-1-5-21-3641200977-492785382-595875873-1007\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Zones\0\1004!=W=3

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY_USERS\S-1-5-21-3641200977-492785382-595875873-1005\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Zones\0\1004!=W=3

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY_USERS\S-1-5-20\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0\1004!=W=3

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY_USERS\S-1-5-19\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0\1004!=W=3

DSO Exploit: Data source object exploit (Registry change, nothing done)
HKEY_ USERS\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0\1004!=W=3

--- Spybot - Search && Destroy version: 1.3 ---
2004-08-11 Includes\Cookies.sbi
2004-09-30 Includes\Dialer.sbi
2004-09-30 Includes\Hijackers.sbi
2004-09-30 Includes\Keyloggers.sbi
2004-05-12 Includes\LSP.sbi
2004-09-30 Includes\Malware.sbi
2004-08-11 Includes\plugin-ignore.ini
2004-08-12 Includes\Revision.sbi
2004-09-16 Includes\Security.sbi
2004-09-30 Includes\Spybots.sbi
2004-08-30 Includes\Tracks.uti
2004-09-30 Includes\Trojans.sbi

Fig 18 Copy results to clipboard and paste in a document
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The user can also copy the results in the clipboard by selecting the “Copy results to
clipboard” option in the context menu (fig. 16). This causes the results to be copied to the
clipboard and allows user to paste it into some text files or word documents. Fig. 18 shows
the results of a scan after it had been copied to the clipboard and that pasted in a word

document.

After the user done with the selection for the problems to be removed from the
computer system, he/she presses the “Fix selected problems” button to execute it (fig. 19-
1). A confirmation window appears (fig. 19-2), and upon confirmation by the user, selected
problems are removed. The bottom status bar shows the progress of the removal process.
Prior to this removal, Spybot-S&D creates a backup of selected entries so that the system

can be recovered to the original state, if required.

"E Spybot - Search & Destroy |;||E|[£|
File Mode Languags Help

= Spubot-S & |

Search & IZ:Iles‘l'rci)..-r

nfor problems and remoswe them.
[t ; P P
o Check for problems @ Fiz selected prablems e Prinit @/}- Help
ﬁ_—,\
1,L‘ _:7. Thiz i= the main scan page of Spubot-S&D. Here vou scan pour sustem ['Check
o, 3 [{=13 problems button] and fIH an_u problem: that voere found [ Fl:-c zelected
Problem
= i
: L es
:

ata source object explo
(= HKE'Y ISR Se 1 e Ea 200577

D ata source object exploit

S Spybot - Search B Destroy ) xl

= Search & Destroy

Scan for problems and remosses them

| Check fop - =t == = . Priet @) Helo

bot-SED . Here ywou scan vour system ['Check
moblenss: that wese fowsnd [M'Fix selected

ent done so webk. we recommend you resd the
to cheal wath the: scar results

Mo ndfosmation an ailabls
Drata sowrce aobject exploit i
HEEY_USERSAS-1-5-21-3641 200977 >

--------------------_--.-------------.-l-------.-.-------‘.--------.‘-'---------
9 problems Found (01:16)

Fig. 20 Fixation of problems
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After completion of the process, a confirmation window appears that indicates the
number of problems that are fixed (fig. 20). If some problems cannot be fixed during this
process for some reason (e.g. if they are still loaded and can't be terminated), Spybot-S&D
offers to run on next system start, so that the user can check and fix again before that
problem get loaded. On the other hand, if the scan does not found any problem, then that

information is displayed in the list (fig. 21).

g Spybot - Search & Destroy ['_ ||'I:I ||'>< |
File Mode Language Help i

= Spybat-S&0

- S i P /
- Checlk for problems Fi= ==lected problems == Print t_)‘/] Help

I
1'!\ it Thiz is the main scan page of Spybot-5&0. Here vou scan your spystem ['Check
. for problems="" button] and fix any problems that were found [VFis =elected
problems"" butkton]. Hink: if pou haven't done so pet, we recommend pou read the
tutarial [zee Help menu] ta learn hove o deal with the scan resulks.
Hide this information
FProblem

Congratulations!
Mo immediate threats were found.

‘A
w

D problems found [02:55])

Fig. 21 No problem found

3.3 Recovery
If a user earlier removed something (but not purged) that is required to be restored,

it can be done by using the Recovery option provided by Spybot-S&D. The Recovery
screen appears at the right side after a user click on “Recovery” button at the left tool bar
of the window (fig. 22-1). A list displays all entries that have been previously removed (and
not purged or restored) from the system (fig. 22-2).

4= Spybot - Search @& Destroy (= =1{E=

Fil= Mode Languages Help
=l Spybot-S&0

ecovYery

anges made to wou

“ oy

Thiz page lizts all the backups that Spebot-S&D created when vou fized
problems. Here pou can undo any changes in case a removal proved to be
problematic. or remowe the backups once pou are sure pou no longer need them.

Hint: right-click the list to see more selection choices.

Hide this information : l
-~

B aclkup
= =1 DS0O Exploit -~
D ata =ource object exploit
[ HEEY_USERSHNS-1-5-21-3641 20097 7F-492785382-59557557 3101 OMS oftwaretbicrosal
: Drata source object exploit
|_| HEFY 1ISFRS4YS-1-R.21-3RA1 2NNS77- A9 7RI . RaRa7RE7F 21 NNSs S afhaar ahhdicrnen 1 12
>

2 problems Found {01:1&2

Fig. 22 Recovery screen
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The entries that a user wants to restore are selected by clicking the checkbox
before it. More selection options are available in the context menu that appears when a
user right clicks on an entry (fig. 23). The context menu also allows a user to select a

single item or whole products for restoration.

After the selection of the items, clicking on the button named as “Recover selected
items” restored them (fig. 22-3). On clicking that button, a confirmation dialogue box
appears (fig. 24) and upon confirmation by the user, the selected items are restored.

/& Spybot - Search & Destroy

File Mode Language Help
=l Spybot-S&D

made to wour swstem bw Spwhot-500.

@ Recover selected items x Purge selected items @) Help

This page liztz all the backups that Spubot-5 &0 created when pou fiked
problems. Here you can undo any changes in case a remowal proved ta be
problematic. or remove the backups once vou are sure yvou no longer need

them. Hint: right-click the list o see more zelection choices.

Hide this information

E aclkup
E' DS0O Exploit

[rata =ource object exploit
[0 HEEY_USERSMS-1-5-1 845 aftwareibicrosoftowindaws s Currenty ersion sl nternet S ett

? il
Setting= E41 20097 Deseleck all

Tools D ata source object exploit i Select only Ehis produck =
. HCES LISERSLE J_B 2 e Al 2000 . Sel=ck all ikems older Ehan 30 days S
Info & License
] leck this produck
7 problems Found (01 : 3557
Fig. 23 Recovery context menu
= = ]53<]

Recovery
Restore changes ma<e o wour system by Spylhot-S0.

Confirmation

- wou are about Eo undo the chameges that Spybob-S8D has mads. Do wou want bo continus™
- )

[ Wes ] [ = ]

B sk
= [F] DSO Explait

D ata source object exploil =]
. HEEY_USERSYS.1-5.18S oftvearatMicrosofthwindowes Moumenby ersiceil nkernet Setting

O ats source cbjeck ol
-] HEEY_USERSNS 1—5 21 35—41 2O0FFF- 432 7E5352-59587 557 31071005 of weare Sdicros ol

D st s source objpect eaploit H
M1 hkew lc.lfﬂl:."\\.q SR 2RAT mncu??_g?a7m:m_ﬁqﬁn?ﬁn?11 MRS S A b .:lrﬂ‘\.lu‘wﬁlzrﬂi i
>

9 problerrs Found (01:15)

Fig. 24 Confirmation for the restoration of selected items

On the other hand, if the user decides to purge the selected items permanently from
the system he/she does it by clicking on the button labeled as “Purge selected items” (fig.
22-4). A similar confirmation dialogue box appears (fig. 25) and upon confirmation from the

user, the selected items are permanently purged from the system.
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= Spybot - Search @& Destroy

Modes

= Spybot-S&D

-> “ou are about o remowe the backups that Spybot-52:0 did create. Do wou wank Eo conkinue?
N )

L s J [ [ L= ]
Eackup =
DS0O Exploit el
=& =L

= H D ata source object explait 1
£ HEEY_USERSYS-1-5-21-2641200977-432723603222-595375237 21010 oftware\.Mlcrosol
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H HEEY_USERSYS-1-5-21 3841 20097 7-492735382-5958375587 32-1 009455 oftvearetbicrozol

D ata zource object exploit
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| Il >

9 problems Ffound (OzZ:29%

Fig. 25 Confirmation for purging the selected items

3.4 Immunize the system
Spybot-S&D offers for immunization of a computer system. The immunize screen
appears at the right side of the window after a user click on “Immunize” button at the left

tool bar of it's window (fig. 26).

B De D -
Fil= Mode: Language Help
=1 Spyrbot-S&D < Immunize

Frotect wvourself befaore threats find their wasw into wour s

+ Irmunize p Check again @ Lndo @,}J Help

e @
T his page alloves vou a feve preventive measures against spyveare. Lsing the
permanent immunity is recommended azs well as the download blocker a= a
=zecond protection laver.
=

=
Hide this information

Tou have JavalCools SppwareBlaster installed. S puwareBlaster will give wou ruch more contral
on Activers protection. Click here bo run it

Fermansently running bad dowvenload blacker for lnternet E=xplarer

o Browe=er Helper to block bad dowwnloads is installed.

Enabls permansent blocking of bad addresses in Internst Explorer
" | B

9 prablems Found (O02:29) DISD|a_',J dllog h g.
| &2k for blocking confirmation.

i

Fig. 26 The immunize screen

A drop down menu allows user to choose the way the program blocks the problem
pages (fig. 26). Spybot-S&D, version 1.3 offers three different immunities:
e Permanent Internet Explorer immunity — allows tweaking some internal Internet
Explorer settings to block the installation of known spyware installers.
e Permanently running bad download blocker for Internet Explorer - blocks

anything that should come through by different aspects.
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e Permanent Opera immunity - This list shows all Opera profiles, and the number

of the plug-ins that are already blocked in each profile.

Clicking the Immunize button (fig. 27-1) or the “check again” button (fig. 28-1)
checks for and shows in a dialogue box the number of bad processes already blocked (fig.
27-2) and the number of additional processes that can be blocked in the system.

= Spybot - Search @ Destroy ________________________________________[-|©&x]

Fil= Mode: Language Help

= Spybot-S&ED

nize

se2lf before threats find their w

+ Imrnunize p Check again Q Uhnda @ Help

Bl

Fermanently running bad download blocker for Internet Explorer

o Erowser Helper to block bad downloads iz installed.

Enable permanent blocking of bad addrezzes in lntermet Ex=plorer

| Elock all bad pages zilently. vl

2 problems Found (02:29)

Fig. 27 Immunizing the system

Clicking immunize button (fig. 28-1) immunizes the system by blocking the
additional bad processes. If there are no additional processes available to be blocked,
clicking on the Immunize button (fig. 27-1) or the “check again” button (fig. 28-1) displays
that information trough a dialogue box (fig. 28-3). After blocking, the user can revert it by
clicking the “Undo” button (fig. 28-4).

/= Spybot - Search & Destroy |_ ”E” 5<|
Fil= Mode Languages Help

Spybot-S&D |

munize

ourself before threats find their was into wour swstam.
}Immunize p Check _again Q Undo g Help 3
i e e e
Information > | sures against spyware. Lzing the
Il a= the download blocker az a
i ) All kmnowven bad producks are alreadyw blocked.

=

Pl rwill give pou much more control Fe]

of =

Fermanently running bad download blocker for Internet E=plorer

o Browszer Helper to blaock bad dovenloads iz installed.

Enable permanent blocking of bad addresses in Internet E=plorer

| Block all bad pages =zilently. vl

9 problems Found (OzZ:29)

Fig. 28 System immunized
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3.5 Downloading and installing Updates

With the presence of an open Internet connection, Spybot downloads include files,
newer help files, new languages, updated descriptions etc. using it's integrated update
function. The update screen appears at the right side of the window after the user clicks on
the “Update” button at the left tool bar of it's window (fig. 29-1) and he/she checks for the
updates by clicking on “Search for updates” button (fig. 29-2). Upon clicking on this button,
the program first connects to the update server (fig. 30) and downloads a list of updates

from a PepiMK Software server.

'i' Spybot - Search & Destroy

File Mode Language
= Spybot-S&D

reat recognition rules anline.

e Search for Updates ‘:ﬂ! Mo server selected - Q_'E- Dowvnload Updates

ﬁ Showe Log 9/] Help ;.

U=ze this option if you want ta knows if there iz a new wersion of SppBot - Search &
Destroy, and what's newve about it

m Thiz program will not zend any information about your computer to me or anyones
elzel It will just load and dizplay a textfile from my webserver.

[r'ou'll need an open internet connection ta do this]
Hide this information

pdate Irnfo D ate

File Mode Language

= Spybot-5 &0

Spybot - Search & Destroy is contacting the el s

update zerver nowe. . if the animation below has
not vet started. pleaze be patient - the server may
be busy. but the connection iz still in progress as
long as this windows iz showvern.

= a new version of SpyBot - Search &

% hbout vour computer to me or anyone
iy webserver.
do thiz]
T D ate
2 problems Found (0z:29) . I

Fig. 30 Connecting the update server

The downloaded items are compared to the files already installed on the system

and new files are shown in the list (fig. 31-1). The user selects the items for download by
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checking the box before it (fig 31-1). The site from where the user wants to download is
selected from the dropdown menu as shown in fig. 31-2. Once these are selected, the
user downloads the updates by clicking on “Download updates” button (fig. 31-3). On
clicking this button, the downloading begins and the progress is indicated in a dialogue
box (fig. 32).

o= Spybot - Search & Destroy
Fil= Mode Language Help
= Spybot-S&D

e Search for Updates :H] Safer Hetworking #1 [Europe] % Diownload Updates

3

@ Show Log @) He Safer Mebtworking #1 (Europe)
) Safer Mebworking #2 (Europe)

Use MalwareBytes (LISA) ion of SpyBot - Search &
Drest Spybot.Us by Rooktboxen. net {LISAY

M T hi= SR E e S computer bo me or anyone
elzel ECM {australia) erver.

1 [ou'll need an open internet connection ta do this]
Hide this information

7
Update L [31{=] D ate
w

7 Detection rules Updated detections [432 KB 2004-10-14
7 Immunization database Updated Immunization databasze [57 KB] 2004-10-14
2 Startup infa Updated startup entry descriptions [280 KEB] 2004-10-14

Mode La

| Spybot-S&D

Gietthe neweast threat recnoiniti;nn rules online
pdate progress

- e_. Dovwnload Updates
—

The connection has been establizshed. File[=] will
be downloaded and installed now.

§

= a news version of SpyBot - Search &

o = — bbwout your computer o me or anyone
_._--; I_,.—} m my webserver
D etection rules do this]

b o R B B b b e bt

|_Frersr T Crate
P Detection rules Updated detections (432 KB] 2004-10-14
P Immunization database Updated lmmunization databaszse [57 KE] 2004-10-14
P Startup info Updated startup entry descriptions [280 KB 2004-10-14

0 - - -
2 problems Found (0Z2:297%

Fig. 32 Downloading updates

During the download, every finished file gets a green check mark (fig. 33). The
description of the updates are available in the website of Spybot-S&D for user to read
before download, if desired so. After the download, the user can view the update log by

clicking on “Show log” button (fig. 33). A typical content of the log is shown in fig. 34.
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/= Spybot - Search & Destroy = ”'I:I |r>_<|
File Mode Language Help
= Spubot-S&D =

Update

stthreat recognition rules online.

@ Search for Updates :ﬂ Safer Metworking #1 [Europe] -~ e_‘_’ Download Updates

Use this option if pou want to know if there is a new wverzion of SpeBot - Search &
Destroy. and what's new about it

T hiz program will not send any information about your computer to me or anyone
elzel It will just load and dizplay a textfile from my webserver.

[r'ou'll need an open internet conhection ta do this)
Hide this information

Update Info Drate
Ll - Detection rules Updated detections [432 KE] 2004-10-14
[ " Immunization databasze Updated Immunization databasze [57 KB) 20041014
Ll s Startup info Updated startup entry descriptions [280 KEB] 2004-10-14

2 problems Found (02:29)

Fig 33 Updates downloaded

9/28/2004 10:05:32 PM Downloaded update info file. (http://security.kolla.de/updates/spybotsd.ini)
9/28/2004 10:06:07 PM downloaded update Detection rules

9/28/2004 10:06:07 PM - URL: http://www.spybotupdates.com/updates/files/includes.zip

9/28/2004 10:06:07 PM - Local file: C:\Program Files\Spybot - Search & Destroy\Updates\includes.zip
9/28/2004 10:06:09 PM downloaded update English help

9/28/2004 10:06:09 PM - URL: http://www.spybotupdates.com/updates/files/help.english.zip
9/28/2004 10:06:09 PM - Local file: C:\Program Files\Spybot - Search & Destroy\Updates\help.english.zip
9/28/2004 10:06:10 PM downloaded update English help for TeaTimer

9/28/2004 10:06:10 PM - URL: http://www.spybotupdates.com/updates/files/helpres.english.zip
9/28/2004 10:06:10 PM - Local file: C:\Program Files\Spybot - Search &
Destroy\Updates\helpres.english.zip

9/28/2004 10:06:11 PM downloaded update Immunization database

9/28/2004 10:06:11 PM - URL: http://www.spybotupdates.com/updates/files/clsid.zip

9/28/2004 10:06:11 PM - Local file: C:\Program Files\Spybot - Search & Destroy\Updates\clsid.zip
10/5/2004 5:48:59 AM Downloaded update info file. (http://security.kolla.de/updates/spybotsd.ini)
10/5/2004 5:50:16 AM downloaded update Detection rules

10/5/2004 5:50:16 AM - URL: http://www.spybot.us/~updates/updates/files/includes.zip

10/5/2004 5:50:16 AM - Local file: C:\Program Files\Spybot - Search & Destroy\Updates\includes.zip
10/5/2004 5:50:17 AM downloaded update English help

10/5/2004 5:50:17 AM - URL: http://www.spybot.us/~updates/updates/files/help.english.zip

10/5/2004 5:50:17 AM - Local file: C:\Program Files\Spybot - Search & Destroy\Updates\help.english.zip
10/6/2004 9:43:43 PM Downloaded update info file. (http://security.kolla.de/updates/spybotsd.ini)
10/16/2004 1:13:45 AM Downloaded update info file. (http://security.kolla.de/updates/spybotsd.ini)
10/16/2004 1:18:21 AM downloaded update Detection rules

10/16/2004 1:18:21 AM - URL: http://www.spybotupdates.biz/updates/files/includes.zip

10/16/2004 1:18:21 AM - Local file: C:\Program Files\Spybot - Search & Destroy\Updates\includes.zip
10/16/2004 1:18:22 AM downloaded update Immunization database

10/16/2004 1:18:22 AM - URL: http://www.spybotupdates.biz/updates/files/clsid.zip

10/16/2004 1:18:22 AM - Local file: C:\Program Files\Spybot - Search & Destroy\Updates\clsid.zip
10/16/2004 1:18:24 AM downloaded update Startup info

10/16/2004 1:18:24 AM - URL: http://www.spybotupdates.biz/updates/files/startup.zip

10/16/2004 1:18:24 AM - Local file: C:\Program Files\Spybot - Search & Destroy\Updates\startup.zip

Fig 34 Content of a sample update log



4 The Expert Setting of Spybot-S&D
This section describes the additional options and expert configuration of Spybot-

S&D that are available in advanced mode.

4.1 The Advanced Mode

Spybot-S&D offers more options and expert configuration in advance mode, which
is activated by selecting the “Advanced mode” option in the mode menu from the top menu
bar (fig. 35-1). Upon selection of this mode, three new buttons, labeled as “Setting”,

“Tools” and “Info & License”, appear in the left tool bar of the window (fig. 35-2).

= Spybo oo : e o -
File ode Language Help
= Sp Default mode = 2. [De O
~ Advanced mode
=
— et ) .
}_—.?J Check For proble‘ﬂ- L= Print @) Help
-
i
1'!& i Thisg iz the main scan page of Spybot-S&D. Here pyou scan your spztem ['Check for
S problems"" button] and fix any problems that wwere found [''Fiz selected problems""
button]. Hint: if pouw hawven't done zo pet, we recommend you read the tutarial [zee
Help menu] to learn howe to deal with the zcan resulks.

Hide this information

Froblem

S ettings
Tools =
<)

Info & License ]

—

Fig 35 The advanced mode

v

4.2 The Setting Options
Clicking on setting button (fig. 35) expands it to some other buttons, which provides

access to some additional options (fig. 36).

'i Spybot - Search & Destroy

File Mode Language Help

Spubot-S&D g Settings

=l Settings

wrelcome to the Spybot-S&D configuration options. Here pou can change the
waay Spebot-SED reacts in a multitude of waps, If pou click on any of the
configuration categories on the left. a new page with zpecific configuration
optionz will appear. Hint: Each of theze pages has a short description at the top..
and pou can use the Help [zee Help button on that page or just use the Help
menu] to get more information.

Hide this information

+ B B e

Languages File Set= Settings Directories Skins Scheduler

-1 g -1 R

larnore: lanore cookies lanore file lanore zingle lanore System
products extensions entries Internals

Info & Licen=ze

9 problems Found {0Z: 290

Fig. 36 Expanding the setting button
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4.2.1 Languages
Spybot-S&D is available in many languages. User can choose a language by

clicking the “Language” button (fig. 37-1) and then selecting a language from the list.

4.2.2 File Sets

File sets include what a user wants to scan. The sets are displayed in the list by
clicking the File Sets button (fig. 37-2). Spybot-S&D uses the concept of Include Files
where each file containing the description of some problems that Spybot-S&D can detect

and fix. These files are divided into categories, so a user can select what he/she wants to

target during the scan.

,_,-i Spybot - Search & Destroy
File tode Language Help
Spybot-S&D

= Settings | 0 thr should he searched for.

== Language

Thiz iz a list of different sets you can scan for. [t iz recommended that you check for all problems in the
firzt categary [Spyware]. & decizion on zcanning for uzage tracks should be based on personal
k. preferences - please see 'Help' for more details.

Hide thiz information

iﬂl lgnore products Set/Filename Drezcription Checks
= lanoie . Spubot - Search & Destray  Integrated search for spybots '3 22
= Cookies.shi Removes tracking cookies 47
Dialer. sbi Removes expenzive dialers E478

Hijackers. zhi Searches for browser ztart page changers A1E7

Keploggers. shi Removes keyloggers G4z

LSP zhi Detection and remowal of Winsock hijackers 12

b alware. shi Remaoves malicious saftware 1052

Revision.shi Stuff removed far revision E&

Security. sbi For security leaks 3

Spebots.zhi Removes spying and advertisement zoftware 4086

Trojanz. zhi Searches faor trojan horzes 1413

Tools Uzage Tracking Integrated search for uzage tracks 24
= Tracks.uti Search for usage tracks 2573

Info & License

Fig. 37 Language and File sets

The basic categories are "Spybot-Search & Destroy" (contains files for spyware
and adware) and usage tracks. For each category, Include Files are shown with a short
description on what they do, and the number of files, registry entries and directories that
are checked (fig. 37-3). A user can select which Include Files to use for the next scan by

toggling the checkbox next to it [5].
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4.2.3 Setting the Basic Options

The settings for the basic options are displayed by clicking the “Setting” button in

the left tool bar of the program window (fig. 38-1). Important settings are listed in a tree in

this section (fig 38-4). Users can select/deselect an option by toggling the checkbox next

to it. Default options can be reset by clicking on the “Defaults” button (fig 38-2). Clicking

the “Wizard” button (fig 38-3) pop ups the basic setting wizard shown in fig. 6 — 10.

"] Spybot - S5earch @ Destroy
File Mode Language Help
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R TR B g5 Slameri ilam l I
g lonoee file extere.. @ Main sallings /

:‘Lj lgncee single enti.. IEEAE AT
B Program shart
=y lgnoee System Inl... @57 System start

[ Web update
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i Look & Fesl
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. E el Fs
@ Irko & Licerze E et selings

Fig. 38 Setting the basic options

The program provides options for the following settings (copied from the “Settings” screen

of the program):

|_i—_| .......... = Degk_hjp [Totn )
........... {3 Moicon

----------- ) Default mode
----------- #  Advanced mode
= Quick launch icon

........... @ Ma icon

----------- ) Default mode
----------- ) Advanced mode
[=)-J%F Startrneni ikerm

----------- [] Default mods
----------- [l Advanced mode




[ tain settings

----------- [] Default mode [for new users)

| dio kriow abowst all that legal stulf.

Save all zettings.

Create backups of fixed spwware problems for eazy recoven.
Create backups of removed usage racks for easy recoven).

Create backups of fixed spstem intemal problems for easy recoverny.

Create system restare point wihen foang system intemnals [win =P anly).
|gnore if zingle detections in nchude fles need a newer program wersion,
Dizplay confirrmation dialogs before doing cnfical chanoes.

[¥] Dizplay compatibiliy wamings.
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b [1 ‘wWhen spies were found

E— [1 ‘when no spies were found.

= %@- Scan priorty
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Mormal [zuggested]
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Time crtical [blocks eventhing elze]
Age of recoveny: 30
= Automation
= = Program start
Run check on program start.
Fir all problems on program start.
Rerun checks after fiing problems.
Immunize on program start if program hasz been updated.
Don't azk for fising confirmation,
Whalt a fews minutes until starting the check.
Wiait until specified programs hawe guit.
Walt a fews seconds if zomething else than spies were found.

elelelololele.

I

Bl #=F Spstem start

........... {*) Mo automation.

Automatically run program at system startup.
Run program once at next system startup.
Run check on program stat.

O
O
C]
........... [1 Fix all problems on program start.
C]
C]
C]
C]

‘W ait a fews minutes untll starting the check.

" ait untl specified programs have guit.

Wit a few seconds if something else than spies were found,
----------- Close program if evenything's 0K

E,b"'. “web update

----------- [1 Search the web for new versions at each program start.
----------- [l Download updated inchude fes if available orline.

----------- [l Remind me to look for updates st program start.

----------- [1 Display available beta versions.

----------- [1 Display updates for other languages.

----------- [1 Display new and updsted skins.

........... [1 Display PGP signature updates.
----------- [l Use proxy bo connect to update server.

Create system restare point when foing spyware/uzaoe racks [awin =P anly).
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Log file settings

----------- “wirite complete check details to debua fle Checks et
----------- “itibe complete fixing details to debug fle Fiees bt

----------- Inciude date and time in debug lename [Checks ywmmdd-hihine, ).
----------- [ Ovenwite log file i existent [else append to it]

= Look & Feel

----------- 1 Uze interface optimized for blind users.

----------- Display headsr.

----------- [] Highlight information pansts.

]% Bug Report

----------- lze spstern default mall applcation

- Include system informaton n report.

----------- Include results of last check in report

[#] Include Actives st in report.

----------- Include BHO izt in repart.

----------- Inchude browser pages in report.

----------- Include process st in report.

Include startup izt in report.

- Include st of Winsock LSPs n report.

----------- [ Include test contents of the chpboand.

----------- [ Include image conkents of the cipboard (2.0, screenshot),
----------- [ awach spy files to mail [please use this only on request].
........... Send a copy of the bug report to myself.

@' E=pert zettings

----------- Uze shredder to remove usage racks.

- Usze shredder when purging recoveny files.

----------- [ Show expert buttons in results kst

----------- [ Show expert buttons in recoveny kst

|'_—‘|f 1 External viewers

4.2.4 Setting Downloads Directories

Directories screen appears after a user clicks on the Directories button (fig. 39-1).
Download directories can be added by “Drag-and-drop” them from Windows Explorer or by
using the context menu (fig. 39-2). Installers that the user must explicitly start downloading
will only be scanned for in the directories entered into this list [5].

IS Spybot - Search & Destroy ['_ ||'I:| ||'>< |
File Mode Language
Sprbot-SED

= Settings

Spubot-5&D detects threats bazed on many aspects. But a general
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Hide this information

Iy Download directorg
I CosDocuments and S ettingssataul B ariD eskiopsD ownloadss

Add a directory to this hist

Remowe the selected directory from the list

Info & License Check sub-directories of the abowe.

Fig. 39 Setting download directories
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4.2.5 Skins - Setting Color Appearance

The Skins screen appears after a user clicks on the “Skins” button (fig. 40). This
screen is used to set the colors in which Spybot-S&D appears.
- I P LIS cE e [ PES o, i=1[e

I Spubot-S&0
= Settings

B @ Apply =elected @/I Help

e T'ou can change the colours in which S pybot-S&D will appear by zelecting one of the Skins listed abowve
3 [check the update function if none are installed pet], and the panel below will dizplay a preview of the
zkin pou hawve zelected. Click "Apply zelected'' if pou've found a zkin pou want o uze.

Hide this information

Skin narme: nta
Skin author: n'a

Something was found...
Thiz can't be fined. .
Thisz iz speware. ..

Thisz iz a swstem internal. ..
Thiz iz a uzage track. ..

I Info & License

|
Fig. 40 Skins - Setting Color Appearance

4.2.6 The Scheduler

The Scheduler screen appears after a user clicks on the “Scheduler” button (fig.
41). The Scheduler page allows for adding an entry to automatically run. This is done by
first clicking on the Add button, and then by setting the necessary properties (scheduled
time etc.) through the Edit button (fig. 41). A task can be removed using the Remove
button. Customization options are offered through checkboxes to decide if the user wants
to fix problems automatically and to close the program. The Edit button opens the default
Windows task properties dialog, so that the user can change the task like any other
Windows Scheduler task (fig. 42) [5].

._-"i Spybot - Search & Destroy
File Mode Language Help
Spybot-5&D
1=l Settings

Hide this information

Scheduler settings

Mext rum tinne:
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Scheduls:

Stakus: One or more of the properties that are needed to run this task on a schedule hawve not been set.

[] Fiz problems after scheduled scan.
[] Close program after finishing schedule.

Info & License

Fig. 41 The Scheduler
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4.2.7 Ignore Products

The Ignore products screen appears after a user clicks on the “Ignore products”
button (fig. 43). This section lists all products defined internally and in the external Include
Files. If a user wants to exclude a complete product, or include it again, he/she can do it by

selecting the file from this section and toggle the checkbox before the product. [5]
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Thisz page lizts all products that Spubot-S&D can detect, sorted into categories. |F pou check a praduct
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but need to keep it.

Hide this information
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Fig. 43 Ignore Products

4.2.8 Ignore Cookies

The Ignore cookies screen appears after a user clicks on the “Ignore cookies”
button (fig. 44). If a user wants to keep some useful cookies, he/she can do so from here
as this section lists all cookies currently on system, allowing the user to exclude them from

further searches.
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Fig. 44 Ignore cookies

4.2.9 Ignore File Extensions

The Ignore file extensions screen appears after a user clicks on the “Ignore file
extensions” button (fig. 45). This section saves lists of opened (and saved) files divided
into extensions. For example, if a user does not want to remove common text files, he/she

could select .txt to be excluded in this section. [5]
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Fig 45 Ignore File Extensions

4.2.10 Ignore Single Entries
The Ignore single entries screen appears after a user clicks on the “Ignore single
entries” button (fig. 46). If a user does not want to exclude a complete product, but only a

single file or registry setting of it, he/she can select that one from the results list. [5]
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Fig 46 Ignore single entries and System Internals

4.2.11 Ignore Single Entries

The Ignore system internals screen appears after a user clicks on the “Ignore

System Internals” button (fig. 46). If a user have put System Internals results on the ignore

list, he/she can remove them (from the ignore list) here. [5]

4.3 The Tools Options

Clicking on “Tools” button (fig. 47) expands it to some other buttons, which provides

access to some additional options as shown in fig. 47.
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Fig. 47 The tools screen
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4.3.1 View Report

The View report screen appears after a user clicks on the “View report” button (fig.
48). This tool allows a user to create a new report including all (or just a selection of the
reports that Spybot-S&D can create). The report can be saved into a file for future
reference (fig. 49 using export button). The tool also allows a user to view old reports

again using the “View previous report” button (fig. 48).
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Info & License

Fig 48 View report
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Fig 49 View report — save report

4.3.2 Secure Shredder

The Secure Shredder screen appears after a user clicks on the “Secure Shredder”
button (fig. 50-1). It is a tool to get rid of files permanently, without any further possibilities
of recovery. Files to be shredded are added in the list (fig. 50-3) using the drop down

menu labeled as “Templates” (fig. 50-2). User can also drop some files from the windows
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explorer into the list or may use context menu of the list (fig. 50-6). He/she then selects the
number of shreds (fig. 50-4) and clicks on “Chop it away button” (fig. 50-5) to shred them.
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Fig. 50 Secure Shredder

4.3.3 Resident Tool

The Resident screen appears after a user clicks on the “Resident” button (fig. 51).
Resident is a permanently running application to protect the system. It consists of a
browser helper for Internet Explorer that blocks download of files known as malicious. Fig.
52 a & c and fig. 53 capture some screenshots for Spybot-S&D Resident while in action.
The resident icon (fig. 52-b) can be used to get information on the number of blocked

processes and the context menu (fig. 52-d) can be used to set options for this tool.
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Info & License < | >

Fig. 51 Resident tool
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The resident screen allows a user to install/uninstall this helper as well as to view
the report on pages that have blocked by the program. The second resident tool is the
TeaTimer, a new tool of Spybot-S&D, which perpetually monitors the processes that are
called or initiated. It immediately detects known malicious processes wish to start and
terminates them. It terminates the process before asking the user as some threats are time
critical (e.g. toll dialer), but for the future, it gives user the options on how to deal with
these processes:

¢ Inform when the process tries to start again

o Automatically kill the process, or

e Generally allow the process to run.

Also, there is an option to delete the file associated with this process. In addition to
this, TeaTimer detects when something attempts to change some critical registry keys and
can protect the user against such changes by giving user an option for "Allow" or "Deny"
the change (fig. 52-c).

4.3.4 IE Tweaks Tool

The IE Tweaks screen appears after a user clicks on the “IE Tweaks” button (fig.
54). IE Tweaks are some recommended minor changes that make a system safer and
more secure. Locking hosts file prevents most hosts hijackers from doing harm; locking the

IE settings prevents other users to change the preferences of a user.

= Spybot - Search & Destroy ['_ ||'I:| |r>_<|
File Mode Language Help
Spubot-SE&D

eaks
T2 hidden Internet Explarer settings

Settings

Changes are only recommended for uzers knowing what these optionz do.

% T hiz page will give you some options to change browser and spstem behawviour.

Hide this information

3

Lock Hoszts file read-only as protection against hijackers.
Lock |IE start page =etting againzst uzer changes [current user].
[] Lock IE contral panel against opening fram within IE [current user).

Internet E =plorer custom title

Current user: | Apply ]

Al users: | |

Apply ]

Info & License

£

Fig. 54 |IE Tweaks screen
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4.3.5 System Internals

The system internals screen appears after a user clicks on the “System Internals”
button (fig. 55). It is used to search for entries in the registry with incorrect filenames or
with non-existent path e.g. missing help files, missing shared DDLs, application paths to
non-existent program, wrong uninstall information and broken desktop links. This search is
limited to a small number of places and the user are advised to take precaution while
changing as it may corrupt the system if the changes are not appropriate for the system.
The search is initiated by clicking the “Check” button and the result can be saved using the
“Export” button (fig. 55)
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Fig. 55 The system internals screen

4.3.6 System Startup

The System Startup screen appears after a user clicks on the “System Startup”
button (fig. 56-3). This tool displays lists all programs (along with some information on the
program, if available) that are started at Windows startup (fig. 56). User disables or
enables items by un-checking or checking the box besides them, as well as, by selecting
an item and then clicking on the Toggle button (fig. 56-4). The Edit, Insert and Delete
buttons (fig. 56-4) are used to change an item, insert new items and to delete items
respectively. The list can be saved using Export button (fig. 56-4, 56-1). It can also be

copied to clipboard using context menu (fig.56-1) that appears with a right click on the list.
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The first snapshot is created when Spybot-S&D started in a system for the first time.
Afterwards, snapshots are created by right-clicking the list and selecting “Create snapshot”
from the context menu item (fig. 56-1). Spybot-S&D displays the entries that have changed
since the last snapshot in bold letters (fig. 56-2) [5].
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Fig. 56 System Startup

4.3.7 Uninstall Info

The Uninstall Info screen appears after a user clicks on the “Uninstall Info” button
(fig. 57-1). This tool lists all programs that have registered some kind of uninstall
information with Windows. User can use it to remove the uninstall information of no longer
existing programs as well as to simply get an overview [5]. Entries are removed using
“Delete” button (fig. 57-2). The list can be saved using Export option (fig. 57-2, 57-3) or

copied to clipboard using context menu (fig.57-3).

The first snapshot is created when Spybot-S&D started in a system for the first time.
Afterwards, snapshots are created by right-clicking the list and selecting “Create snapshot”
from the context menu item (fig. 57-3). Spybot-S&D displays the entries that have changed
since the last snapshot in bold letters (fig. 57-4) [5].
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Fig. 57 Uninstall Info

4.3.8 Winsock LSPs

The Winsock LSPs screen appears after a user clicks on the “Winsock LSPs”
button (fig. 58). A Layered Service Provider (LSP) is a system driver linked deep into the
networking services of Windows. It has access to every data entering and leaving the
computer, as well as the ability to modify this data. A few such LSPs are necessary to
allow Windows to connect the user to other computers, including the Internet. But Spyware
may also install itself as an LSP, thus having access to all the data transmit by a user.
Spybot-S&D is able to display a list of installed network drivers as a reference, and allows

this list to be exported for future reference [5].

The first snapshot is created when Spybot-S&D started in a system for the first time.
Afterwards, snapshots are created by right-clicking the list and selecting “Create snapshot”
from the context menu item (fig. 58). Spybot-S&D displays the entries that have changed
since the last snapshot in bold letters. The list can be saved using Export option or copied

to clipboard using context menu (fig.58) [5].
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Fig 58 Winsock LSPs

4.4 Info and License

The software version and last update date appears when a user clicks on “Info &
License” button (fig. 59). The click also expands the button to four more buttons, labeled
as License, Credits, Donations and Statistics.
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Fig. 59 Info and License

Clicking on each of these four buttons displays the corresponding screen. In brief,
the contents of these screens are:

e License: Shows the license agreement for Spybot-S&D (fig. 60-a)
e Credits: List names of persons Spybot-S&D like to offer credits (for their support
in reporting bugs, making suggestions, help in testing etc. (fig. 60-b)).
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e Donations: A request to donate and a link to the donation site (fig. 60-c).
e Statistics: An overview of threats that the program found and cleared, including
number of entries and date (fig. 60-c).
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“what do you get if vou buy software? Lots of ones and zer0s. nothing mare, If they were distributed [Spanizh) translation
as art, | could understand paying it. But if the main goal of their order s to ean maney - by fees or ads Albert Hemansanz - EspanakCatalan translation
- | dan't like it Heman Badiola - Euskera [Basque) translation
Jean Balczesak, nickh - Francais (French] ranslation
I.c. Conclusian ogé Antdn Yicente Rodifgues - Galego (Galician) translation
b Panayotis Pantazopaulos - Greek branslation
Tam. G. Roy Rothmann - Hebrew translation
Tomislay Autischer - Hrvatski [Croatian] translation
Envico Maria Biancareli - Italiano ltalian] translation
Dedicated to the most wonderful girl on earth i - A2 i ¥

(a) (b)

)| Spybot - Search & Destroy
Fle Mode Language Help
Spybot: 55D % Statistics
B Settings
Tools

Why should you donate?

Developing Spybot-550 has grown a full-time job for us over the past years. We have to add new
detections and answer hundreds of emails every day, and at the same time continug to improve
and qualitytest the software.

1=/ Infa & License

‘what you can see here is an overview of all the thieats that Spybot-54D did find
and clear, listed by product name: Alang with the number of entries associated
with each praduct, you can see the date when each specific thieat has been

‘e firmly believe that software for private use should be free, and have no intention to change found last

this product into & crippled or commercial version in the future. 5ill | need to make 4 living and
income to continue this work.

Hide this informetion

So | am asking you to download my software, try it. and if you like it and can spare a few bucks,

please come back and donate. This money will be used only to cover the costs of Spybat-S40 Pruducl. Bfound Lastfound  Hfied Last fired
haosting and development, and it iz absolutely woluntary! DoubleClick. 1 9/28/2004 1 92872004
D50 Explait 12 1016/2004 53 10/16/2004

You won't get less support or crippled versions if you don't!

Wisit donation site

(c) (d)

Fig. 60 Info and License — sub-buttons
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5 Summary

In the current days, spyware are widespread in the Internet. It is not only a serious
security and privacy risk but also degrades system performance by stealing the computer
system’s resources. There are a number of tools available that can be used to help
protecting the system from spyware including Spybot Search & Destroy (Spybot S&D). It is
a free tool that can help an Internet user to detect and remove spyware from a computer

system.

Spybot S&D provides a convenient GUI to access all of it’s functionalities. It allows
a user to search and then take appropriate action, including removal, for spyware in a
computer system. It also provides the option for recovery so that every changes made by
the program can be undone, as long as the user does not delete it from the backup
location. In addition, it offers a tool that can stay resident and watch over the system
continuously for any type of malicious activities by any program. A variety of custom
configuration is also available for the expert user to optimize the performance of the

program.
Spybot-S&D works using the hosts’ signature. It is important that the definitions are
kept up-to-date at all time. The program conveniently provides online update option

through an open Internet connection.

Spybot-S&D is a free tool but they accepts donation. Users are encouraged to be

generous and visit the donation site located at [6].

40



5 References

[1] http://www.pluck.com/noadware.aspx

[2] http://www.reach.ucf.edu/~coursdev/cdrom/html/help/glossary.html

[3] http://www.safer-networking.org/en/features/index.html

[4] http://www.safer-networking.org/en/paragraphs/spybotsd_ossupport.html
[5] Spybot-S&D Integrated Help files

[6] http://www.spybot.info/en/donations/index.html

41



