Retina Network Security Scanner
[image: image1.png]



By

Ajith U Kamath 

For

Project: 60-564
Instructor: Dr. A. K. Aggarwal

Content

1 Introduction to Retina Network Security Scanner



2 Source and Installation Procedure
2.1 Details of the software

2.2 Installation Procedure

3 Feature included in the software

3.1 Discover Tab

3.2 Audit Tab

3.3 Remediate Tab

3.4 Report Tab
4 Categories

5 Test Results

5.1 Network Configuration

5.2 Test cases and results



5.2.1 Test Case 1



5.2.2 Test Case 2



5.2.3 Test Case 3



5.2.4 Test Case 4
6 Points noted during testing 
7 Conclusion

8 Reference
1. Introduction to Retina Network Security Scanner
Retina Network Security Scanner is used to proactively guard the network against intrusion by regularly testing the integrity of the network to uncover and fix potential security weaknesses. This award winning Security Scanner is designed to work in conjunction with the existing systems, networks, security packages, databases, and user interfaces. 
2. Source and Installation Procedure

2.1 Details of the software
Software: Retina Network Security Scanner

Version: 5.0.17.1107

License: Evaluation (expires after 15 Days)
Vendor: eEye Digital Security

Downloaded from: http://www.eeye.com/html/products/retina/download/index.html
2.2
Installation procedure

The minimum system requirements for installing a Retina Security Scanner are as below:

· Windows 2000/2003/XP/NT Version 4.0 SP3 or higher

· Internet Explorer Version 4.01 or higher

· 32 MB of memory

· 16 MB of free disk space

· Internet connection (optional for remote scanning)

To install the eEye Retina Security Scanner, download the Retina5017Demo application from the eEye website and execute it.
3. Feature included in the software

Retina features that we want to use can be selected from the toolbar or the provided tabs in the Retina Interface. The Retina Interface is the first window that appears when we log on to the Retina software.
The following figure describes the Retina interface
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The Tabs pane is the main window of the Retina Interface. It displays tabs you can select to use the features associated with each Retina task. You can select from the following tabs:

· Discover

· Audit

· Remediate

· Report
3.1 Discover Tab

The Discover tab provides the ability to scan unlimited IPs to discover network machines—PCs, routers, printers, and so on. The scan function is similar to a ping. However, features include customizable TCP, UDP, and ICMP discovery methods, OS detection, and general machine information. The discovery results can be used to create host files, or to launch a vulnerability assessment scan directly from the discovery interface. Retina can also be configured to discover active wireless devices and to gather information about them. 
Discover scan also determine if there are additional IPs with Retina licenses on the network that was not known before. Scan results can provide information about an outside source that is attempting to exploit the network. The target types to discover can be selected by user using the Target Type drop-down: 

· Single IP – Enter the IP address or the name of the server that has to be scanned, in the Address field. By default, Retina displays the scanner’s IP address in the Address field. 

· IP Range – User can enter a range of IP addresses for Retina to scan. By default, Retina displays the network and subnet numbers from our PC’s IP address in the From and To fields. The default IP address in the From field ends with 1 and the default IP address in the To field ends with 254 as the host number. 1 to 254 is the full range of IP addresses we can scan.

· CIDR Notation – Enter the IP address and network prefix in the Address fields. For example, 192.168.205.0 /18 means the first 18 bits are used to represent the network and the remaining 14 bits are used to identify hosts. Common prefixes are 8, 16, 24, and 32 (Class A, B, C, and single host, respectively). 

· Named Host – Enter either the DNS or the NetBIOS name of the desired host.

· Address Groups – User can select one or a number of address groups to be scanned. One may also modify, create or import address groups by clicking the Modify button. 

· Advanced – Enter groups of addresses via wild cards
3.2 Audit Tab

The Audit tab is an option which can be selected to scan for all known open ports and services on the specified target IP address(es). The results of the scan can be used to complete a network audit. Based on its findings, the scanner module searches available services or open ports for security vulnerabilities. The scanner module also has a feature that determines if a protocol running on a port uses protocol detection.


Before auditing we can enter the name of the file we want to store this scan in the Filename edit box. Retina now stores multiple scans in a single file, so we may wish to save scans to files based on the type of scan run. For instance: servers, workstations, sasser or any number of other more descriptive filenames. If we do not enter a filename, Retina will generate one, though it won’t be displayed. To store the scan in a DSN click the down arrow in the Output Type drop down box and select DSN. You may then select your storage location from the list of configured DSNs. 
3.3 Remediate Tab


The Remediate tab is used to generate reports or lists to be used in remediation management. The most useful lists are those of all machines with a certain vulnerability to be fixed, or all vulnerabilities for specific machines. This same information can also be opened in MS Word or Internet Explorer to create customized reports.
3.4 Report Tab

Retina reports provide detailed information gathered by the scanner and organized into sections, including General, Audits, Machine, Ports, Services, Shares, and Users. The report, in its printable form, can be viewed by pressing the Reports button on the toolbar. The Reports interface allows you to quickly and efficiently customize the output of Retina reports to better suit your needs.
4. Categories

Audits in Retina Network Security Scanner are categorized into different sections. The sections are based on the type of services we might be running on our servers and / or workstations.

Account Audits: 
This section includes all audits relating to user accounts, as well as passwords and policies related to user access controls on the specified system. You can disable all audits associated with user accounts by deselecting this item in the Audit Group Modification dialog box.
CGI Scripts Vulnerabilities Audit: 
This section includes all audits of vulnerabilities associated with CGIs and scripts. You can disable all audits associated with CGI scripts by deselecting this item in the policies editor. 

COM Vulnerabilities Audits: 
This section includes all audits of vulnerabilities associated with the Component Object Model (COM) and DCOM (Distributed Component Object Model).  You can disable all audits associated with COM by deselecting this item in the policies editor.

Commerce Vulnerabilities Audits: 
This section includes all audits of vulnerabilities associated with Commerce and store transactions servers. You can disable all audits associated with Commerce by deselecting this item in the policies editor. 

Databases Vulnerabilities Audit: 
This section includes all audits of vulnerabilities associated with databases. You can disable all audits associated with databases by deselecting this item in the policies editor. 

FrontPage Vulnerabilities Audits: 
This section includes all audits of vulnerabilities associated with Microsoft FrontPage Extensions. You can disable all audits associated with Microsoft FrontPage by deselecting this item in the policies editor. 

FTP Servers Vulnerabilities Audits: 
This section includes all Audits of vulnerabilities associated with FTP servers and file transfer protocols. You can disable all audits associated with FTP servers by deselecting this item in the policies editor.
LDAP Servers Audits: 
This section contains all audits relating to LDAP (Lightweight Directory Access Protocol). You can disable all audits associated with LDAP servers by deselecting this item in the policies editor.

Mail Servers Vulnerabilities Audits: 
This section includes all audits of vulnerabilities associated with mail servers, POP3, IMAP and SMTP protocols. You can disable all audits associated with mail servers by deselecting this item in the policies editor. 

NetBIOS Vulnerabilities Audits: 
This section includes all audits of vulnerabilities associated to the NetBIOS protocol. You can disable all audits associated with NetBIOS by deselecting this item in the policies editor.
Registry Vulnerabilities Audits: 
This section includes all audits of vulnerabilities associated with the Windows Registry. You can disable all audits associated with the Registry by deselecting this item in the policies editor. 

Remote Access Vulnerabilities Audits: 
This section includes all audits of vulnerabilities associated with remote access software. Some examples of remote access software include PC Anywhere, MS RAS, Carbon Copy, and so on. You can disable all audits associated with remote access software by deselecting this item in the policies editor.

Server Control Audits: 
This section includes all audits of vulnerabilities associated with Server Control services. It is common for many software packages to allow ways to control and monitor their services remotely—these are called Server Control services. However, they are one more possible entry point for a remote attacker. You can disable all audits associated with Server Control by deselecting this item in the policies editor.

Web Servers Vulnerabilities Audits: 

This section includes all audits of vulnerabilities associated with Web servers, CGIs and the HTTP protocol. You can disable all audits associated with Web servers by deselecting this item in the policies editor.

5. Test Results

5.1 The network configuration
The following diagram shows the network which is configured to test the tool.
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5.2
Test cases and results
Once the network is configured we have to test the whether the network scanner is efficient enough to scan the internal or external intrusion.

5.2.1 Test Case 1

Aim:


To scan the ports on the windows server for vulnerability. 

Description:



To run the complete scan of all the ports on the windows server on the network.
Test Conditions:


None.
Result:


The following figure displays the output from the retina security scanner showing the ports which are open.


The test case is PASSED. (Another tool GFI LANguard is used to confirm the result) 
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5.2.2 Test Case 2

Aim:

To test whether retina network scanner will detect the users with weak password 
Description:


The user account in question could have a password that is exactly the same as the account name except for it is backwards. Therefore an attacker could easily guess this password and gain access to your system via this account and then further their access into your network.

Test Condition:


Created a user account ‘kamath’ with password as ‘htamak’ i.e. opposite to the user login name on 137.207.234.151 machine. 

Result:


Retina properly identified the account vulnerability. The test case PASSED. The following diagram shows the result produced.
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5.2.3 Test Case 3

Aim:


To scan the Red Hat Linux Server and match the result with other security tool.

Description:


By comparing the result with other network security tool like GFI LANguard we can actually check whether the result produced by Retina Scanner is proper or it lacks in giving some information.
Test Condition:


Download GFI LANguard network security scanner for comparing the results.
Result:


The test case FAILED. The retina security scanner could not detect a security vulnerability of Medium Risk. The vulnerability on GIF LANguard read as “SSH server accepts Version 1.x connections, Description: SSH protocol Version 1 has various vulnerabilities, this should be disabled and only version 2 clients should be allowed to connect to the server” The following diagram shows the results obtained from both the software.
The results obtained from Retina:
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The results obtained from GFI LANguard:
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5.2.4 Test Case 4

Aim:


To test the windows server 2003 for CVE-2000-1200.
Description:


Windows NT allows remote attackers to list all users in a domain by obtaining the domain security identifier (SID) with the LsaQueryInformationPolicy policy function via a null session and using the SID to list the users.
Test Condition:


None.
Result:


The test case PASSED. The result properly displayed the high risk vulnerability on windows server 2003. The following diagram shows the result obtained from executing the test case.
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6. Points Noted During Testing

· The results were not consistent in few test cases. The following diagrams shows while the network is discovered using the software.

In the following diagram, the Mac address for machine 137.207.234.151 is not displayed.
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But after sometime when the same machine is discovered again, Mac address is displayed.
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· The software was unstable during the test case 2. When the link connecting to the destination went down while the retina was still scanning the machine, scanner hanged. The scanner was not responding for any commands. But the problem could not be reproduced when tested under the same conditions again.
7. Conclusion

Voters gave eEye Digital Security's Retina Network Security Scanner the 2004 Readers' Choice Best Security Scanner award. -- Windows & .NET Magazine Network (Article).

From the test results I have found that Retina Network Security Scanner has an interface which is user friendly. It has many features which are found successful in testing. 
On the other side Retina could not detect the medium risk vulnerability detected by GFI LANguard security scanner. During testing few other points were noted which are on the negative side.

 The overall conclusion is that Retina Network Security Scanner is a pretty good scanner which can protect the system from intrusions.
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