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1. Introduction

Security for network is one of the most important issues facing nearly all computer users.
Intrusion Detection System (IDS) have been developed to collect data about network traffic
coming into a system and tries to match it against known pattern of attack signatures. Traffic
that fits a pattern can be blocked, detail of attack can be logged and administrators can be
informed of the attempt. Snort[1] is a very popular, freeware IDS, developed by Marty
Roesch. A Window version of Snort is recently released with its success and popularity. The
Snort architecture currently has over 1200 rules available for download from the Snort
website, and a default set of rules comes with the package. There are a number of Graphical
User Interfaces (GUI) available for monitoring Snort, analyzing result and writing Snort

rules.

The purpose of this project is to installation and configuration of a completer Snort
implementation. This report contains all the necessary information for installation and
understanding the architectural layout of the implementation. In this project we have used
Activeworx Security Center (ASC)[2] as the add-on of Snort and implemented on Windows
XP operating system. With the help of ASC we can view and analyze the logs. Its IDS event
can allow monitoring alerts easily and generates statistics. The most commonly used
Database MySQL[3] is used here as the Database server. CommView[4] is used in this
project for packet generating, packet monitoring and analyzing purpose. .Net Framework is

installed as an addition software requirement of ASC Desktop.

To implement the project, we have used two computers connected via a switch at our
university network lab. The packet sniffer and packet generator CommView is installed on
one computer to generate the attack packets with snort signature and send them out to the
second computer. The snort GUI interface ASC along with CommView is mounted on the
second computer to monitor the alerts and generate the statistics. The goal of this project is
also to verify that the packets generated with some specific snort signature is properly

captured by the tool ASC desktop.
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2. Software Requirement

There are four primary software packages are used to implement this project. The MySQL
database server, CommView, Snort and ASC. Below is a brief description of each of the

packages and their purpose in our project.

1) MySQL Server :

MySQL is a SQL based database server for a variety of platforms and is the most supported
platform for storing Snort alerts. All of the IDS alerts that are triggered from our sensors are

stored in the MySQL database.

ii) CommView

CommView is a powerful network monitor and analyzer designed for LAN administrators,
security professionals, network programmers and home users - virtually anyone who wants a
full picture of the traffic flowing through a PC or LAN segment. This tool also allows to edit
and send packets via the network card. Any kind of packets, like I[P, TCP, UDP, or ICMP

packets, can be generated and have full control over the packet contents.

iii) Snort

Snort is a very popular network intrusion detection system, capable of performing real-time
traffic analysis and packet logging on IP networks. It is very lightweight and flexible, and
designed originally to run on UNIX based systems. It has recently been made for Windows
based system. This is the software package that is used to gather information from the
network. A Snort rule is a set of packet characteristics that is compared to incoming traffic, a

match between a rule and a packet will be triggering an alert.

1v) Activeworx Security Center (ASC)

Activeworx Security Center was designed by and for security administrators to bring a
common view of all security events in the network environment. It allows a user to view,
search, graph, diagram, report and correlate between logs from IDS, TCPDump, Firewall,
Syslog, keystrokes and vulnerabilities in a simple to use yet powerful Interface. It support for
both MySQL and Microsoft SQL Database. This is a product of BrightTools Inc

(ww.brighttools.com) and offering a free download of 15 days trial version.
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3. Installation of MySQL

MySQL is a database that becomes the world's most popular open source database because of
its consistent fast performance, high reliability and ease of use. It is used in more than 6
million installations ranging from large corporations to specialized embedded applications on
every continent in the world. MySQL is also become the database of choice for a new
generation of applications built on the LAMP stack (Linux, Apache, MySQL, PHP / Perl /
Python.). MySQL runs on more than 20 platforms including Linux, Windows, OS/X, HP-UX,
AIX, Netware, giving the kind of flexibility that puts you in control. MySQL is a freeware
and MySQL AB is the company of the MySQL founders and main developers of official

web-site http://www.mysql.com.

1) Requirements of MySQL.:
To run MySQL on Windows a 32-bit Windows operating system, such as 9x, Me, NT, 2000,
XP, or Windows Server 2003, is needed. A Windows NT based operating system (NT, 2000,

XP, 2003) permits to run the MySQL server as a service. It should support TCP/IP protocol.
Copy of the “MySQL 5.0” (installed in this project) binary distribution for Windows can be
downloaded from http://dev.mysql.com/downloads/. It needs enough space on the hard drive
to unpack, install, and create the databases in accordance with your requirements (generally a

minimum of 200 megabytes is recommended).
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i1) Installation of MySQL:

Download MySQL Database Server 5.0 from http://dev.mysql.com/downloads/.

VWe SOggestthat you Use fhe MUOS checksums and GnuP G signatires 10 verny the [ntedqrity of the packages you dovwnload.

Windows (x36)

iz

Install MySQL Server:

Wiithout installer (unzip in

Windows downloads (platform notes)

Windows Essentials (x86) 5018 16.9M Download | Pick & mirror
MDD cadsaoszzeaascalosgszaadessrogsc | Tighature

018 34.0M Download | Pick a mirror

DS 90512:45660a2.4452£221969<2£7a¢ | Signature

5018 36 6M Download | Pick a mirror

MDS: a17sbE£1ba91842564zaza59a92:214 | Signature

Linux {non RPM package) downloads (platform notes)

Linux (x86 glibc-2.2,
"standard" is static, gcc)

Standard 5018 24 6M Download | Pick a mirror

DS, s2efcsb299ald0as£=£70=28712¢212 | Signature

Fig 1 : Windows download for MySql

i MySQL Server 5.0 - Setup Wizard

7

Mysou

Welcome to the Setup Wizard for MySOL
Server 5.0

The Setup wWizard will install MwSOL Server 5.0 release 5.0.18
on your computer, To continue, click Mext,

WARMING: This program is protected by copyright law,

< Back, [ Mext = ] [ Cancel

Fig 2 : MySQL Setup Welcome menu
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Now the server should be configured:

i MySQL Server 5.0 - Setup Wizard

Wizard Completed

exit the wizard,

Configure the MySQL Server now

and to set the password For the root account,

Setup has finished installing MySQL Server 5.0, Click Finish to

Use this option o generate an optimized MySQL config
file, setup a Windows service running on a dedicated port

Fig 3 : MySQL Setup Wizard

Perform a detailed configuration:

MySQOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the My3SQL Server 5.0 server instance.,

Please select a configuration bype,

(*) Detailed Configuration

this machine.

() standard Configuration
@ IUse this only an machines that do not already have a MySQL server

installation. This will use a general purpose configuration For the
server that can be tuned manually,

¥ Choose this configuration bype to create the optimal server setup For

[ < Back ] [ Mext = ] [ Cancel

Fig 4 : MySQL Configuration type
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The server should be a dedicated MySQL server:

Z

MyS0L Server Instance Configuration

Configure the My30L Server 5.0 server instance,

Flease select a server type, This will influence memary, disk and CPU usage,

) Developer Machine

- This is a developrment machine, and marny other applications will be
run on it. MySoL Server should only use a minimal amount of

memary,

() Server Machine

Several server applications will be running on this machine, Choose
g this option For webfapplication servers. MySQL will have medium
MEMOary usage.

(%) Dedicated MySQL Server Machine
This machine is dedicated ta run the MySQL Database Server, Mo
okther servers, such as a web or mail server, will be run, MyS0L will
utilize up to all available memory,

[ < Back ] [ Mext = ] [ Cancel ]

Fig 5 : MySQL Server selection

Select the default option, Multifunctional Database:

MySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance,

Please select the database usage,

(*) Multifunctional Database
= General purpose databases, This will optimize the server For the use
\-_j of the Fast transactional InnoDE storage engine and the high speed
MyISAM storage engine.

() Transactional Database Only
_j Opkimized For application servers and transactional web applications,
I~  This will make InnoDE the main storage engine, Mote that the
S MyISaM engine can still be used,

() Mon-Transactional Database Only
s | Suited for simple web applications, monitaring or logging applications
TR as well as analysis programs. Only the non-transactional MyISAM
= storage engine will be activated.

[ < Back. ] [ ek = ] [ Cancel

Fig 6 : MySQL Database usages
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Configure Network support:

MySQL Server Instance Configuration Wizard

Please set the networking options.

Enable TCP/IP Networking
Enable this to allow TCP/IP connections. When disabled, only local
O connections through named pipes are allowed,
—w=—]
Port Mumber:

Please set the server SOL mode,

Enable Strict Mode
This option Forces the server to behave more like a traditional
database server. It is recommended to enable this optian.

MySQL Server Instance Configuration f .
Configure the MySOL Server 5.0 server instance,

[ < Back ] l Mewxk = ] [ Cancel

Fig 7 : MySQL Network option

Change root password:

MySOL Serwver Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MyS0OL Server 5.0 server instance,

Please set the security options.

Modify Security Settings

MNew root password: Enter the root password,
[roat Confirm: Retype the password,

["1Enable root access from remaote machines

I:l Create An Anonymous Account

This option will create an anonvmous account on this server, Please
nate that this can lead to an insecure system.

[ < Back ] [ Mk = ] [ Cancel

Fig 8 : MySQL Password setup

MySQL server configuration is complete.
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1iv) MySQL Connector/ODBC:

ODBC (Open Database Connectivity) provides a way for client programs to access a wide
range of databases or data sources. It is an optional requirement to connect with the MySQL
server. ODBC is a standardized API that allows connections to SQL database servers. ODBC
usually is used when database independence or simultaneous access to different data sources
is required. “MyODBC 3.51” (installed in this project) is a 32-bit ODBC driver, also known
as the MySQL ODBC 3.51 driver and it is available for download from
http://dev.mysql.com/downloads/connector/odbc/3.51.html.

v) Using MySQL:

Followings are some of the examples how to use the different databases and tables using

commands from the DOS prompt:

C:\mysgl\MySQL Server 5.0\bin>mysgl -u root -p
Enter password: ****x*

Welcome to the MySQL monitor. Commands end with; or \g.
Your MySQL connection id is 18 to server version: 5.0.18-nt
Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysgl> show databases;

| information schema |
| aef |
| aw_aef |
| aw_asc |
| aw fw |
| ids |
| mysqgl |
| sebek |
| syslog |
| tcpdump |
| test |
| vuln |

12 rows in set (0.19 sec)

mysqgl> use ids;
Database changed
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mysgl> show tables;
| Tables in ids |

| data

| detail

| encoding

| event

| icmphdr

| iphdr

| opt

| reference

| reference system
| schema

| sensor

| sig class

| sig reference
| signature

| tcphdr

| udphdr

16 rows in set (0.00 sec)

mysgl> describe event;

o o Fo————- t-———- Fomm - o +
| Field | Type | Null | Key | Default | Extra|
pom - fom - o fo———= fomm - o +
| sid | int (10) unsigned | NO | PRI | | |
| cid | int (10) unsigned | NO | PRI | | |
| signature | int(10) unsigned | NO | MUL | | |
| timestamp | datetime | NO | MUL | | |
o ———— o - t———— t————— - +

mysgl> select* from event;
Empty set (0.00 sec)

mysgl> show tables;
| Tables in ids |

| data

| detail
| encoding
| event

| icmphdr
| iphdr

| opt

| reference

| reference system
| schema
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sensor
sig class

sig reference
signature
tcphdr

|
|
|
|
|
| udphdr

o Fomm e fo————- t-———- Fomm - e et +
| Field | Type | Null | Key | Default | Extra |
- —————— o —————— - +———— - - +
| sid | int (11) | NO | | | |
| cid | int (11) | NO | PRI | | |
| signature | int(11) | NO | | | |
| timestamp | wvarchar(30) | YES | | NULL | |
o Fomm e fo————- t-———- Fomm - e et +

4 rows 1in set (0.02 sec)

mysqgl> describe event;

fomm - fom - fom e e fomm +
| Field | Type | Null | Key | Default | Extra |
o Fomm e fo————- t-———- Fomm - e et +
| sid | int (11) | NO | | | |
| cid | int (11) | NO | PRI | | |
| signature | int(11) | NO | | | |
| timestamp | varchar(30) | NO | | | |
fomm - fom - e i e e fomm +

4 rows in set (0.03 sec)

mysqgl> describe signature;

f————— o ———_——— - t————- - o ————— +
|Field | Type | Null | Key | Default | Extra |
fomm - fom - fom— t-———= fomm - fom - +
|sig id |int (10)unsigned|NO |PRI |NULL |auto increment |
|sig name | varchar (255) INO | MUL | | |
|sig class id|int (10) unsigned| NO | MUL | | |
|sig priority|int (10) unsigned | YES | | NULL | |
|sig rev |int (10) unsigned | YES | | NULL | |
|sig sid [int (10) unsigned | YES | | NULL | |
fomm - fom - fom— o= e it fom e +

6 rows in set (0.00 sec)
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mysgl> select* from event;

e e fomm - o +
| sid | cid | signature | timestamp |
+-———- t-———- fommm - o +
| 2 | 1 | 0O | 2006-03-03 14:59:24.520+005 |
| 2 | 2 | 0 | 2006-03-03 14:59:27.836+005 |
| 2 | 3 13 | 2006-03-03 15:07:59.143+005 |
| 2 | 4 | 13 | 2006-03-03 15:08:01.389+005 |
| 2 | 5 | 13 | 2006-03-03 15:08:19.4974+005 |
| 2 | 6 | 13 | 2006-03-03 15:08:19.558+005 |
| 2 | 7 13 | 2006-03-03 15:08:40.738+005 |
| 2 | 8 | 13 | 2006-03-03 15:08:43.001+005 |
| 2 | 9 | 14 | 2006-03-03 15:08:45.478+005 |
| 2 1 10 | 15 | 2006-03-03 15:08:45.538+005 |
| 2 | 11 | 16 | 2006-03-03 15:08:45.542+005 |
| 2 | 12 | 14 | 2006-03-03 15:08:52.2954+005 |
| 2 1 13 | 17 | 2006-03-03 15:09:45.520+005 |
| 2 | 14 | 14 | 2006-03-03 15:09:45.533+005 |
| 2 | 15 | 18 | 2006-03-03 15:09:45.5374+005 |
| 2 1 16 | 13 | 2006-03-03 15:09:45.550+005 |
+-———- t-———- fommm - i +
)

mysqgl> select* from signatures;
ERROR 1146 (42S02): Table 'ids.signatures' doesn't exist

mysql> select* from signature;

——————— e e
| sig id | sig name
| sig class id | sig priority | sig rev | sig sid |
——————— e e
| 13 | NETBIOS SMB IPCS$ unicode share access | 13 | 3 |
15 | 538 |
| 14 | ICMP L3retriever Ping | 14 | 2 4 | 466 |
| 15 | NETBIOS SMB-DS Session Setup AndX request unicode
username overflow attempt | 15 | 1 ] 5 2404 |

| 16 | NETBIOS SMB-DS IPCS$ unicode share access|13] 3 | 7 |
2466 |
| 17 | NETBIOS SMB Session Setup AndX request unicode username

overflow attempt | 15 | 1 ] 4 | 2403 |
| 18 | NETBIOS SMB Session Setup NTMLSSP unicode asnl overflow
attempt | 13 | 3] 4 | 3000 |
f————— o
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4. Installation of CommView

CommView is a program for monitoring Internet and Local Area Network (LAN) activity
capable of capturing and analyzing network packets. It gathers information about data passing

through your dial-up connection or Ethernet card and decodes the analyzed data.

With CommView you can see the list of network connections and vital IP statistics
and examine individual packets. Packets are decoded down to the lowest layer with full
analysis of the most widespread protocols. Full access to raw data is also provided. Captured
packets can be saved to log files for future analysis. A flexible system of filters makes it
possible to drop packets you don't need or capture only those packets that you wish to
capture.

CommView is a helpful tool for LAN administrators, security professionals, network
programmers, or anyone who wants to have a full picture of the traffic going through one's

PC or LAN segment.

1) System Requirements :

e An Ethernet or Wireless Ethernet network card supporting the NDIS 3.0 driver
standard, or a standard dial-up adapter.

e Pentium II of higher.

e  Windows 98/Me/2000/XP/2003 or Windows XP 64-bit Edition on AMD Opteron or
Athlon64.

e  Windows 2000/XP/2003 users: you MUST have administrative privileges to install
and run CommView.

e 32 MB RAM (128 MB recommended).

e 6 MB of free disk space.

i1) Installing CommView :

e Ifyou already have an older CommView version installed, uninstall it and reboot.

e Go to the Internet site http://www.tamos.com/download/main/. Click on the download

button for CommView 5.0 and save the file to the folder of your choice.
e Unzip the ZIP archive to a temporary folder.
e Double-click setup.exe to execute it.

e Setup will guide you through the rest of the installation process.
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1v) Using CommView :

(a) LATEST IP CONNECTION

This tab is used for displaying detailed information about your computer's network

connections (IP protocol only). To start capturing packets, select File = > Start Capture in the

menu, or click on the corresponding button on the toolbar.

|J J [

Local IP
192,168,251, 100
192,168,251, 100

192,168,251, 100
192,168,251, 100
192.168.251.100
192.168.251.100
192.168.251.100
192.168.251.100
192.168.251.100
192,168.251.100
192,168,251, 100
192,168,251, 100
192,168.251.100
192,168,251, 100
192,168,251, 100
192.168.251.100
192.168.251.1

=5 . mae| | TF
@ Latest IP Cornections [ Packets | | Logging 4 Rules [ Alarms
Remote IP In  Qut Direction Sessions Ports Hostnarne Bytes Process
239.285.255.250 0 5 Quk 1} 230
24,226,10,193 30 30 Qut i} domain  kenobi.cogeco.nek 11,757 System
T e QuickFiter ] .
216,109,119.252 14 10 Ouk 1 19,401  ceProxy.exe
72.14.205.97 n 10 Ok 1 Capy L §,380 [IERPLORE.EXE
72,14.205.99 [ a Qut 1 Show Al Ports L., 1,699  ccProxy.exe
216.73.86.182 3 5 Ouk 1 Data Transfer ... 971 ccProxy.exe
72,14,205.83 416 249 Out 5] Jump To N 572,260 ccProxy.exe
T2.14.207.104 35 40 Ok 4 27,155 IESPLORE.EXE
F2.14.207 .96 7 g Quk 1 Smartihois » 4,375 IERPLORE.EXE
84,233,163, 1589 24 17 Qut; 1 R 24,696 CcProxy.exe
72,14,207,99 t 2z o 0 Create Alls ' 169
B5,142,226,35 3| 21 Qut; 1 Process 3 52,429  ccProxy.exe
21e.109,1158.41 4 =) Quk 1 . 1,714 coProxy.exe
£6.218.71,15 4 5 out 1 2348 LAl IR Gonnections &%, 906 ceProwy.exe
216.221,80,232 54 50 O 3 ClekLatE1F Cannectns 56,644 coPrawy.exe
216.109.112.136 6 6 Quk 1 More Statiskics ... 2,812 ccProxy.exe
224,0.0.1 1} 4 Pass 1] ALL-5YSTEMS. MCAST MNET 240

Fig 9 : Log view for all IP connections

The meaning of some of the columns and menu commands are explained below:

Process — shows the process on your computer that sends or receives packets in the session.

This column is only available in Windows 2000/XP/2003. Mapping packets to processes only

works for incoming and outgoing packets, as CommView cannot be aware of processes

running on other computers that send or receive packets. Naturally, there may be several

applications on the local computer exchanging data with a remote computer, so the Latest IP

Connections tab only shows the latest process that sent or received data for this particular pair

of IP addresses. If you would like to map a process to a particular packet, you can see this

information in the decoded packet tree in the Packets tab. CommView can display the full
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path to the process that sent or received packets, check the Display full process path checkbox

in Settings => Options, General tab to enable this feature.

(b) Menu Commands

SmartWhois — sends the selected source or destination IP address to SmartWhois, if it is

installed on your system. SmartWhois is a stand-alone application developed by our company

capable of obtaining information about any IP address or hostname in the world. It

automatically provides information associated with an IP address, such as domain, network

name, country, state or province, city. The program can be downloaded from web-site.

(c) Packet

This tab is used for listing all captured network packets and displaying detailed information

about a selected packet.

! Fle Search Yiew Tools Settings Rules Help
D‘[.] i ILJ - | @J - |.-,'-:| 9 | P A | [ioac i‘ =]
E o v U @

Xt = =

B Latest IF Connections % Packets E Logging @ Rules Qo alarms

Mo - Protocol | MAC Addresses IP Addresses Patts Time
1 IPfIGMP  InkelZorpo:ilSiC2:21 == .., 192,168.251.100=>239.2... M/a o1,
2 IP{LIDP IntelCorpo: 15:C2:21 == ... 192.168.251.100 == keno. .. 1047 ==... 0Ol:..
3 IFJUDP IntelZorpo:15:C2; 19 251,100 <= keno,,, 1047 <=... 0L,
| [ 0 Inkelc 9 100 i 047 -
5 IFUDP  IntelCorpo;lSiC2i21 <= ... 192,168.251,100 <=keno,., 1047 | Dl SRS e
=] IP{TCP IntelCorpo: 152021 == .., 192,168.251.100 == www,,,, 2075 = Quick Filter »
7 IF/TCP IntelZorpo:15:C2:21 <= ... 192.168.251.100 <= wwwa.... 2078 4
8 IPTCP  InkelCorpoilSiC2izl == .. 192168250100 == wew... 20789 croate Alias '
=] TRITITP Trkel™armne 15202 = 197 1A8 P51 100 =" 1anana PO7TE = |
0x0000 00 &0 1z 24 &C 42 00 13-20 15 CZ 21 08 00 45 00 . .| Copy Address 4

0x0010 00 48 4B &F 00 00 20 11-OF 8¢ CO A% FE &4 18 Ez  .HE

0x0020  OA& Cl 04 17 00 35 00 34-14 09 E3 72 0L 00 00 oL 4. oy Padet

0x0030 00 00 00 00 00 00 03 31-39 33 02 31 30 03 3z 32 ... SendPacket(s) r
0x0040 36 0Z 32 34 07 69 6E ZD-6l 64 64 7Z 04 61 7Z 70 6.z Save Packet(s) As ...

=) Ethemet 1 Smartihois »
Drestination MAC: 00:AD:12 24602
Source M&C: 00:13:20:18:C2:21 Clear Packet Buffer
Ethertype: 0x0300 (2045] - TP
Diirection: Cut Decode &s k

Drate: 9-Mar-2006
Tirne: 0144201260930
Drelta: 0949715
Frame size: 86 bytes

Cvarna rorahow A
TEIERERE
NCaoture: On Pkts: 785 in / 613 out / 6 Dass Auto-saving: OFf Rules: 1 0n Alarmg: OFf 1% CPU Usage

Fig 10 : Log view for all packets
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The top table displays the list of captured packets. Using this list we can select a packet that
we want to have displayed and analyzed. When we select a packet by clicking on it, other

panes show information about the selected packet.

(d) Packet Generator

This tool allows editing and sending packets via network card. It is available only under
Windows NT/2000/XP/2003. To open the Packet Generator, click Tools => Packet
Generator, or select a packet from the Packets tab, right-click on it, and select the Send

Packet command.

The Packet Generator is a tool for replaying pre-captured data, testing firewalls and intrusion

detection systems, as well as for performing other specific tasks that require manual packet

crafting.
B Send|Packets via Intel{R) PRO/100 VE Network Connection - Packet Scheduler Miniport

= Ethemet 11 | lox000: 00 A0 12 74 6C 42 00 13 20 15 CZ 21 08 00 45 00 . .$1E.. .A&1..E. A
Destination MAC: 00:A0:12:246C | Inyn1n: 0z 34 4B 7F 40 00 80 06 D& 5C CO A% FE 64 15 E2 . -FD@.€.0vA"0d. &
Source MAC: 00:13:20:15:C2:21 ozozo: 01 F3 oo 50 87 Dz 68 P4 8e PP cp 90 50 18 o] eone- gion.
Ethertype: 00800 (2045) - IP Ox030: FF 1A OD BE 00 00 47 45 54 20 ZF 66 63 6C 65 72 ..»..GET ffiles

T T

=P 1P version: 0uih (4 0x040: 2ZF 6A 73 ZF 63 6F 6F 6B 63 65 73 2E 64 73 20 48 /isz/cockies.js H

Header length: 805 (5) - 20 bytes 0x0E0: 54 54 50 2F 31 2E 31 OD OA 41 63 63 65 70 74 34 TTP/l.1. Aecept:

41 Type of service: 0300 (0) Ox0E0: 20 ZA 2F ZA OD OA 52 65 66 65 72 65 72 34 20 68  */* _Deferer: h

Total length: 030234 (570) 0x070: 74 74 70 34 ZF 2ZF 77 77 77 ZE &3 6F &7 65 63 6F thp://uvw.cogeco

ID: 0z4R7F (19327) 0x080: 2E 63 61 2F 0D OA 41 63 63 65 70 74 2D 4C 6l 6E .ca/..Accept-Lan

). Flags 0x090: 67 75 61 67 65 3A 20 65 6E 2D 75 73 0D OA 2D 2D guage: en-us..--

Er:nger'::']:vlﬁs;;s;t?gg? O Ox0A0: 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 3A 20 2D  ———-—mm-mmmmm - -

Protosols 0x06 () - TP 0x0E0: 2D 2D 2D 2D 20 2D 20 2D 2D 2D 2D 2D OD OA 48 66 ---= ——----- LTIt

Checksum: 0:DESC (54876) - comec | |DX0C0: ZD 4D €F 64 69 66 €9 €5 64 2D 53 69 6E 63 65 34 -Modified-Zince:

Source IP: 192,168,251.100 0x0D0: 20 4D 6F 6F 2C 20 20 33 20 44 61 6F 20 32 20 30  Monm, 03 Jan 200

Dastination IP: 24,226.1.243 0x0E0D: 35 20 31 34 34 31 34 34 31 34 20 47 40 54 OD 0L 5 14:14:14 GMT..

IP Options: Mone OxOF0: 45 66 20 4F 6F GE 65 20 4D €1 74 63 68 34 20 22 If-None-Match: "
o.TCR

Oxl00: 33 62 33 30 &5 ZD 3F 31 6Z 36 EZD 35 64 €6 32 62 3b30e-Zlhé-EdiZh
Oxll0: 29 28 30 ZZ2 0D OA& EE 732 65 72 ED 41 &7 €8 €E 74 320",  User-Agent
Oxlz0: 34 Z0 4D 6F 74 69 6C 6C 61 EF 34 ZE 30 z0 23 63 : Mozilla/4.0 (c

Drestination port: 80

Sequence: nE70265F 4 (22747 1358
Acknowledgement: 1:88FFCDI0 (2 Ox130: &6F 6D 70 &1 74 63 £Z 6C 65 3B 20 4D 53 49 45 Z0 ompatible; MSIE

Header length: 0x05 () - 20 bytes Oxl40: 36 ZE 30 3B 20 57 6% 6F 64 6F 77 73 20 4F 54 20 6.0; Windows NT
+- Flags: PSH ACK | |0x180: 35 ZE 31 3B 20 53 86 31 3B 20 ZE 4F 45 54 20 43 5.1; 8V1; NET C
¢ e > Ox160: 4C 52 20 31 ZE 31 ZE 34 33 32 32 29 0D 0& 48 6F LR 1.1.4322)..Ho
Ox170: 73 74 34 20 77 77 77 2E 63 6F 67 65 63 6F ZE 63 st: . cogeco.c

z - Ox180: €1 OD 0A 43 6F 6E 6E 65 63 74 69 6F 6E 34 70 4B a..Comnection: K ¥

Packet Generator

Packet ciza: E2d e ™ Coptinni sk end

Fig 11 : Generating a TCP packet
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The Packet Generator allows us to change the packet contents and have the packet decode
displayed in the left window as you edit it. We can create packets of any kind; we have full
control over the packet contents. For IP, TCP, UDP, and ICMP packets, we can automatically

correct the checksum(s) by clicking on the Sigma button.

We can also click on the button with an arrow on it to display the list of available packet
templates. The program comes with TCP, UDP, and ICMP packet templates; using them is
often faster than typing hex codes in the editor window. These templates contain typical TCP,
UDP, and ICMP packets, but if we need to edit many packet fields and use meaningful values
that suit our needs, such as real MAC and IP addresses, port numbers, SEQ and ACK
numbers, etc, we can use our own templates rather than the built-in ones. We can drag-and-
drop a packet from the CommView Packets tab to the Templates section in the Packet

Generator window.
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5. Installation of Snort

Snort is the most widely used Intrusion Detection System. It is supported on multiple
platforms including UNIX, LINUX, Solaris, FreeBSD and Windows. Snort works with ASC
Desktop through the database output plug-in. WinPcap[5] is required to be installed to access
Snort.

i) WinPcap

WinPcap is the industry-standard tool for link-layer network access in Windows
environments. It allows applications to capture and transmit network packets bypassing the
protocol stack. Winpcap.org is also the home of WinDump, the Windows version of the
popular tcpdump tool as a command line network analyzer. WinDump can be used to watch,
diagnose and save to disk network traffic according to various complex rules. The latest
stable WinPcap version for Windows 95/98/ME/NT4/2000/XP/2003/Vista is 3.1 and it can be

freely downloaded from http://www.winpcap.org/install/default. htm#Developer.

Download the executable file “winPcap 3 1.exe” file of size 456 KB and run. Follow
the instructions on the screen and the installation applet will automatically detect the

operating system to install the correct drivers for winPcap.

i1) Snort

As of March 2006, Snort version 2.4.3 is available at http://www.snort.org/dl/binaries/win32/

in the form of Windows binary packages. Visit the Snort web-site, download and execute the
file “Snort-243-Installer.exe” of size 1.43 MB. Select “typical” installation and install the
Snort in C:\Snort directory.
e Snort configuration file is located at C:\Snort\etc\snort.conf
e Snort executable file located at C:\Snort\bin\snort.exe
e Snort log files are stored at C:\Snort\bin\log\alert.ids and C:\Snort\bin\log
\snort.log.<time>, and

e C:\Snort\rules directory contains the snort rules.
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Snort rules can be downloaded from http://www.snort.org/pub-bin/downloads.cgi.

Unzipped the file “snortrules-pr-2.4.tar.gz” of 770 KB and copied the rules files from its

\rules directory into C:\Snort\rules directory. There are 59 nos of *.rules files contains more

than thousands of Snort rules.

111) Snort Configuration :

Snort.conf file is located at C:\Snort\etc directory. Edit the configuration file before Snort

running. The following steps can be taken to create a custom configuration:

1) Set the variables for your network

2) Configure preprocessors

3) Configure output plugins

4) Add any runtime config directives

5) Customize your rule set

Edit the configuration file as follows :

1)
2)
3)
4)
3)
6)
7)

8)

9

Set the HOME NET variable as var HOME NET 192.168.1.100/24

Set the RULE PATH variable as var RULE_PATH c:\Snort\rules
Uncomment the format output alert syslog: LOG AUTH LOG ALERT
Uncomment the format output log tcpdump: snort.log

Uncomment the format include c:\Snort\rules\classification.config
Uncomment the format include c:\Snort\rules\reference.config

Use database format as output database: alert, mysql, user=root
password=wazed dbname=ids host=localhost

Use database format as output database: 1log, mysql, user=root
password=wazed dbname=tcpdump host=localhost

Copies all 10 Snort rules to be tested into c:\Snort\rules\local.rules file, and keep

the include file as include $RULE PATH/local.rules. All other include rules

file should be commented unless is required.

10) Keep the preprocessors configuration as it is

11) Save the configuration file and exit.

Course : 60-564 Page 20 of 45



Snort Testing System by using Activeworx Security Center

1v) Testing of Snort :

To test, execute the command within the c:\Snort\bin directory:

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.
C:\Documents and Settings\Administrator>cd\
C:\>cd snort\bin
C:\Snort\bin>snort -A console -v -i2
Running in packet dump mode
Initializing Network Interface \Device\NPF {1B5F3736-6D03-4434-BFC4-
BEACCC5B6594}

--== Initializing Snort ==--
Initializing Output Plugins!
Decoding Ethernet on interface \Device\NPF {1B5F3736-6D03-4434-BFC4-
BEACCC5B6594}

--== Initialization Complete ==--

o —-*> Snort! <*-
o" )~ Version 2.4.3-ODBC-MySQL-F1lexRESP-WIN32 (Build 26)
rree By Martin Roesch & The Snort Team:
http://www.snort.org/team.html
(C) Copyright 1998-2005 Sourcefire Inc., et al.

NOTE: Snort's default output has changed in version 2.4.1!

The default logging mode is now PCAP, use "-K ascii" to activate

the old default logging mode.

03/09-10:24:08.907866 192.168.1.100:1281 -> 192.168.1.1:5678
TCP TTL:128 TOS:0x0 ID:4154 IpLen:20 DgmLen:48 DF

KAk AAAASH Seq: 0xCl0E62D1 Ack: 0x0 Win: OxFFFEF Tcplen: 28
TCP Options (4) => MSS: 1460 NOP NOP SackOK

03/09-10:24:30.089210 192.168.1.100:1282 -> 192.168.1.1:5678
TCP TTL:128 TOS:0x0 ID:4161 IpLen:20 DgmLen:40 DF
*HFAAFR** Seq: OxAFC874AA Ack: 0x18770C Win: 0x0 Tcplen: 20

Snort received 46 packets
Analyzed: 46(100.000%)
Dropped: 0(0.000%)

Breakdown by protocol:

TCP: 20 (43.478%)

UDP: 15 (32.609%)
ICMP: 1 (2.174%)

ARP: 10 (21.739%)
EAPOL: O (0.000%)
IPv6: O (0.000%)
ETHLOOP: 0 (0.000%)
IPX: O (0.000%)
FRAG: O (0.000%)
OTHER: O (0.000%)
DISCARD: 0 (0.000%)

Action Stats:

ALERTS: 1
LOGGED: 1
PASSED: 0

Snort exiting
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From a separate machine, use nmap to generate events for Snort to detect:
nmap -sP 192.168.1.100
An alert would be seen like this:

03/09-10:38:06.911226 [**] [1:469:1] ICMP PING NMAP [**][Classification:
Attempted Information Leak] [Priority: 2] {ICMP} 192.168.1.101 ->
192.168.1.100

Some other necessary Snort commands are as follows :

To run the snort using rule files and be verbose for interface i2, use the command

. snort -c C:\snort\etc\snort.conf -v -i2

This will apply the rules configured in the snort.conf file to each packet to decide if an action

based upon the rule type in the file should be taken.

To save the log files into snort\log directory, use the command
. snort -dv -1 c:\snort\log -h 192.168.1.100/24 -c
C:\snort\etc\snort.conf

If no output directory is specified, it will default to .\snort\bin\log directory.

To save the payload into a text file, use the command
. snort -dv -v -i2 > c:\snort\log\savelog.txt

where the payloads will be saves into “savelLog.txt” file

Use the following command line to log to the default facility in /var/log/snort and send
alerts to a fast alert file:
. snort -c c:\snort\etc\snort.conf -b -A fast -v -i2

Two files, alert.ids and snort.log.***, will be generate under C:\Snort\bin\log\ directory

The content of alert.ids file is look like as :

03/05-10:22:43.093983 [**] [1:1384:8] MISC UPnP malformed advertisement
[**] [Classification: Misc Attack] [Priority: 2] {UDP} 192.168.1.1:1900 ->
239.255.255.250:1900

03/05-10:23:20.626936 [**] [1:540:11] CHAT MSN message [**]
[Classification: Potential Corporate Privacy Violation] [Priority: 1] {TCP}
192.168.1.100:1237 -> 65.54.228.46:1863

03/08-05:02:16.732529 [**] [1:999999:1] Wazed TCP traffic [**] [Priority:
0] {TCP} 64.124.109.223:80 -> 192.168.1.100:2392

03/08-05:02:19.070266 [**] [1:1384:8] MISC UPnP malformed advertisement
[**] [Classification: Misc Attack] [Priority: 2] {UDP} 192.168.1.1:1900 ->
239.255.255.250:1900

(where, rule# 999999, rev 1, is user defined rule for TCP traffic)

Course : 60-564 Page 22 of 45



Snort Testing System by using Activeworx Security Center

6. Installation of ASC Desktop

ASC Desktop will allow us to view IDS data in many different ways, some of them include:
e Unique Views

List Views

Interactive Graphs and charts

Event Relationship Diagrams

Payload decoders

ASC for IDS has 3 parts
e ASC Desktop
e Database Servers
e Sensors

Two Different types of Databases, Primary Database and Event Databases, are used. It
Support for unlimited sensors/devices per database and can be installed on any operating
system. We will use the default Snort IDS database schema.

Sensors are computers running Snort IDS with the Database output plug-in. It works with
Snort 1.8 or newer.

j IDS Databases
_‘l ._Jl ASC Desktop

Fig 12 : 3 parts of ASC for IDS

Minimum system requirements for the ASC Desktop

CPU : Pentium 4 or later

Memory : 512 MB of greater

Available Disk Space : 250MB

Operating System : Any OS that runs MySQL, Windows for MS SQL
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1) Download the Activeworx Installer files

Download the BrightTools product of ASC components for 15 days evaluation from the site

http://www.brighttools.com/support/download.html#. There are 5 Microsoft Installer files for

download.

ASC Desktop — asc.desktop.msi of size 55.7 MB

ASC Manager — asc.manager.msi of size 51.1 MB

ASC Network Collector — asc.network.collector.msi of size 4 MB

ASC Windows Evemtlog Collector — asc.winlog.collector.msi of size 5 MB and

ASC Check Point Collector — asc.checkpoint.collector.msi of size 4.2 MB

Run all the above files to install ASC Desktop application.

11) Primary Database

We need to configure the primary database when running ASC Desktop for the first time.

T Add Database Wizard.

~Wizand 5etiings 1 &
Harme T
Whit kird of databaze woold you e to creste?
Descipticn ) Pima 45T
Eldd::m: Heme
_anhﬂsu Tupe
P, ‘whet Echiens woul you ke bouze?
e v
ibisidl o | Swhiat i tha Tl tahaca neme?
Sevar | P S
F_"cut
B [ Betr || Concal

Fig 13 : Creating the primary database aw_asc by using ASC(v103) schema
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':.'__.i.ﬂ.li l_hln;u.se 'I';’E.: rl:l.

- Wizand 5 etlings -

Dezcioticn
WA

Datehese Hame

Datehese Type

Sehema

| ASC [v103] |
.:SBI'-'Er:r_I-EIB

.-591'-'EI-”-’

Fot

MySL

Wbk s e Sesve Typa?

=

het m the [P dddess of the Server?

19216BD12

‘whiet -z e Pl of the 5 erer?

3308

| <ok | [ Hetr |

[ Cancel ]

Fig 14 : Configure the MySQL server information

E  Add Databpse Wizard
- Wizard 5 etings

[Descnphicn
N
[iatehese Hame
AW A
Datehese Type
ANC
etema
| ASC (v103) |
.SBI\-'EITTH:IB
| MpsoL |
Sevar|P
|192.168.012 |
Fait
s |

Check the seflings on the =i I everpthing = comeci
Clck an Create o oeale s dashexe

Fig 15 : Create the database from entered setting
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111) Event Database :

To create Event Database, log into database server with user name and password.

ASC Database Manager Logi

Usermarne [ oot |
Pazsword | xxxx>1 |
DE Server | localhast |
Database Type | MySOL |

“erzion 2.6.0 By Activewors, hc.

Fig 16 : Log-in into ASC Database Manager

E¥ ASC Database Manager E@
File ©Options Help
3 8 X
= Add Database Wizard Dratabases
IE Tleere MNarne Description Database Type Schema Yersion
E%?DDT 7306 ASCDB  Primary ASC Database aw_asc  axc 105

Fig 17 : ASC Database Manger displaying its Primary Database as aw_asc

Click on Add Database Wizard icon, configure the database setting and enter database server

information to create an event database. There are 6 kind of event database in ASC to create,

these are —
1. IDS
2. TCPDump
3. Firewall
4. Syslog
5. Sebek
6. Vulnerability
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F* ASC Database Manager

File Options  Help

‘ 3 § Add Database Wizard
3

] w - Wizard Seth

& @ localhost 3306
3 1zrontzng Mame

l:l abase would you like 1o creats?

Description () Sebek
(OMulnerability
Database Name (O Ewent Framewark

Database Type
Schema
Server Type

Server IP

Port

L ]

F¥: ASC Database Manager

File ©ptions Help
: 38 H E Add Database Wizand

locahost 3306
[ 127.0.01:3309 MNere

Description

Snort ID5 datab

Database Name

Database Type

Schema

Snort 2. x [v106)

Server Type

Server [P

Part

[ < Back J L Meut > ] [ Caneel }

Er ASC Database Manager

File Options  Help
E 5
28X Add Database Wizard

- [ localhost:3305
" [@ 127.001:3304 MName

Description

SnortIDS database

Database MName

ings on the left. If ewerything is corect
Create to creats 2 database

{cone_

Database Type

w
o
=
]
2
@

Snort 2.x [v1086)
Server Type
MySQL

Server [P
localhost
Fart

3306

|

Fig 18 : Steps to create an Event Database (IDS) using ASC Database Manger
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To create a new user to work with ASC Desktop, click on Add User icon. Fill the user

information and set the new users permissions as follows —

atahase Manager

File Options  Help * add User
8[Esa
~|d Databases
& Users Description ASC System Analyst
@ 127.0.01:3306
User Infarmation /
MNarne Database Select Update Delete Insert Grant
ASCDE aw_asc [l F
l (5]:8 _l [ Apply ] [Cancsl ]
A

F¥ ASC Database Manager
File Options Help [

E
5 3 locahowt3305 | Usemame —

|3 Databases

& Users Diescription ASC Spstem Analyst

- F 127001306

# add User

g o
iUser Informatiun] Databases |

Full Name Shamsul Wazed
Email wazed@uwindsor ca

L 0K ] [ Apply ] [Cancel ]

B ASC Database Managen

File Options Help

Password |
Confirm Password
Host =
localhost
=

Fig 19 : Steps to create a new user using ASC Database Manger

356 846
= [ localhost: 3306 Users
."B Datsbases User Full Mame Description
shamsul  Shamsul'wWazed  ASC Swstem Analyst
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iv) ASC Desktop :
ASC Desktop is now installed and ready to use. Before the ASC Desktop, Snort should be run

in background. Click on ASC Desktop icon to logon by using username and password.

Uszername |r00t | [ Login ]
Password |’"‘m | <+ Less

Primary Database Details ] Security |

IP Address | localhost | [ Help J
Part | 3308 |
Databaze Mame | aw_asc |
DatsbasaTyps  MySOL v
ersion: 2.6.0

By: Activewars, Inc.

Fig 20 : ASC Desktop login window
The resources form is used to add existing snort databases, delete/edit databases that are
viewable within ASC Desktop, and view the sensors that are in each of the databases. This

form can be view by clicking on the Resource menu item that is located on the side menu.

L Activeworx Security Cente

esktop - [Resources]

& File Wiew Options  Help -8
Do AAEEE@ T EE™ 0P TieFiter 2Hous ¥
Wiews a FE a0
m Resource View - 7 Event Databases
1 Firewalls Logged
Evert i ameard — DS Sensore Drag a column header here ta group by that column.
—# Sebek Sensors - —
::. e e IDT Name ¥ Tupe i Description 7
= _% e DU e 1 aef 3 EventFramework  Event Framework DB
Firewall —# Vulnerabilly Databases 2 fuy 7 Firewal Firewsall Ewent DB
+-18 Objects DS A b5 DS Database
@ @-\_.;" Ewent Bules !l 4 ‘ Suslog |a Spslog | Suslag Database
il 5  TopDump [ TCFDump tepDump database
B sehak @ Sebek Gehak database
@ 7 Vin # Yulnerahility Vulnerability D stabase
Sehek. E_Edit Event Database Syslog
@ Event Databaze Name | Syslog ‘
Syslog Description | Syslog Database ‘
@ Connectivity T Authentication | Settings |' Security r Server Info
TCPDurmp
[3 Database Server MuSOL ~
% Schema Type 1 ) Successfully Connected to Database
Resources Hast Address 127.0.01
-
\z Hast Port 3306
Task Manager Database Name | sysiog | [ Fil Databases |
& : |
{z J:
Task Scheduler [ K ] [ Tost .I [ Cancel J
105 Fvents Resources |

Fig 21 : Adding/editing snort database from Resource form
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When adding snort databases from this form, the database must already exist, otherwise the
database must be created by using the Database Manager. The database setting can be edited

by double clicking on the database icon.
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7. How to work with the Project

PC 1 (IP : 192.168.1.100) - Run Snort from console by using the command from c:\snort\bin,
snort -c c:\snort\etc\snort.conf -h 192.168.1.100/24 -v -i2. Logon into ASC

Desktop and open IDS form. Run CommView for packet analyzing and monitoring purpose.

PC 2 (IP : 192.168.1.101) - Run CommView for packet analyzing and monitoring purpose.
Generate packet (ICMP/TCP/UDP) with Snort signature and send to PC2 via switch.

1) Event Overview

Click on /DS form and select Event Overview

B Activewnrx Security Center Desktop - [IDS Events]

-%;iF\Ie Wiew Options  Help -2 X

DeQ% AAEPAG@ T @ @™ P TneFker 2M4Hus -

ver o g@do oRd XS
@ =-@ DS Overall Status
= A=

Tatal Events 7856| Fikered Events ”
Eretiioietl ] ; List Events Total Unique Events Filtered Unigue Events &) Rchiesh
B 7 Graphs Events Last Refreshed | 03/0914:48:22| Last Evert Time

5% Search

|

Firewall Fieports Total Events Per Sensor Events Per Priority Events Per Protacal Top 10 5 P Addresses Top 10 Dst 1P addr
@ Hostname Count Priority Count Piotocol Count IP Address Count IP Address
- UMIVERSIY3C3 175 f Med 171 upp 171 192168.1.1 171 239.255.255.250
s O Low 4 ICHP 4 152.168.1.101 4 192.168.1.100

Sebek

Syslog

Last 10 Events
PFriority |E Protocol SrcIP Sic Port DstIP Drst Part Sengor Timestamp
i Med [[UDP 119216810 [ 1900 | 239.255.255.250 | 1900 | LINIVERSIYICaVE \Device\WPF_{ | 2005-03-05 T4:45:18.527+008
f, Med UDP 19216811 1900 239.255.255.250 1900 UNIVERSIY3C3VF:A\Device\NPF_{  2008-03-09 14:45:18.526+008
£, Med UDP 19216811 1900 239.2585.256. 260 1500 UNIYERSIY3C3VF-A\DeviceAMPF_{  2005-03-03 14:48:18.826+008
fMed UDP 182716811 1300 2392552565260 1900  UNIVERSIY3CIVFADevice\MPF_{  2008-03-03 14:48:18 825+008

Med  UDP 19216811 1900 239255255250 1900 UNIVERSIY3C3VF:A\Device\NPF_{  2005-03-03 14:48:18.824+008
T Med LUDP 19216811 1900 239266256260 1900  UNIWERSIY3CIVFADeviceMWPF {  2008-03-03 14:48:18 8234008
% Last 24 Hours Last 7 Days | Last 30 Days | Last 90 Days |

IDS Events in Last 24 hours

Wulnerability

Resources
2 1 Dlnfu.Luw
Task Manager tted [l High
)
BL2) F = = = = ® = = = = = === = = === £ =
L & & & a&ad ¥ T T T T AT T T AT T &R E
Task Scheduler 8582 2o gegogweoe 2o = O 5@
[ 105 Events

=T

i4 start P2t - [ B adeh.. [ ()

B Activ...

Fig 22 : Event Overview from IDS database

An Event Overview shows the Host name, Top 10 source and destination addresses. It also
shows the total number of event with their corresponding timestamp. It shows last 10 events

with detail. At the end of the window a 3-D graph is plotted taking for last 24 hours events.
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ii) List Events

To view the alert files click on List Events.

B Activewnnx Security Center Desktop - [IDS Events] = fﬁlﬁ_?

-é;{ File Wiew Options Help -5 X
D@ AP EG@G T W@ ® D TmeFlker 2dHours
Vew flaagfaodh XEE
=@ 1D
@. :] Ereni e Drag a column header here to group by that column.
Event Framework (] Unique Events EvertID ¥ Prioiity ¥ Event Name ¥ Fiolocol W SiclP ¥ ScPot ¥ ScCounty ¥ DstP ¥ 4]
g ;" Graphs 31:8302 1 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.255.250
® \3; Search 31:83001 8 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.255.250
el s I1BI00 4 Med  MISC UPKP mallomed advertisement  UDP 19216811 1900 N/A 239.255.255.250
31:8299 4 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.255.250
@ 31:8298 . Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.265.250
o 31:8297 8 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.255.250
. 31:8296 8 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.265.250
31:8295 @ Law  ICMP PING Windaws ICMP 1921681101 M2 192.168.1.100
FETEESE T Tow | ICME BING Windows TEME 8% 1881 10 | [ FiE: (REACAR |
Sebek. 31:8293 @ Low  ICMP FING Windows ICHP 1921681101 M2 192.168.1.100
= 31:8292 @ Low  ICMP PING Windows ICHP 1921681101 M2 192.168.1.100
gﬁ 31:8291 & Med  MISC UPnP malformed advertisement  UDP 19216811 1300 M2 233.255.256 250
syslog 31:8280 . Med  MISC UPnP malformed advertisement  UDP 19216811 1300 M2 233.255.256 250
31:8289 & Med  MISC UPnP malformed advertisement  UDP 19216811 1300 MiA 233.255.256 250
@ 31:8288 . Med  MISC UPnP malformed advertisement  UDP 19216811 1300 MiA 239,265 266 250
31:8287 & Med  MISC UPnP malformed advertisement  UDP 19216811 1300 MiA 239.265.266 250
USBy 318286 0 Med  MISC UPnP malformed advertisement  LDP 19218811 1900 N 239,255.255.250
- 31:8285 & Med  MISC UPnP malformed advertisement  UDP 19216211 1900 MiA 239.265.266.250
) 31:8284 . Med  MISC UPnP malformed advertisement  UDP 19216211 1900 Mia 239.265.256.250
“ulner ability 31:8283 0 Med  MISC UPnP malformed advertisement  UDP 19216211 1900 Mia 239.265.266.250
= 31:8282 v Med  MISC UPnP malformed advertisement  UDP 19216211 1900 Mia 239.265.256.250
% 31:8281 v Med  MISC UPnP malformed advertisement  UDP 19216211 1900 Mia 239.265.266.250
s 31:8280 v Med  MISC UPnP malformed advertisement  UDP 19216211 1900 Mia 239.265.256.250
31:8279 0 Med  MISC UPnP malformed advertisement  UDP 19216811 1300 MiA 239.285.255.250
L2l 31:8278 0 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.255.250
31:8277 4 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.255.250
Task Manager 31:8276 0 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.255.250
”{9 31:8275 4 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.255.250
{BE)] 31:8273 0 Med  MISC UPnP malformed advertisement  UDP 19216811 1500 M 239.255.265.250
Task Scheduler 31:8274 4 Med  MISC UPnP malformed advertisement  UDP 19216811 1300 Mi& 239.285.255.250 &
e ¥
Event Rows : 201 ‘_}

. [

Fig 23 : View alert files from IDS database

inform

Source 1P Address

Destination IP Address

eworx Security Center Desktop - [ICMP PING dows]
E]. File View Options Help
Do Q% AL A@ T ®E® 2 TimeFiter 24Hous -
Wiews q i o

Ewent References

Owerview

@ Sensor | UNIVERSIY3CIVF\De

Event Framework

Interface

Event|D | 31:8234

Time | 2006-03-03 14:45:47.01 Classification | misc-activity

=

Pmolity Signature ID Revizion
Firevsall
IP Header
@ | Ver| Hdrlengh | T0S | Length | 10 | Flags | Oftset | TTL | chksum |
s |4 5 0 60 173 0 0 128 46586
‘ Source |P Address | Destination IP Address |
@ ‘19218811D1 192.168.1.100
Sebek. [ Source Hastname: | Destination Hostriame |
E _“E ‘UNIVEF\SI-UTF‘JSH universi-y3c3uf
| Options |
Syslog
@ ICMP Header
‘ Tupe Code Check sum [n] Seq Num
TCPDump ‘ (8] Echo Request 0 18524 512 TES
I 6l 62 63 64 65 66 67 63 69 6A 6B 6C 6D &E &F 70 ahcde fohi jklnnop
! 71 72 73 74 75 76 77 Gl 62 63 64 65 66 67 68 63 qr stusrwabede fghi
Yulnerability -"g
— =
&
o
i)
R 3
ESOUFCES =
&
>,
-
Task Manager
o |3
)
Lig =

Fig 24 : Event Information when a ICMP Ping is sent from
192.168.1.101 to 192.168.1.100 which is with Snort signature of rule 382
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IDS Event Details form displays (Fig 13) the details of an individual event. This includes an
overview of the event, IP, TCP, UDP and ICMP Header information and a payload decoder.
This form also allows us to get more information about the Source IP Address, Destination IP

Address and Event References from the Internet.

To view the event reference, double click the selected event from the table shown in List
Event form (Fig 12). Select the tab Event Reference and then click on button Get Detail. The
figure below (Fig 14) shows such an event of Signature ID 382 of Message ICMP PING
Windows. The event references use the references that are included with each IDS signature
to go out to the Internet and find more details about the event and why it could have

triggered.

B Activeworx Security Center Desktop - [ICMP PING Windows]

B File Wiew Options Help -8 X
Do@% A AP EE T ®E® D TmeFler 24Houws -
M Evwent Information | source IP Address | Destination 1P Address / Event References I
@ Fieference Type: |5nnrl' a2 v | LQ Get Details 3|
EventFr...
@ BOT SOURCE? | ABOUT SNORT | ABOUT SOURCEFIRE | | **
. =
Firewall g b {
® ~ e .
a 7 | ) e o
A developed by
< C 7 =
'  SNORT ORG SOURCE/
(—) NEWS SIGNATURE DATABASE
Sebek —
@ Q DOWNLOAD
— search
Syslon
i o pacs m
@ = ssarch
T By Message:
TCPDump i‘a/ RULES
Al 7] COMMUNITY
2 GEN:SID 1:382 .
Wulnera...
Message ICHP PING WWindoves
% O FORUMS Summary This event iz generated when an ICMP echo request is made from 8 Windowes S or 2000 hast.
— Impact Information gethering. An ICMP echo request can determine if & host is active.
R TRAINING Detailed Information An ICWP echo request i= used by the ping command to elicit an ICWMP echo reply from a listening live host, An echo request that o
e 1 - from & Windowes S or 2000 host cortaing & unigue payload inthe message reguest
Affected Systems Al
Task Ma @ STORE Attack Scenarios  An sttacker may attempt to determine live hosts in s netveork prior to launching an sttack.
) == Ease of Attack  Simple
12] omchiite False Pnsitives An IChP echo recuest mav be used to lecimately troubleshoot networkina oroblems. b
L2 < | 4
Task 5C... = =

[FLICMP PIMG... |J[ELICMP PIMG...

[mem. -[Badb.. [

B Activ...

& T EEE - ’g)u,;_, 4157 PM

Fig 25 : Event Reference for a selected event from List Event IDS form
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111) Unique Events

By right clicking on a unique event we now have a context menu that will dropdown and give

us a list of items that can be performed on the selected unique event.

Fr= = Wl = W 7 T & T
& @ 109 XEE
=3 DS Ba .-
|| Evert Overview = et “"gr . =
=) &z] Unique Events IDS Sensor Event's in Last
el
#-@ Priorities
[ |Z Classifications
# G SR
[ 5 DstIP
[ 5@ Src Port
[+, Dst Port
a IF Protocal
=] List Evertts
4 Graphs
-, Search

Reports

by 100% . | UMMWERSI-Y3C3WF: Device\WPF_{1B5F3736-6D03-4434-BF C4-BEACC CS5BE594 } 253

Fig 26 : Sensors showing IDS Sensor Events

o g oG KEE
=@ DS Top 101DS Source IP Event's in Last 24 hours

=| Event Overview

Priarities
Classifications
IF
152.168.1.1 (249)
2 192.168.1.107 [4)
-2 DstIP
[ == Src Port
[+ DstPort
3] E. IP Protocal
[+ =] List Events

1921681101 2%

4 Graphs

4, Search

[+ Reports
W 15216811 | 249

B 1s2488040 | 4

Fig 27 : Src IP showing Top IDS Source IP Events in Last 24 hours
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iv) Graphs
All Graphs within ASC are fully interactive. There are currently 3 types of graphs: Time, Top

10, and Time of Day over a period of time. This graph shows events that have occurred over
the last 7 days and highlights them based on Priority. From this graph we can have the ability

to drill down into each day to view a daily graph, or view events for each day and priority

level.
=— ~——=—ar
1+ [EEne ORI
= @ DS — . s =
_@ |=] Event Overview bl - = »
Event EEN—Y -5z u.mque Events Top 101D3 Destination IP Event's in Last 7 days
- [#|=) List Events
= Graphs
[ Last 24 Hours
Firewall E Last 7 Days
[ Last 30 Days
[ Last 90 Days
[ TOD over last 4 Weeks
DS
[ TOD over lagt 3 Days
ﬂ 4 Top 10 sicip/Last 7 Days
P9 10p 10 d
Sebek & Top 10 step 7 Daps
4 Top 10 dstport/Last 7 Daps PR D) i
y
@ ;EG'DT W 239.255.255.250 | 7915
e eports .39.69.77:
Syslag 5 54 228 46 0% [T 192.168.1.100 109
M 15216811 4
@ [ 137.207 32.76 2
TePDuTE [ 215.39.69.77 1
w 239,255 255.250; 99% : ngjié'ﬁf‘?géi !
14207 1
M 159613321925 1
ulner ability
Resources
Task Manager
Task scheduler
Wl 1DS Events [l ICMP PIMG...

3 httpif, | B sw B activ... o EEEE

+4 start T2t - | B Adoh.. | (9 Resta..

Fig 28 : Top 10 distip/Last 7 Days showing destination IP’s in Last 7 days
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v) Reports
Reports are displayed using the Crystal Reports reporting engine. This report maps the source
IP’s and displays them in a nice report based on country. There are currently 8 reports, but
each report is more of a template. Each report can be customized within ASC to display the
information that is of interest to you. These custom reports can be saved and later retrieved
with a couple of mouse clicks.

Reports can be fully customizable to display any information that you would like in
them. Reports can also be exported to common formats such as word, Excel and Adobe

Acrobat, as well as printed from within ASC Desktop.

Options  Help

i3 AAEEA@TF =& ™ © Tmefiter 24Hors v

& 1 o2 ¥KEE
EIDS WSS ‘?g|n « oM n 003 = -

|=] Event Dverview

[ 52| Unique Events ain Repart ]

[+ =] List Events

24 Graphs Protocol Events Events by Sensor
=, Search
= @ Reports

|£] IDS Destination [P

=] DS Destination |Ps

=

IChP

=] IDS Destination Por

BICMP 16%
2] IDS Everits By Mam 5UDE S = urra T cri in TR e —-an
Total: 100.0%
2] ID5 Source IP Map UNNER S1-Y3C3WF AD evice\NPF_{1 B5F 3735 6D0C- 4334 BF 4 BEACCOSBE504)
=] IDS Source IPs
[Z] IDS Source Ports
Top 10 Destination Ports Top 10 Destination IP Addresses
= =
£ @
E m Med g H Med
E o Law g u Low
8 e
8
&
& s
< >
< | * | Current Page No.: 1 Total Page Mo 1 Zoom Factor: 100%

L ICMP_PING.

Fig 29 : Generating report of IDS overview by selecting IDS Overview from report submenu
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8. Capturing the Packets with 10 Snort Signatures :

The following are some Snapshots of ASC Desktop IDS form when it captures files with

Snort specific 10 signatures. The screenshots of capture is given below :

Signature ID: 276

Message: DOS Real Audio Server
B Activewonx Security Center, Desktop

File Wiew Options

Help

D @ A A E @ F: W g™ D TimeFiter 24 Hours

Wiews R

IS Events DOS Real Audic Ser |

@ Overview

Source IP Address

Destination IP Address

Event References

@ IPH

EventFr... Senszor | UMIWERSIYAC3VF:\De

Tirme | 200680311 17:12:19.21

Firenall

Interface | \DeviceSNP | Event|D | 31:8515 |

Classification |attemptedrdos

Signature D | 276

| Revision |5 |

eader
B [wer | Harlength [ 705 [ Length | 0 | Flags | Offset | TTL | chksum |
| 4 5 o 45 4369 u] o 128 42400
| Source [P Address I Destination |P Address |
Sehek | 1321681101 192 168.1.100
.g_“j | Source Hosthame | Destination Hosthame |
| UMIMNERSI-OTPJSH universi-p3c3vk
Syslog | Options |
@ TCF Header
TCPCump | Src Port D=t Port Seq Mum Aok Mumnber Offzet Flags window URP |
\; | a0 7070 3435973836 u] 5 | e 5" 16384 o
. | Options |
Yulnera |
% FF F4 FF FD 0& [~
B
=]
Resources é-
-, =
k &
=}
Task Ma... &
WO =
12] -]
iy 2
Task Sc 3
4

Signature ID: 382

Message: ICMP PING Windows

B Activeworx Security Center Desktop - [ICMP PING Windows]

Bl Fie Yiew Options

Help

D20% 000G T BEe”®

Time Filker 24 Hours

-

Wigws B

TCPDump

(iiu

Yulnerability

Source IP Address | Destination IP Address | Event References

Overview

Sensor | UNIWERSIYIC3VFA\De

Time | 2006-03-09 14:45:47.01 Classification |misc-aclwil}l
Priority Signature 1D Revisian

Irterface | \Device\WP | EventID | 3:1:8294

H Payload

=

IP Header

| er| Harlength | TOS | Lengh | 1D | Flags | Offset | TTL | chkeum |

| 4 5 0 &0 173 a a 128 46586

| Source P Address | Destination [P Address |

| 1921881100 1592168.1.100

| Source Hosthame | Destination Hosthame |

| UMMERSI-OTRJBH universi-p3c3vl

| Options |

ICHMP Header

| Type Code Check sum 1D Seq Mum

| [8) Echo Request 1] 18624 512 7ER
&l E2 &2 &4 &5 €& &7 €2 €9 &4 6B &C ED &E &F 70 abode fghijklunop
71 72 72 74 75 76 77 Bl €E &3 64 &5 BE E7 EB €3 grsturwabode fghd

Course : 60-564

Page 37 of 45



Snort Testing System by using Activeworx Security Center

Signature ID: 394

Message: ICMP Destination Unreachable Destination Host Unknown

2 Time Filter 24 Ho

Q%' 0 l8@igV Be"

urs -

" 105 Events ICHP Destinal

nU

Source IP Address | Destination IP Address

; Event References

Overvicw

Sensor | UNIVERSIAYSC3WRADe Interface | SDevice’MP | Evert|D | 3:1:8530

Time | 2006-03-11 11:33:28 597 Claszification

mizc-achivity

F'riorit_l,J Signhature D Fewvizion El

IP Header

[wer]| Hdrlength | 705 | Length | 10 | Flags |  Offset | TTL [ chksum |
| 4 5 0 B0 4369 0 0 128 42330

| Source |P Address | Destingtion IP Address |
| 192.168.1.1M 192.168.1.100

| Source Hosthame | D estination Hostname |
| UMPIERSI-OTRIEH univergi-p3c v

| Options |
ICkP Header

| Type | Code | Checksum | |] | Seq Mum

| [3] Destination Unreachable [7] Hast Unknown 4EE34 TES 25E

03 00 01 00 00 &1 &2 63 64 &5 66 &7 65 63 GA SEB
EeC elr 6E 70 71 7Z 73 74 75 Ve 77 Bl 62 B3 64 65
& E7 BB E3

Decoded Payload

_____ abcde fohiik
lmnpor stuvwabode
fohi

Signature ID: 472
Message: ICMP Redirect Host

T e W T ¥ W W e T ez

Views Rt 105 Events ICMP redirect host

Event References

@ Event Information!| Source IP Address | Destination IP Address [

E_ Overview

EventFr... Sensor | UNIVERSIY3C3VF:\De ks Evert D

31:8605 #*

Tire | 2006-03-11 11:42:4113 Classification | bad-unknown

\

Firewall
@ IP Header

(&)

4 [er] Hdrlengh [ 705 Lengh | 10 | Flags | Offset | TTL | chksum |
| 4 5 1] E0 4369 1} 1} 128 42330
@ | Source |P Address | Destination IP Address |
Sebek [ 192168 1101 192.1668.1.100
g} | Source Hostname ‘ Destination Hostrame: |
| UNIVERSI-OTRIEH universi-p3c v
Sysiog | Options |
@ ICKMP Header
TCPDUMD [ Type [ Code | Checksum [ 1D [ SeqMum
\; | (5] Redirect (1) Redirect Datagra... 4E178 TES 256
N
03 00 01 00 00 &l &2 63 &4 65 &6 &7 63 6% 6L 6B ..., abcdefghijk
Wulnera... o|5C 6D 6E 70 71 7z 73 74 75 78 77 6l 62 83 64 68 lmmporstuvwabode
= Blee 67 65 &3 fohi
e |
a
o
Resources ﬁ
Task Ma .
D B
(227 g
Task Sc... :F.
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Signature ID: 489
Message: INFO FTP no password

2D @ B A a7 oy ® 90 Time Filker 24 Hours

[ IS Events INFO FTP no passw

i ; Source IP Address | ; Destination IP Address | -Event References
Owverview
Sensor | UMIWERSIS3C3WF:\De Interface | SDevice\WP EwentID | 3:1:8634
Time | 2008-03-11 19:23:37.31 Classification | unknawn |
Priority Signature |D Revision
IF Header
|wer| Hdilength | TOS | Length | 1D | Flags |  Offset | TTL | chkeum |
| 4 ] 1] 44 4363 1] 1] 128 42401
| Source I[P Address | D estination |P Address |
| 1921881101 192.168.1.100
| Source Hostnanme | Destination Hostname |
| UMIMERSI-OTRJIEH universi-p3c3vi
| Options |
TCF Header
| Src Part | D=t Part | Seqg Mum | Ak Murmber | Offzet | Flags | dindow | LRP |
| a0 21 3435973836 1] [ 5" 16384 1]
| Optiohs |
50 41 53 53 PAsE
-
2
=
&
-
5
2
o
f=1
=
2
3
e
Signature ID: 503
Message: MISC Source Port 20 to <1024
D % O G S g0 @ F ®E ™ o2 TimeFiter  24Hours -
ql_ IDS Events MISC Source Port 2
Event Informatio Source IP Address | Destination IP Address | Ewent References

Oiverview

Sensor | UNIVERSI-Y3C3VFADe Irtedace | SDevicesWP | Event|D | 31:8543

Time | 2006-03-11 09:33:48.34 Classification |bad-unkn0wn

Priority 1y Med Signature (D Revision

IP Header

[wer| Hdrlength | T0S | Length | 1D | Flags | Offset | TTL | chksum |
|4 5 ] 44 4369 ] ] 128 4240

| Source [P Address | Destination IP Address |
| 152.168.1.101 182.168.1.100

| S ource Hosthame | Destination Hostname |
| UNINMERSI-OTRJEH uhiverzi-y3e vf

| Options |
TCP Header

| Src Port Dist Port Seq Mum Ack Mumber | Offset Flags window URFP |
| 20 120 3435973836 ] 5 g 16384 ]

| Options |

00 00 00 00

bded Payload
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Signature ID: 540
Message: CHAT MSN message

Signature ID: 613

Orvervigw

Sensor | UNIVERSIY3C3VFA\De fefEse _
Time | 2006-03-09 22:45:21.90 Classification |pUIicy-viUIaliUn |
Pricrity Signature D | 540 | Revizion | 11 |

Event Information Source IP Address | Destination IP Address | Event References

Event|D | 31:8503

IF Header
[ver| Hdilengh | 705 [ Lengh [ 10 [ Flags [ Oifset [ TTL | chksum |
| 4 5 0 223 Ea4Ed 0 ] 116 57716

| Source P Address

| Destination [P Address

Payload r Cecoded Payload
o
a
@
il
o
o
T
=
w
[}
e
o
[l
“
o
o
@
fi
-3
i
=1
P
T
n
-1
B
w
[=]
n
n
"
-

| 207.46.2.145 192.168.1.100

| Source Hosthame | D estination Hostname |

| bayr-zb51_mzar hotrail cam universi-y3o3vf

| Options |

TCF Header

| Src Port Dt Part Seq Mum Ack Number | Offset ‘ Flags window | URP |

| 1883 1183 3311158980 185776035 B HUAPTT BBR3E 0

| Options |
4D 53 47 zZ0 6D 75 74 73 75 64 64 79 31 3Z 33 40 MSG mutsuddylZ3@

63 6F 74 6D 61 &3 &C ZE &3 &F 6D Z0 4F ZD €D 61 hotmail.com O-ma
ZC 25 32 30 6Z 6F 6C 65 25 32 30 4B 62 Z5 32 30 LE20bole$Z0Ki%Z0
Z1 E1 Z1 20 31 32 36 0D 0OA 4D 4% 4D 45 ZD 56 65 1 1z6. . MINE-Ve
7z 7?3 &9 6F &E 24 Z0 21 ZE 20 O DA 42 &F &E 74 rsion: l.0..Cont
65 6E 74 ZD 54 73 70 65 3A E0 74 €5 73 T4 EF 70 ent-Type: text/p

lain; charset=UT

46 ED 38 0D 0A 58 ZD 4D 4D 53 ZD 43 4D ZD 46 &F F-5. . X-MMS-IM-Fo
7z 6 &1 74 3A Z0 46 4E 3D 4D E2 ZE 3E 20 E2 &8 rmat: FN=MESiZ0Zh
65 6C &6C 25 3Z 30 44 6C &7 3B Z0 45 46 3D 3B 20 ell%*Z0D1lg; EF=;
43 4F 2D 20 3B Z0 43 E2 3D 20 3B Z0 50 46 2D 20 Co=0; CE=0; PF=0
0D 04 0D DA 48 6D 6D - ... Hmm

Message: SCAN myscan

'Ei A A 8@ 7 @E® 59 TmeFilter 24Hours =

IDS Events SCAN myscan ]

Source IP Address | Destination IP Address | Ewvent References

Owerview
Sensor | UNIVERSIY3CVFADe |

Time | 2006-03-11 03574214 |

Interface | “Device®WP | EventlD | 3:1:8556

Clazzification | attempted-recon |

Pricrity | /2 Med | Signature ID R evizion El
IP Header

[wer| Hdilength | T0% | Length | 1D | Flags | Offset | TTL | chkeum |
|4 5 i} 44 4369 i} 0 230 13783

| Source IP Address

| Destination IP Address |

| 202128.1.1m

192.1628.1.100

| Source Hosthames

| D' estination Hosthame |

| chl-cust-0097-202-128-1-101.cable zaipan.com  universi-p3c3vl

| Options |
TCF Header
| Src Port | Dzt Port | Seg Mum | Ack Mumber | Offset | Flags | Window | LIRP |
| 10101 120 3435973836 0 5i r——g 16384 1]
| O phions |
oo 00 oo oo
=)
©
=
o
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Signature ID: 683
Message: MS-SQL sp_password - password change

By B B ey GG F O ™ 2 TimeFiter 24 Hours -
L IDS Events MS-SOL sp_passwor
nt Informatio Source IP Address | Destination IP Address I Ewent References

Ovwerview
Sensor | LUNMMERSI-3CIVF:SDe |

Time: | 2006-0311 19:32.57.68 |

Priority | & High |

Interface | “Device MNP Ewent |0 | 3:1:8638

Classification | attempted-user |

Signature 1D Revision

IF Header
| wer]| Hdilength | 705 | Length | 10 | Flags |  Offsst | TTL | chksum |
| 4 5 0 62 4369 0 0 128 42383

| Source |P Address

| D estination |P Address |

| 1921681101

192.168.1.100

| Source Hostname

| D estination Hostname |

| UNIVERSI-OTRJBH

universi-y3c3vl

d_]/ Decoded Payload

| Options |

TCP Header

| Src Part | Dist Part | Seq Mum | Ack Mumber | Offget | Flags | whitidio | URP |

| a0 1433 3435973836 1] 5 g R 16384 u]

| Options |
73 00 70 00 70 00 70 00 &1 00 73 00 73 00 77 00 s.p.p.p.a.s.s.w
&F 00 7z 00 &4 00 o ¥ d.

Signature ID: 716
Message: INFO TELNET access

e A A E8 @ F g Time Filter 24 Hours -
L IDS Events INFO TELNET access ]
i nfo Source IP Address | " Destination IP Address | Event References
Overview
Sensor | UNIVERSIYICVFADe | Interiace | \Device\NP | Ewent|D | 21:8616
Time | 2006-0311 17:32.50.22 |  Classification | not-suspicious |
Pricrity |° L | Sighature 1D Fewvizion
IP* Header
[wer| Hdrlength | TosS | Length | 10 | Flags | offset | TTL | chksum |
| 4 5 o] 46 4369 1] o] 128 42353
| Source IP Address | D estination |P Address |
| 192.168.1.101 1921681100
| Source Hosthame | D estination Hosthame |
| UMIYERSI-OTRJEH universi-y 3ol
| Optiors |
TCP Header
| Src Port | D=t Port Seq Mum Ack Mumber Offget Flags findow LURF |
| 23 153 3435373836 o] 5 =g 16354 1]
| Options |
o |FF FD FF F» FF FD [
3
=
&
h
4
2
&
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B pctiveworx Security Center Desktop

File View ©Options Help
Do QA A@ 7 EE™ 2 TmeFitker 24Hours -
Views IDS Events %
@ Sa@# lloghae HEE
= = 3 D5
EventFr =] Event Overvi m
(i) U.mque Even | = Sensor : UNIVERSIY3CIVF\Devies\NPF_{1BSF3736-6003-4434-BFC4-BEACCCEBESS4) (88 items) f
@ = :J List E vents Event =7 Priofit W7 Ewent Mame 7 Pt 7 SclP W57 S 7 DstIP 7 Dst 7 Timestamp w
Firewall : /( g:;":: @ High MS-S0Lsp_password -passwordch TCP 19271681101 80 N/ 1921687.100 1433 2006-03-11 13:32:57.686+008
z p— . Med ATTACK-RESPONSES 403 Forbidde  TCP 1921681100 60 M/d 1921681101 1353 2006-03-11 19:30:49.670+008
@ @ Low  INFOFTF na password TCP 1921681101 B0 M/4 1821681100 21 2006-03-11 1%:25:37. 319+008
IE; @ Low  INFOFTF na password TCP 1921681101 B0 MWs4 15921681100 21 2006-03-11 192935 679+008
£ Med ATTACK-RESPONSES 403 Forbidde  TCP 1927EB81.101 B0 MWAd 1921687100 153 2006-03-11 18:45:00.100+008
@ @ Low  INFO TELNET access TCP 19271681101 23 N#4 19271687000 153 2006-03-11 17:3250.225+008
f. Med DOS Real Audio Server TCP 192716811001 90 N#4 19271687000 7070 2006-03-1117:1319.313+008
Sebek @ Low  ICMP Echa Reply ICMP 192168.1.100 Mss 192168711 2006-03-11 11:54:42.607+008
@ Low  ICMP Echa Reply ICMP 192168.1.100 Mgs 19216811 2006-03-11 11:54:42.508+008
gﬁ |@ Low [ICMP Echo Reply TICMP 19276800 | | WA 192766 7.100 | | 2006-03-11 11:54:36.067+008
Syslog £ Med  ICMP rediect host ICMP 1921681101 Mss  192168.1.100 2008-03-11 11:48:24.829+008
. Med ICMP rediect host ICHP 192168.1.101 Mss  1592.168.1.100 2006-03-11 11:48: 24 7524008
@ . Med  ICMP rediect host ICMP 192168.1.101 Mss  1592.168.1.100 2006-03-11 11:48: 24 629+008
. Med  ICMP redirect host ICMP 192768.1.101 N#s - 132168.1.100 2006-03-11 11:48:24 523+008
TCPD"}mD £ Med  ICMP redirect host ICWP 1921681101 Mas 192.168.1.100 2006-03-11 11:48.24.433+008
\; @ Low  ICMP Echo Reply ICHP 1921681101 Mas 192.168.1.100 2006-03-11 11:45:48.730+008
: . Med  ICMP redirect host ICMP 1921681101 Mss 192.168.1.100 2006-03-11 11:43:41.135+008
Yulnera £ Med  ICMP redirect host ICMP 1921681101 Mss 192168.1.100 2006-03-11 11:43:41.036+008
S, £ Med  ICMP redirect host ICMP 1921681101 Mss 192.168.1.100 2006-03-11 11:43:40.936+008
% . Med  ICMP rediect host ICMP 192168.1.101 Mss  1592.168.1.100 2006-03-11 11:43:40.835+008
ResouneS . Med  ICMP rediect host ICMP 192168.1.101 Mss  1592.168.1.100 2006-03-11 11:43:40.755+008
@ @ Low  ICMP Destination Unreachable Desti ICMP 1927168.1.101 MNA& - 132168.1.100 2006-03-11 11:40:36.472+008
@ Low  ICMP Destination Unreachable Desti  ICMP - 192768.1.101 Mas 192.168.1.100 2006-03-11 11:40:36.373+008
@ Low  ICMP Destination Unreachable Desti  ICMP 192768.1.101 Mas 192.168.1.100 2006-03-11 11:40:36.273+008
UEES 1 @ Low  ICMP Destination Unreachable Desti  ICMP 132768.1.101 Mas 192.168.1.100 2006-03-11 11:40:36.172+008
A @ Low  ICMP Destination Unreachable Desti  ICMP - 132768.1.101 Mss 192168.1.100 2006-03-11 11:40:36.083+008
L8] @ Low  ICMP Destination Unreachable Desti  ICMP - 132768.1.101 Mss 192.168.1.100 2006-03-11 11:40:34.828+008
Task Sc... @ Low  ICMP Destination Unreachable Desti - ICMP - 192.168.1.101 M/s 192.168.1.100 2006-03-11 11:40:34.729+008
< > @ Low  ICMP Destination Unreachable Desti ICMP - 152168.1.101 Mss  1592.168.1.100 2006-03-11 11:40:34 628+008 &
Deleted 1 Events Event Rows i1 | 5%

Fig 30 : Log view produced by ASC IDS form
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Fig 31 : Generating TCP packet with SID 716 using CommView
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9. Implementation Difficulties

The followings are the difficulties we faced to implement the Snort Add-on project.

a) The schema snort.vI06 provided by the Brighttools Inc[2]. has created the table event by
taking timestamp field of datetime type. But this type wasn’t acceptable when the add-on was
running. Hence, we drop the table and create a new event table with timestamp field of

varcahar type.

mysgl> use ids;

Database changed

mysqgl> drop table event;

Query OK, 0 rows affected (0.06 sec)

mysql> create table event (sid integer not null , cid integer not null
primary key, signature integer not null, timestamp varchar (30) not null);
mysqgl> describe event;

fomm - fomm e e fo———= R fomm———— +
| Field | Type | Null | Key | Default | Extra |
fomm - fomm e R o= fomm fomm - +
| sid | int (11) | NO | | \ \
| cid | int(11) | NO | PRI | |

| signature | int(11) | NO | | | |
| timestamp | varchar(30) | NO | | \ \
fomm - fomm e R o= R fomm———— +

4 rows in set (0.03 sec)

b) Generating the packets when using classtype, flow:to server, icode, itype, rawbytes,
reference, etc are really difficult to implement. CommView failed to generate such packets
with those constraints. CommView can only generate ICMP/TCP/UDP packets of sort of

simple contents, some specific length, offset, depth etc.

c) The format of generated packet can be saved in CommView. There generating any

previous packet we need to configure the packet again before send to the network.
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10. Conclusion

Implementing the project was a time-consuming, trial and error approach. Installing different
tools and set them to work together was a real challenge.
We have observed the following points:

1. When Snort has peaked up some signature, it tries to insert in the signature database,
but there may be times when database schema does not mach with how Snort is
expecting it to be.

2. There were some occurrence when Snort can peak up the signature when there is no
payload in the packet, but it cannot peak up the same signature when send with some
payloads.

3. There have been situations when Snort is updating the database with events and
signatures, but Add-on cant find any data to show in its interface. The reason was the
difference between database names and schemas that both the tools were expecting.

4. Creating IP packets with desired signature was a real challenge. We have given lots of
efforts to achieve this goal with ultimately some success. The tool we were using for
the purpose, CommView, was not letting us to create totally handcrafted IP packet,

though we could modify the packets.

As we have mentioned earlier, Snort is a very popular network intrusion detection system.
It has three primary uses: as a straight packet sniffer, a packet logger, or as a full-blown
network intrusion detection system. It can perform protocol analysis, content
searching/matching and can be used to detect a variety of attacks and probes. Snort uses a
flexible rules language to describe traffic that it should collect or pass, a detection engine that

utilizes a modular plug-in architecture, and a real-time alerting capability.

Course : 60-564 Page 44 of 45



Snort Testing System by using Activeworx Security Center

11. References

[1] http://www.snort.org

[2] http://www.brighttools.com
[3] http://www.mysql.com

[4] http://www.tamos.com

[5] http://www.winpcap.org
[6]

6] http://www.lookuptables.com

Course : 60-564

Page 45 of 45



