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1. Introduction

In this project, we simulate the interactions between an external intruder and an intrusion detection system, namely, Snort
. Snort is an open source network intrusion prevention and detection system utilizing a rule-driven language, which combines the benefits of the signature, protocol and anomaly based inspection methods. In order to make the user interface more friendly for Snort configuration and management, we explore one of the GUI add-ons of Snort, IDScenter
. 

To capture the packages in the network, WinPcap
 is installed. WinPcap is the industry-standard tool for link-layer network access in Windows: it allows applications to capture and transmit network packets bypassing the protocol stack. In addition, we will use Ethereal
 as an independent observer to log the packets being sent and the packets being received in the network. 

In this project, after setting up the experiment environment, we attack the network with at least one bad package for each rule we selected, IDScenter alerts all these bad packages successfully. Meanwhile, we also send the good packages (e.g., ping request) to the network, and IDScenter allows these good packages to pass without an alert. 

The rest of this report is organized as follows. In section 2, we discuss the main features of IDScenter. In section 3, we describe the experiment architecture and scenarios. In section 4, we present detailed instructions on installation. In section 5, we discuss configuration instructions for the system. In section 6, we describe how to create attack script. In section 7, we discuss how we make our system working. In section 8, FAQ are presented based on the difficulties we have come across. We also append 3 appendixes to our report: Appendix A is the configuration file of Snort; Appendix B and D is the 10 rules we exercise for our project; and Appendix C is the scripts of the packages we generated. 

2. Features of Snort and IDScenter

Snort is an intrusion detection tool for small, lightly utilized networks and can easily be deployed on most nodes of a network with simple configuration and minimal disruption to the network. Furthermore, since Snort is a freeware under the GNU General Public License, it is affordable to employ Snort as a network security and management tool. IDScenter provides a GUI front-end for Snort on Windows platforms like Windows NT4/2000/XP. IDScenter not only helps users to set up Snort with a friendly graphical interface but also provides management features. 

Since IDScenter can utilize all the functionalities of Snort and provide more additional services, such as multiple choices for log viewing, alert notification, and monitoring alerts, we discuss the IDScenter features in detail. IDScenter has the following features (http://www.engagesecurity.com/): 

· Snort 1.7, 1.8, 1.9, and 2.x Support

· Easy graphic access to all settings

· Interface listing using WinPcap

· Inline configuration support (options in configuration file instead of command-line parameters, if available)

· Snort service mode support

· IDScenter takes over control of the Snort service even after the host is shut down

· Snort configuration wizard

· Variables

· Preprocessor plugins

· Output plugins (Syslog output plugin configuration for Snort 2.x and Snort 1.9.x supported!)

· Rulesets 

· Online updates of IDS rules: IDScenter integrates a http client and starts an update script on demand

· Full configuration frontend for Andreas Östlings Oinkmaster perl script

· Custom interval for update checks 

· Ruleset editor: supports all Snort 2.0 rule options

· Easily modify your rules

· Sort rules based on source IP, port, etc.

· Import rules from files or websites into existent rulesets

· HTML report from SQL backend

· IDScenter can generate HTML output from your SQL database

· Custom HTML template

· Decoding of TCP Flags and more, Hex/Base 64 payload decoding, mutli-threaded DNS resolving possibility 

· Alert notification via e-mail, alarm sound or only visual notification

· Threaded e-mail sending with custom send interval 

· SQL queries can be included in an AlertMail message, which are processed on demand (see above)

· Possibilty to send the last # lines of your Snort log

· Notification of attack is also possible with Snort logging to MySQL

· Add attachments (e.x. the current process list generated by another program)

· AutoBlock plugins: write your own plugins (DLL) for your firewall

· ISS NetworkICE BlackICE Defender plugin included (possibility to block IP's, TCP and UDP ports, ICMP packets, set block duration)

· Delphi framework included for fast writing new plugins for other firewalls 

· Test configuration feature: fast testing of your IDS configuration (Snort rule syntax checking etc.)

· Monitoring

· Alert file monitoring (up to 10 files)

· MySQL alert detection: allows centralized monitoring of all Snort sensors

· Log rotation (compressed archiving of log files)

· Backup your logfiles automatically, set log rotation period (day, week, month, interval)

· Global event logging

· Log events such AlertMail sending, Log rotation, Online updates, etc. 

· Integrated log viewer

· Log file viewer

· XML log file viewer

· HTML/website viewer (support for ACID, SnortSnarf, HTML ouput generated using IDScenter's report template page etc.)

· CVE search and WHOIS lookups 

· Program execution possible if an attack was detected          

Compared to other add-ons of Snort, except providing a very friendly user interface, IDScenter provides more options for log/alert output plugins and alert notification except providing a very friendly user interface. The disadvantages includes that IDScenter does not provide statistics function, and leave it to users.  

3. Experiment Architecture and Scenarios

The architecture of the experiment is shown in Fig.3.1. It involves an intruder machine, Host Attacker, and an internal network which consists of Host NIDS and Host Target. Host NIDS, acting as an intrusion detection system, tries to protect the hosts inside the internal network. Host Attacker, acting as an external intruder, tries to attack a host in the internal network. Host Target, acting as an internal host in the internal network, is protected by NIDS from Attacker. Host Attacker attacks the internal network through the router connecting to the internal network. Hosts inside the internal network connect to a hub first, and then the hub connects to the router to outside network. Between the internal network and the outside network, we do not install a firewall in our experiment. We place NIDS at the same network as target hosts by using a hub so that the intrusion to this network can be detected by the NIDS.   
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Fig. 3.1 Experiment Architecture
3.1 Configuration of Host NIDS 

	CPU: AMD64 Opteron

	Memory: 512M

	Hard Disk: 8 G 

	Operating System: Windows 2000 Advanced Server (Ser)

	IP Address: 172.16.1.1/24

	Snort: intrusion detection system. 

	IDScenter: front-end for Snort

	Ethereal: an independent observer to log the packets being sent and the packets being received. 

	WinPcap: packet capture and network monitoring library for Windows


3.2 Configuration of Host Attacker

	CPU: AMD64 Opteron

	Memory: 512M

	Hard Disk: 8 G 

	Operating System: Windows 2000 Advanced Server (Ser)

	IP Address: 137.207.234.252

	Packet Excalibur: Packet generator

	Ethereal: an independent observer to log the packets being sent and the packets being received. 

	WinPcap: packet capture and network monitoring library for Windows


3.3 Configuration of Host Target

	CPU: AMD64 Opteron

	Memory: 512M

	Hard Disk: 8 G 

	Operating System: Windows 2000 Advanced Server (Ser)

	IP Address: 172.16.1.2/24

	Application: TelNET, SNMP, FTP, etc. 


3.4 Router

Our route has 2 interfaces: one is connected to the internal network with network address 172.16.1.0/24, which is a class C network; and the other interface is connected to what is called external network with the network address 137.207.234.0/24, which is also a class C network. Thus, for the internal network interface, we assign an IP address 172.16.1.100 to the router; for the external network interface, we assign an IP address 137.207.234.251 to the router. The router only has basic routing function to route the packets between the internal and external network. 

We could not afford to buy a router so we use in our project a window 2000 operating system with 2 network interfaces which has routing service running on it. The installation and configuration of this router is out of our project scope and for simplicity we just want you to look at it as a normal router.
3.5 Hub

All the hosts in the internal network are connected to a hub to allow the server which plays the NIDS role in our scenario to sniff all network traffic going to target hosts. 
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Note: A simpler scenario could be done by connecting Host NIDS and Host Attacker with a cross cable. One of them sends the packets and the other sniffs and analyzes the traffic. We intend to simulate real world scenarios in our project, especially we want to test some rules which is originated from the internal network to the external network (refer to the first signature we selected, and sid is 105). Having two different networks will make the configuration and network packet generation easier to understand.
4. Installation and Configuration

To setup our system environment we needed to install several programs on the different machines. Some of these programs are installed on each machine and some are installed on specific machine only. In this section, we will illustrate a detailed step-by-step procedure on how we configured each host in our experiment.  

In this section will illustrate a detailed step-by-step procedure how we configured each host in our architecture. 
Installing and configuring NIDS includes:
· Installing the WinPcap packet capture library
· Installing packet sniffer (Ethereal)
· Installing Snort 
· Installing IDScenter 
· Installing MySQL DB

Installing and configuring Attacker includes:
· Installing the WinPcap packet capture library

· Installing packet sniffer (Ethereal)

· Installing packet generator( Packet Excalibur)

Installing and configuring Target includes:
· Installing the WinPcap packet capture library

· Installing packet sniffer (Ethereal)

· Installing packet Generator( Packet Excalibur)

· Installing MS IIS web server, FTP server, SMTP service, etc. 

4.1 Installation on NIDS
Host NIDS is the first server and the most important one, it has the snort IDS program along with some other supporting tools. In the following subsection we will explain in step-by-step how to set up NIDS with WinPcap, Snort, IDScenter, and Ethereal and make them running for our experiment.

4.1.1 Installing WinPcap

Why WinPcap?

WinPcap (Windows Packet Capture Library) is a packet-capture driver. Functionally, this means that WinPcap grabs packets from the network wire and pitches them to Snort, and windump. WinPcap is a Windows version of libpcap, which is used for running Snort with Linux. 

The WinPcap driver performs the following functions for Snort: 

Obtain a list of operational network adapters and retrieve information about the adapters. 

Sniff packets using one of the adapters that you select. 

Save packets to the hard drive (or more importantly for us, pitches them to Snort).

Installation steps of WinPcap: 
1) Download WinPcap_3_1_auto-installer.exe (drivers and DLLs) to local disk from http://www.winpcap.org/install/default.htm.
2) Run the executable file.
3) Follow the instructions on the screen. The installation applet will automatically detect the operating system and install the correct drivers. If you see a dialog like Fig. 4.1.1, simply ignore it and click on "Continue anyway". 
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Fig. 4.1.1
Possible Error Prompt 

4) The WinPcap-based applications are now ready to work.

5) You might be prompted to reboot your machine (for some Windows OS).

After the system is rebooted, the installation of the driver can be verified by checking the properties of the LAN connection of the “Network Connection” from the Control Panel. If the driver is properly installed, the properties should be as Fig.4.1.2. 
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Fig. 4.1.2 Verification for Proper winPcap Installation
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Note: WinPcap can be installed as part of Ethereal Installation (next subsection 4.1.2), But we wanted to separate WinPcap installation to highlight  what is WinPcap and why we need it and be more specific in our installation. Many people think  WinPcap is part of Etherea l but it is not.
4.1.2 Installing Ethereal 
What is Ethereal?  

Ethereal® is used by network professionals around the world for troubleshooting, analysis, software and protocol development, and education. Ethereal is one of the best graphical packet sniffer. Its graphical interface makes it easy to use and its big list of features make it very powerful in analyzing network traffic.

Why Ethereal? 
We will use Ethereal in our project to capture the traffic coming to the snort system and make sure that it has been sent and received in the way we wanted. During testing you might be not sure if snort logged a specific alert because it is improperly configured or because the packet never came to the system. Ethereal will be an evidence to our testing project.

1) Download Ethereal ethereal-setup-0.10.14.exe or any latest version from Ethereal website http://www.ethereal.com/download.html. 

2) Double click ethereal execution file “ethereal-setup-0.10.14.exe”. The installation wizard will start.

3) Click next on the Ethereal welcome message to proceed to the agreement window.

4) Click “I Agree” to proceed to Choose component window, which is shown in Fig. 4.1.3. 
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Fig 4.1.3 Choose Component Window 
5) Make sure that GTK-wimp is selected and click next.

6) Click Next on the additional tasks windows to proceed to installation location window, which is shown in Fig. 4.1.4.
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Fig.4.1.4 Destination Folder Window 

7) Make sure the destination directory is C:\program files\Ethereal and click Next to proceed to Install WinPcap window as Fig. 4.1.5. 
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Fig. 4.1.5 WinPcap Installation window

8) Ethereal comes with WinPcap installation patch. Unselect Install WinPcap 3.1 (installation instruction refers to subsection 4.1.1) and click install to start the installation.

9) After a few seconds Ethereal will be installed. Click finish to end. 

4.1.3 Installing Snort

1) Download SNORT  ver 2.4.3 from  from http://www.snort.org/dl/binaries/win32/  by downloading the file Snort_243_installer.exe or any newer version. Save the file in your download folder.
2) Run snort installer by duple clicking on the snort installation file “Snort_243_installer.exe”.
3) Click the I Agree button to accept “Gnu General Public License” to proceed to the Snort Installation options window as shown in Fig. 4.1.6.

[image: image10.png]I

tallaion Ot N
N (%)

Allwindows versions of Srort alveady contain support for logging to MySQL and ODBC
databases. Please select any addtional functionaity that you desie.

1do ot plnts og to a database, or L am planring to log to one of the databases isted
abave,

Ineed support for logging to Microsoft SQL Server, Note that the 5L Server clent
software must alteady be installed o this computer.

Ineed suppart for lagaing to Orack, Note that the Oracle cient software must aready.
be instald on this computer

filoft Kostall Bysterm 208

<ok &=





Fig. 4.1.6 Snort Installation Options
4) In the Installation Options dialog box, click the appropriate boxes to select from among these options:  Select the first option “I do not plan to log to a database, or I am planning to log to one of the databa” or click next.  In our system we will use snort with MySQL DB. 

Note: If required to log to other DB servers select the other options for MS SQL or Oracle. Make sure that their client has been installed before continuing. For more information regarding configuring snort with MS SQL or Oracle refer to snort.org. 

5) Click the Next button. The Choose Components window appears.
6) In the Choose Components window (Fig. 4.1.7), make sure that all the components are marked to be installed and then click the Next button.
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Fig. 4.1.7 Choose Components Window
7) The Install Location window appears (Fig. 4.1.8). Choose a directory to install to. We chose to keep all of our Snort-related applications in the same root directory on our C: drive under the snort folder. The path to our Snort installation is C:\snort, but you can install it anywhere on your drive.
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Fig. 4.1.8 Install Location Window
8) Click Next, The installation program will start to copy files and installation.

9) When the installation is completed, click the Close button. An information window (Fig. 4.1.9) appears. 
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Fig. 4.1.9  Installation Progress Information
10)  Click the Close button. You’re done! 
 [image: image14.png]<®




Note: To test the installation of snort and WinPcap and make sure they are installed correctly before you proceed with complex configuration; you can do the following simple test from the command prompt.

Command prompt> CD c:\snort\bin  

Command prompt> snort –v 

You should get something similar to the snapshoot as Fig 4.1.10. This command will start snort in sniffing mode which will display all network packets to the screen. This will make sure that your WinPcap and snort are installed correctly on our system.
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Fig. 4.1.10  Test Snort Sniffer mode 

4.1.4 Installing MySQL DB

Why MySQL? 
MySQL is a free database that works on a number of platforms, including Windows which allows Snort to log directly to MySQL natively, as the alerts come in.

While MySQL is not required with Snort, it is required for a front-end console such as ACID. If you set up MySQL or another database system, you can see the alerts without the front-end console, but you really do not need that kind of pain. 

Installing MySQL 5.0.18

1) Download  MySQL version 5.0.18 from  

http://www.mysql.com/Downloads/index.html/. 

2) Uncompress the MySQL.ZIP file into a temporary directory. This file is ZIP file.You need a compression utility (such as WinZip or WinRAR) to uncompress it on a Windows 2000 platform.

3) Where you uncompressed the file, double-click setup.exe. The Welcome window (Fig. 4.1.11) appears.
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Fig. 4.1.11 Welcome Window for MySQL
4)  Click Next, The Information window (Fig. 4.1.12) appears. Choose custom installation and click Next. 
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Fig. 4.1.12 Information Window for MySQL
5) Click Change to change the default installation directory of MySQL (Fig.4.1.13).
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Fig. 4.1.13 Custom Setup Window

6) In the folder name field type “c:\mysql” (Fig. 4.1.14) and press OK button to go back to the custom setup window.
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Fig. 4.1.14 Installation Location
7) Click next twice to proceed with the installation.

8) When installation finishes, it will prompt you to sign-up. Skip it right now.

9) MySQL will prompt you to configure MySQL now (Fig.4.1.15). Click Next. 
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Fig. 4.1.15 MySQL Configuration Welcome Window
10) Click next, In MySQL server instance configuration window (Fig.4.1.16) select standard configuration then click next
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Fig. 4.1.16 MySQL Configuration
11) Make sure “Install As Windows Service” is selected (Fig. 4.1.16), Service name MySQL and include Bin Directory is also selected then press next.
[image: image22.png]MySQL Server Instance Cor x|
MySQL Server Instance Configuration
Canfigue the MyS0L Server 5.0 server nstance

Please set the Windows options.

¥ Install As Windows Service

2% Thisis the recommended way to run the MySQL server
on Windows,

ServiceName:  [MysQL

[¥ Launch the MySQL Server automatically

¥ Include Bin Directory in Windows PATH

Check this aption ta nclude the drectory cortaining the
server | client executables n the Windows PATH varizble
50 they can be calle from the command ine.

et > e





Fig. 4.1.16 MySQL Server Instance
12) Type a new root password and confirm it, which is shown as Fig. 4.1.17.
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Fig. 4.1.17 MySQL Password Window
13) Click execute button and you are all done.

4.1.5 Installing IDScenter
Why IDScenter?
Snort only provides command line operation, which makes it tough for most users to use, for example, we have to memorize and type in the long command name each time, limited information display, etc. IDScenter can provide a friendly graphical interface for Snort. With the help of IDScenter, it is much easier to run Snort correctly. 
Downloading & Installing IDScenter 

1) Download IDScenter.zip (1.1 RC4, 04.08.2003) from 
http://www.engagesecurity.com/downloads/#idscenter.  

2) Unzip the download file to obtain the setup.exe.
3) Duple click on the setup.exe file to start the installation.

4) On the welcoming screen click next to start the installation.

5) Click yes to accept IDScenter  program license.

6) Click next to accept the IDScenter default installation folder (“C:\Program Files\IDScenter” (Fig. 4.1.18). 
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Fig. 4.1.18 IDScenter Installation Folder
7) Click next twice to accept the default start menu folder and desktop icon (Fig. 4.1.19). 
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Fig. 4.1.19 Create Icon  
8) Click install button.

9) After finishing the installation you should notice a black icon next to time field on the windows status bar. That means your software has been installed correctly.

4.2 Installation on Attacker 

Host Attacker is the second server and will be the host where attacks will be generated. It will have a packet generator program called Packet Excalibur along with WinPcap and Ethereal to monitor our sent packets and make sure that our packet generator is sending the desired attack packets.

4.2.1 Installing Packet Excalibur

What is Packet Excalibur?
A multi-platform freeware, graphical and scriptable network packet engine with extensible text based protocol descriptions. In our project we need to assemble and generate specific attacks. Each network packet of these attacks should be crafted and customized properly to evaluate snort effectiveness as an intrusion detection system.

This wonderful tool will not only help us to create the desired attack packets but also will generate the crafted traffic and place it on the wire with the desired delay and repetition time.

All of our machines are windows based and this software runs on windows, for Unix platforms tcp-replay would be the best choice.

Installing Packet Excalibur 

1) You need to download Packet Excalibur Windows installer version 1.0.2 from http://www.securitybugware.org/excalibur/PacketExcalibur_1.0.2_win32.exe .
2) Double click on the downloaded file to start the installation.

3) Click next on the welcoming screen (Fig. 4.2.1) and click next to accept the software agreement.
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Fig. 4.2.1 Welcome Screen of Packet Excalibur
4) Click next on the information window (Fig. 4.2.2) to start the installation. 
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Fig. 4.2.2 Information Window of Packet Excalibur
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Note: The Packet Excalibur runs with the older version of WinPcap 3.0a.It will install WinPcap 3.0a4 automatically.  If a version of WinPcap prior to 3.0a4 is already installed on your system, close this installer and uninstall WinPcap. Then run the installation once again.

5) Click next on the choose installation folder and accept the default location (Fig. 4.2.3).
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Fig. 4.2.3 Destination Location of Packet Excalibur

6) Click Next twice to start the installation. 
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Fig. 4.2.4 Competing Installation of Packet Excalibur

7) Once the Packet Excalibur finishes it will prompt you to install WinPcap 3.0.4a. Click finish to install it, which is shown in Fig. 4.2.4. 
8) Click next to start WinPcap installation process

9) WinPcap 3.0a4 is straight forward. Accept the default things. For more information refer to section 4.1.1 Installing WinPcap 3.1.

4.2.2 Installing Ethereal

Why to install Ethereal on Host Attacker?
We need Ethereal during the process of crafting the attacks packets to capture the sending packets and make sure that they are constructed in the way we wanted. 
Download Ethereal ethereal-setup-0.10.14.exe or any latest version from Ethereal website http://www.ethereal.com/download.html. 

Refer to section 4.1.2 for installation. 

Do not install WinPcap which comes with Ethereal since it might make Packet Excalibur not functioning. 
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Note: Don’t install WinPcap embedded with Ethereal installation. The Packet Excalibur runs with the older version of WinPcap 3.0a.  It is not compatible with the newer version WinPcap 3.1 which comes integrated in Ethereal 10.14. 
4.3 Installation on Host Target 

Host Target is the third server and will be the host which  the attacker want to intrude. In the project we will use 10 different attacks. All of these attacks packets are originated from the external attacker host except 1 attack packet that will be originated from the internal Target host toward the attacker host.

This Host will have the same installation done on server 2 “ host Attacker”. 

4.3.1 Installing Packet Excalibur & WinPcap           
<refer to section 4.2.1>

4.3.2 Installing Ethereal 



       
 <refer to section 4.2.2>

4.3.3 Internet Services

We can install web, Internet Information Services (IIS), FTP, and SMTP servers on this host. These services represent the attacker interests and will help us to simulate the 10 attacks scenario. Our attacks cover web, FTP, and SMTP servers.

To install these services

1) Click on start menu, Settings, control panel.

2) Click on add/remove software.

3) Click on Add/remove windows component (Fig. 4.3.1).
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Fig. 4.3.1 Add/Remove Windows Component

4) Click the chick box of Internet Information Services(IIS)

5) Click details and select all the check boxes on the list.

6) Click ok.

7) Click next.

8) Click finish.

After this process your server will have a running services on ports 80 (HTTP), port 25 (SMTP) and port 21(FTP).
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Note: The previous installation procedures are for this specific project. Real world running servers should not have all these services running on the same machine for security and performance issues. In our project we are not taking inconsideration these aspects and these installation processes should not be refer to for installation out side the scope of this project.
5. System Configuration

In this section we will explain how we configured the different parts of the system including:

· Configuring Snort

· Network Variables
· Rules
· Preprocessors

· Output Options
· Configuring Attack Packet Script.

· Configuring MySQL Database for logging alerts.

5.1 Configuring Snort

A new Snort installation requires a few configuration points. Conveniently, one file has all the configuration settings required (Snort.conf):

C:\snort\etc\snort.conf

To configure snort, open snort.conf in a text editor. You can use notepad or any other editor of your flavor. (see Fig. 5.1.1 for snort.conf in word  pad)
This configuration is not a series of handy questions, button clicks, and good feelings. You are parsing through a flat text file and entering the proper settings by hand. Double-check everything you type in to the snort.conf file. If entries are not exactly correct, Snort will not work properly. For a preconfigured copy of this file please refer to snort.conf in Appendix A.

The following configuration options in the snort.conf file are essential to a properly functioning Snort installation. 

· Network settings 
· Preprocessors 
· Output settings 
· Rules settings 
· Classification setting 
5.1.1 Network Setting  
The network settings allow you to set Snort to monitor any range of network IP addresses, from a single IP address, several IP addresses in groups or individually, up to entire IP subnets. You can configure the IP address range and the subnet.
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Fig. 5.1.1 Snort.conf File in the WordPad
Snort use variables in configuring the rules.  Delete all existing VAR setting lines and add the following variable setting to the snort.conf file:
var HOME_NET 172.16.1.0/24
var EXTERNAL_NET any            

var DNS_SERVERS        172.16.1.2/32

var SMTP_SERVERS      172.16.1.2/32

var HTTP_SERVERS       172.16.1.2/32

var SQL_SERVERS         172.16.1.2/32

var TELNET_SERVERS  172.16.1.2/32

var SNMP_SERVERS      172.16.1.2/32

var HTTP_PORTS 80

var SHELLCODE_PORTS !80

var RULE_PATH c:\snort\rules

As you see we have specified that our internal (home net) network is on network address 172.16.1.0/24 with a range of 255 hosts. And the external network is (any) to include any destination (we could change it to 137.207.234.0/24 to represent the attacker network address range).

For more information, please refer to snort manual at www.snort.com. 
5.1.2 Preprocessors Setting 
Preprocessors allow the functionality of Snort to be extended by allowing users and programmers to drop modular plugins into Snort fairly easily. Preprocessor code is run before the detection engine is called, but after the packet has been decoded. The packet can be modified or analyzed in an out of band manner through this mechanism.
There are different types of preprocessors for different purposes. In our attack scenario we need to activate the http_inspect preprocessor. This preprocessor allow snort to decode Http web traffic and analyze it for specific URI contents.  You have to edit you snort.conf file and add the following line after the network setting variable. Other wise some of the rules we going to test will not  work because they have URI contents which will not be able to decode by normal snort configuration.

preprocessor http_inspect: global iis_unicode_map unicode.map 1252

preprocessor http_inspect_server: server default profile all ports { 80 }

These setting will enable snort to map to Microsoft Unicode.

5.1.3 Output settings

Output settings are very important in Snort, for they define how Snort’s information will be presented to you.
For this test project and few rules to log it will be enough to log to a  file rather than a database. We will take about configuring snort for database output (mysql) in section 5.

For now just add the following command to the snort.conf file to specify the log directory path and logging mode. This setting creates a flat text file in the ‘log’ directory where Snort appends each alert created when one of its rules fires on incoming network packets.

output alert_fast: alert.ids

config logdir: c:\snort\log

config reference_net: 172.16.1.1/32

config alert_with_interface_name

config checksum_mode: all

config stateful
config disable_decode_alerts

5.1.4 Classification Configurations

The classification.config file located under the etc folder  C:\snort\etc\classification.conf  holds alert levels for the rules that Snort monitors against network traffic. To set the classification.config file in the snort.conf configuration file, include the actual path of the file in the snort.conf file as follow:

include c:\snort\etc\classification.config

include c:\snort\etc\reference.config 

include $RULE_PATH/rservices.rules

5.1.5 Rules Configurations

This is the most important part of snort configuration. Snort comes preconfigured with a big list of well known attack signatures classified in different rules files. In our  project test we will remove all these default rules and we will configure only 10 rules in on rules file called project.rules. A copy of this file is attached with this document and you can refer to it in appendix B.

5.1.6 Summary
Snort most important file is the snort.conf. It is the key to make snort work. You have to configure it in the proper way to let snort do what you want. It is not easy to configure the file for the first time and that is why some people prefer to use some Add-on software which makes it easier to modify and configure snort.

Below is a complete list of the previous configuration of snort.conf file.  

###################################################################

# Snort.config customized file for project use




#
###################################################################

var HOME_NET 172.16.1.0/24

var EXTERNAL_NET any

var DNS_SERVERS 172.16.1.2/32

var SMTP_SERVERS 172.16.1.2/32

var HTTP_SERVERS 172.16.1.2/32

var SQL_SERVERS 172.16.1.2/32

var TELNET_SERVERS 172.16.1.2/32

var SNMP_SERVERS 172.16.1.2/32

var HTTP_PORTS 80

var SHELLCODE_PORTS !80

var ORACLE_PORTS 1521

var RULE_PATH c:\snort\rules

preprocessor http_inspect: global iis_unicode_map unicode.map 1252

preprocessor http_inspect_server: server default profile all ports { 80 }

config disable_decode_alerts

config logdir: c:\snort\log

config reference_net: 172.16.1.1/32

config alert_with_interface_name

config checksum_mode: all

config stateful

output alert_fast: alert.ids

include c:\snort\etc\classification.config

include c:\snort\etc\reference.config

include $RULE_PATH/rservices.rules

include $RULE_PATH/project.rules

5.2 Configuring IDScenter
As an alternative, we can configure the Snort by using IDScenter facilities. When the IDScenter is first opened, the main menu of IDScenter is displayed as Fig. 5.2.1. Now we start configuration. 
We first work on “Configuration” in “General”. Here, only critical parts are described: 
1) Select the version of Snort that you are using; 
2) Select the path where the snort.exe file locates; 
3) Select the path for the log file in the computer. Since there is not an existing alert.ids.txt in a new system, it will remind that there will be a warning for it for the first use. In order to avoid this problem, we can create an empty file in the desired folder.  
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Fig. 5.2.1 General Configuration of IDScenter

Second, we work on “Snort options” in “General”. Fig.5.2.2 shows that when the path of the file “Snort.conf” is selected, IDScenter will load the default configuration of Snort. Then three keys of preprocessor should be changed as follows:   

preprocessor http_inspect: global iis_unicode_map unicode.map 1252

preprocessor http_inspect_server: server default profile all ports { 80 }

preprocessor sfportscan: proto  { all }
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Fig.5.2.2
Load Snort.conf File
Third, we work on “Wizards” package. 

1) “Network variables” in “Wizards”. Change the values of HOME_NET, EXTERNAL_NET, and RULE_PATH according to the real situations as shown in Fig. 5.2.3. 
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Fig. 5.2.3 Configuration for Network variables 

2) “Output plugins” in “Wizards”. Click “add” to add output plugins. It should conform to the “Configuration” in “General”. If the text file is chosen as the output viewer, in this step, the exactly same file should be added as output plugins. The result is shown in Fig. 5.2.4.   
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Fig. 5.2.4 Configuration for Output Plugins 

3)  “Rules/Signature wizard” in “Wizards”. There are 3 sub-steps for this operation: 1) select classification.config, and push “Edit” button on the top tool bar; 2) select the path where you install classification.config file, and push “Set” button which will be shown during the Edit mode; 3) select the loaded “C:\Snort\etc\classification.config” (It depends on your installation path), and push “Select” button on the bottom tool bar. Fig. 5.2.5 shows the finished window.

Since the goal of this project is to test the selected 10 signatures with crafted packets, we can only select the rule file that contains the corresponding rules for those 10 signatures to improve the efficiency.   
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Fig. 5.2.5 Configuration for Rules Classification 

Fourth, we work on “Options” in “Logs”.  In this step, we build the network settings, such as home network address and which interface should be listened, which are shown as Fig. 5.2.6. This setting will be part of the command line parameters when starting Snort.  

[image: image40]
Fig. 5.2.6 Network Settings 
Fifth, we work on “Alert detection” in “Alert”. We push “Add alert log file” button, and select the path where you save the log file in the popped up window. The finished window is shown in Fig. 5.2.7. 

After we finish configuration, we should click the “Apply” button on the top tool bar to take the new configuration into effect. Note, if any error occurs, it will be displayed in “Overview” of “General”. To further confirm and test the completeness and correctness of the configuration, we also need to perform “stop snort” and then run “Test settings” on the top tool bar. When the result does not show any error, the configuration is done.   
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Fig. 5.2.7 Locate the Alert Log File

6. Preparing Attacks
In this section we will explain how to use Packet Excalibur to craft 10 attacks. These attacks are listed in details in Appendix C.
After studying these 10 (SID no 105, 214, 375 598, 668, 888, 978, 1082, 1256, 1488), we can categorize them into 2 classes. 

· Out going traffic (rule No. 1)

· Incoming traffic  ( rule No 2 - 10)

Some of these attacks are TCP and some others are ICMP. There is also Web, mail and Telnet attacks.

Rule 1 will be lunched from the internal network while all the others will be generated from the attacker in the external network. 

For attack1 a script file is attached to this document named (project rules 1 ) has the format of these  attack packet ( see Appendix C.1 ).

For attacks 2-10 a script file is attached to this document named (project rule 2-10) has the format of these attack packet (see Appendix C.2)

	
	Sid No
	Protocol
	Attack Description

	1
	SID 105
	TCP
	Dagger Backdoor

	2
	SID 214
	Telnet
	Linux rootkit “ lrkr0x”

	3
	SID 375
	ICMP
	Ping Linux/*BSD

	4
	SID 598
	RPC
	RPC portmap listing TCP 111

	5
	SID 668
	SMTP
	SMTP sendmail 8.6.10 exploit

	6
	SID 888
	HTTP
	wwwadmin.pl access

	7
	SID 978
	HTTP
	WEB-IIS ASP Contents View

	8
	SID 1028
	HTTP
	Amazon 1-click Cookie Theft  

	9
	SID 1256
	HTTP
	Apache Directory Disclosure

	10
	SID 1488
	HTTP
	WEB-CGI store.cgi Directory Traversal 


Summary of the 10 attacks
For further details about each attack please read Appendix D.

We will explain how we crafted one rule and for the rest you can refer to the attached scripts. 

6.1 Crafting Linux rootkit “"lrkr0x"” attack packet as an Example.
This attack indicates that the text "lrkr0x" was sent by an intruder on standard telnet port 23 encapsulated in TCP packet. This string may be used in a Linux rootkit that allows remote access to an intruder by using the default password “lrkr0x”.
The rule statement for this attack is placed in our rule file <c:\snort\rules\ project.rules> as follow 

alert tcp $EXTERNAL_NET any -> $TELNET_SERVERS 23 (msg:"rule 2 BACKDOOR MISC Linux rootkit attempt lrkr0x"; flow:to_server, established; content:"lrkr0x";
 classtype:attempted-admin; sid:214; rev:4;)

We can understand from this rule the following:

Send an Alert message when the system detects a TCP packet going to port 21 (telnet) and has the content “lrkr0x” which is the default rootkit root password. An intruder might be trying to access a Unix server on the telnet session.

So we need to create a TCP packet with any payload but has the content “lrkrox”. Let see how we can do that with Packet Excalibur: 
1) Open Packet Excalibur, we can see the window as Fig. 6.1.1.  
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Fig. 6.1.1 
Packet Excalibur Operation Window
2) Click add iso/iso option button 3 times to create Ethernet, Internet, and TCP layers (see figure Fig. 6.1.2)
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Fig. 6.1.2 Create a Package at TCP layer 
3) Click on the Internet protocol layer and scroll down to source IP address, select “my IP address” from the selection field list.

4) Click on the destination IP address and select “query user”. This will let you type the desire destination IP address when you run the script.

5) Click on TCP layer and change the destination port to 23 to simulate the telnet session in our rule. 

6) Set the Acknowledge nbr to 1 (Set ACK field on) to indicate this is an already connected session.  

7) Click on add ISO option again to add payload layer.

8) Type 32 byte in the field to indicate that the size of data is 32 bytes
9) Use any ASCII to Hex converter to convert a message contains the word lrk0x. For example we used this phrase “lrkr0x Say Hi to Dr. Aggarwal”
. 
10) Take the hexadecimal code and place it in the 32 bye field of the payload free input layer. Remember to add 0x before each live to indicate it is hex code. See Fig. 6.1.3 below. 

[image: image44]
Fig. 6.1.3 Data in the Payload Field at TCP Layer

11) Save the file

12) Click edit and click append to script, give a name for this rule “rule 2” for this example 
13) Click on the script window leaving this ISO decoder window

14) Click on Action from the title bar, then click on run script.

15) Click Save 

You rule is ready now. But you need to test it.

6.2 Testing the script packet

Run Ethereal and start capturing the network traffic and keep it running. 

1) From Packet Excalibur, click Generate as show in Fig. 6.2.1.  
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Fig. 6.2.1 Destination IP Address
2) In the Dest IP field enter any IP you want (172.16.1.2 in this example).

3) Click ok to run the script. 
4) Go back to Ethereal and click stop capture

If you did everything right you should find a packet in Ethereal shown as Fig. 6.2.2. Make sure that the telnet data has the message you sent by reading it in the Ethereal. 
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Fig. 6.2.1 Ethereal Catches the Package
The process of crafting the 10 rules takes a lot of time. First you have to understand each rule then you need to construct it, test it and modify it. It was really one of the hardest parts in the project.

7. Running the 10 Packets attack

In this test we will do the following:-

1) Run the Ethereal to capture packets on all the Hosts: Attacker, NIDS, Target. 
2) Run the SnortIDS to detect the attacks on NIDS
3) Run the packet script called “project rule 1” from Target

4) Run the packet script called “project rules 2-10” from Attacker

5) Gather the result and evaluate the test attack.

Host NIDS

This is the snort server, we want to start snort to test is it going to detect the attacks as it suppose to be or not. 
We have two options to start Snort: 

1) Click on “Start Snort” button on the top tool bar of IDScenter. 
2) From command line prompt, type the following commands

Cd c:\snort\bin

C:\Snort\bin\snort.exe  -c C:\Snort\etc\snort.conf" –l
   "c:\snort\log" -A full -h 172.16.1.1/32 -I -k all -z -i 3
You can also run ethereal, but it is not important since the result of the snort log will identify if we are going to detect the 10 attacks or not.

Host Attacker

We want to lunch the script “project rule 2-10” from this machine but after starting the sniffer “Ethereal”.

These attacks include: 1 icmp attack, 1 telnet attack, 1 rpc attack, 1 smtp attack, 5 http attack packets. In total, there are 9 packets. 
Follow the following procedure: 
1) Run Ethereal

2) From menu bar select capture, interface.

3) Click on prepare button to further tune our capture process by setting filters (see Fig. 7.1)

4) In the filter field type: not broadcast and not multicast then click start

5) Go to Packet Excalibur and load  the script called “ project rules 2-10” 

6) From action menu, click on run script

7) In the Packet Destination IP address field enter 172.16.1.2 (target ip address) 9 times for all the 9 rules we have in the script 

8) Press on to lunch the attack 
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Fig. 7.1 Ethereal Capture Options
Host Target

We want to lunch the script “project rule 1” from this machine but after starting the sniffer “Ethereal”. This script has one attack called danger which runs on specific source and destination address and this packet should be a response message to the attacker.

Follow the following procedure: 
1) Run Ethereal

2) From menu bar select capture, interface.

3) Click on prepare button to further tune our capture process by setting filters (see Fig. 6.2.1)

4) In the filter field type : not broadcast and not multicast then click start

5) Go to Packet Excalibur and load  the script called “ project rules 1” 

6) From action menu, click on run script

7) In the Packet Destination IP address field enter 137.207.234.252 (attacker ip address)
8) Press OK to lunch the attack
Note:  To get a fewer number of undesired packets in ethereal try to lunch the scripts simultaneously. This will make your ethereal output much clearer and will not gather undesired packets on the network which will take a lot of your time to identify the packets you are looking for. Also try to use filter broadcast and multicast which is not desired in our case.

Ending the Test

You can check when the script ends by monitoring the result pane in the packet Excalibur window. When it is done, do the following procedure. 
1) For Target, stop ethereal capture by clicking Stop button. 

2) For Attacker, stop ethereal capture by clicking Stop button.

3) For NDIS snort, stop snort by pressing (Ctr X)

Results on snort NIDS
You should get a screen as Fig. 7.2. 
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Fig. 7.2 Result on NIDS
You can see from the previous window that snort was able to detect 11 attacks while we have sent only 10 packages. That is because one specific attack is catcher by 2 separate snort preprocessors. 

Duple click the output log file called snort.ids on c:\snort\log and check it, which is shown in Fig. 7.3. 
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Fig. 7.3 Output Log File 
You can see in the log file that we really have caught the 10 attacks plus one other attack. The last specific attack is related to web cgi attack and it is caught by rule file and by the (http_inspect) preprocessor.  Http_inspect detects that this packet has a directory traverse which is considered an attack. 

Results on Host Target  

You should get something like this screen dump (Fig. 7.4).  
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Fig. 7.4 Ethereal Result on Host Target
As you see we have received 32 packets, to refine this output, do the following: 
Type in the filter field the following content:  

ip.src==137.207.234.252

Then press on Apply button to filter the captured packets.
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Fig. 7.5 Refined Ethereal Result on Host Target

Wow, that really worked and made us see only the packets which have been sent from source address 137.207.234.252 (attacker IP address which we are interested to see), which is shown in Fig. 7.5. 
We can see that we have received 11 packets among those the first 2 packets are actually a response to the packet we have sent from this machine in script rule 1. So we can also ignore the first 2 packets and look at the remaining 9 packets. Yeah, they are the 9 packets generated from the attacker script.

Results on Host Attacker  

You should get something like this screen dump (Fig.7.6). 
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Fig. 7.6 Ethereal Result on Host Attacker

As you see we have also received 32 packets. To refine this output, type in the filter field the following content: 
ip.src==172.16.1.2
Then press on Apply button to filter the captured packets.
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Fig. 7.7 Refined Ethereal Result on Host Attacker
You can see the first packet is our desired packet rule 1 which was originated from Target.  All the other packets are response to the 9 packets attack lunched from this server and that also guarantee that our packets has been sent and received correctly. The captured results can be viewed by importing the attached ethereal.
Test Result

The proposed scenario worked fine. All the output and deliverables can be found attached with this project. It includes: 

· Ethereal output on all servers

· Snort.ids alert log file

· Snort log file

8. FAQ
In this section, we summarize the difficulties we have come across during conducting this project. 

· Why Snort stops immediately after it starts when using IDScenter?  

A:  It is because there are still some errors in your configuration file. In order to run IDScenter properly, we need to conduct three levels testing: 1) after any configuration change, we need to Click “Apply” button on the top tool bar. If there is any error, it will appear in the “Overview” window; 2) stop Snort, and click “Test Setting” button on the top tool bar, it will show a more detailed configuration testing information on the command line windows, in case that there are any error, it will be prompted in this window; 3) start Snort with full parameters, e.g., “C:\Snort\bin\snort.exe -c "C:\Snort\etc\snort.conf" -l "C:\Snort\log" -i 2 -h 192.168.0.100/32” from command line, any dynamical error will be caught. When all these three levels testing are checked, we can start Snort from IDScenter without confronting any problem now.  
· Why I cannot capture any package when Snort is started? 

A: The right interface of the network card must be specified. The working interfaces of the host and their IDs can be found these three ways: 1) Run WinDump –D in the command line; 2) Run Ethereal, Click “Capture”, it will show a window of currently working interface; 3) Run IDScenter, Under “Logs\Options\Network Settings”, click “Update listing” button, and the interface information will be showed. 
· How to convert ASCII code to Hex code?  

A: There are a lot of tools online, e.g., http://centricle.com/tools/ascii-hex/. 

· How to understand “offset” option and “depth” option? 

A: We explain these two options by the following example. Suppose the content of payload is “user anonymous…”, we can do

Eg 1:

content: “anonymous”; offset: 5; depth: 9;

Eg 2:

content: “user”; depth: 4; 
By default, the content search starts at the first byte, which is considered to be the offset 0. If no offset is given, the offset is assumed to be 0. For Eg 1, from “u” in “user” to the blank which is just before the requested “anonymous”, there are 5 bytes. Since the counting of the offset starts from 0, the offset of “anonymous” is 5; since the length of the word is 9, so the depth of search is 9. 
Appendix A: Configuration File of Snort

#############################################################

# Snort.config customized file for project use



     #

#############################################################

var HOME_NET 172.16.1.0/24

var EXTERNAL_NET any

var DNS_SERVERS 172.16.1.2/32

var SMTP_SERVERS 172.16.1.2/32

var HTTP_SERVERS 172.16.1.2/32

var SQL_SERVERS 172.16.1.2/32

var TELNET_SERVERS 172.16.1.2/32

var SNMP_SERVERS 172.16.1.2/32

var HTTP_PORTS 80

var SHELLCODE_PORTS !80

var ORACLE_PORTS 1521

var RULE_PATH c:\snort\rules

preprocessor http_inspect: global iis_unicode_map unicode.map 1252

preprocessor http_inspect_server: server default profile all ports { 80 }

config disable_decode_alerts

config logdir: c:\snort\log

config reference_net: 172.16.1.1/32

config alert_with_interface_name

config checksum_mode: all

config stateful

output alert_fast: alert.ids

include c:\snort\etc\classification.config

include c:\snort\etc\reference.config

include $RULE_PATH/rservices.rules

include $RULE_PATH/project.rules

Appendix B: Rules File of Snort (Selected 10 Signatures)
alert tcp $HOME_NET 2589 -> $EXTERNAL_NET 1024 (msg:"rule 1 BACKDOOR - Dagger_1.4.0"; flow:from_server,established; content: "|3200000006000000|Drives|2400|"; depth: 16; reference:arachnids,484; reference:url,www.tlsecurity.net/backdoor/Dagger.1.4.html; sid:105;  classtype:misc-activity; rev:5;)

alert tcp $EXTERNAL_NET any -> $TELNET_SERVERS 23 (msg:"rule 2 BACKDOOR MISC Linux rootkit attempt lrkr0x"; flow:to_server,established; content:"lrkr0x"; classtype:attempted-admin; sid:214; rev:4;)
alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"Rule 3 ICMP PING LINUX/*BSD"; dsize:8; itype:8; id:13170; reference:arachnids,447; sid:375;  classtype:misc-activity; rev:4;)

alert tcp $HOME_NET any -> $HOME_NET 111 (msg:"Rule 4 RPC portmap listing TCP 111"; content: "|00 01 86 A0|"; offset: 16; depth: 4; content: "|00 00 00 04|"; content: "|00 00 00 00|"; offset: 8; depth: 4; distance: 4; reference: arachnids,428; sid: 598; rev: 11; classtype: rpc-portmap-decode; flow: to_server,established;)

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"Rule 5 SMTP sendmail 8.6.10 exploit"; flow:to_server,established;
 content:"Croot|09090909090909|Mprog,P=/bin"; reference:arachnids,124; classtype:attempted-user; sid:668; rev:4;)

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"Rule 6 WEB-CGI wwwadmin.pl access"; uricontent: "/wwwadmin.pl"; nocase; content: "/wwwadmin.pl"; sid: 888; rev: 4; classtype: attempted-recon; flow: to_server,established;)

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"Rule 7 WEB-IIS ASP contents view"; flow:to_server,established; content:"%20"; content:"&CiRestriction=none"; nocase; 
content:"&CiHiliteType=Full"; nocase; reference:cve,CAN-2000-0302; reference:bugtraq,1084; classtype:web-application-attack; sid:978;  rev:7;)

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"Rule 8 WEB-MISC amazon 1-click cookie theft";
 flow:to_server,established; content:"ref%3Cscript%20language%3D%22Javascript"; nocase;
 classtype:web-application-attack; sid:1082; reference:bugtraq,1194; reference:cve,CVE-2000-0439; rev:6;)

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"Rule 9 WEB-IIS CodeRed v2 root.exe access"; 
flow:to_server,established; uricontent:"/root.exe"; nocase; classtype:web-application-attack; reference:url,www.cert.org/advisories/CA-2001-19.html; sid:1256;  rev:7;)

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"rule 10 WEB-CGI store.cgi directory traversal attempt"; flow:to_server,established; uricontent:"/store.cgi"; nocase; content:"../"; reference:nessus,10639; reference:bugtraq,2385; reference:cve,CAN-2001-0305; classtype:web-application-attack; sid:1488; rev:6;)

Appendix C.1: Script for Rule 1

This script called “project rule 1” is lunched from Host Target. 

[rule 1drager]

$failure=0 $repeat_times=10 $effective_length=70 $delay=0 $packet_type=1 $linktype=1


#iso-2 Ethernet

$bit_length=24 $type=byte 
#Dst vendor : match iso-3 src.address

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 
#Dst Address : match iso-3 src.addr

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 
#Src vendor : this adapter vendor

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 
#Src Address : match iso-3 dst.addr

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 
#Protocol type : IP [iso]

$value=0x0800


#iso-3 Internet Protocol (IP)

$bit_length=4 $type=bit 
#Version : IPv4

$value=0x04

$bit_length=4 $type=bit 
#Header length : No options (5x32bits)

$value=0x05

$bit_length=8 $type=byte 
#Type of Service : normal (query)

$value=0x00

$bit_length=16 $type=byte 
#IP datagram len : IP datagram len

$function=@ip-data-len 

$bit_length=16 $type=byte 
#IP id : 

$value=0x0000

$bit_length=1 $type=bit 
#Fragment flags : reserved

$value=0x00

$bit_length=1 $type=bit 
#Fragment ? : don't

$value=0x01

$bit_length=1 $type=bit 
#Fragmented ? : no

$value=0x00

$bit_length=13 $type=bit 
#Fragment offset : no fragment

$value=0x0000

$bit_length=8 $type=byte 
#Time to Live (TTL) : half max hopes

$value=0x80

$bit_length=8 $type=byte 
#Protocol : TCP [iso]

$value=0x06

$bit_length=16 $type=byte 
#IP header checksum : IP checksum

$function=@ip-checksum 

$bit_length=32 $type=dotted 
#Source IP : this adapter ip

$function=@my-ip-addr 

$bit_length=32 $type=dotted 
#Dest.  IP : 

$function=@query 


#iso-4 Trans Ctrl Proto (TCP)

$bit_length=16 $type=byte 
#Src port : quartus tcl

$value=0x0A1D

$bit_length=16 $type=byte 
#Dst port : Reserved



$value=0x0400

$bit_length=32 $type=byte 
#Sequence nbr : 

$function=@random 

$bit_length=32 $type=byte 
#Acknwldg nbr : 

$function=@random 

$bit_length=4 $type=bit 
#Header len : No option (5x32bits)

$value=0x05

$bit_length=4 $type=bit 
#Reserved : 

$value=0x00

$bit_length=1 $type=bit 
#Reserved : unknown

$value=0x00

$bit_length=1 $type=bit 
#Reserved : unknown

$value=0x00

$bit_length=1 $type=bit 
#Urgent ptr : off

$value=0x00

$bit_length=1 $type=bit 
#Acknow ptr : on

$value=0x01

$bit_length=1 $type=bit 
#Push   ptr : off

$value=0x00

$bit_length=1 $type=bit 
#Reset  ptr : off

$value=0x00

$bit_length=1 $type=bit 
#Synch  ptr : off

$value=0x00

$bit_length=1 $type=bit 
#Finish ptr : off

$value=0x00

$bit_length=16 $type=byte 
#Window size : 16Ko per window

$value=0x4000

$bit_length=16 $type=byte 
#TCP segment check : TCP checksum

$function=@tcp-checksum 

$bit_length=16 $type=byte 
#URG till seq : 

$value=0x0000


#(unknown)

$bit_length=128 $type=byte 
#unknown : 

$value=0x32000000060000004472697665732400
Appendix C.2: Script for Rule 2 – Rule 10

This script file called “project rule 2-10” is lunched from Host Attacker.

This script is called  project rules 2-10

[[]]

$repeat_times=1 

[rule 1 dgger backdoor]

$failure=0 $repeat_times=1 $effective_length=70 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$value=0x0A1D

$bit_length=16 $type=byte 

$value=0x0400

$bit_length=32 $type=byte 

$function=@random 

$bit_length=32 $type=byte 

$function=@random 

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=128 $type=byte 

$value=0x32000000060000004472697665732400

[rule 2 telnet rootkit]

$failure=0 $repeat_times=1 $effective_length=70 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$value=0x0017

$bit_length=32 $type=byte 

$function=@random 

$bit_length=32 $type=byte 

$function=@random 

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=128 $type=byte 

$value=0x6C726B72307800000000000000000000

[rule 3 ICMP linux ping swing p]

$failure=0 $repeat_times=1 $effective_length=50 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@my-hdw-addr 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x3372

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x01

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=16 $type=byte 

$function=@icmp-checksum 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=64 $type=byte 

$value=0x416761617277616C

[Rule 4 RPC port mapper]

$failure=0 $repeat_times=1 $effective_length=74 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$value=0x006F

$bit_length=32 $type=byte 

$function=@random 

$bit_length=32 $type=byte 

$function=@random 

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=160 $type=byte 

$value=0x00000000000000000000000000000000 \

       0x000186A0

[rule 5 smtp sendmaill bug]

$failure=0 $repeat_times=1 $effective_length=94 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$value=0x0019

$bit_length=32 $type=byte 

$function=@random 

$bit_length=32 $type=byte 

$function=@random 

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=320 $type=byte 

$value=0x43726F6F74090909090909094D70726F \

       0x672C503D2F62696E0000000000000000 \

       0x0000000000000000

[[]]

$failure=0 $repeat_times=1 $effective_length=367 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$value=0x0050

$bit_length=32 $type=byte 

$value=0x00000001

$bit_length=32 $type=byte 

$value=0x00000001

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=2504 $type=byte 

$value=0x474554202F77777761646D696E2E706C \

       0x20485454502F312E310D0A4163636570 \

       0x743A202A2F2A0D0A4163636570742D4C \

       0x616E67756167653A20656E2D75730D0A \

       0x4163636570742D456E636F64696E673A \

       0x20677A69702C206465666C6174650D0A \

       0x49662D4D6F6469666965642D53696E63 \

       0x653A205765642C203031204D61722032 \

       0x3030362032323A31343A353520474D54 \

       0x0D0A49662D4E6F6E652D4D617463683A \

       0x20226434383363613931376433646336 \

       0x313A643638220D0A557365722D416765 \

       0x6E743A204D6F7A696C6C612F342E3020 \

       0x28636F6D70617469626C653B204D5349 \

       0x4520362E303B2057696E646F7773204E \

       0x5420352E30290D0A486F73743A203133 \

       0x372E3230372E3233342E3235320D0A43 \

       0x6F6E6E656374696F6E3A204B6565702D \

       0x416C6976650D0A0D0A00000000000000 \

       0x000000000000000000

[rule 7 ]

$failure=0 $repeat_times=1 $effective_length=102 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$value=0x0050

$bit_length=32 $type=byte 

$function=@random 

$bit_length=32 $type=byte 

$function=@random 

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=384 $type=byte 

$value=0x25323020264369526573747269637469 \

       0x6F6E3D6E6F6E652026436948696C6974 \

       0x65547970653D46756C6C000000000000

[rule 8]

$failure=0 $repeat_times=1 $effective_length=102 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$value=0x0050

$bit_length=32 $type=byte 

$function=@random 

$bit_length=32 $type=byte 

$function=@random 

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=384 $type=byte 

$value=0x7265662533437363726970742532306C \

       0x616E67756167652533442532324A6176 \

       0x61736372697074000000000000000000

[rule 9 root.exe]

$failure=0 $repeat_times=1 $effective_length=367 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$value=0x0050

$bit_length=32 $type=byte 

$value=0x00000001

$bit_length=32 $type=byte 

$value=0x00000001

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=2504 $type=byte 

$value=0x000C29773FAC000C2974A29308004500 \

       0x012B04E0400080060B5689CFEAFC89CF \

       0xEAFB043C005037925BA1A5E42A235018 \

       0x4470D21F0000474554202F726F6F742E \

       0x65786520485454502F312E310D0A4163 \

       0x636570743A20696D6167652F6769662C \

       0x20696D6167652F782D786269746D6170 \

       0x2C20696D6167652F6A7065672C20696D \

       0x6167652F706A7065672C202A2F2A0D0A \

       0x4163636570742D4C616E67756167653A \

       0x20656E2D75730D0A4163636570742D45 \

       0x6E636F64696E673A20677A69702C2064 \

       0x65666C6174650D0A557365722D416765 \

       0x6E743A204D6F7A696C6C612F342E3020 \

       0x28636F6D70617469626C653B204D5349 \

       0x4520362E303B2057696E646F7773204E \

       0x5420352E30290D0A486F73743A203133 \

       0x372E3230372E3233342E3235310D0A43 \

       0x6F6E6E656374696F6E3A204B6565702D \

       0x416C6976650D0A0D0A

[rule 10 stor.cgi travers]

$failure=0 $repeat_times=1 $effective_length=367 $delay=1000 $packet_type=1 $linktype=1

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=24 $type=byte 

$function=@my-hdw-vendor 

$bit_length=24 $type=byte 

$function=@hdw-from-iso3 

$bit_length=16 $type=byte 

$value=0x0800

$bit_length=4 $type=bit 

$value=0x04

$bit_length=4 $type=bit 

$value=0x05

$bit_length=8 $type=byte 

$value=0x00

$bit_length=16 $type=byte 

$function=@ip-data-len 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=13 $type=bit 

$value=0x0000

$bit_length=8 $type=byte 

$value=0x80

$bit_length=8 $type=byte 

$value=0x06

$bit_length=16 $type=byte 

$function=@ip-checksum 

$bit_length=32 $type=dotted 

$function=@my-ip-addr 

$bit_length=32 $type=dotted 

$function=@query 

$bit_length=16 $type=byte 

$function=@random 

$bit_length=16 $type=byte 

$value=0x0050

$bit_length=32 $type=byte 

$value=0x00000001

$bit_length=32 $type=byte 

$value=0x00000001

$bit_length=4 $type=bit 

$value=0x05

$bit_length=4 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x01

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=1 $type=bit 

$value=0x00

$bit_length=16 $type=byte 

$value=0x4000

$bit_length=16 $type=byte 

$function=@tcp-checksum 

$bit_length=16 $type=byte 

$value=0x0000

$bit_length=2504 $type=byte 

$value=0x000C29773FAC000C2974A29308004500 \

       0x00FB054D400080060B1989CFEAFC89CF \

       0xEAFB04450050435BC6D301886DD95018 \

       0x447067B70000474554202F2E2E2F7374 \

       0x6F72652E6367693F20485454502F312E \

       0x310D0A4163636570743A202A2F2A0D0A \

       0x4163636570742D4C616E67756167653A \

       0x20656E2D75730D0A4163636570742D45 \

       0x6E636F64696E673A20677A69702C2064 \

       0x65666C6174650D0A557365722D416765 \

       0x6E743A204D6F7A696C6C612F342E3020 \

       0x28636F6D70617469626C653B204D5349 \

       0x4520362E303B2057696E646F7773204E \

       0x5420352E30290D0A486F73743A203133 \

       0x372E3230372E3233342E3235310D0A43 \

       0x6F6E6E656374696F6E3A204B6565702D \

       0x416C6976650D0A0D0A00000000000000 \

       0x00000000000000000000000000000000 \

       0x00000000000000000000000000000000 \

       0x000000000000000000

 Appendix D: Technical Information on selected attacks
	
	Sid No
	Protocol
	Attack Description

	1
	SID 105
	TCP
	Dagger Backdoor

	2
	SID 214
	Telnet
	Linux rootkit “ lrkr0x”

	3
	SID 375
	ICMP
	Ping Linux/*BSD

	4
	SID 598
	RPC
	RPC portmap listing TCP 111

	5
	SID 668
	SMTP
	SMTP sendmail 8.6.10 exploit

	6
	SID 888
	HTTP
	wwwadmin.pl access

	7
	SID 978
	HTTP
	WEB-IIS ASP Contents View

	8
	SID 1028
	HTTP
	Amazon 1-click Cookie Theft  

	9
	SID 1256
	HTTP
	Apache Directory Disclosure

	10
	SID 1488
	HTTP
	WEB-CGI store.cgi Directory Traversal 


SID :105

Dagger Trojan -Horse
	Summary: Dagger is a remote administration tool that enables remote attackers to control an infected machine.

Classification: Backdoor



	Impact:
This Trojan enables remote attackers to perform the following actions, among others:

•  Turn Caps Lock on and off 

•  Disable and enable the desktop 

•  Send E-mail notifications 

•  Manage files 

•  Get system and configuration information 

•  Hide and show the taskbar 

•  Turn Num Lock on and off 

•  Open and close the CD-ROM drive 

•  Reboot or shutdown windows 

•  Turn Scroll Lock on and off 

•  Send a message 

•  View and close processes 



	Detailed Information: 
Dagger consists of two components: a client and a server. The server, server.exe, runs on an infected machine and listens to connection requests and control commands sent from the client, client.exe. The server opens TCP port 2589 by default in version 1.40. Upon installation, the server part of the Trojan adds a registry key, WinVirusScan in version 1.31b or SysManager in version 1.40, into HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\Windows\CurrentVersion\Run on the infected machine. This key ensures that the Trojan is activated whenever the system restarts. 

This is a windows executable that makes changes to the system registry, Win.ini and System.ini. When first executed the Trojan replicates itself and in most cases, gives the copy a random name. This Trojan may use the file extensions ".exe" or ".dll".
The Trojan changes system startup files and registry settings to add the Subseven sever to programs normally started on boot.
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      Contents: "|3200000006000000|Drives|2400|"




	Targeted Clients and Platforms

    This Trojan affects the following operating systems:

Windows 95,Windows 98, 
Windows ME,
Windows NT,
Windows 2000, Windows XP.



	Attack Scenarios:

This Trojan may be delivered to the target in a number of ways. This event is indicative of an existing infection being activated. Initial compromise can be in the form of a Win32 installation program that may use the extension ".jpg" or ".bmp" when delivered via e-mail for example.



	Rule:

You should monitor any outgoing TCP packet with source ip address 2589 and destination port address 1024. 

Example Snort Rule

alert tcp $HOME_NET 2589 -> $EXTERNAL_NET 1024



	

	Ease of Attack:

This is Trojan activity, the target machine may already be compromised. Updated virus definition files are essential in detecting this Trojan.



	Corrective Action:



	Related SID(s)

SID 104 Dagger incoming TCP connection.




SID :214

Linux rootkit “ lrkr0x”
	Summary: 
This event indicates that the text "lrkr0x" was sent by an intruder on standard telnet port 23 encapsulated in TCP packet. This string may be used in a linux rootkit that allows remote access to an intruder by using the default password “lrkr0x”.

Classification: Backdoor / System Integrity Attempt 

Category       : telnet


	Impact:
Possible theft of data and control of the targeted machine leading to a compromise of all resources the machine is connected to.

1. A rootkit may disable auditing when a certain user is logged on.

2. A rootkit could allow anyone to log in if a certain backdoor password is used.

3. A rootkit could patch the kernel itself, allowing anyone to run privileged code if they use a special filename.



	Detailed Information: 
 A rootkit is a program or set of programs that an intruder uses to hide her presence on a computer system and to allow access to the computer system in the future. To accomplish its goal, a rootkit will alter the execution flow of the operating system or manipulate the data set that the operating system relies upon for auditing and bookkeeping. This process violates the integrity of the trusted computing base. In other words, a rootkit is something which inserts backdoors into existing programs, and patches or breaks the existing security system."

An intruder can use the default password of the rootkit to establish a connection to the targeted machine.

This event is specific to a particular exploit and is detected based on a particular string of characters found in the packet payload. Signatures for this event are very specific.  
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TCP Header Format

Payload Contents: "lrkr0x"

This is a confirmed default passwords used in the linux login backdoor used in the Linux Rootkit II.

The packet offset is zero, meaning that we start looking for this content string in the start of the packet data. This is a case sensitive search.



	Targeted Clients and platforms

 Most of linux  old OS versions.


	Attack Scenarios:
This Trojan may be delivered to the target in a number of ways. This event is indicative of an existing infection being activated. Initial compromise may be due to the exploitation of another vulnerability and the attacker is leaving another way into the machine for further use.



	Rule:

You should block any Inconing TCP packet with any source port address  and destination port address 23. 

Example Snort Rule

alert tcp $EXTERNAL_NET any -> $TELNET_SERVERS 23 

(msg:"BACKDOOR MISC Linux rootkit attempt lrkr0x"; flow:to_server,established; content:"lrkr0x"; classtype:attempted-admin; sid:214; rev:4;)

	

	Ease of Attack:
This is Trojan activity, the target machine may already be compromised.



	Corrective Action:

This is Trojan activity, the target machine may already be compromised.

1. Disallow Telnet access from external sources.

2. Use SSH as opposed to Telnet for access from external locations.
3. Delete the Trojan and kill any associated processes.


	Related SID(s)

SID 213  Linux Rootkit wh00t! 


SID :375

ICMP Ping Linux/*BSD
	Summary: 
This event is generated when an ICMP echo request is made from a Linux or Berkeley Systems Development (BSD) host running the reconnaissance tool SING.
Classification: Reconnaissance

Category       : ICMP


	Impact:
Intruder is allowed to discover and gather information about the network. Normally such a reconnaissance alert for a further attack when an exploit is discovered by the intruder who is scanning the network  for an entry point.


	Detailed Information: 
This event is specific to a particular exploit, but the packet payload is not considered as part of the signature to detect the attack.  
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ICMP Header Format
Payload Contents: It has no payload content.



	Targeted Clients and platforms

.All devices with IP address including all OS and network active components (switches /routers..etc)


	Attack Scenarios:
An intruder use SING or any other utility to send an icmp echo messages to a specific ip address or a list of ip addresses. Icmp echo reply will be logged by the attacker to  draw a vision of the running systems of the targeted network. 

	Rule:

You should block any Inconing TCP packet with any source port address  and destination port address 23. 

Example Snort Rule
alert icmp $EXTERNAL_NET any -> $HOME_NET any
 (msg:"ICMP PING LINUX/*BSD"; dsize:8; itype:8; id:13170; reference:arachnids,447; sid:375;  classtype:misc-activity; rev:4;)



	

	Ease of Attack:
Attack is simple and occurs frequently There is many software for host scanning with different techniques..


	Corrective Action:
ICMP echo request should  be blocked by the firewall. An ICMP echo request may be used to troubleshoot networking problems and disabling icmp messages will eventually prevent such  features remotely.


	Related SID(s)

SID 381  ICMP PING Sun Solaris 


SID : 598

RPC portmap listing TCP 111

	Summary: 
This event indicates that a query was sent to the portmap daemon, requesting port information for rpc services.
Classification: Reconnaissance / Vulnerability Exploit. 

Category       : RPC listing


	Impact:
Remote Procedure Call is a technique for building distributed systems, and client/server applications.Basically, it allows a program on one machine to call a subroutine on another machine. RPC is not a transport protocol; rather, it is a method of using existing communications features in a transparent way. This request can discover what Remote Procedure Call (RPC) services are offered and on which ports they listen.


	Detailed Information: 
RPC information located at Port 111 is a place to find out where services are running. Numerous vulnerabilities exist, along with exploits ready and waiting for services such as rpcbind and rpcmountd. Network File Service (NFS) has a known rpc-update exploit, the Network Information Service (NIS) update daemon rpc.ypupdated contains vulnerabilities in how it passes commands to certain function calls. This could allow a remote attacker to trick the service into executing arbitrary commands on the system with root privileges. Additionally, client server environments that use remote program calls and port 111 to register and make themselves available, are unfortunately also listing their availability to the less-than nice people who are trying to crack your system. For the unprotected systems that have portmapper running on port 111, a simple "rpcinfo" request is adequate for the potential exploiter to obtain a list of all services running.
This event is specific to a particular exploit, but the packet payload is not considered as part of the signature to detect the attack.  
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TCP Header Format
Payload Contents: “|00 01 86 A0|” 

The packet offset is zero, meaning that we start looking for this content string in the start of the packet data. This is a case sensitive search.


	Targeted Clients and platforms

Most of Unix OS which runs port mapper.



	Attack Scenarios:
Port mapper program maps a RPC program and version numbers to transport-specific port numbers. This program makes dynamic binding of remote programs possible. RPC server programs use ephemeral ports – thus the calling/client routine needs to access a well know port to be able to find those ports. Servers register themselves with a registrar - the port mapper (called rpcbind in Suns SVR4 and other systems using TI-RPC). This is done at port 111 for both UDP and TCP. Access to port 111 allows the calling client to query and identify the ephemeral ports where the needed server is running, and thereby make the connection to do business.

When a client makes an RPC call to a given program number, it first connects to rpcbind on the target system to determine the address where the RPC request should be sent. Basically, the active port 111 is going to have a list of all active services, and tell the requesting client were to go to connect. However, security personnel should know that under some versions of Unix, and Solaris rpcbind not only listens on the TCP/UDP port 111, but it also listens on UDP ports greater than 32770. The exact port number is dependent on the OS release and architecture. Thus, packet filtering devices, router ACL blocks, and firewalls that are configured to block access to rpcbind/portmapper at only port 111, may be subverted by sending UDP requests to rpcbind listening above port 32770. This vulnerability may allow an unauthorized user to obtain remote RPC information from a remote system even if port 111 is being blocked.


	Rule:

You should monitor Inconing TCP packet with any source port address and destination port address 111. 

Example Snort Rule
alert tcp $EXTERNAL_NET any -> $HOME_NET 111 
(msg:"RPC portmap listing TCP 111"; flow:to_server,established; content:"|00 01 86 A0|"; offset:16; depth:4; content:"|00 00 00 04|"; distance:4; within:4; reference:arachnids,428; classtype:rpc-portmap-decode;  content:"|00 00 00 00|"; offset:8; depth:4; sid:598; rev:11;)

	

	Ease of Attack:


	Corrective Action:
1- Filter packets at your firewall/router ( TCP port 111, UDP port 111 (portmapper)).

2-  Use a portmapper that disallows proxy access.

3- Check the configuration of the /etc/exports files on your hosts. More specific:

· Do *not* self-reference an NFS server in its own exports file.

· Do not allow the exports file to contain a "localhost" entry.

· Export file systems only to hosts that require them.

· Export only to fully qualified hostnames.

· Ensure that export lists do not exceed 256 characters. 

4- Ensure that your systems are current with patches and workarounds available from your vendor and identified in CERT advisories.
5- Limit access to RPC service.


	Related SID(s)
SID 1280 – “  RPC portmap listing UDP 111 “ .


SID : 668

SMTP sendmail 8.6.10 exploit

	Summary: 
This event indicates an attempt to compromise a system through a vulnerability in Sendmail 8.6.10.
Classification: System Integrity Attempt
Category       : SMTP


	Impact:
A vulnerability in Eric Allman's Sendmail prior to version 8.6.10 (and any versions based on 5.x) can be exploited to gain root access on the affected machine. This vulnerability involves sending invalid "mail from" and "rcpt to" addresses that cause sendmail to inappropriately redirect data to another program. 


	Detailed Information: 
Sendmail 8.6.10 and earlier versions contain a vulnerability related to the parsing of tab characters in commands passed from ident to Sendmail. An attacker can use a specially crafted command with tabs in an ident response to Sendmail. The message is not properly parsed and Sendmail forwards the response, with included commands, to its queue. The commands are then executed while the message awaits delivery in the Sendmail queue, causing the included arbitrary code to be executed on the server in the security context of Sendmail.
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TCP Header Format
This event is specific to a particular exploit and is detected based on a particular string of characters found in the packet payload.

Payload Contents: Croot|09090909090909|Mprog,P=/bin
The packet offset is zero, meaning that we start looking for this content string in the start of the packet data. This is a case sensitive search.



	Targeted Clients and platforms

Unix; All implementations of sendmail.

 

	Attack Scenarios:


	Rule:

You should monitor Inconing TCP packet with any source port address and destination port address 25 and payload “Croot|09090909090909|Mprog,P=/bin” 
Example Snort Rule
alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25
 (msg:"SMTP sendmail 8.6.10 exploit"; flow:to_server,established;  content:"Croot|09090909090909|Mprog,P=/bin"; reference:arachnids,124; classtype:attempted-user; sid:668; rev:4;)

	

	Ease of Attack:


	Corrective Action:
Upgrade to at least version of sendmail. ( sendmail 8.6.12)
To restrict sendmail's program mailer facility, obtain and install the sendmail restricted shell program (smrsh) by Eric Allman (the original author of sendmail), following the directions included with the program.


	Related SID(s)
SID 666 Send mail exploit 8.4.1

SID 667 Send Mail exploit 8.6.10


SID: 888

WEB-CGI wwwadmin.pl access
	Summary: This event is generated when an attempt is made to exploit an authentication vulnerability in a web server or an application running on that server.
Classification: Attempted Information Leak. 


	Impact: Information gathering and system integrity compromise. Possible unauthorized administrative access to the server or application.


	Detailed Information: 
This event is generated when an attempt is made to gain unauthorized access to a web server or an application running on a web server. Some applications do not perform stringent checks when validating the credentials of a client host connecting to the services offered on a host server. This can lead to unauthorized access and possibly escalated privileges to that of the administrator. Data stored on the machine can be compromised and trust relationships between the victim server and other hosts can be exploited by the attacker. 
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	Targeted Systems:

All systems using a web server. 


	Attack Scenarios:

An attacker can access the authentication mechanism and supply his/her own credentials to gain access. Alternatively, the attacker can exploit weaknesses to gain access as the administrator.


	Rule:  

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-CGI wwwadmin.pl access"; flow:to_server,established; uricontent:"/wwwadmin.pl"; nocase; classtype:attempted-recon; sid:888; rev:5;)


	Ease of Attack:

Simple. Exploits exist.
 

	Corrective Action:

Disallow administrative access from sources external to the protected network.

Ensure the system is using an up to date version of the software and has had all vendor supplied patches applied.

False Positives: None known.

False Negatives: None known.



	Related SID(s)

--


SID: 978
WEB-IIS ASP Contents View

	Summary: This event is generated when an attempt is made to disclose the contents of a file on an Internet Information Service (IIS) host. 
Classification: Web Application Attack. 


	Impact: Intelligence gathering activity.  This attack can display the contents of an Activer Server Page (ASP) file or other files located on the server. 


	Detailed Information: 
A vulnerability exists in Windows NT 4.0 Option Pack and Windows 2000 Index Server.  The Index Server is a search engine used by IIS that allows a user's browser to search for text in HTML and other documents.   The Index Server has a Hit-Hightlighting component that highlights the text that satisfies the user's query.  A vulnerability exists in the webhits.dll file that allows disclosure of file contents when a URL is crafted to contain a hex-encoded space "%20" after the file name passed to webhits.dll and setting 'CiHiliteType' to 'Full' and 'CiRestriction' to 'none' . For example, it is possible to get the source code of ASP scripts by issuing the following request: 

“GET null.htw?CiWebHitsFile=/default.asp%20&CiRestriction=none&CiHiliteType=Full”
ASP source codes usually contain sensitive information such as usernames and passwords. The disclosure of this information is at high risk. 
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	Targeted Systems

Hosts running Microsoft Index Server 2.0. 


	Attack Scenarios:

An attacker can attempt to disclose the contents of a file by crafting a special URL to access the Hit-Highlighting component of the Index Server. 



	Rule:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-IIS ASP contents view"; flow:to_server,established; content:"%20"; content:"&CiRestriction=none"; nocase; content:"&CiHiliteType=Full"; nocase; reference:bugtraq,1084; reference:cve,2000-0302; reference:nessus,10356; reference:url,www.microsoft.com/technet/security/bulletin/MS00-006.mspx; classtype:web-application-attack; sid:978; rev:13;) 

	Ease of Attack:

Simple.
 

	Corrective Action:

Apply the patch in the referenced Microsoft Bulletin:

http://www.microsoft.com/technet/security/bulletin/ms00-006.mspx  
False Positives: None known.

False Negatives: None known.

	Related SID(s)
Bugtraq(1084) ;  Cve(2000-0302); Nessus(10356). 




SID: 1082

WEB-MISC Amazon 1-click Cookie Theft  

	Summary: This event is generated when an attempt is made to exploit a known vulnerability on a web server or a web application resident on a web server. 
Classification: Web Application Attack


	Impact:
Information gathering and system integrity compromise. Possible unauthorized administrative access to the server. Possible execution of arbitrary code of the attackers choosing in some cases.  



	Detailed Information: 
This event is generated when an attempt is made to compromise a host running a Web server or a vulnerable application on a web server. Many known vulnerabilities exist for each implementation and the attack scenarios are legion. 

Some applications do not perform stringent checks when validating the credentials of a client host connecting to the services offered on a host server. This can lead to unauthorized access and possibly escalated privileges to that of the administrator. Data stored on the machine can be compromised and trust relationships between the victim server and other hosts can be exploited by the attacker.
Internet Explorer 4.0 and 5.0 allows a malicious web site to obtain client cookies from another domain by including that domain name and escaped characters in a URL, as known as the "Unauthorized Cookie Access" vulnerability. 
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	Targeted Systems

    All systems using a web server. 



	Attack Scenarios:

Many attack vectors are possible from simple directory traversal to exploitation of buffer overflow conditions.



	Rule: 
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC amazon 1-click cookie theft"; flow:to_server,established; content:"ref%3Cscript%20language%3D%22Javascript"; nocase; reference:bugtraq,1194; reference:cve,2000-0439; classtype:web-application-attack; sid:1082; rev:8;)

	Ease of Attack:

Simple. Exploits exist. 

False Positives: None known.
    False Negatives: None known.

	Corrective Action:

Ensure the system is using an up to date version of the software and has had all vendor supplied patches applied.

Check the host log files and application logs for signs of compromise.



	Related SID(s)

Bugtraq(1194); cve(2000-0439). 


SID: 1256

CERT® WEB-MISC Apache Directory Disclosure Attempt
	Summary: This event is generated when an attempt is made access the root.exe executable on a web server.  
Classification: Attempted Denial of Services 


	Impact: This activity is indicative of a CodeRed worm infection.



	Detailed Information: 
As part of the CodeRed infection process, cmd.exe (the windows command interpreter) gets copied to a number of locations throughout the file system and named root.exe.  Following a modification to the registry,

root.exe becomes available from the web, allowing remote machines to execute arbitrary commands.

Only affects Windows machines with a listening web server, primarily IIS. If root.exe does not exist, there is no impact aside from minor irritation. If root.exe does exist, full system-level access at the privilege level of the user running the web server is possible.
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	Targeted Systems

· Microsoft Windows NT 4.0 with IIS 4.0 or IIS 5.0 enabled and Index Server 2.0 installed 

· Windows 2000 with IIS 4.0 or IIS 5.0 enabled and Indexing services installed 

· Cisco CallManager, Unity Server, uOne, ICS7750, Building Broadband Service Manager (these systems run IIS) 

· Unpatched Cisco 600 series DSL routers 



	Attack Scenarios:

Normally, access to root.exe is detected as part of an attempted infection by another machine already infected by CodeRed.  In other situations, root.exe may be accessed by remote machines/users in an attempt to gain access to a system.



	Rule:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC apache directory disclosure attempt"; flow:to_server,established; content:"////////"; reference:bugtraq,2503; classtype:attempted-dos; sid:1156; rev:9;) 

	Ease of Attack:

Simple. This is worm activity. 



	Corrective Action:

If root.exe exists in the file system of the web server, remove the machine from the network and follow the vendor's recommend method for cleaning and repairing the damage done by this particular worm.

Apply the appropriate vendor supplied patches. 

Upgrade to the latest non-affected version of the software.

False Positives: None known.

False Negatives: None known.

	Additional References:
1. Bugtraq(2503); 
2. CERT: http://www.cert.org/advisories/CA-2001-19.html  




SID: 1488

WEB-CGI store.cgi Directory Traversal Attempt 

	Summary: This event is generated when an attempt is made to execute a directory traversal attack.

Classification: Web Application Attack. 


	Impact: Information disclosure. This is a directory traversal attempt which can lead to information disclosure and possible exposure of sensitive system information.


	Detailed Information: 
Directory traversal attacks usually target web, web applications, and FTP servers that do not correctly check the path to a file when requested by the client. This can lead to the disclosure of sensitive system information which may be used by an attacker to further compromise the system. 

The existence of /cgi-bin/store.cgi proves 'store.cgi' cgi is installed. This CGI has a well known security flaw that lets an attacker read arbitrary files with the privileges of the http daemon (usually root or nobody). Directory traversal vulnerability in store.cgi allows remote attackers to read arbitrary files via a .. (dot dot) in the StartID parameter. 
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	Targeted Systems

Any systems running web server, FTP server. 


	Attack Scenarios:

An authorized user or anonymous user can use the directory traversal technique, to browse folders outside the FTP root directory. Information gathered may be used in further attacks against the host.

	Rule:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-CGI store.cgi directory traversal attempt"; flow:to_server,established; uricontent:"/store.cgi"; nocase; content:"../"; reference:bugtraq,2385; reference:cve,2001-0305; reference:nessus,10639; classtype:web-application-attack; sid:1488; rev:8;) 



	Ease of Attack:

Simple. No exploit software required. 



	Corrective Action:

1. Apply the appropriate vendor supplied patches. 

2. Checks for the presence of /cgi-bin/store.cgi, remove it from /cgi-bin.

False Positives: None known.

False Negatives: None known.

	Related SID(s)

Bugtraq(2385); cve(2001-0305); nessus(10639). 


� Snort®, more information refers to at � HYPERLINK "http://www.snort.org/" ��http://www.snort.org/�. 


� IDScenter is developed by � HYPERLINK "http://www.engagesecurity.com" ��http://www.engagesecurity.com�/.


� WinPcap, more information refers to � HYPERLINK "http://www.ethereal.com/" ��http://www.ethereal.com/�.


� Ethereal®, more information refers to � HYPERLINK "http://www.ethereal.com/" ��http://www.ethereal.com/�.





�You misspelled Dr. Aggarwal’s name, so I did a little modification.
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