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	Sid No
	Protocol
	Attack Description

	1
	SID 105
	TCP
	Dagger Backdoor

	2
	SID 214
	Telnet
	Linux rootkit “ lrkr0x”

	3
	SID 375
	ICMP
	Ping Linux/*BSD

	4
	SID 598
	RPC
	RPC portmap listing TCP 111

	5
	SID 668
	SMTP
	SMTP sendmail 8.6.10 exploit

	6
	SID 888
	HTTP
	wwwadmin.pl access

	7
	SID 978
	HTTP
	WEB-IIS ASP Contents View

	8
	SID 1028
	HTTP
	Amazon 1-click Cookie Theft  

	9
	SID 1256
	HTTP
	Apache Directory Disclosure

	10
	SID 1488
	HTTP
	WEB-CGI store.cgi Directory Traversal 


SID :105

Dagger Trojan Horse
	Summary: Dagger is a remote administration tool that enables remote attackers to control an infected machine.

Classification: Backdoor



	Impact:
This Trojan enables remote attackers to perform the following actions, among others:

•  Turn Caps Lock on and off 

•  Disable and enable the desktop 

•  Send E-mail notifications 

•  Manage files 

•  Get system and configuration information 

•  Hide and show the taskbar 

•  Turn Num Lock on and off 

•  Open and close the CD-ROM drive 

•  Reboot or shutdown windows 

•  Turn Scroll Lock on and off 

•  Send a message 

•  View and close processes 



	Detailed Information: 
Dagger consists of two components: a client and a server. The server, server.exe, runs on an infected machine and listens to connection requests and control commands sent from the client, client.exe. The server opens TCP port 2589 by default in version 1.40. Upon installation, the server part of the Trojan adds a registry key, WinVirusScan in version 1.31b or SysManager in version 1.40, into HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\Windows\CurrentVersion\Run on the infected machine. This key ensures that the Trojan is activated whenever the system restarts. 

This is a windows executable that makes changes to the system registry, Win.ini and System.ini. When first executed the Trojan replicates itself and in most cases, gives the copy a random name. This Trojan may use the file extensions ".exe" or ".dll".
The Trojan changes system startup files and registry settings to add the Subseven sever to programs normally started on boot.
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      Contents: "|3200000006000000|Drives|2400|"




	Targeted Clients and Platforms

    This Trojan affects the following operating systems:

Windows 95,Windows 98, 
Windows ME,
Windows NT,
Windows 2000, Windows XP.



	Attack Scenarios:

This Trojan may be delivered to the target in a number of ways. This event is indicative of an existing infection being activated. Initial compromise can be in the form of a Win32 installation program that may use the extension ".jpg" or ".bmp" when delivered via e-mail for example.



	Rule:

You should monitor any outgoing TCP packet with source ip address 2589 and destination port address 1024. 

Example Snort Rule

alert tcp $HOME_NET 2589 -> $EXTERNAL_NET 1024



	

	Ease of Attack:

This is Trojan activity, the target machine may already be compromised. Updated virus definition files are essential in detecting this Trojan.



	Corrective Action:



	Related SID(s)

SID 104 Dagger incoming TCP connection.




SID :214

Linux rootkit “ lrkr0x”
	Summary: 
This event indicates that the text "lrkr0x" was sent by an intruder on standard telnet port 23 encapsulated in TCP packet. This string may be used in a linux rootkit that allows remote access to an intruder by using the default password “lrkr0x”.

Classification: Backdoor / System Integrity Attempt 

Category       : telnet


	Impact:
Possible theft of data and control of the targeted machine leading to a compromise of all resources the machine is connected to.

1. A rootkit may disable auditing when a certain user is logged on.

2. A rootkit could allow anyone to log in if a certain backdoor password is used.

3. A rootkit could patch the kernel itself, allowing anyone to run privileged code if they use a special filename.



	Detailed Information: 
 A rootkit is a program or set of programs that an intruder uses to hide her presence on a computer system and to allow access to the computer system in the future. To accomplish its goal, a rootkit will alter the execution flow of the operating system or manipulate the data set that the operating system relies upon for auditing and bookkeeping. This process violates the integrity of the trusted computing base. In other words, a rootkit is something which inserts backdoors into existing programs, and patches or breaks the existing security system."

An intruder can use the default password of the rootkit to establish a connection to the targeted machine.

This event is specific to a particular exploit and is detected based on a particular string of characters found in the packet payload. Signatures for this event are very specific.  
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TCP Header Format

Payload Contents: "lrkr0x"

This is a confirmed default passwords used in the linux login backdoor used in the Linux Rootkit II.

The packet offset is zero, meaning that we start looking for this content string in the start of the packet data. This is a case sensitive search.



	Targeted Clients and platforms

 Most of linux  old OS versions.


	Attack Scenarios:
This Trojan may be delivered to the target in a number of ways. This event is indicative of an existing infection being activated. Initial compromise may be due to the exploitation of another vulnerability and the attacker is leaving another way into the machine for further use.



	Rule:

You should block any Inconing TCP packet with any source port address  and destination port address 23. 

Example Snort Rule

alert tcp $EXTERNAL_NET any -> $TELNET_SERVERS 23 

(msg:"BACKDOOR MISC Linux rootkit attempt lrkr0x"; flow:to_server,established; content:"lrkr0x"; classtype:attempted-admin; sid:214; rev:4;)

	

	Ease of Attack:
This is Trojan activity, the target machine may already be compromised.



	Corrective Action:

This is Trojan activity, the target machine may already be compromised.

1. Disallow Telnet access from external sources.

2. Use SSH as opposed to Telnet for access from external locations.
3. Delete the Trojan and kill any associated processes.


	Related SID(s)

SID 213  Linux Rootkit wh00t! 


SID :375

ICMP Ping Linux/*BSD
	Summary: 
This event is generated when an ICMP echo request is made from a Linux or Berkeley Systems Development (BSD) host running the reconnaissance tool SING.
Classification: Reconnaissance

Category       : ICMP


	Impact:
Intruder is allowed to discover and gather information about the network. Normally such a reconnaissance alert for a further attack when an exploit is discovered by the intruder who is scanning the network  for an entry point.


	Detailed Information: 
This event is specific to a particular exploit, but the packet payload is not considered as part of the signature to detect the attack.  
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ICMP Header Format
Payload Contents: It has no payload content.



	Targeted Clients and platforms

.All devices with IP address including all OS and network active components (switches /routers..etc)


	Attack Scenarios:
An intruder use SING or any other utility to send an icmp echo messages to a specific ip address or a list of ip addresses. Icmp echo reply will be logged by the attacker to  draw a vision of the running systems of the targeted network. 

	Rule:

You should block any Inconing TCP packet with any source port address  and destination port address 23. 

Example Snort Rule
alert icmp $EXTERNAL_NET any -> $HOME_NET any
 (msg:"ICMP PING LINUX/*BSD"; dsize:8; itype:8; id:13170; reference:arachnids,447; sid:375;  classtype:misc-activity; rev:4;)



	

	Ease of Attack:
Attack is simple and occurs frequently There is many software for host scanning with different techniques..


	Corrective Action:
ICMP echo request should  be blocked by the firewall. An ICMP echo request may be used to troubleshoot networking problems and disabling icmp messages will eventually prevent such  features remotely.


	Related SID(s)

SID 381  ICMP PING Sun Solaris 


SID : 598

RPC portmap listing TCP 111

	Summary: 
This event indicates that a query was sent to the portmap daemon, requesting port information for rpc services.
Classification: Reconnaissance / Vulnerability Exploit. 

Category       : RPC listing


	Impact:
Remote Procedure Call is a technique for building distributed systems, and client/server applications.Basically, it allows a program on one machine to call a subroutine on another machine. RPC is not a transport protocol; rather, it is a method of using existing communications features in a transparent way. This request can discover what Remote Procedure Call (RPC) services are offered and on which ports they listen.


	Detailed Information: 
RPC information located at Port 111 is a place to find out where services are running. Numerous vulnerabilities exist, along with exploits ready and waiting for services such as rpcbind and rpcmountd. Network File Service (NFS) has a known rpc-update exploit, the Network Information Service (NIS) update daemon rpc.ypupdated contains vulnerabilities in how it passes commands to certain function calls. This could allow a remote attacker to trick the service into executing arbitrary commands on the system with root privileges. Additionally, client server environments that use remote program calls and port 111 to register and make themselves available, are unfortunately also listing their availability to the less-than nice people who are trying to crack your system. For the unprotected systems that have portmapper running on port 111, a simple "rpcinfo" request is adequate for the potential exploiter to obtain a list of all services running.
This event is specific to a particular exploit, but the packet payload is not considered as part of the signature to detect the attack.  
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TCP Header Format
Payload Contents: “|00 01 86 A0|” 

The packet offset is zero, meaning that we start looking for this content string in the start of the packet data. This is a case sensitive search.


	Targeted Clients and platforms

Most of Unix OS which runs port mapper.



	Attack Scenarios:
Port mapper program maps a RPC program and version numbers to transport-specific port numbers. This program makes dynamic binding of remote programs possible. RPC server programs use ephemeral ports – thus the calling/client routine needs to access a well know port to be able to find those ports. Servers register themselves with a registrar - the port mapper (called rpcbind in Suns SVR4 and other systems using TI-RPC). This is done at port 111 for both UDP and TCP. Access to port 111 allows the calling client to query and identify the ephemeral ports where the needed server is running, and thereby make the connection to do business.

When a client makes an RPC call to a given program number, it first connects to rpcbind on the target system to determine the address where the RPC request should be sent. Basically, the active port 111 is going to have a list of all active services, and tell the requesting client were to go to connect. However, security personnel should know that under some versions of Unix, and Solaris rpcbind not only listens on the TCP/UDP port 111, but it also listens on UDP ports greater than 32770. The exact port number is dependent on the OS release and architecture. Thus, packet filtering devices, router ACL blocks, and firewalls that are configured to block access to rpcbind/portmapper at only port 111, may be subverted by sending UDP requests to rpcbind listening above port 32770. This vulnerability may allow an unauthorized user to obtain remote RPC information from a remote system even if port 111 is being blocked.


	Rule:

You should monitor Inconing TCP packet with any source port address and destination port address 111. 

Example Snort Rule
alert tcp $EXTERNAL_NET any -> $HOME_NET 111 
(msg:"RPC portmap listing TCP 111"; flow:to_server,established; content:"|00 01 86 A0|"; offset:16; depth:4; content:"|00 00 00 04|"; distance:4; within:4; reference:arachnids,428; classtype:rpc-portmap-decode;  content:"|00 00 00 00|"; offset:8; depth:4; sid:598; rev:11;)

	

	Ease of Attack:


	Corrective Action:
1- Filter packets at your firewall/router ( TCP port 111, UDP port 111 (portmapper)).

2-  Use a portmapper that disallows proxy access.

3- Check the configuration of the /etc/exports files on your hosts. More specific:

· Do *not* self-reference an NFS server in its own exports file.

· Do not allow the exports file to contain a "localhost" entry.

· Export file systems only to hosts that require them.

· Export only to fully qualified hostnames.

· Ensure that export lists do not exceed 256 characters. 

4- Ensure that your systems are current with patches and workarounds available from your vendor and identified in CERT advisories.
5- Limit access to RPC service.


	Related SID(s)
SID 1280 – “  RPC portmap listing UDP 111 “ .


SID : 668

SMTP sendmail 8.6.10 exploit

	Summary: 
This event indicates an attempt to compromise a system through a vulnerability in Sendmail 8.6.10.
Classification: System Integrity Attempt
Category       : SMTP


	Impact:
A vulnerability in Eric Allman's Sendmail prior to version 8.6.10 (and any versions based on 5.x) can be exploited to gain root access on the affected machine. This vulnerability involves sending invalid "mail from" and "rcpt to" addresses that cause sendmail to inappropriately redirect data to another program. 


	Detailed Information: 
Sendmail 8.6.10 and earlier versions contain a vulnerability related to the parsing of tab characters in commands passed from ident to Sendmail. An attacker can use a specially crafted command with tabs in an ident response to Sendmail. The message is not properly parsed and Sendmail forwards the response, with included commands, to its queue. The commands are then executed while the message awaits delivery in the Sendmail queue, causing the included arbitrary code to be executed on the server in the security context of Sendmail.
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TCP Header Format
This event is specific to a particular exploit and is detected based on a particular string of characters found in the packet payload.

Payload Contents: Croot|09090909090909|Mprog,P=/bin
The packet offset is zero, meaning that we start looking for this content string in the start of the packet data. This is a case sensitive search.



	Targeted Clients and platforms

Unix; All implementations of sendmail.

 

	Attack Scenarios:


	Rule:

You should monitor Inconing TCP packet with any source port address and destination port address 25 and payload “Croot|09090909090909|Mprog,P=/bin” 
Example Snort Rule
alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25
 (msg:"SMTP sendmail 8.6.10 exploit"; flow:to_server,established;  content:"Croot|09090909090909|Mprog,P=/bin"; reference:arachnids,124; classtype:attempted-user; sid:668; rev:4;)

	

	Ease of Attack:


	Corrective Action:
Upgrade to at least version of sendmail. ( sendmail 8.6.12)
To restrict sendmail's program mailer facility, obtain and install the sendmail restricted shell program (smrsh) by Eric Allman (the original author of sendmail), following the directions included with the program.


	Related SID(s)
SID 666 Send mail exploit 8.4.1

SID 667 Send Mail exploit 8.6.10


SID: 888

WEB-CGI wwwadmin.pl access
	Summary: This event is generated when an attempt is made to exploit an authentication vulnerability in a web server or an application running on that server.
Classification: Attempted Information Leak. 


	Impact: Information gathering and system integrity compromise. Possible unauthorized administrative access to the server or application.


	Detailed Information: 
This event is generated when an attempt is made to gain unauthorized access to a web server or an application running on a web server. Some applications do not perform stringent checks when validating the credentials of a client host connecting to the services offered on a host server. This can lead to unauthorized access and possibly escalated privileges to that of the administrator. Data stored on the machine can be compromised and trust relationships between the victim server and other hosts can be exploited by the attacker. 
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	Targeted Systems:
All systems using a web server. 


	Attack Scenarios:

An attacker can access the authentication mechanism and supply his/her own credentials to gain access. Alternatively, the attacker can exploit weaknesses to gain access as the administrator.


	Rule:  
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-CGI wwwadmin.pl access"; flow:to_server,established; uricontent:"/wwwadmin.pl"; nocase; classtype:attempted-recon; sid:888; rev:5;)


	Ease of Attack:

Simple. Exploits exist.
 

	Corrective Action:

Disallow administrative access from sources external to the protected network.

Ensure the system is using an up to date version of the software and has had all vendor supplied patches applied.

False Positives: None known.

False Negatives: None known.



	Related SID(s)

--


SID: 978
WEB-IIS ASP Contents View
	Summary: This event is generated when an attempt is made to disclose the contents of a file on an Internet Information Service (IIS) host. 
Classification: Web Application Attack. 


	Impact: Intelligence gathering activity.  This attack can display the contents of an Activer Server Page (ASP) file or other files located on the server. 


	Detailed Information: 
A vulnerability exists in Windows NT 4.0 Option Pack and Windows 2000 Index Server.  The Index Server is a search engine used by IIS that allows a user's browser to search for text in HTML and other documents.   The Index Server has a Hit-Hightlighting component that highlights the text that satisfies the user's query.  A vulnerability exists in the webhits.dll file that allows disclosure of file contents when a URL is crafted to contain a hex-encoded space "%20" after the file name passed to webhits.dll and setting 'CiHiliteType' to 'Full' and 'CiRestriction' to 'none' . For example, it is possible to get the source code of ASP scripts by issuing the following request: 

“GET null.htw?CiWebHitsFile=/default.asp%20&CiRestriction=none&CiHiliteType=Full”
ASP source codes usually contain sensitive information such as usernames and passwords. The disclosure of this information is at high risk. 
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	Targeted Systems

Hosts running Microsoft Index Server 2.0. 


	Attack Scenarios:

An attacker can attempt to disclose the contents of a file by crafting a special URL to access the Hit-Highlighting component of the Index Server. 



	Rule:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-IIS ASP contents view"; flow:to_server,established; content:"%20"; content:"&CiRestriction=none"; nocase; content:"&CiHiliteType=Full"; nocase; reference:bugtraq,1084; reference:cve,2000-0302; reference:nessus,10356; reference:url,www.microsoft.com/technet/security/bulletin/MS00-006.mspx; classtype:web-application-attack; sid:978; rev:13;) 

	Ease of Attack:

Simple.
 

	Corrective Action:

Apply the patch in the referenced Microsoft Bulletin:

http://www.microsoft.com/technet/security/bulletin/ms00-006.mspx  
False Positives: None known.

False Negatives: None known.

	Related SID(s)
Bugtraq(1084) ;  Cve(2000-0302); Nessus(10356). 



SID: 1082

WEB-MISC Amazon 1-click Cookie Theft  

	Summary: This event is generated when an attempt is made to exploit a known vulnerability on a web server or a web application resident on a web server. 
Classification: Web Application Attack


	Impact:
Information gathering and system integrity compromise. Possible unauthorized administrative access to the server. Possible execution of arbitrary code of the attackers choosing in some cases.  


	Detailed Information: 
This event is generated when an attempt is made to compromise a host running a Web server or a vulnerable application on a web server. Many known vulnerabilities exist for each implementation and the attack scenarios are legion. 

Some applications do not perform stringent checks when validating the credentials of a client host connecting to the services offered on a host server. This can lead to unauthorized access and possibly escalated privileges to that of the administrator. Data stored on the machine can be compromised and trust relationships between the victim server and other hosts can be exploited by the attacker.
Internet Explorer 4.0 and 5.0 allows a malicious web site to obtain client cookies from another domain by including that domain name and escaped characters in a URL, as known as the "Unauthorized Cookie Access" vulnerability. 
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	Targeted Systems

    All systems using a web server. 



	Attack Scenarios:

Many attack vectors are possible from simple directory traversal to exploitation of buffer overflow conditions.



	Rule: 
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC amazon 1-click cookie theft"; flow:to_server,established; content:"ref%3Cscript%20language%3D%22Javascript"; nocase; reference:bugtraq,1194; reference:cve,2000-0439; classtype:web-application-attack; sid:1082; rev:8;)

	Ease of Attack:

Simple. Exploits exist. 
False Positives: None known.
    False Negatives: None known.

	Corrective Action:

Ensure the system is using an up to date version of the software and has had all vendor supplied patches applied.

Check the host log files and application logs for signs of compromise.



	Related SID(s)

Bugtraq(1194); cve(2000-0439). 


SID: 1256
CERT® WEB-MISC Apache Directory Disclosure Attempt
	Summary: This event is generated when an attempt is made access the root.exe executable on a web server.  
Classification: Attempted Denial of Services 


	Impact: This activity is indicative of a CodeRed worm infection.


	Detailed Information: 
As part of the CodeRed infection process, cmd.exe (the windows command interpreter) gets copied to a number of locations throughout the file system and named root.exe.  Following a modification to the registry,

root.exe becomes available from the web, allowing remote machines to execute arbitrary commands.

Only affects Windows machines with a listening web server, primarily IIS. If root.exe does not exist, there is no impact aside from minor irritation. If root.exe does exist, full system-level access at the privilege level of the user running the web server is possible.
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	Targeted Systems

· Microsoft Windows NT 4.0 with IIS 4.0 or IIS 5.0 enabled and Index Server 2.0 installed 

· Windows 2000 with IIS 4.0 or IIS 5.0 enabled and Indexing services installed 

· Cisco CallManager, Unity Server, uOne, ICS7750, Building Broadband Service Manager (these systems run IIS) 

· Unpatched Cisco 600 series DSL routers 


	Attack Scenarios:

Normally, access to root.exe is detected as part of an attempted infection by another machine already infected by CodeRed.  In other situations, root.exe may be accessed by remote machines/users in an attempt to gain access to a system.


	Rule:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC apache directory disclosure attempt"; flow:to_server,established; content:"////////"; reference:bugtraq,2503; classtype:attempted-dos; sid:1156; rev:9;) 

	Ease of Attack:

Simple. This is worm activity. 


	Corrective Action:

If root.exe exists in the file system of the web server, remove the machine from the network and follow the vendor's recommend method for cleaning and repairing the damage done by this particular worm.

Apply the appropriate vendor supplied patches. 
Upgrade to the latest non-affected version of the software.

False Positives: None known.

False Negatives: None known.

	Additional References:
1. Bugtraq(2503); 
2. CERT: http://www.cert.org/advisories/CA-2001-19.html  



SID: 1488
WEB-CGI store.cgi Directory Traversal Attempt 
	Summary: This event is generated when an attempt is made to execute a directory traversal attack.
Classification: Web Application Attack. 


	Impact: Information disclosure. This is a directory traversal attempt which can lead to information disclosure and possible exposure of sensitive system information.


	Detailed Information: 
Directory traversal attacks usually target web, web applications, and FTP servers that do not correctly check the path to a file when requested by the client. This can lead to the disclosure of sensitive system information which may be used by an attacker to further compromise the system. 

The existence of /cgi-bin/store.cgi proves 'store.cgi' cgi is installed. This CGI has a well known security flaw that lets an attacker read arbitrary files with the privileges of the http daemon (usually root or nobody). Directory traversal vulnerability in store.cgi allows remote attackers to read arbitrary files via a .. (dot dot) in the StartID parameter. 
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	Targeted Systems

Any systems running web server, FTP server. 


	Attack Scenarios:

An authorized user or anonymous user can use the directory traversal technique, to browse folders outside the FTP root directory. Information gathered may be used in further attacks against the host.

	Rule:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-CGI store.cgi directory traversal attempt"; flow:to_server,established; uricontent:"/store.cgi"; nocase; content:"../"; reference:bugtraq,2385; reference:cve,2001-0305; reference:nessus,10639; classtype:web-application-attack; sid:1488; rev:8;) 


	Ease of Attack:

Simple. No exploit software required. 


	Corrective Action:

1. Apply the appropriate vendor supplied patches. 

2. Checks for the presence of /cgi-bin/store.cgi, remove it from /cgi-bin.

False Positives: None known.

False Negatives: None known.

	Related SID(s)

Bugtraq(2385); cve(2001-0305); nessus(10639). 
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