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Abstract
Securing the mobile ad hoc networks( MANETs) in an untrustworthy open environment is always a challenging problem. In recent years, mobile ad hoc networks have become a very popular research topic. MANETs are attractive technology for many applications such as rescue operations, tactical operations, environmental monitoring, conferences, and the like. However, this flexibility introduces new security risks. Since prevention techniques are never enough, intrusion detection systems

(IDSs), which monitor system activities and detect intrusions, are generally used to complement other security mechanisms. Intrusion detection for MANETs is a complex and difficult task mainly due to the dynamic nature of MANETs, their highly constrained nodes, and the lack of central monitoring points. Conventional IDSs are not easily applied to them. New approaches need to be developed or else existing approaches need to be adapted for MANETs. 

  For this purpose I have gone through four papers that discuss various approaches and concepts for the IDSs in MANETs. In this survey various IDSs are discussed with their key advantages. Moreover one of the most important aspects of IDSs is to propose specific behavior pattern creation what would let to evaluate neighbor behavior, I surveyed the key algorithm for constructing behavior pattern for the neighboring nodes in MANETs. NS-2 simulator is used for proof-of –the concept for proposed behavior pattern algorithm.

 I surveyed a paper which used the anomaly based intrusion detection approach in a way that is independent of specific routing protocols and services. The proposed system agent-based immunological IDS tested over NS-2 simulator. In another selected paper, several scenarios are investigated where a friend concept has been applied to solve the MANET problems. Same concept is applied to the new IDS framework named two-tier IDS for MANETs, and discussion is presented into how it can help in minimizing the problem faced in existing IDS. Other selected paper presents hierarchical distributed model of multi level intrusion detection known as mobile agent IDS. This is used to decrease the number of false positive generated by cooperative IDS in MANETs. Fourth and last paper provides evidence through the simulation experiment on how the friendship concept could be used to minimize the number of false alarms raised in MANETs IDSs.

1. Introduction

 Mobile ad-hoc networks (MANETs) allow for wireless devices to form a network without the need for central infrastructure. While the lack of need for infrastructure allows the network to be very flexible, it also makes routing a critical concern in the network.
Intrusion is any set of actions that attempt to compromise the integrity, confidentiality, or availability of a resource and an intrusion detection system (IDS) is a system for the detection of such intrusions. There are three main components of an IDS: data collection, detection and response.

  The data collection component is responsible for collection and pre-processing data tasks: transferring data to a common format, data storage and sending data to the detection module. IDS can use different data sources as inputs to the system: system logs, network packets, etc. In the detection component data are analyzed to detect intrusion attempts, and indications of detected intrusions are sent to the response component.  
  In the literature, three intrusion detection techniques are used. The first technique is anomaly-based intrusion detection, which profiles the symptoms of normal behaviors of the system such as usage frequency of commands, CPU usage for programs and the like. It detects intrusions as anomalies, i.e. deviations from the normal behaviors. Various techniques have been applied for anomaly detection, e.g. statistical approaches and artificial intelligence techniques like data mining and neural networks. Defining normal behavior is a major challenge. Normal behavior can change over time and intrusion detection systems must be kept up to date. False positives – the normal activities that are detected as anomalies by IDS – can be high in anomaly-based detection. On the other hand, it is capable of detecting previously unknown attacks. This is very important in an environment where new attacks and new vulnerabilities of

systems are announced constantly.

Misuse-based intrusion detection compares known attack signatures with current system activities. It is generally preferred by commercial IDSs since it is efficient and has a low false positive rate. The drawback of this approach is that it cannot detect new attacks. The system is only as strong as its signature database, and this needs frequent updating for new attacks. Both anomaly-based and misuse-based approaches have their strengths and weaknesses. Therefore, both techniques are generally employed for effective intrusion detection.

 The last technique is specification-based intrusion detection. In this approach, a set of constraints on a program or a protocol are specified and intrusions are detected as runtime violations of these specifications. It is introduced as a promising alternative that combines the strengths of anomaly-based and misuse-based detection techniques, providing detection of known and unknown attacks with a lower false positive rate. It can detect new attacks that do not follow the system specifications. Moreover, it does not trigger false alarms when the program or protocol has unusual but legitimate behavior, since it uses the legitimate specifications of the program or protocol. It has been applied to ARP (Address Resolution Protocol), DHCP (Dynamic Host Configuration Protocol) and many MANET routing protocols.

 This paper is organized as follows. Section 2 illustrates my background study relating the investigation of some new approaches discussed in the selected paper about the analysis for mobile ad hoc networks intrusion detection system. The section illustrate the Agent-based immunological IDSs for MANETs, Friends’ role in two tier IDS, design of mobile agent IDS for MANETs and finally a friend mechanism for MANETs. Section 3 presents my observation about the selected papers. Finally 

I conclude with Section 4.

2. Background study

IDSs on MANETs use a variety of intrusion detection methods. The most commonly proposed intrusion detection method to date is specification-based detection. This can detect attacks against routing protocols with a low rate of false positives. However, it cannot detect some kind of attacks, such as DoS attacks. There are also some anomaly-based detection systems implemented in MANETs. Unfortunately, mobility of MANETs increases the rate of false positives in these systems. There have been few misuse-based IDSs developed for MANETs and little research on signatures of attacks against MANETs.    

  Updating attack signatures is an important problem for this approach. Some systems use promiscuous monitoring of wireless communications in the neighborhood of nodes.

Here I am going to illustrate my observation on the various IDSs approaches for MANETS into four different subsections, derived from corresponding selected papers [1,2,3,4] 

2.1 Agent-Based Immunological IDSs for 

      MANETS

The basic concept that was used in this paper was the use of artificial immune systems for anomaly detection independent of specific routing protocol and services.
 An Anomaly-Based Intrusion Detection System is a system for detecting computer intrusions and misuse by monitoring system activity and classifying it as either normal or anomalous. The classification is based on heuristics or rules, rather than patterns or signatures, and will detect any type of misuse that falls out of normal system operation. This is as opposed to signature based systems which can only detect attacks for which a signature has previously been created. In order to determine what attack traffic is, the system must be taught to recognize normal system activity. This can be accomplished in several ways, most often with artificial intelligence type techniques.

2.1.1 Agent-based IDS for MANET 

Proposed IDS consists of a set of detectors (that may be perceived as intelligent agents, because of their autonomy introduced into the system (i.e. several nodes that take part in normal routing of the packets are considered as detectors). After sensing some kind of disturbance in the behavior of certain nodes, the detectors should try to reach neighboring detectors and communicate with them, in order to consult their observation. Then the decision of raising an alarm may be undertaken. 

  Specific algorithm of adapting the collected normal behavior should be also considered. Generally the course of the algorithm should be optimized in order to sense fast changes in the behavior of neighboring nodes, and to adapt to the slow ones.
2.1.2 Behavior Model and Anomaly Detection

One of the most important thing in IDS is to propose specific behavior pattern creation what would let to evaluate neighbor behavior. In this section, the algorithm for constructing behavior patterns for the nodes in MANET will be presented.

In order to capture the behavior in a certain period of time, first, specific packet signature is constructed. Packet signature is a way of describing certain number of similar packets overheard in the network. Packet signature may be described as a vector of values 

PS = ATRk (1)

where k is length of the packet signature and ATR is one of the spaces describedbelow (in fact the contents of this Cartesian product may be further adaptedand extended according to the specific type of network):

– SRC, DST – source and destination identification, may be IP address, MAC address or other unique ID (SRC,DST ⊆ N).

– DIM – distance mark describing how far (e.g. in hops) are interlocutors (when the protocol allows to get this information) (DIM ⊆ N).

– PTF, PTT – port number from (to) describing the range of the ports that the packet is sent from (PTF,PTT ⊆ N).

– PY S – payload size (PY S ⊆ N)).
– PY T – payload type (PY T ⊆ N)).

E.g. packet signature may look as follows:

PS1 = (atr1, atr2, . . . , atr7) = (10, 12, 5, 1003, 1005, 128,_CBR_) (2)

being a vector described in the following packet signature space:

PS = SRC × DST × DIM × PTF × PTT × PY S × PY T (3)

In order to capture the behavior during specific time, packet signatures are aggregated based on the receiver’s ID and presented in the following form:

B1 = {(PS1,NO1), (PS2,NO2), . . .} (4)

where Bi is behavior of the node i and NOi is number of PSi gathered in a specific period of time (it may be also frequency or value any other function dependent on the number of packet signatures). Bi is in fact a vector described in the following space:

B = APSk = (PS × R)k (5)

where:

– k is maximal number of packet signatures aggregated in one behavior pattern.

– APS is aggregated packet signature (value describing number of packet signatures is added at the end of the vector).

Packets which are aggregated into a specific group being the part of the behavior based on certain similarity measure:

SIMAPS : APS2 → R (6)

Range of this function may be constrained (e.g. to the interval [0, 1]) in order to clearly state the maximal, minimal and medium values of similarity. This similarity function depends on the following similarity measure used to discover whether two attributes are similar:

SIMATR : ATR2 → R (7)

In order to evaluate the similarity of the behavior patterns (what is needed to implement several detector algorithms, e.g. immunological–based ones) similar function should be defined:

SIMB : B × B → R (8)

Range of this function may also be constrained (e.g. to the interval [0, 1]) for the same reason as mentioned above.
The Anomaly detection algorithm is as 

SIMB(bp1, bp2) =∑aps1∈bp1,aps2∈bp2 SIMPS(aps1, 
aps2) / #bp1 · #bp2 

(9)

where:

– bp1, bp2 ∈ B

– #bp1 is count of elements in the set bp1 (count of aggregated packet signatures

Using this equation the similarity of the two behavior patterns may be determined. The denominator was introduced in order to scale the output to the interval [0, 1], so, for the same patterns the function will return value 1. In order to complete the definition, SIMPS function must be stated, e.g. as follows:

SIMAPS(aps1, aps2) = 1/k + 1 · #S

          (10)

where:

– S = {(atr1i, atr2i)|SIMATR(atr1i, atr2j) > t} – is a set of tuples containing corresponding attributes of aps1 and aps2 (the same value of index i),

– t ∈ [0, 1] is a similarity threshold,

– i ∈ N.

After collecting of the behavior patterns, the detector starts to monitor the communication of the neighboring nodes and report the anomalous behavior to neighboring detectors.
2.1.3 Experiment results

The simulation was performed with using NS-2 network simulator. MANET routing protocol AODV was used along with 802.11 wireless communication. Specific simulation environment consisted of 30 agents organized in three concentric circles, rotating in different directions. There was one node (detector) in the center that received the information sent from one node located outside the circles. Normal behavior of the environment consisted in observing the transmission by the detector, building a behavior model during 100 s of simulation.

In order to simulate anomalous behavior, one node from the most central circle stopped forwarding (started dropping) the packets after 50 s of simulation.

Preliminary NS-2 based experimental results were encouraging, and seem to indicated that the proposed system can be effectively used to detect abnormal behavior in MANET environments.
2.2 A two-tier IDSs for MANETs- A friend 

      approach

   This sub section begins by briefly describing ‘friend’ concept applied to solve MANET problems, two tier architecture and friend’s role in the two-tier IDS The section ends up with the analysis of architecture.

2.2.1 Friends as Short Cut in Ad hoc Networks

The concept of ‘friends’ has been introduced in MANET environments to solve many problems, especially those that relate to security issues. One of the common assumptions made by researchers to create friend relationships is that each node must be known to each other in a real world before they can establish a friend relationship in MANET environment. Based upon the concept that a friend in the real world is also a friend in the MANET, along with the concept of six degree separations between friends in real world, two-tier IDS framework for MANET is introduced in the paper.

 Each node is capable of establishing a security association with another anonymous node in the system by requesting a recommendation from friends. Friend nodes in their system are nodes that one has physically met in a real world. With a recommendation from a friend, a trustworthiness level for an anonymous node can be determined, thus a security association between two anonymous nodes can be established without the need of a physical contact in a real world.

2.2.2 A two-tier IDS for MANETs. 

         System components 

 The basic idea of the proposed system is to provide reliable IDS that can detect any intrusion attempts and at the same time reduce the number of false alarms raised in the system with the help of friend nodes.
 The proposed IDS has following system components with their role in the conceptual framework of the tow tier IDS for MANET

Real Time Audit Data Source. In the proposed architecture, two audit data sources have been identified as appropriate to detect intrusive activities in the networks. Any network operations initiated by, or having a direct connection with the participating nodes (source, destination, and all the intermediate nodes) are classified as self experience audit data. Neighbours that are close to the participating nodes are also able to capture the overheard network activities using a promiscuous mode. This kind of audit data is known as friends’ observation audit data in the proposed framework.

Misuse Detection Mechanism. This module comprises a misuse detection engine to detect activities that match the attack signatures as stored in the signature database. At the initial stage, the attack database might only cover a few attack signatures, but as time goes by, with the aid of the anomaly detection mechanism and the signature management module, the attack signature database will reach its maturity level and thus be able to detect more attacks.

Anomaly Detection Mechanism. Attacks that cannot be detected by a misuse detection mechanism will be passed here for further investigation. The failure of detecting the attacks could be because of the attack signature database is still immature or could be because of insufficient evidence. The anomaly detection mechanism applied here

is similar to the existing techniques proposed by previous researchers, and its main components include an anomaly detection engine and a profile database.

Signature Management. This module completes the feedback loop by enabling a dynamic update to the misuse detection mechanism. The signature generator automatically generates the attack signature each time the anomaly detection mechanism successfully identifies deviation from normal user/system profiles.
Friends Detection Mechanism. Any suspicious activity that was unsuccessfully detected as intrusive by the misuse and anomaly detection mechanisms in local detection will be further investigated with the help of friends. First degree friends are nodes in the networks that have a direct connection with the source node. Second degree friends are nodes in the networks that do not have a direct connection to the source node. First degree friends can participate in the global detection process without any problem because their identity can be verified by the source node. However, source node might only have a few first degree friends especially at the early stage of its participation in the networks. As a result, a global detection mechanism might take a longer time to complete or might not be completed because of the insufficient number of first degree friends’ reports received. For that reason, second degree friends’ reports can be accepted to speed up the detection process. However, since second degree friends are the indirect friends to the source node and their identity cannot be directly verified, a referee (a node that has first degree relationships with both the source and the second degree node) is needed to verify the second degree node’s identity. Reports from both first and second degree friends are equal in weight and will be counted by a voting mechanism. Once the reports reached the preset threshold limit, the response mechanism will be triggered.

Response Mechanism. A local response unit will raise an alarm to alert the local user about the detected intrusive activity. The intrusion alarm then will be broadcasted to the other nodes in the networks to make them aware about the existence of intrusive nodes. However, to avoid false accusations, only alarms received from first degree friends can be accepted.
2.2.3 Friend’s role in two-tier IDS

Speed Up the Detection Process. Cooperative detection could speed up the detection process but this method is vulnerable to packet modification attacks. Friend detection mechanism in the two-tier IDS can ease this problem as each node in the system will carry out the detection process based on its own local audit data, and will only share the result of the decision whether the suspicious node is malicious or not.

Minimizing the Risk of Cooperative Blackmail Attacks. The voting mechanism could ease the problem [[6]. However, a voting mechanism could only be used to protect the network from a single blackmail attacker, but not a cooperative blackmail attack. A friend mechanism is capable of minimizing the risk of such problems as only detection results from friends can be accepted in the proposed system.
Reliable Global Response Mechanism. Broadcasting intrusion alerts is a big challenge in a MANET because each node is anonymous to others, and there is always a possibility that some of the alerts are not genuine. The reliability of a global response mechanism can be increased with the help of friend nodes. Since each node is only interested in the alerts that came from its friends, all other alerts (including the fake ones) will be dropped. This will solve the false accusation problem caused by the fake alerts in the system.

2.2.4 Analysis of the proposed system

 The proposed two-tier IDS framework has been designed to solve (minimize) the issue of gathering the sufficient evidence before a decision can be made against a threat and the issue of blackmailer attacker that can affect the global detection system of the network with the help of the friend node.
2.3 Mobile Agent IDS for MANETS
  This section illustrate the new proposal of the IDS architecture using the autonomy and mobility associated with mobile agent technology. A distributed multi-level architecture is proposed to detect Intrusion by multilevel to enhance the scalability of the IDS. 

2.3.1 Mobile Agents

Mobile agents are special kinds of software agents, which have the ability to move through large networks. Mobile agents have been used in several techniques for intrusion detection systems in MANETs. Due to its capability to travel through the large network, each mobile agent is assigned to only one specific task. Then one or more mobile agents are distributed into each ad hoc network node. This allows the distribution of the intrusion detection tasks. Through travel, the agents can interact and cooperate with nodes, collect information, and perform tasks assigned to them.

2.3.2 Proposed IDS Structure 
MAZIDS is a distributed IDS, in which two levels of hierarchical structure are defined, it is designed using zone-based frame work, the whole ad hoc network is divided into non overlapping zones. We assume the existence of such a framework, and this could be done without difficulty based on techniques such as geographic partitioning. As illustrated in Figure below, there are two categories of nodes in MAZIDS: intrazone nodes and gateway nodes (inter-zone nodes). The node is called a gateway if it has connection to a node in the neighboring zone, Otherwise; it is called an intrazone node. In figure below zone 5, node 11, 10, 9 and 5 are intra-zone nodes, while node 1, 2, 6, and 8 are gateway nodes.
[image: image1.emf]
Zone-base framework of MAZIDS

In this proposed IDS structure, there are two components for each IDS. One is GIDS (gateway IDS) and LIDS (local IDS). Every node runs LIDS to detect local intrusion and generate local response. Only subset of the gateway nodes will generate the GIDS.

  The GIDS is illustrated in the following figure, which contains the Zone Manager Agent (MA), it is in charge of harmonizing all the activities among the models, such as Global Detection Agent (GDA), Global Response Agents (GRA), Global Cooperative Agents (GCA), also performing all the communications between LIDS Agents Frame work and GIDS models.
  Zone manager agent is the heart of the controlling and coordinating with every agent in the zone. It maintains the configuration of the agents, record the system status information of each component, make the decisions that make other agents work on their duty.
  If GIDS receive the same alerts from several LIDS, this alert will be treated special way in GDA. Also the global alarm communications among zones is accomplished through manager agents, which share information among different security gateway intrusion detection system in an ad hoc network.
[image: image2.emf]
 Architecture of MAZIDS
2.3.3 Analysis of the proposed mobile agent IDS for   

         MANETS 
In this paper a scalable and multilevel efficient IDS is proposed by using mobile agents, but without giving any validation via simulation or implementation. On the other hand, there are urgent security issues for mobile agents that are set to be investigated in the authors’ future research. In addition, details of the anomaly-based detection method are not given, with research on more robust and intelligent cooperative detection algorithms left as future research.

2.4 A friend mechanism for MANETs
The selected paper discusses the concept of friendships mechanism adopted from the small-world phenomenon concept that can be applied in MANET to encourage cooperation among nodes. Cooperation among nodes is a very important element in MANET as the existence of selfish nodes could cause the network down. This paper introduces the friendship concept to minimize the number of false alarm raised in the MANET IDS. 
 Among the friendship concept the security enhancement for the friendship concept is also implemented in the existing friendship mechanism through simulation experiments.

2.4.1 Friendships mechanism with trust features
In this paper 7 features have been chosen to potentially be the ones to enhance the existing friendship mechanism.

Battery Power: Measurement of remaining battery power is one of the key factors in determining whether certain node should involve in the communication process. If the power is insufficient, the node will not be selected. This feature is the most important feature that must be taken into consideration in features selection process because power is one of the essential resources for a node to perform its tasks. If the power is insufficient or unavailable, nodes might refuse to cooperate to save their limited resources, which could jeopardize the whole data transmission process of a MANET operation. 
Credit History/Acknowledgement (ACK): Evaluate trust level based on node’s forwarding behavior. A successful acknowledged data transmission from source to destination will increase the reputation of intermediate nodes that will be kept in credit history. This feature is important in such a way that the history of successful data

transmission of a node can increase its trustworthiness from other nodes.
Identity: Each node needs to represent its identity to the requestor before being allowed to receive information. An identity could be in the form of name, MAC address or location. The importance of having an identity is to ensure the authenticity of a node as long as it is not compromised by any malicious node.
Encryption/Key Type: The trust level depends on the encryption ability or type of key being used. The better encryption type is used, the higher the level of trust will be given. However, the use of the encryption type is subjected to the availability of the battery power since the computational process will consume much power. Hence, a fair consideration of the encryption type used must be done involving several aspects such as the length of key and the complexity of the computational process to ensure that it can provide security protection to a node but at the same time does not burden the node’s power.
Trust Value Metric: The use of discrete values to denote the trust level of a node from complete distrust to complete trust. The values are related to the types of trust relationships: direct trust relationships and recommender trust relationships. As aforementioned, at present there is no standard to determine the value of metrics. The values are determined based on intuitive decisions.

Packet Precision: The accuracy or inaccuracy of received data and routing packets as a measurement of trust level. A counter is provided to calculate the total number of successful or fail packet received. This feature is relevant to be used because it can be a benchmark for a node to valuate other node’s good or bad reputation. For instance, if a node keeps failing in receiving accurate data from a particular node, that particular node can be considered as cannot be trusted.
Blacklists: A node will be listed in a blacklist record if it does not retransmit the packet it has received. This feature is relevant in such a way that it can be a measurement to denote that the node is either a selfish node or a malicious node that could jeopardize the integrity of the networks.   
  These features will become security enhancement in the existing friendships mechanism in which by implementing trust features checking, a node will not simply accept a new friend’s recommendation even though it is suggested by its direct friend, as has been practiced in the original friendships mechanism. The node will check first the recommended-friend-to-be node with its trust features requirement. If the new friend fulfills the requirement, then only the process of accepting recommendation and exchanging friends will happen. Otherwise, the recommendation will simply be rejected.
2.4.2 Friendships model for the other MANET 

         challenges.

Friendship mechanism to reduce the MANET challenges
Routing - The available routing protocol such as AODV and DSR are created to improve route discoveries process and path reliability (shortest path selection). However, these routing protocols work in such a way that they simply assume the ad hoc environment is trusted and highly cooperative which is somehow very unrealistic. Friendships mechanism overcomes the path reliability problem in this issue by increasing total number of nodes to become friends before joining a MANET network. The nodes that have become friends can cooperate with each other because friendships mechanism provides mutual trust among them and when they enter the network, only nodes that have become friends can vote for each other which can increase reputation rating and guarantee path reliability. So, with the increasing number of joining nodes bounded in friends’ relationships, the higher cooperative nodes can be generated.

Security - There are many works have been proposed to enhance security in MANET. Cryptographic approach itself is not enough to provide security as nodes might share their security associations with anonymous nodes that have been compromised. Friendships mechanism avoids nodes to share their security associations with other nodes that are not in the friends’ list. Thus, there will be no communication with unknown nodes that leads to reducing the risks of having communication with compromised nodes.
Quality of Service (QoS) - The mutual trust and cooperation element provided by friendships mechanism could enhance the provision of a more reliable QoS model in MANET. Once nodes have joined the trusted community, they will only send packets to friends that are already in the trusted community list. So, the implementation of any QoS model will be more reliable and performance could be upgraded.
Resource management: In friendships mechanism, the mutual trust that has been established would encourage nodes to forward packets only among friends. They will not forward packets to nodes that are not in the friends’ list but at the same time they cannot be labeled as misbehaved nodes for they still give cooperation that restricted to friends only. The selective forwarding behavior is not only able to save nodes’ resources but also avoid them from being penalized.
Auto-configuration: Nodes in MANET are autonomous and self-organized. In conventional network, any updates issued by system administrator could be made available to all nodes as the connection between them could be made available by many means (e.g. the Internet). However, in MANET environment, all the updates or complex setup procedures are difficult to be delivered to nodes that are isolated or located far from the update issuers. If information on updates have to be transmitted multi hop from the sender to the destination nodes, such information

might get altered during the transmission by malicious intermediate nodes. However, this problem can be eased if there is some kind of filters in the auto-configuration process, and without doubt, a friendship mechanism can be used as a good filter.

2.4.3 Analysis of the friendship concept in MANETs   

         IDSs
Since MANET operates without the aid of a network administrator or third party authentication server, no single node in the network can be trusted except the node itself. Receiving intrusion reports or alerts from anonymous nodes in MANET could expose the entire network the impacts of blackmail attackers. For that reason, a friend detection mechanism has been proposed to overcome this node’s trustworthiness issue. This proposed mechanism solves the problem of trust among the nodes and encourage the cooperation among the nodes. This mechanism also addresses the issue of selfishness among the nodes that can cause the network down. The evidence is supported by the simulation experiments on how the a friendship concept could be used to minimize the number of false alarm raised in MANET IDS.
3 My observations
Proposed IDSs for MANETs vary significantly, e.g. in terms of their detection technique, architecture, decision-making and response mechanisms. All systems have advantages and disadvantages. On the other hand, every proposed system should be considered in its own context. For example, a system using a agent-based immunological technique [1] consist of detectors starts to monitor the communication of the neighboring nodes and take collective decision using voting-based technique. This technique is generally not suited to the very nature of MANETs, since attack databases cannot easily be updated without a central point. 
  Mobility, node capabilities and network infrastructure are usually the main features examined for every proposed MANET IDSs. As discussed in paper [3], for highly mobile networks, IDSs using anomaly-detection techniques may suffer high false positive rates. Furthermore, an IDS architecture that is easy to set up should be preferred for these networks. Simple detection techniques can be more result oriented for nodes with limited resources. 
  Obviously, network infrastructure plays an important role in IDS selection. A hierarchical IDS architecture should be preferred to a multilayered infrastructure as proposed in paper [2] with the introduction of friendly approach. 
There may be an opportunity to use these techniques together in order to increase the effectiveness of the system. The requirements of the system like high security, low bandwidth should also be satisfied by the IDS. For high-secure networks, the security of IDS and IDS traffic should be considered. For example, use of mobile agents can be avoided. Moreover, IDSs that are able to detect both known and unknown attacks should be preferred. For low-bandwidth networks, communication between IDS agents should be minimized. 

  None of the proposed systems are necessarily the best solution taking into account different applications. Every organization should choose the appropriate IDS for its MANETs. Moreover, it can change the IDS according to its own requirements and characteristics. For example, it can change the architecture of chosen IDS or put different intrusion detection techniques together. Therefore, defining requirements and determining characteristics of the network are very important factors in determining the most appropriate IDS solutions in MANETS.
4. Conclusion

MANETs are a new technology increasingly used in many applications. These networks are more vulnerable to attacks than wired networks. Since they have different characteristics, conventional security techniques are not directly applicable to them. Researchers currently focus on developing new prevention, detection and response mechanism for MANETs. In this paper, I have given a survey of research on IDS for MANETs. Different MANETs IDSs have been proposed, with various intrusion detection techniques, architectures, and response mechanisms. I have mentioned my conclusion of the survey on the contribution/novelty each author brings and have identified the specific MANET issues each does not address. As a consequence, intrusion detection for MANETs remains a complex and challenging topic for security researchers.
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