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Abstract
This paper gives an insight about Mobile IP technology, its key features and entities constructing the Mobile IP environment. Mobile IP is very often found in wireless and wired environments where users need to carry their mobile devices across multiple LAN subnets. The paper explores the Mobile IP protocol which is currently defined in RFC 3344, and related security implications. The Mobile IP Protocol allows transparent routing of IP datagrams to mobile nodes in the Internet. Mobile Nodes can roam across different IP sub-networks, while maintaining continuous communication (no change in IP address).  

Introduction

The Mobile IP, the standard proposed by IETF, is a Dynamic Routing Protocol. The significant feature of a dynamic routing protocol is that it dynamically updates routing tables as routes change, and does not change how routing is done by itself. It detects the changes of the network topology and adapts by choosing best available paths and altering the routing table accordingly. The best available route is determined within the context of the dynamic routing protocol and varies from protocol to protocol since each is designed to meet specific needs.  Therefore, Mobile IP is designed for mobility. It accommodates to network topology changes. It chooses best available path routes and inserts them into the routing table. Due to the roaming nature of the wireless nodes, nodes do not make a permanent topology and therefore making it complex for the network to make a new topology and keep track of the nodes. Instead of changing network topology, transferring much of the responsibility to the Mobile Node itself, allows the network to scale more effectively. Because of the ad hoc nature, speed and latency wireless networks are significantly different from the fixed infrastructure topology. Therefore, choosing a best path based on the access link is usually effective. Therefore, it can be said that Mobile IP provides an effective solution for mobility routing. Mobile IP builds its own links, known as tunnels, which are used for routing.

 A Mobile IP deployment is characterized, at a minimum, by the concepts of a Home Agent (HA), Foreign Agent (FA), Mobile Node (MN), Home Network, Home Address, and Care-of-Address (CoA).
In this paper we will describe the conceptual terminologies of the Mobile IP, its key features, development and use in the network field. 

Motivation of Mobile IP
Mobility of device and its exiting address: Mobile devices can change their location without changing their IP address. 

· No new Routing Requirements: Assignment of IP addressing is done by the device owner and routing is done as usual. No new routing assignment and IP assignment are required. 

· Interoperability: Mobile IP devices need not to be aware of the mechanism of mobile IP and can send to and receive information from existing devices without the knowledge of mobile IP.

·  Layer Transparency: Changes made to Mobile IP are limited to the network layer only. Higher layer protocols and applications enjoy regular IPv4 functionality, and existing connections can even be maintained despite of movement of the device. 

· Minor Hardware Changes: IP mobile mechanism does not require major changes in hardware. Only software in the mobile device and routers are required to change.

· Scalability: Any foreign network can accommodate a mobile device located anywhere in the world and thereby making it global.
· Security: Mobile IP are featured redirection of messages, and inclusion of authentication mechanism to prevent an unauthorized device from accessing the network. 
Mobile IP Components
1. Mobile Node

2. Home Network

3. Home Agent (HA)
4. Foreign Network

5. Foreign Agent (FA)
6. Care-of address (CoA)

7. Correspondence Node (CN)

The Figure-1 illustrates the components of a simple Mobile IP deployment. A single router can serve as any of Mobile Node, Home Agent, Foreign Agent or all of these three components. But, most common deployments use separate devices for each component or sometimes they combine the Home Agent and Foreign Agent into a single router. 
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Fig 1: Components of a simple Mobile IP deployment
Mobile Node: A mobile note can be any device with Mobile IP client stack; and can ranges from personal digital assistants (PDAs) to a laptops computer. A mobile node must able to detect its own physical and logical movement and learn its current location, as the logical movement are associated not only changes in the access device, but also a change in the subnet associated with the access link. A Mobile Node is able to move logically without changing its location physically by associating it to a new access device in case of failure of an existing device. When a Mobile Node moves from one location to another, it must report its movement to the Home Agent, typically through a Foreign Agent. It is a requirement of the mobile IP mechanism that a Mobile Node and a Home Agent must share “Security Association” to use its services.
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Fig 2: Mobile IP Components Overview

Home Address: A permanent fixed IP address of the mobile node assigned by a particular network.

Home Network:  The network of a mobile device is the network belongs to its permanent IP address and it is foreign when the associated network is not home due to the movement of the device from its home network.
Home Agent: Home agent is the home post-box of a mobile node. Each node is associated to a home agent and maintains channeling of its communication with other devices using home agent despite of its logical or physical movement. Traffic destined for a Mobile Node is channeled through Home Address and continues to be delivered to the Home Network, even when the Mobile Node is no longer attached. Messages are redirected to the Mobile Node in its current location through Home Agent and are the prime responsibility of the Home Agent. The Home Agent (refer to Figure 2) is a router capable of processing Mobile IP routing updates, called registrations, and forwarding traffic to the Mobile Node through dynamically created tunnels. Incase, the Home Agent is not in the forwarding path, the Home Agent will use proxy Address Resolution Protocol (ARP) to obtain all traffic destined for the Mobile Node and then forward it through the tunnel.
Care of address (CoA): The CoA is an IP address or network address assigned by the foreign agent to a mobile host against a registration request from a mobile node. This address represents the foreign network the mobile node is associated with and is valid and routable at the Mobile Node's current point of attachment in the Foreign Network (refer to Figure 2).
 The Mobile Node informs its Home Agent of his current CoA during registration process with foreign agent. Encapsulated (tunneled) traffic from the Home Agent is then delivered to the mobile node using CoA, which is the logical location of the Mobile Node in the foreign domain. The Mobile IP tunnel is between the Home Agent Address and the CoA

Foreign Agent (FA): A FA is the care-of post-box for a mobile node. It is usually a router attached to the access link where the mobile node registers itself as a visiting node, informs the home agent about is COA and present location and thereby communicate with the desired device through a tunnel between home agent and foreign agent. A foreign agent periodically advertises one of more COA for the visiting nodes to request a registration with the FA.
Correspondence Node (CN): A correspondence node is a peer node of the mobile node associated with any network with which the mobile node exchanges information in a particular instance. A CN could be another Mobile Node or a fixed node in and outside of its home network.

Mobile IP: Protocol Concepts
Mobile IP transparently binds the home address of a mobile node with its care-of address and is maintained by mobility an agent which is specialized router functionality. Those agents are branded as ‘home agents’ and ‘foreign agents’. In home agent, mobility binding is maintained in a mobility binding table where each entry is identified by the tuple <permanent home address, temporary care-of address, association lifetime>. This table is used to map a mobile node's home address with its care-of address to forward packets to designated mobile node.[image: image3.png]Lifetime
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The foreign agent maintains a binding table in which each entry is a visitor list and is identified by the tuple: < permanent home address, home agent address, media address of the mobile node, association lifetime>
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Agent Discovery: Agent Discovery consists of the several steps described as follows: 

i). Agents periodically broadcasting Agent Advertisement messages that lists one or more care-of addresses and a flag indicating whether it is a home agent or a foreign agent.
 ii). the mobile node if receiving the advertisement message determines whether the message is from its own home agent on the home network or a foreign agent in foreign network.
 iii). A mobile node also can send agent solicitation messages for the mobility agent to respond.

Registration: Registration consists of the following steps: 

i). mobile node if discovers that it is on the home network, it operates without any mobility services. 

ii). If the mobile node is on a network other than home network, it registers with the foreign agent of that network through a registration request message with tuple <permanent IP address of the mobile host, IP address of its home agent>.
iii). the foreign agent in turn communicate with the home agent as registration request with tuple <permanent address of mobile node, IP address of foreign agent>.

iv). the home agent on receipt of registration request from foreign agent updates the mobility binding by associating the care-of address of the mobile node with its home address.
v). The home agent then sends an acknowledgement to the foreign agent. 

vi). The foreign agent in turn updates its visitor list by inserting the entry for the mobile node and confirms the registration of the mobile node by relaying the reply to the mobile node. 
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Figure 3. Illustration of the registration process. 

Steps in Service:
i). correspondent node that wants to communicate with mobile node, sends an IP packet to permanent IP address of the mobile node. 

ii). On behalf of mobile node, home agent intercepts the packet from CN and compares with mobility binding table to find out the current location of the mobile node. 

iii). In case mobile node not in home network, the home agent constructs a new IP header that contains the mobile node's care-of address as the destination IP address encapsulating the original packet and send transmits the new packet This process of encapsulation of packet is known as tunneling. 

iv). the foreign node upon receipt of the packet de-capsulate the packet and determines the mobile node's home address. It then compares the visitor list to find the mobile node. The foreign agent retrieves the corresponding media address and relays it to the mobile node. 

v). to send a message to a correspondent node, a mobile node forwards the packet to the foreign agent, which in turn relays the packet to the correspondent node using normal IP routing. 

vi) In case the mobile node continues communicating with a CN even after expirty of its designated lifetime, a re-registration is required.
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Figure 4. Illustration of the tunneling operation.

Deregistration:  a mobile node needs to register itself from the home agent to discontinue its registration with foreign agent and if achieved by sending a registration request with lifetime set to zero. However, deregistering with the foreign agent automatically expires at zero lifetimes. Datagrams already forwarded by the home agent to the old foreign agent of the mobile node are lost if the mobile node registers with a new foreign agent before expiry of its previous registration with foreign node.

Mobile IP Security Consideration

Cases:

· Wireless links are very vulnerable to security attacks.  
· During registration procedure the home agent should be convinced that it is getting authentic Registration Request from a genuine mobile node and not from a bogus node.
· Valid registration recorded by malicious nodes.

 Problem of request from suspicious node is faced by specifying a security association between the home agent and the mobile node and presently is configured manually. Every registration message must contain a mobile node’s home-agent’s authentication extension called Security Parameters Index (SPI) followed by an authenticator. The SPI defines the security context <the algorithm, secret> to compute and check the authenticator. The default algorithm is keyed MD5 with a key size of 128 bits. (security setting command)
RouterB# ip mobile secure host 11.0.0.1 spi 100 key hex 73839303313233343536313233343536 

To face the malicious nodes registering, two methods are used to generate the unique data:
Timestamps: Sending node inserts current timestamp in the message, and the receiving node checks whether it is sufficiently close to its current timestamp.
Nonces: Sending node generates and inserts a new random number in every message, and checks whether node receiving node returns the same number in its next message.
Conclusion

This report we have presented mostly theoretical aspects of the mobile IP by explaining the mechanism of mobile IP. Some aspects of security are also covered in this report indicating the existing threats and their current and practical solution in use. 

However no proper solution for major security issues has been proposed yet as there are vulnerabilities exists in authenticating the binding updates between the CN and the MN. Communication between CN and MN are relatively less secure with current practice compared to the path between the MN and the HA. 
Hence, there are vast work left to propose some mechanism secure communication between CN and MN.
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