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ABSTRACTIn the recent years, the technology of multi-path ad hoc network has become an attractive topic in the research community. As a result, a number of potential application domains have been claimed. Wireless sensor networks (WSNs) is now being employed in various monitoring-based applications such as battlefield surveillance, habitat monitoring and etc; Vehicular ad hoc networks (VANETs) enable inter-vehicle communication for exchanging traffic flow, enhancing passenger safety and etc. Although each of these applications has its own set of properties and requirements, research contributions have shown that geographic forwarding scheme can serve as an efficient routing protocol in both applications. Implicit geographic forwarding, on the other hand, is a more attack-resilient routing protocol which can be employed in the domain of wireless network. However, given the nature of these two routing approaches, various attacks can still target on them to either disrupt the routing or degrade whole system’s performance. In this survey, we explore the literature to address the security issues of GF and IGF and introduce solutions to defend against those attacks. 
Keywords
Routing protocols, Geographic routing, Implicit geographic routing, Security
1 INTRODUCTION

In the recent year, the technology of multi-path ad hoc networks has attracted great attention of the researchers. A number of potential application fields have emerged, such as wireless sensor networks (WSNs) which network a number of sensor nodes and make them connect, and the Vehicular Ad hoc Networks (VANETs) which make the communication between the cars available in longer distance. It is important to choose appropriate routing protocols for both of the domains. 
Due to the low overhead and computation efficiency, Geographic Forwarding (GF) and Implicit Geographic Forwarding (IGF) gain a lot of attention in the fields mentioned. In GF, the nodes only communicate with their neighbors, and select one neighbor which is the nearest one to the destination to forward the packet. IGF, referred as Network/MAC hybrid routing mechanism, employs the geographic information implicitly and couples with the data-link layer handshaking information. Though they are effective, there are still some security risks associated with them. A misbehaving node may falsify their location information. This can result in choosing suboptimal routes, misrouting of packets, or other attacks. In this survey, we review some techniques which address this problem, such as an autonomous position verification system used in the VENETs, a location verification scheme used in the WSNs.
Though we can verify the location of the nodes with the verification algorithms which prevents many straightforward attacks on routing, other attacks on routing are still available. A node, for example, may drop the packets it should forward owing to malice or an error. For the sake of the basic secure geographic routing, a resilient geographic routing protocol based on a trust management and SIGF, a family of configurable secure routing protocols, are presented in the literature to address this kind of attacks. 
Following this introduction, Section 2 provides the background. Section 3 describes the attacks which are highly related to GF and IGF. In Section 4, we discuss the security enhancement made by different approaches. Then we present evaluation and the improvement in Section5. Finally, we summarize and conclude the paper in Section6. 
2 Backgound
We, in this survey, focus on security aspects of both GF (Geographic Forwarding) and IGF (Implicit Geographic Forwarding). GF and IGF serve as efficient routing protocols for wireless sensor network due to their low overhead and computation efficiency. Despite that, GF mechanism is also advocated by VANETs in that it well serves in an environment where network has a high dynamic topology. To provide better understanding of our topic, we spend a few efforts clarifying a set of related concepts in this section.
2.1 Geographic Forwarding and Localization
Geographic Forwarding is location-based data relaying mechanism. Each node in the network periodically reports its own position by sending radio signals. Thus, every node is able to construct a neighborhood table base on the location information received within its communication range.  Upon arrival of data at a node, the next node is selected among its neighbors which locates closer to the destination than the current data holder. If there are multiple candidates satisfying this criterion, a predefined selection strategy is applied. For instance, a neighbor node with smallest Euclidean distance to the destination will be selected as the data forwarder. On the other hand, geographic forwarding may pre-terminate at a node if there are no neighbors locating closer to the destination than itself. In this case, certain compensation strategy, such as caching data at the node until an appropriate neighbor appears, has to be in presence.  
Localization is a process about how to determine physical location of a node in the network. Regarding to geographic forwarding, it requires network nodes capable to determine their own locations. A trivial approach would be equipping nodes with positioning system such as GPS. However, in the environment of wireless sensor network, this approach might be too expensive to achieve. Therefore, a common adopted approach is through triangulating which enables a node to determine its position in a 2D dimension relying on trigonometry. The idea of triangulation-based localization is following: a set of so called anchors which know their accurate position are deployed in the network. Their position information is periodically transmitted in beacons. A regular once receiving such a beacon can estimate its distance to the corresponding anchor based on some approaches such as signal strength, time of arrival and etc. As a node obtains three these kinds of distance estimates, it can calculate its own position relying on trigonometry. 
2.2 Implicit Geographic Forwarding

Implicit Geographic Forwarding employs the geographic information implicitly and couples with the data-link layer handshaking information. IGF is referred as Network/MAC hybrid routing mechanism which is characterized by its non-determinism and statelessness. The working scenario of IGF is described as following: when a node is tasked with forwarding data, it first continuously senses the transmission media and checks its availability. As the communication keeps available for a certain period of time, it broadcasts a request to transmit (RTS) message which contains locations of the sender and destination. The set of eligible successive forwarders are located in the 60 degrees sextant centered at the straight line crossing the sender S and destination D (depicted in figure 1). 
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Figure 1: Eligible Forwarding Set Sender S
Candidate nodes in the forwarding set an initialize value of their CTS (Clear to Send) response timer, which is inversely proportional to a weighted sum of their corresponding distance to the sender, remaining energy and the perpendicular distance to the straight line SD. Upon the expiry of timer, a candidate node will send CTS response packet to the RTS sender. On the other hand, other candidates overhearing this response will abort their own CTS timers. Therefore, the first RTS replier will be selected as the next hop to forward the data. The above description implies that IGF relies on the MAC layer handshaking message to determine the next hop for relaying the data. Moreover, there is not sate information such as routing table maintained on the sender’s side. The next hop is selected at the instant of message forwarding without any knowledge of the presence of the neighbor. 
2.3 Wireless Sensor Networks

Wireless Sensor Networks (WSNs) interconnects a large number of sensor nodes through wireless communication links, whereas each sensor has limited resource supply such as computational power, memory and energy. The deployed sensor nodes is able to monitor the event of interest in the sensing field, process the monitored data and report to the base the station through the communication in the wireless manner. Currently, WSNs is widespread in the monitor-based applications such battle field surveillance, habitat monitoring and etc. However, due the limited amount of energy supply, nowadays, the transmission range of sensor nodes is bounded around tens of meters. The nature of broadcasting in wireless communication and distinct requires in WSNs’ communication make GF and IGF both ideal for routing in WSNs. The former enables the construction of neighborhood with low overhead and simple mathematical operation. The later saves memory through releasing the need of storing the routing table and reduces the energy consumption spent in constructing the route. 

2.4 Vehicular Ad Hoc Networks

Vehicular Ad Hoc Networks (VANETs), as a promising application in future, enables inter- communication among mobile cars. Obviously, the communication scenario has to be wireless manner. We can benefit from VANETs in various aspects. For example, the driving safety would be significantly enhanced if inter-car communication is possible. If a car detects an icy road segment, it is able to notify the follow up cars. In case of an accident, it can inform the emergency response unit to reach the location as soon as possible. The intrinsic characteristic of VANETs is its extremely dynamic network topology results from the node mobility. For instance, we normally drive cars more than 100 Km/Sec in highway. The envisioned location-based applications of VANETs and its nature are well satisfied by geographic forwarding. The positioning system such as GPS currently installed in the car further simplifies the localization problem. On the hand, GF severs well in dynamic changing topology [1], because the neighborhood table in GF would be updated periodically according to position reports from its neighbors.  
3 Related Attacks

Even though GF and IGF are good candidates as routing protocols for WSNs and VANETs, they give birth to various attacks due to their respective inherent natures. In this section, we will list some specific attacks that are highly related to GF and IGF. 
3.1 GF Related Attacks

Location falsification attack in GF refers to attacks which report one position to its neighbors in order to pretend that the attacker over others is the optimal selection as the next hop. For example, one node may claim that its position is closet to the destination. Accordingly, GF will forward data to that node and hence the routing might be subject to the disruption at the attacker’s will. In reality, this kind of attack may contain some variants which produce more severe impacts.
Sybil attack is an variant of location falsification attack. In Sybil attack, a node will generate multiple clones around its real location (within the real nodes transmission range) and assign fake positions to each of them. If, according to the faked position, the data is forwarded by GF to one of its clones, the attacker will gain the control over the data such as dropping, modifying and etc. In other words, Sybil attack aims to increase the number of fake positions to get highly selected by GF mechanism, in case that the attacker has no knowledge about the message’s destination.

Black hole attack refers to a kind of attacking scenario in which an attack tries to lure all data in a certain area flowing to itself and drop all of them intentionally. 

Selective forwarding is a relaxed case of black hole attack. In selective forwarding, instead of faithfully relaying all received data that it tasked with, a malicious node may either forward only a portion of them or completely drop all of them where the later case refers to black hole attack. 
3.2 IGF Related Attacks

IGF mechanism, unlike GF, implicitly utilizes geographic information when setting the CTS timer. It may not significantly be affected by location falsification attack. However, Sybil and black hole/selective forwarding still have impact on it if the details of IGF are known outside. 
Black hole/Selective forwarding through CTS rushing can be achieved as the following: once the broadcasted RTS is received by a malicious node, it, instead of waiting for the expiry of CTS response timer, sends a CTS response immediately. Other legitimate nodes therefore will abort their CTS response timer. As a result, RTS sender will receive the CTS response from the malicious node and select it as the next hop and forward data to that node which hence gain all control over the received data. It, at its will, may decide to drop all received data, only forward part of relayed data. 
Sybil attack in IGF is almost same as that in GF. Therefore, we bypass this redundancy in this section. However, compared with GF, one specific attack so called deny of service is worthy being addressed. The IGF enabled DoS can be implemented through recording and relaying either RTS message or CTS response. 
RTS relay attack operates as the following: a malicious node overhears and records a legitimate RTS broadcast. It then repeatedly relays this message. Normal nodes receive the relayed RTS will rely with CTS response and wait for data transmission. Under such situation, the wireless communication channel will not be available for other legitimate local traffic flow since a normal-looking but actually faked communication is happening on the network. 
CTS relay attack can be conducted when a malicious node captures an old CTS response. It keeps relaying this CTS response which causes the normal nodes to abort their CTS response timer and the subsequent RTS initiators wasting energy and channel capacity to forward data to an absent node. As a result, the sender must resend or drop the data message if no ACK is received for a certain times of retransmission. 
4 Security enahcnement
4.1 SIGF Routing in WSNs
To enhance the reliability, robustness and resilience of IGF under various attacks, the authors of [2] proposed an improved series of configurable, secure routing protocols for it, which is called Secure Implicit Geographic Forwarding (or SIGF for short).

Knowing the facts that the security is critical for wireless network applications, and the limitation of resources of sensor nodes is severe, the authors took it as their goal that to find resource bound security solutions. Their approach for this goal is to have minimal active security protection. Described a little more detailedly, this results in high performance and minimal resource consumption when no attacks are going. But when upon detecting an attack or if the system designers want to heighten the security level, the appropriate security mechanism is activated. After studied the impacts of different attacks on wireless sensor networks, such as routing state corruption, black hole, Sybil attack and Denial of Service, in this paper, the authors presented a remarkable solution, SIGF, for this issue. 
As the authors claimed in [2], SIGF is based on IGF, a nondeterministic Network/MAC hybrid routing protocol which is entirely stateless. Although IGF has an inherent ability to handle network dynamics effortlessly and to limits the effects of a compromised node to a local area, it is vulnerable in the local neighborhood even to a simple CTS rushing attack. SIGF extends IGF and almost eliminates the gap between full statelessness and traditional shared-state security. It consists of three protocols, from SIGF-0 to SIGF-2. Similar to IGF, SIGF-0 does not keep any states but utilizes nondeterminism and candidates sampling to get high packet delivery ratios. SIGF-1 keeps local state by building reputations for its neighbor nodes to help select the next hop. However, SIGF-2 maintains state shared with neighbors to support a cryptographic mechanism for authentication and integrity, therefore provides a strong defense against attacks, but at a great cost. Each protocol is derived from the previous, adding more mechanisms to defend against more sophisticated attacks. The layered protocols enable a network to activate only currently necessary protections, and to change to stronger ones only when needed. This implies that each protocol represents a tradeoff between security and performance, more precisely, state.  
In this paper, the authors gave descriptions of all SIGF protocols in details, which can be briefly depicted as follows. 
SIGF-0, stateless secure IGF, is the basis of other protocols. Without keeping forwarding history or information about neighbors, it chooses the next hop node dynamically and randomly when it really forwards a packet. To do so, it broadcast an ORTS packet, which may contain the information about source, destination and desired forwarding area, and then waits for responses in a fixed period of time, which is called collection window. Among these candidates, it will select one according to a certain criterion as the next relay. There are 4 parameters impacting the performance. Forwarding Area defines the area in which the candidate may be chosen. Collection Window defines how long a node should wait for responses. It can be set the value of “one responder” which means close window when gets one response. Forwarding Candidate Choice defines the criterion upon which the next hop is selected. Its value can be set to “first”, “priority”, “random” and “multiple”. The fourth parameter is Omit Location. It defines whether the receivers of ORTS can know the destination. This is useful when an attacker wants to fabricate a virtual node near the path from source to destination. 
SIGF-1, local-state secure IGF, lets each node maintain some information collected by itself, concerning the behavior and reputation about its neighbors. By analyze such information, a node can know which neighbor works better and has a good performance. This is helpful when choose the next hop. Therefore, some data should be stored in a node, for example, Nsent = number of message sent to neighbor N for forward. Finally, a variable R, standing for reputation, is calculated according to some kinds of statistic data. When this value of a node is less than a certain threshold, Rthreshold, it won’t be considered as the next hop. By doing so, even Sybil attack can be defended. 
SIGF-2, shared-states secure IGF, can deal with some attacks by using state that is shared among neighbors for cryptographic operations. This provides guarantees for authenticity, confidentiality and freshness. Besides the inherited configuration options from SIGF-0 and SIGF-1, SIGF-2 has some additional options. Message Authentication defines what kind of packets should be authenticated. Message Sequencing defines whether a sequence number should be used in each packet. Payload Encryption defines whether the contents in packets should be encrypted. 
4.2 Secure GF Routing in VANETs

The primary condition for securing GF routing is the presence of position verification system to approve that a node is really located where it is claiming. However, when concerning the position verification in VANETs, the proposed approach should confine to particular constraints set by VANETs. Unlike the previously introduced position verification approach which relies on some infrastructure such as anchor nodes, any infrastructure or dedicated hardware for position verification is not tolerable. The underlying reason might be the concern of cost. Car manufacturer normally will reject to install such kind of hardware because the potential cost expansion. On the other hand, maintaining an infrastructure for VANETs is impossible due to both vast financial investment and shortage of technology. Fortunately, researchers in [1] propose a strategy so called autonomous position verification which improves the security of GF in VANETs but without relying on any infrastructure and dedicated hardware. 
The underlying idea of autonomous position verification can be summarized as following:  a set of sensors (software algorithms), which operate independent of each to evaluate position claims of neighbor nodes, are pre-deployed into network nodes (cars) to enable position verification. The evaluation results produced by each sensor are combined in a systematic way to illustrate the level of trustworthiness of each position claim. Major contributions of work in [1] are demonstrated in the following three aspects: 
1. Propose a set of sensors that facilitate position verification of GF in VANETs. 

2. Provide a systematic approach of combining the evaluation results from each sensor to derive the trustworthiness of each position claim. 

3. A set of simulative experiments are conducted to confirm the effectiveness of autonomous position verification strategy. 
4.2.1 Suggested Set of Sensors
The set of sensors presented in [1] can generally be categorized into three groups: threshold-based sensors, map-based sensor and overhearing sensor. 
Threshold-based sensors include so called Acceptance Range Threshold (ART), Mobility Grade Threshold (MGT) and Maximum Density Threshold.  The common idea originates from the fact that when a predefined threshold value is exceeded, the position falsification might be in presence. 

1. ART sensor is based on a common sense that it is impossible to receive a position beacon message (signed and time-stamped by the originator) form a node which is located so far away from the reception node that is out of its communication range. Appearance of such case simply means the sender of position beacon is falsifying its real location. 
2. MGT Sensor originates from the observation that the velocity of a node (a car in this case) should be rational. For example, we normally impose speed limit to car for safety purpose. If a node moves so fast and exceeds the maximum speed that we can tolerate, it may indicate that the node is probably claiming a fake position. 
3. MDT Sensor is derived from the assumption that density of nodes with a limited space is often confined to a threshold value. This assumption for VANETs holds true in VANETs for example each car has a physical dimension which does not allow a road segment to accommodate so many of them. MDT sensor, when detecting a current exceeding of density threshold will discard all the incoming beacon messages. 

Map-base sensor assumes that a node has an access to the local map, for instance GPS is equipped, which might be supplied by node’s positioning system. Upon the arrival of a position claim, a node is able to check whether the claimed location is valid by referring to a map. For example, if a node declares a position that is off-road or in a house, such kind unlikeness will easily captured by a map-based sensor. 
Overhearing sensor appreciates to a technology so called overhearing in which a node can be configured to work in promiscuous mode. In this mode, nodes are capable of monitoring data flowing within reception range but are not addressed to them. For example, if a node relays data to its next hop A, it subsequently overhears that A forwards the relayed to a node B which is inferior to A’s condition. Such observations may imply that A is not really located at the place that it claims. Overhearing also applies to another scenario where a node overhears node A is transmitting to node B. However, according to B’s position claim to that node, such kind of transmission is impossible because it is out of transmission range. This sort of detection may also imply that node B falsified it real location. 
4.2.2 Validation Combination

Another contribution of [1] provides a framework to aggregate the results produced by the above mentioned sensors which operate in a manner independent of each other. The goal of employing validation combination is to evaluate the trustworthiness of each neighbor nodes. The basic idea of validation combination is as the following: each node, in addition to maintain a neighborhood table, caches the position verification history (verification results with timestamp) of all its neighbor nodes for a predefined period T. Each observation (a time-stamped trustworthiness ranking of a particular sensor for a specific position claim) is also associated with a computable time factor to represent the freshness of the observation. On the other hand, each sensor is assigned a different weight which stands for the reliability of each sensor. For example, a more reliable sensor ATR might receive a larger weight while a less reliable sensor MGT is assigned a smaller weight. Based on this model, the procedure for computing trustworthiness of each neighbor at current time t can be summarized as the following: with respect to a specific neighbor, each cached observation from a particular sensor is weighted by multiplying that sensor’s original trust evaluation with sensor’s weight and the observation’s time factor and then summing up over all sensors. Finally, the trustworthiness is normalized on the interval [-1, 1]. Given the trustworthiness of each neighbor at time t, forwarding decision thus can be made by first excluding all neighbors with negative trustworthiness then the regular GF selection paradigm is applied to the remaining neighbors. For instance, the node remained in the set with the smallest distance to destination will be selected as the next hop. Hence, the current data holder will forward data to that node. 
4.2.3 Effectiveness Validation

To validate the effectiveness of the proposed autonomous position verification and trust system, authors in [1] conduct several simulative experiments with respect to different car mobility scenario. 
Simulation environment setup: To conduct experiments on the proposed approaches, authors implement two sensors ART, MGT and the trust system described in section 4.2.2 in ns-2 simulator while assign weight 5 to ART and 3 to MGT. The GF routing rule employed in experiments conforms to a greedy paradigm in which a neighbor with minimum Euclidean distance to destination is selected. During simulation, the verification system (combination of sensors and trust system) assigns a neutral trustworthiness (i.e. 0) to a first seen neighbor. Forwarding decision is made upon neighbors with neutral or positive trust level (i.e. [0, 1]) while ones with negative trustworthiness are excluded from forwarding consideration. To highlight the impact of node mobility, two different mobility scenarios, referred as urban and highway respectively, are adopted in the simulation system. The urban scenario is formulated upon a so called random waypoint movement model while the highway scenario stems from the DaimlerChrysler FARSI driver behavior simulator. On the other hand, the attacking nodes falsify its position by randomly selecting a position with maximum 500 m distance to its real position. Upon receiving a message, attacking nodes can pre-configured to either normally forward to a successive node or completely drop that message. In each experiment, 100 messages created between 0s and 30s are transmitted to a random source and a random destination. 
Experimental results: The advantage of the proposed approach can be demonstrated by both external and internal metrics. The external metrics, such as message delivery ratio and the number of packets received by malicious nodes, implicitly indicate the effectiveness of proposed verification system. On the other hand, the detection and false positive ratio directly demonstrate the performance of the proposed strategies. In [1], a set of experiments, with respect to above mentioned metrics under different variants of interest, are conducted to examine the performance of autonomous position verification system, regarding urban and highway scenarios respectively. 
1. Urban mobility scenario for presence of constant 10% faked positions (i.e. local mobility within city) 
a) Message delivery ratio is examined with respect to variation of network size from 1000m to 4000m. The experiment data demonstrates that verification system can significantly enhance the message delivery ratio. However, the existence of the protection system is unable to retain the performance where no attacks occurring. The underlying reason is that verification system excludes malicious nodes from the forwarding sets which further reduces the node density and leads to a low network connectivity. 
b) Regarding to number of packets obtained by malicious nodes, a comparison between ART and MGT verification is examined in the same experiment configuration as above. The collected results show that trust system with ART significantly outperforms that of MGT in recognizing malicious nodes. It conforms to the expectation that ART is more reliable than MGT. 

c) Detection rates of different combination of verification sensors are examined in an experiment with respect to changing network size from 1000m to 4000m. The presented results also indicate that trust system of ART significantly outperforms that of MGT for more 9 times. And verification system of ART provides almost same level of protection as that of a combination of ART and MGT. 

d) Regarding to extent of faked positions represented in the variant distances from the real positions, the detection rate of trust system with ART increases from 60% up to 93% as the distance increases, whereas verification system with MGT keeps stably around 5%. 

e) Regarding to false positive rate of verification system with different configuration, they are also examined under the variation of network size from 1000m to 4000m. The collected results demonstrate verification system with MGT generate the lowest false positive rate over those with ART and a combination of both. However, all of the examined configurations retain a relatively low false positive rate with 10% as the maximum. 
f) The effectiveness (detection and false positive rate) of the proposed detection approach is also examined under varying node. A slight degradation of detection and an increased number of false positive are observed. However, the verification system is still working on an affordable level. 
2. Highway mobility scenario

a) The message delivery ratios, with respect to different configuration such as faking only, faking and dropping, faking with ART detection activated and faking then dropping with ART detection activated, are investigated under the variation of the number of faked nodes in the network. Considering the worse cases where malicious nodes completely drop the obtained, the protection system with ART significantly improves the message delivery ratio. For a relatively benign situation where messages are forward by malicious nodes according to protocol rules, the improvement of protection system is very marginal due to further decreased network connectivity. 

b) With respect to the detection and false positive rate, experiments are conducted under the same circumstance as above. The collected results demonstrate that in both cases, an at-least 96% detection rate which also increases as the number of malicious nodes increases. On the other hand, the increased number of malicious nodes significantly influences the false positive rate. Furthermore, in this experiment, we can also observe that dropping messages by malicious nodes has no affect to the detection system. 
 4.3 Resilient Geographic Routing in WSNs

Nael Abu-Ghazaleh et al.[3] presented a location verification algorithm, which can be applied to triangulation based localization approaches such as Radio signal Strength, Angle of Arrival, Time of Arrival and Time Difference of Arrival, to address the Sybil attacks. The vital new feature of this algorithm is that it reverses the sense of the localization such that the non-trusted sensor nodes could not forward their location information. It is based on some assumptions as followings:

1. There are two kinds of nodes in the wireless sensor network: anchor nodes which are trusted and sensor nodes which could calculate their locations with the anchor nodes and are not be trusted. 

2. All the sensor nodes have their one hop neighbors.

3. All the nodes have the unique IDs which can be compromised.

4. The algorithm can use the efficient encryption and decryption system.

5. There is no physical or MAC layer attacks in this wireless sensor network system.

In this scheme, a sensor first generates a localization request. Then the anchors which are received the request, usually 3 or more, estimate the distance or angle from the sensor. At last, the anchors exchange the information to compute the location of the sensor via triangulation. The authors presented that this algorithm is a cost-effective countermeasure against Sybil attacks and could prevent the sensor nodes from falsifying their locations. 

A node, for example, may drop the packets it should forward owing to malice or environment or an error. For the sake of the basic secure geographic routing, the authors also presented a resilient geographic routing protocol and a trust management as the basis of the secure geographic routing to prevent other attacks. 

In the trust management, the authors introduced three parameters, trust levels, specified step sizes and predefined penalties, to compute the credit of a sensor node which decides whether the node will be a part of forwarding set or not. If the node successfully forwards a packet, its credit will be increased, or decreased. However, the transient congestion is considered in this scheme. Only when the nodes contain little energy or suffer chronic networks problem, they will be removed from the FS. Or they will be still kept in the FS when they are trusted and suffer a temporary network problem. The trust management is fully distributed that a node can manage the trust level individually.  

Before proposing the routing protocol, the authors proved the intermediate nodes are actually forwarding packets they are asked to forward. The resilient geographic routing presented is applied as the following: at the beginning, the source node and its one hope neighbors communicate to build connection. Then the source adds the information of those nodes to a routing table if it the connection is successful. After that, the source node selects k verified neighbors in terms of the probability Pi of sending a packet calculated by the trust management and the threshold parameter to forward the packet and overhears them, and then updates their trust levels according to the results of the forwarding. The node which receives the packet will be the new source and the procedure is applied recursively. The main advantage of this routing protocol is that it employs the multipath routing and trust management to decrease the use of compromised paths, thereby, reduces the packet losses because of an error or malice. Besides, this protocol can cooperate with a non-secure geographic routing protocol.

5 Evaluation and Improvement

5.1 Evaluating and Improving Approach Mentioned in [2]
To evaluate the performance of SIGF, the authors conducted a series of experiments upon different attack scenarios. They implemented candidate protocol GF, DSR, IGF, SIGF-0, SIGF-1 and SIGF-2 in GloMoSim, a wireless simulator for sensor, ad hoc, and mobile networks, which can model the communication architecture from physical-layer bit transmissions to application-layer traffic load. The terrain is set to a square of 150x150 meters, the number of sensor nodes is 196, the payload size of each packet is constantly 32 bytes, the radio range is 40 meters and radio bandwidth is 200 kb/s. For each test, the source node generates 100 packets, and this has been conducted for 10 runs. 
In the baseline test, which has no attacks at all, results show that under increasing traffic load, SIGF modestly increases a little the overhead from information exchange and the end-to-end delay, but maintains high packet delivery ratios. And we can see that GF, IGF, and SIGF have comparable delivery ratios, from 90% to 100%, under light traffic loads. When increase to a higher traffic flow rates, the network begins to suffer congestion in all protocols except IGF, since it requires the least packets when working and hence saves in communication overhead. On the contrary, other protocols lose performances more or less. Meanwhile, SIGF has similar communication overhead as GF, but 15% higher than IGF. And also we can see that IGF and SIGF have significantly lower end-to-end delay than DSR because DSR needs to wait the route discovery packets returning. In summary, IGF has a good performance without attacks, while SIGF adds minimal overhead. 
In the test for black hole attack, the data flow from source to destination is set to 6 packets per second. SIGF-0 is implemented in 2 versions, random and priority, which means to choose the next hop randomly among several candidates, and to select one that responses first to ORTS packet, respectively. SIGF-1 also has 2 versions, random and reputation. The former has the same meaning as SIGF-0-random, while the later chooses the remaining node with the highest routing priority. In both protocols, if no nodes have reputations above the threshold, the node with the highest reputation is chosen. As shown in results, under a black hole attack, the packet delivery ratio (PDR) of IGF becomes 0. It can not deliver a single packet since the attacker is always the first responder. When the attacker is near the optimal path from source to destination, SIGF-0-priority performs very poorly, with 0 PDR, because it always chooses the attacker as the next hop. When the attacker is not near the optimal route, only SIGF-0-random and SIGF-1-random suffer from attacks since they may choose attackers due to probabilism. In summary, SIGF protocols continue to deliver packets successfully when neighbors assault using black hole. Success rates are different, depending on the amount of states and mechanisms used. SIGF-0 provides some defense with low PDRs (0-43%), SIGF-1 provides moderate PDRs (70-99%), and SIGF-2 reaches the best result (100%).
In the selective forwarding attack test, an attacker near the optimal route varies its dropping ratio from 0 to 100%. IGF and SIGF-0-priority decline linearly from 100% to 0 PDR. SIGF-0-random and SIGF-1-random show a better robustness, but still decline to 43% and 76% respectively. SIGF-1-reputation dips to 82% when the attacker drops 30% packets, but improves since the reputation of attacker decrease below the threshold due to its bad behaviors. SIGF-2 rejects inauthentic messages, so it gets 100% PDR. The authors said that SIGF-1 has the ability to adapt to worsening attacks since it uses history to learn to avoid any bad neighbors. 
Despite the Sybil black hole attack, SIGF-2 and SIGF-1-reputation have high PDR in the experiment of Sybil attack. SIGF-2 gets 100% PDRs because it rejects all the messages inauthentic. Randomized protocols perform worse, but still get 26% and 35% PDRs. This result shows that SIGF-1 can defend against Sybil attacks without needing the initialization, synchronization and the state maintenance which is used in SIGF-2. 
According the results of the ORTS replay DoS attack test, IGF, SIGF-0 and SIGF-1 are unable to defend against the attack, with less than 8% PDR in all cases. The congestion caused by attack’s DoS attack lets all packets to be dropped in the attack’s local area. Only SIGF-2 can defend such an attack by checking the authentication and sequence number contained in the packets coming from attacker. On the other hand, concerning the CTS replay DoS attack, only IGF and SIGF-0-priority are impacted severely, with 0 PDR. SIGF-2 and SIGF-1-reputation get a very high PDR. Other protocols allow 42% to 71% of packets to be delivered. 
From the experimental results shown in this paper, we can see that SIGF is adaptive to a critical environment where there may be some attackers. It can adjust security level dynamically by changing the protocol from SIGF-0 to SIGF-2 according to the requirement. When there are no attacks detected, it will adopt SIGF-0 to get a great performance, such as low latency, high packet delivery ratio. And when it detects some attacks, it changes to SIGF-1, even SIGF-2, to guarantee an acceptable PDR, taking little additional overhead as the cost. Another advantage is that SIGF’s dynamically nondeterministic selection of next hop contains the effect of compromise to a local neighborhood, increases robustness to node mobility and failure, and spreads energy drain more evenly among neighbors. 

However, we think this paper still has some weaknesses. One is that when the density of nodes in the terrain is low in a practical system, the probability of choosing attackers as the next hop will increase obviously. Hence the packets delivery rations of the nodes near the attacker will drop below an acceptable level. Another problem is that when the attacker is a compromised node, and it has two or more downstream accomplices, even SIGF-2 can not detect such an attack since the chief instigator behaviors as a normal node, forwarding to other nodes (accomplice) and hence keeping a good reputation. Third, because the IGF, from which derives the SIGF, has a failure-recovery mechanism by shifting the forwarding angle and re-sending, the authors in this paper did not discuss how this mechanism will impact SIGF family. According to the first addressed problem, a feasible solution is taking a stricter selection standard. In other words, a node does not select any candidates when their reputations are all below the threshold. Instead, it can change its forwarding area and try again. As to the second problem, maybe a possible way is to check whether a node always sends packets to a recognized bad node. And then this information is broadcasted to other nodes to help them evaluate neighbors.
5.2 Evaluating and Improving Approach Mentioned in [1]

Authors in [1] address the security issues of GF employed as a routing protocol in VANETs. A so called autonomous position verification system is proposed, which does not relay on any infrastructure and dedicated hardware for position verification. A collection of simulative results indicate the proposed approach can significantly improve the level of security under the presence of malicious nodes falsifying their positions. As claimed in [1], “the introduced mechanism will not prevent malicious nodes entirely from using falsified position information; however, they will drastically limit the choice of fake position that will not be detected by our system.” We, as critical readers, realize that the presented mechanism have weakness lying on various aspects, which can be further optimized. 
The first weakness that we would like to address relies on the fact that currently, the set of sensors deployed on each node operates independent of each other. The absence of local communications among sensors within a node ignores the probability that one sensor can provide meaningful information to other sensors. Hence, the utility of the proposed approach could be further enhanced. To address this problem, we present a more adaptive and self-configurable verification system based on its original version. This approach is inspired by enabling the local communication between sensors. For example, the map-based sensor, instead of only being used for position verification, can be further tasked with monitoring the circumstance where a car is currently running. If a city environment is detected, it informs the APT sensor to adapt to a lower threshold of the maximum acceptance range because a threshold value in rural area my not be suitable for urban area. Enabling local communication will also enhance the overall self-configurability of the original version. For instance, the car is able to automatically switch between local and highway mobility scenarios if MGT sensor is informed by map-based sensor such that the car is now getting out of highway and entering a city. If this kind of idea is applied to a broader scope, allowing the cooperation among verification system in different nodes gives nodes more global view of trustworthiness about their neighbors. 
Another weakness is the penalty of network connectivity when applying the applying the proposed secure GF in VANETs. The underlying reason is due to the immediate exclusion of the nodes with negative trustworthiness from the consideration of the next-hop. To address this problem, authors in [1] propose a solution by further dividing the forwarding set into sub-groups, say [-1, -1/3) relating to “no trustworthiness”; [-1/3, 0) relating to “limited trustworthiness”; [0, 1] relating to “full trustworthiness”. When the local area density is decreased to a certain level, the set of “limited trustworthiness” and “full trustworthiness” will be considered together. This solution has the potential such that a malicious node with limited trustworthiness is probably selected as the next hop. We propose an alternative approach to address this problem. Our scenario works as follows. Instead of pre-excluding neighbor nodes with negative trustworthiness, we keep them until the actual forwarding selection stage. However, we assign a large weight to the node’s trustworthiness. The forwarding selection scheme such as the distance between a neighbor node and the destination is also weighted. The sum of these weighted components is then used to select the next hop. In other words, our approach tries to produce an overall estimate to neighbor nodes’ superiority and bases the next hop selection on these estimates. 

The third weakness is based on the observation that this paper mainly concentrates on against the attacks that are enabled by position falsification while ignoring some of others. However, in reality, even a node with the valid location can be compromised and operates maliciously. For example, the black hole/selective forwarding attack can happen on a compromised node which simply drops all or partial of the received packets. This kind of attack can be eliminated by overhearing. Although there is presence of so called overhearing sensor in the proposed approach, it is only deals with the position verification. Here, we can additionally task them with black hole/selective forwarding defending. The idea of this proposal is following. When the message is forward to next hop, the original sender overhears the next hop’s forwarding behavior while waiting ACK from that node. If the message is dropped, the overhearing node will decrease the trust ranking of the overheard node. While, a black hole node keeps dropping the received message it trustworthiness will be quickly degraded to be negative. 
Finally, as suggested in [1], the verification system probably suffers from Sybil attack which creates so many virtual nodes to intentionally exceed the local area’s density threshold. Thus, the legitimate nodes’ beacon will be discarded and received bad trust ranking. To address this problem, we have to enforce the authenticity to prevent a malicious node from creating so many virtual clones. Authors in [1] present an approach, relying on the third trust parity, to ensure the authenticity so that only one node can be created at a time. However, we think this approach requires an infrastructure which contradicts with application domain where an infrastructureless position verification system is advocated.   Our approach bases on the public-key cryptography mechanism. Each node’s authenticity is ensured by the private they posses. In this way, all the cloned nodes have either the same private key as parent node or are recognized due to absence of authenticity. The later case is able to be directly captured as malicious node while the former case can be detected by MGT because within short interval multiple claims for a different location with the same identity will lead to violation to the velocity threshold deployed to the MGT sensor. However, an efficient key generation and distribution schema is very complex to achieve in VANETs, provided by the high dynamic network topology due the node mobility. Therefore, the proposed solution may remain as future research field. 
5.3 Evaluating and Improving Approach Mentioned in [3]
The authors discuss possible attack on the verification algorithm in [3] and the defenses to them.
The localization broadcast manipulation, in which the sensor node maybe broadcast its location information with different power or at different time in order to influence the wireless sensor network system, can be detected by consensus since the anchors can exchange their information about its location then find the inconsistency. However, it is hard for an individual anchor to detect this kind of attack. For instance, when a node forwarding a packet at different powers, the detected distances from the anchor node, denoted as di+f, will be the distance from the anchor i to the misbehaving node add the increased/decreased distance f. If any two circles with radii di+f and dj+f intersect, allowing for localization tolerances, the inconsistency will be detected. At this time, there are no candidate points. Hence, the number of candidate points may decrease when we consider more anchors. The inconsistency can be easily detected when the anchors are far from each other. Similarly, the attack can be detected in the TDOA localization scheme, in which the anchor compute the distance by the time difference of arrival of a RF and an ultrasonic pulse forwarded concurrently. Since when considered from the different vantage points of the anchors, the distance which is estimated by the separation between the two pulses will be proved to be inconsistent. 
Nevertheless, the multiple unicast packet attack, a kind of attack preventing consensus between the anchor nodes by forwarding different packets to them, are presented. There are two kinds of this attack: sequential and concurrent. The former one is to forward different packets to different anchors sequentially, one at a time. The anchor nodes can detect that the packets are different via the clock skew with a tolerance of the beacon packet length at the same time. The later one is to forward different packets concurrently from multiple sending radios to the different anchors. It is hard to be detected via the clock skew, but it can be detected by the MAC layer authentication. 

Besides the attacks mentioned, there is a kind of attack, mobile attack, in which a node moves to a new location after it gain valid location verification. It can be prevented, but it can be reduced by periodically requesting latest location information. Furthermore, trusted node can be used to sample the non-trust nodes and compute their distance. Reconciling the computed distance with node’s claimed location information can detect the mobility attacks dynamically. 
Though the proposed verification algorithm and multipath routing protocol effectively addressed two fields of vulnerabilities in GF, falsifying location information and misbehaving actions, both of them are based on the assumption that the anchor nodes are trusted. Unfortunately, it is possible for attackers to compromise the anchor nodes. Therefore, they can hardly prevent compromised or malicious nodes to disrupt the geographic routing.  
In addition, authors did not consider the consumption in the multipath routing protocol. Since the source chooses k path not one to forward the packet, the energy consumption may be k times compared to the consumption when it chooses one neighbor to forward the packet. We can improve it by keeping all the candidate nodes in the routing table, and choose one of them to forward the packet. If the transmission fails, we choose another node from the routing table. Hence, the multipath routing protocol works with less energy consumption than the former one.
6 Summary and Conlusion

In this survey we reviewed the nature of Geographical Forwarding routing protocols used in multi-hop ad hoc networks. We understand that the security of wireless network communication is very important since such a network may be deployed in a crucial environment where various attacks may exist. To defend against attacks effectively, there is a requirement for GF routing to have defense mechanisms, and to be more resilient to failures. 
As far as now, many technologies have been developed in this area. Through investigation we can see that in general, these approaches provide means of location validation, authentication, and even cryptography, enabling ad hoc networks to defend various attacks. 
In VANETs, one application domain of ad hoc network, a method named autonomous position verification is used to defeat such attacks based on location falsification. A set of pre-deployed sensors operate independently to evaluate position claims of neighbor nodes. By combine the evaluation results from each sensor, the system can estimate the level of trustworthiness of each position claim. In Wireless Sensor Networks, a similar approach is proposed, which utilizes trusted anchors to determine sensor nodes locations, and use probabilistic multi-path to dynamically avoid untrusted paths and continue to route packets in the presence of attacks. Meanwhile, according to the WSNs’ severe constraint of resource limitation, SIGF is presented. It founds on IGF, a routing protocol having the similar idea in GF, and consists of three individual protocols, SIGF-0, SIGF-1 and SIGF-2. The network can switch among these protocols in terms of the required security level. Therefore the system can achieve a tradeoff between performance and security since providing more defense mechanisms requires more resources. 
Although these investigated approaches have remarkable contributions in the area of ad hoc network security, they still have some weaknesses. By addressing these problems we think those methods could be improved farther. 
We can expect that more techniques will be used in this area, no matter concentrating on specific part or combining those proposed methods or algorithms. And hence this area will be kept on continuing research.
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