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1.0 Introduction

The development of the Institute of Electrical and Electronics Engineers (IEEE) 802.11 Specification has essentially revolutionized wireless communication standards across the globe.  This specification, in the simplest terms allows devices to access local or wide area networks wirelessly using radio waves as a transmission medium.  For the layman, this means that the commonplace CAT5 Ethernet cable is not required for an 802.11 compliant device to access a network environment, another computer, or the Internet, providing that the required hardware and infrastructure is available.
The 802.11 specification, also known under the moniker of “Wi-Fi” has become an extremely popular technology in the past 5 years.  Wi-Fi compliance in devices can now be found everywhere from laptops, printers, and digital cameras to automobiles and cell phones.  With 802.11 wireless networking, laptops finally have the opportunity to utilize true mobility while maintaining full productivity.  Wireless networking is even available at many public locations.  This is usually deployed at convenient locations such as coffee shops, libraries, malls, and schools.  The University of Windsor, for example, provides wireless access to the Internet and other LAN resources for all students over the entire campus using 802.11 technologies.
This report will discuss a history of the 802.11 specification and then divulge into the inner workings of the standard.  The architecture at both the OSI Physical and Data Link layers will be investigated to provide a technical understanding of how the wireless standard operates.  Since this paper is not targeted to or written by a physicist or electrical engineer, in depth analysis of signal processing and fundamental aspects behind the radio transmissions used in the 802.11 specification will be omitted.
1.0 802.11 Specification History

The 802.11 specification started with its first release in 1997.  The first draft of the specification back then only had a maximum data rate of 2Mbps, which is very slow by today’s standards.  Back in 1997 however it would have been more than sufficient for internet access.  This standard resided on the U.S. S-Band frequency at 2.4 GHz.  Indoor range was approximately 20 meters and outdoor range could be pushed to approximately 100 meters.

The second 802.11 standard was amended in 1999 and was called 802.11a.  This standard, which still exists in the industry today, uses a frequency of 5.1-5.8GHz.  This high frequency rate allowed the specification to achieve a data rate maximum of 54Mbps.  Unfortunately the high frequency limited signal range (when compared to other 802.11 versions) and made the standard poor at penetrating solid objects such as walls.  The reason for this is that with a higher frequency, more data is encoded into the same period as compared to a slower frequency such as 2.4GHz.  So when the radio waves pass through thick walls or other solid objects more data has the possibility to be lost in comparison to lower frequencies.

Released during the same year as the 802.11a specification was the IEEE 802.11b standard.  This release offered an alternative to the 802.11a technology.  The advantage here was superior range over 802.11a through the use of the 2.4-2.485Ghz spectrum; however this advancement came at the sacrifice of speed.  The max data rate of 802.11b was limited to 11Mbps.  To remedy the limitations of 802.11b a third change to the 802.11 standard was introduced in 2003 called 802.11g.  This, now industry standard mixed the benefits of both the 802.11a and 802.11b specifications.  It offered the 54Mbps speed of 802.11a while delivering the superior range of 802.11b.  Thus 802.11g has become the primary technology and 802.11 specification implementing wireless networks for personal, home and business use.  Its popularity is also helped by the fact that it is fully backwards compatible with 802.11b devices and hardware, in part due to the fact that they run off of the same frequencies.
2.0 802.11 Architecture


Before getting into the physics and design of radio frequency data transfer required for the 802.11 function to even exist, the high level architecture of the 802.11 specification needs to be outlined.  The basic components of an 802.11 compliant wireless network can be reduced to a set of simple objects which can be strewn together to create a functional wireless network.  The objects are as follows:
· BSS:  Basic Service Set.  This set contains a number of wireless devices (stations or ‘STA’) and a single ‘access point’ (commonly referred to as an ‘AP’) for the wireless devices to connect to.  These devices could be anything from printers, mobile phones to laptops.  A BSS can also be called an infrastructure network.
· DS: Distribution System. These architectural components are typically routers and/or switches used by the network to communicate and disseminate information from wireless devices throughout the network (to their intended targets).  APs connect to the distribution system so their stations may have access to their distribution system’s resources.  The distribution system is often configured such that wireless devices may change their associated BSS group at any given time. This supports the demand for mobility and relocation in a wireless network.

· ESS: Extended Service Set.  A single ESS encompasses multiple BSSs and their associated APs and DS.  A single ESS is designed to represent, for example, a single subnet.
· IBSS: Independent Service Set.  This component is usually an implementation of a computer-to-computer ‘ad hoc’ network.  Ad hoc networks allow one wireless device to connect directly to another willing wireless device without the need for a distribution system or access point. This can be done with the intent to share and transfer files for example. 

With these components in place a wireless network can now be constructed - on paper.  To demonstrate the actual wireless and wired configuration of a sample home network is shown in Figure 1.

Figure 1 Wireless Network Architecture Sample
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Each of the wireless devices are 802.11b/g compliant and connected wirelessly to the D-Link DI-624 Wireless Router/Switch which also acts as the required access point for the topology.

One of the reasons why 802.11 wireless networking integrates so easily with current networking standards such as TCP/IP because it fits precisely alongside the Data Link and Physical Layer’s of the OSI Reference Model without altering the Network or Transport layers.  This cohesion is outlined in Figure 2.

Figure 2 OSI Reference Model with IEEE 802.11 Specification
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As seen from Figure 2 the 802.11 wireless standard effects the physical addressing (Data Link) and signal transmission (Physical) layers of the OSI Model.
4.0 802.11 Physical Architecture


The physical layer’s (often referred to as ‘PHY’) primary responsibility is for sending and receiving of radio wave transmissions encoded with binary information.  For example the use of the basic sine wave can be used in numerous ways to encode binary information, and will act as the base mathematical function for describing the various transmission protocols of the 802.11 a, b, and g specifications.
802.11 FHSS


This design known as Frequency Hopping Spread-Spectrum allows a device to pseudorandomly alter its signal by ‘hopping’ between a set of available sub channels.  This concept was used for the initial release of the 802.11 specification back in 1997.  Each frequency is used for a specific amount of ‘dwell time’ before it is changed, and thus makes the timing between hops very important.  If one of the devices is not synchronized to know the next frequency or when the frequency is going to change than the communication medium between them will be disrupted.  The benefit of this design is to attempt to get as many pieces of the transmission to the user as possible.  For example, suppose a transmission using FHSS is hoping between frequencies 2.401GHz, 2.402 GHz and 2.404 GHz.  It can be assumed that the full message will be split evenly between the three available channels.  What if the 2.404 GHz frequency currently has too much noise or interference?  This will not be a sufficient hindrance for FHSS however since 2/3rd’s of the message is able to get through to the recipient.  Actual FHSS designs in practice use many more frequency slots however (up to 70 in some cases), each with their own 1 MHz frequency channel.

With the frequency and transmission handling in place the next step is to study the method for actually transmitting binary information through the carrier wave.  FHSS uses a system called Gaussian Frequency Shift Keying (GFSK).  This method uses different frequencies during a single period to specify the status of bits.
Figure 3 2-Level GFSK Binary Representation Sample of f(x)=sin(x)
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Using GFSK we can let a single period of this frequency to represent a binary 0.  To represent a binary 1 the base frequency could be doubled as seen in Figure 5.

Figure 4 2-Level GFSK Binary Representation Sample of f(x)=sin(2x)
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Thus to create a binary message using GFSK all that needs to occur is the frequency modulation of a wave to two different frequencies in order to create a message for an 802.11 transmission.  This encoded wave can then be sent out into the air to modulate the carrier wave and thus, transmit the message.
With this method the transmission wave is only limited to two possible symbols, this will not result in very significant throughput however.  By doubling the number of symbols encoded into the transmission waves we can increase the number of available symbols to 4.  This method is called 4-level GFSK, and allows the full throughput of 2 Mbps of the original 802.11 specification can be reached.  This implementation of GFSK uses the symbols 00, 01, 10, 11 to encode the carrier wave.  This is done through further modulations of the wave’s frequencies.  00 would use the slowest frequency while 11 would handle the fastest.  With 01 and 10 being represented with special frequencies in between.
802.11b DSSS

Direct Sequence Spread Spectrum is used by the 802.11b specification for data transmission.  It offers a max data throughput of 11Mbps.  The basic idea behind DSSS is to take a narrow high amplitude signal and ‘flatten’ it out into a low amplitude wide signal.  This process is done through a ‘spreader’ mechanism in the wireless devices.  This spreading allows the signal to travel further.  Devices look for changes in the transmission by looking at the entire frequency band, instead of just a segment of the transmission.  This gives the protocol a strong resistance to interference such as RF noise.  Since the entire frequency band is analyzed it is unlikely that interference is going to affect the entire band, thus giving the transmission a high rate of transmission success.
To encode data into this transmission protocol a system called Differential Phase Shift Keying (‘DPSK’) is used.  Unlike the GFSK specification, this design does not alter the radio frequency at any time during the transmission.  The data is encoded by performing phase shifts of the carrier wave at specific time intervals in order to encode a binary 0 or a 1.  A very basic from of DPSK requires the two of two carrier waves.  The first wave acts as a reference wave which is used to encode 0’s while the second wave is shifted by half a period from the reference wave and is used to encode 1’s.  Whenever the second carrier wave is modulated with a half-period (Π radians) then a 1 is invoked into the carrier wave.  If no further phase modulation occurs to the wave in the next period, then a 0 is encoded into the next period by simple allowing the wave to continue oscillating without another phase shift.  Thus 1’s are only encoded into the wave when a phase shift occurs, otherwise the transmission signal for a given period is 0.
To encode a message the wave needs to be parsed into a number of time segments equal to the number of symbols required to encode and transmit.  Each time segment will be larger than a single period in the carrier wave.  Much like the basic limitation of GFSK, using only two symbols for the carrier wave in is an unnecessarily slow.  By using Differential Quadrature Phase Shift Keying (DQPSK).  This method, much level 4-level GFSK 4 binary symbols are encoded into the carrier wave in this specification.
Figure 5 DQPSK Phase Modulation Representations
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This strategy allows the DSSS specification to encode twice as much information during a given phase change, thus increasing the maximum throughput of the transmission.  The 11Mbps max throughput of the 802.11b specification is obtained through the use of the 4 parings of binary symbols to transmit messages.
802.11a/g OFDM
Although 802.11a and 802.11g are not backwards compatible, they use the same signal transmission protocols for encoding their messages.  The protocol known as Orthogonal Frequency Division Multiplexing has been known about since the 1960s and is essentially designed to decode a single transmission onto multiple subcarriers.  By using these subcarrier channels in parallel the advanced throughput of rate of 54Mbps can be achieved by both of these wireless protocols.  

The discussion of the physics and functionality of the ODFM transmission protocol will be omitted from this report.  Due to the complexity of the transmission protocol and the background required to understand the material is it out of the scope of this report.  For guides and documents relating to the OFDM please refer to the specified materials outlined in the references of this report.
5.0 802.11 Data Link Architecture

The data link layer of the OSI models resides just above the physical layer and below the network layer.  The responsibility of this level is to construct the binary data from the physical layer into intelligent objects called ‘frames’.  These frames essentially organize the information from the physical transmission to allow the device to move the datagram to another link on the network.

5.1 Data Link Frames


With the physical layer laid out for the various 802.11 formats the architecture used at the Data Link layer will be detailed.  The basic building block of the 802.11 specification at this level is called a ‘frame’, and works similarly to the frames used in the Ethernet standard.
Figure 6 Ethernet Frame Components
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 Figure 7 802.11 Frame Components
	Frame Control
	Duration
	Address 1
	Address 2
	Address 3
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	Payload 
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	2 bytes
	2 bytes
	6 bytes
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	6 bytes
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Clearly the 802.11 frame is more complicated than the simple and intuitive Ethernet frame.  An overview of each field follows.
Frame Control: This segment of the frame can actually break down into another 16-bit table. This section contains various flags and information for the individual frame.

Figure 8 802.11 Frame Control Components

	Protocol Version
	Type
	Subtype
	To DS
	From DS
	More Frag.
	Retry
	Power Mgt.
	More Data
	WEP
	Order

	2 bits
	2 bits
	4 bits
	1 bit
	1 bit
	1 bit
	1 bit
	1 bit
	1 bit
	1 bit
	1 bit


Protocol Version: Used to specify the current version of the 802.11 protocol.  If the value here is different than what is expected by the receiving device the packet can be immediately disposed of.
Type, Subtype: Used to identify the function of the frame.  Each of the three frame types then specifies a specific set of subtypes.  Example functions include ‘association request’ (type: 00, subtype: 0000), ‘deauthentication’ (type: 00, subtype: 1000), and ‘clear to send’ (type: 01, subtype: 1100).  A full listing of all possible frame functions can be found within the original IEEE 802.11 (1999) specifications.

To DS: This flag specifies that the frame from the sending STA is destined for a DS
From DS: Specifies that the frame is targeted to a STA from a DS.

More Fragments: Set to 1 when more fragments will be incoming.

Retry: Set to 1 if this frame is a retransmission of an earlier frame.

Power Management: Specifies the current power management status of a STA.  Will be set to 1 if the STA is in ‘power-saving’ mode.

More Data: Indicates to a STA that is in power-save mode (power management field is 1) that more frames are currently buffered for it in the DS.
WEP: Flag to specify if the body of the frame has been protected by WEP encryption.

Order: This flag is set to one in any frame that contains a MAC Service Data Unit.

With the frame control segments outlined we can continue to cover the main segments of the 802.11 frame.

Duration: The specification allows a transmitting station (access point for example) to reserve a frequency channel for a specific amount of time. This is where this duration is specified for this specific frame.

Address 1: MAC address of the frame’s destination.

Address 2: MAC address of the transmitting wireless device.

Address 3: MAC address of sender AP.
Sequence Control: Allows a receiver to distinguish between newly transmitted frames and a retransmitted previous frame.
Address 4:  MAC address of receiver AP. (Also used in Ad Hoc networking)
Payload: Contains the actual data encapsulated by the frame.  For example within the payload could reside a TCP packet.  The contents of the variable-length payload vary depending on the type of the frame (as specified in the frame control).
CRC: ‘Cyclic Redundancy Check’ used to check for transmissions errors or corruption of the frame.
To help visualize and understand how the 802.11 frame exists in a legitimate setting the Wireshark packet capture and analysis tool was used to capture a sample of packets from some random internet traffic.  From this traffic a single frame was selected for analysis.

Figure 9 Captured TCP Packet
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Figure 9 shows the information for a single captured TCP packet. The packet is from source 192.168.0.107:3753 and is destined to 207.46.106.40:1863.  From the TCP header information we can tell that it is a TCP acknowledge (ACK) packet.  From this single packet capture in Wireshark we can have the application decode the packet into its 802.11 frame contents.  From this we will try to extract as many of the frame fields as possible.  Note that some of the fields and their values have been ‘lost’ in the translation up the OSI layer to where Wireshark was able to acquire and analyze the transmission object.

Figure 10 802.11 Frame Decode
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Figure 11 802.11 Frame Hex Representation
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From the interface shown above we can click on the various fields in the frame display and have the Wireshark utility highlight which bytes in the hex representation they correspond to.  From this we can extract the following data:
Destination: 0x0014464ac4f6
 (6 bytes)

Source: 0x00904bf8da6a (6 bytes) (00-90-4B-F8-DA-6A is the MAC tied to the IP address above)
Type :  Control Frame (1)
Subtype : 4
Flags : No flags are set

Duration: 0x0028 (2 bytes)
5.2 Data Link Transport

With a frame built it then comes the time to actually transport the object to another node.  This is where the transportation architecture of the 802.11 specification comes into affect.  In a given BSS the access point acts as the coordinating logic for all of its associated wireless devices.  The devices must be organized and prioritized.  If wireless devices are allowed to send their datagrams whenever they wished, few messages may ever actually get through successfully to the AP.  If two devices on the same frequency and channel send a message at the same time the radio signals will converge thus causing a collision and corrupting both messages.  The 802.11 specifications limit this by using a protocol called CSMA/CA, or “carrier sense multiple access with collision avoidance”.  This protocol is designed so that each wireless device ‘senses’ the channel before transmitting their message.  If a channel appears busy the device will wait a short random amount of time before attempting to transmit again.  When the channel is available however the device waits for a specific amount of time as outlined by the Distributed Inter-frame Space (or DIFS) and then transmits its frame in its entirety.
For receiving frames a protocol called link-layer acknowledgement is used.  In comparison to physical wire transmission technologies such as Ethernet, the 802.11 specification has an increased change of losing or corrupting data while in transmission.  To verify a received frame the wireless device uses the 2 byte CRC field.  If the frame passes the check it wais a short period of time (called a Short Inter-frame Spacing or SIFS) and then returns an acknowledge (ACK) frame.  If the original transmitter of the frame does not receive this ACK frame within a certain amount of time it assumes that the message did not transmit successfully and then resends the frame.
To implement the “collision avoidance” aspect of the CSMA/CA protocol uses two special control frames called Request to Send (RTS) and Clear to Send (CTS) when sending data type frames.  These frames are used under the circumstance that a host within the BSS is outside of the carrier sense range of another host (refer to Figure 12), but not out of the range of the AP.  Under this ‘hidden host’ scenario STA 2 may be sending a transmission but STA 1 will sense that the channel is clear anyways and send its frame.  This may then cause a collision of the messages nearer the AP, thus corrupting and invalidating the datagrams.
Figure 12 Hidden Host Problem
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To remedy this problem a wireless device wishing to transmit will first send a RTS frame to the AP.  If the AP deems the channel available it will return a CTS frame permitting the wireless device to transmit its messages while blocking all other wireless devices from transmitting data type frames.  Blocking can be accomplished by simply not sending out any CTS messages for a length of time.
Figure 13 Sample 802.11 CSMA/CA Transmissions
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When the wireless device completes its transmission of the data frame, the AP will then allow other devices to have access to the wireless medium.  

5.3 AP Association
With the data transmission standards for the 802.11 specification outlined the question remains how an actual wireless device associates itself with a chosen access point.  To associate, an 802.11 compliant device needs to listen to the beacon frames sent out by the AP’s in the area.  These beacon frames contain the SSID and MAC address of the AP.  A wireless device that is sensing the air for available access points will capture these broadcast beacon frames, thus supplying the wireless device a list of available access points to connect to.  Once associated with a single AP, the wireless device and the AP will communicate exclusively as long as the association is maintained.  To request association to an AP an wireless device will send a management type frame with the Frame Control binary Type and Subtype values of 00 0000.  The response from the AP will be another management frame with Type/Subtype assignment 00 0001.  Finally to disassociate from the AP the values 00 1010 are used.
6.0 Conclusions

This report outlined the technologies and methods used in the 802.11 wireless specifications.  By studying both the physical and data link layers of the 802.11 protocol a solid understanding of the standard can be developed. Further and much more in depth information for the specification can be found in the official IEEE 802.11 documentations as listed in the References.  Recommended further reading would involve studies on wireless encryption methods such as WEP/WPA and investigation into the upcoming 802.11n standard which is designed for further performance enhancements above and beyond the 802.11g specification.
7.0 References

[1] Matthew S. Gast, ”802.11 Wireless Networks: The Definitive Guide”. 2002 O’Reilly & Associates.

[2] James F. Kurose, Keith W. Ross, “Computer Networking: A Top-Down Approach Featuring The Internet” Third Edition. 2005 Pearson Education Inc.

[3] IEEE Computer Society, IEEE-SA Standards Board, “Information technology – Telecommunications and information exchange between systems – Local and metropolitan area networks – Specific requirements – Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications”. 1999, Reaffirmed June 2003. IEEE-SA Standards Board. [http://standards.ieee.org/getieee802/download/802.11-1999.pdf]. Accessed Nov. 18, 2007.

[4] IEEE Computer Society, IEEE-SA Standards Board, “Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications—Amendment 1: High-speed Physical Layer in the 5 GHz band”. 1999, Reaffirmed June 2003. [http://standards.ieee.org/getieee802/download/802.11a-1999.pdf]. Accessed Nov. 18, 2007.
[5] IEEE Computer Society, IEEE-SA Standards Board, “Supplement to IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific  requirements – Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications: Higher-Speed Physical Layer Extension in the 2.4 GHz Band”. 1999, Reaffirmed June 2003. [http://standards.ieee.org/getieee802/download/802.11b-1999.pdf]. Accessed Nov. 18, 2007.
[6] IEEE Computer Society, IEEE-SA Standards Board, “IEEE Standard for Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications—Amendment 4: Further Higher-Speed Physical Layer Extension in the 2.4 GHz Band”. 2003. [http://standards.ieee.org/getieee802/download/802.11g-2003.pdf]. Accessed Nov. 18, 2007.

[7] Microsoft TechNet, “How 802.11 Wireless Works”. March 28, 2003. [http://technet2.microsoft.com/windowsserver/en/library/370b019f-711f-4d5a-8b1e-4289db0bcafd1033.mspx?mfr=true]. Accessed Nov. 18, 2007.
[8] Denis Bakin, ”Evolution of 802.11 (physical layer)”. May 20, 2007. [https://www.okob.net/texts/mydocuments/80211physlayer/]. Accessed Nov. 18, 2007.

[9] Louis Litwin, Michael Pugel, “The principles of OFDM”. RF signal processing. 2001. [http://www.google.ca/url?sa=t&ct=res&cd=4&url=http%3A%2F%2Fwww.eetchina.com%2FARTICLES%2F2007FEB%2FPDF%2F2007020802.pdf%3FSOURCES%3DDOWNLOAD&ei=-vRER_TII5TKgwLej6n_DA&usg=AFQjCNHfLrOZy5En7BWzpgeZO0GiZOLh2w&sig2=ijQIREsllnD4QC_PiSbLHg]. Accessed Nov. 21, 2007.
