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Abstract

    The special characteristic which a mobile wireless ad hoc network MANet has (decentralized nature, simple and quick set up) make it appropriate for emergency situations like military conflicts or natural disasters.    But the main disadvantage of MANet (lack of infrastructure and management operations) imposed the use of different routing protocols in order to support communications. But the lack of security mechanisms which those protocols have, generate an alert and forced  creating of Intrusion detection systems in order to gain from using MANet in a secure way.
    Two Different IDSs will be presented in this survey in order to support the using of two different routing protocols. The first IDS scheme was designed for OLSR protocol and the other (RIDAN) was based on AODV protocol.    

1. Introduction
    Wired ad hoc network is the identical of LAN while ad-hoc networks mean ad- hoc wireless networks.

    Wireless ad-hoc network is a computer network which uses wireless mediums in its communication links. Connection is launched for the period of one session and without any need to a base station. 
    Each device discovers others to form a network. Nodes are agreeable to forward broadcastings in a self-organizing, decentralized, and dynamic manner in contrast of the need of some Medias like (router, switch or hub) in wired network or Access points in WI-FI networks to do the same work. [3]
    In ad hoc network system, any network device that is in a close position to it could be a part of the system, but only for the period of the communication session.

    Out of range nodes could be reached by the help of other intermediate reachable nodes where each node should forward the broadcasts flooded through the network. Connections could be achieved over various nodes (multi hop ad hoc network). 

    Packet radio networks was the earliest wireless ad-hoc network, many latter versions were developed like wireless mesh networks, Mobile ad-hoc networks and wireless sensor networks. Mobile ad-hoc networks (MANets) will be the focus of this survey.

    A mobile ad hoc network (MANet) is a self-configuring network consists of a set of unstable nodes (move randomly) linked through a wireless medium and forms wireless network dynamic topology. It can operate in a separate way as it can be related to the larger Internet. It becomes popular with the fierce spread of laptops and 802.11/Wi-Fi wireless networking in the mid of 1990.

    Preserving connectivity in mobile ad hoc network needs the collaboration of all involving nodes and the acting as a router (finds the target of a packet it receives, chooses the best lane to that target, and sends data packets to the next node in the lane) during the network traffic which actually depends upon the self initiative from each node because of the absence of a centralized administration.
    This drawback in addition to the instability caused by the moving nodes arise the need of a network layer protocol to help keeping the stable connectivity and supporting security requirements.
    Using routing network protocols shows the vulnerabilities of such protocols and creates the need of IDS to protect it.
    Two used routing network protocols will be supported by two proposed IDSs are going to be presented in this survey.
    The first protocol (OLSR) relies on three different mechanisms neighbor sensing, optimized MPRs flooding and topology diffusion. It generates three different kinds of messages (Hello message, flooding message and TC message) in order to determine for each node its (MPR) MultiPoint Relays (minimal subset of neighbors). Many threats could show up with the transmitting of the above mentioned messages which needs the existence of a supportive ID to prevent from those threats.      

    The Second protocol (AODV) generates three different kinds of messages (rout request message (RREQ), route reply message (RREP) and route error message (RERR)) in order to discover the paths required by nodes. Different threats (Sequence number attack, Resource consumption and Dropping routing traffic) could be produced by using AODV which impose the need of a useful ID to be present.  RIDAN IDS will be presented in this survey to detect in real time attacks.      

2. OLSR protocol 
    The Optimized Link State Routing (OLSR) protocol for mobile ad hoc networks is an optimization of the classical link state routing protocol (Open Shortest Path First (OSPF) and Intermediate system to intermediate system (IS-IS)).

    It was developed for ad-hoc networks where each node have a total knowledge in the network topology that will help in computing  the suitable next hop from it for each other destination.

    All those appropriate next hops will form the routing table for the node.

    The single information which moved through the nodes in a link-state protocol is that used to build the connectivity maps.
    OLSR keeps the routes maintained up-to-date, which will provide any node that requests to send a message with the best route.

    MultiPoint Relays (MPR), which is the least subset of neighbors (2-hop neighbors), must be determined for each node of the network in order to reduce control messages number and to shrink the transmitted broadcast traffic send from the node to only its MPRs.
    The OLSR operation depends up on three mechanisms: neighbor sensing, optimized MPRs flooding, and topology diffusion.
2.1 Neighbor sensing

    In the Neighbor sensing each node broadcasts from time to time to its adjacent (1-hop) neighbors Hello messages (not to be forwarded) including node neighbors list with their link status which will allow the knowing of MPR selector list (2-hop neighbors) and of their status. 
Thus, nodes forward only messages received from their MPR selectors.
2.2 MPR flooding

    MPR flooding is used to eliminate the duplicate transmission and to minimize duplicate reception.
MPRs all reached 2-hop neighbor nodes. The MPR set of a node n (MPR(n)) is  the lesser subset of symmetric 1-hop neighbors of n which have symmetric links with all 2-hop neighbors of n. 
2.3 Topology diffusion

    Topology diffusion is the mechanism of building routing tables (topology tables) by spreading periodically TC messages to all network nodes declaring links between itself and the nodes in its MPR selector set. 
3. OLSR threat and solution   
    The MPR nodes are the only allowed nodes to spread routing messages to other nodes, so if malicious nodes want to intercept routing messages, it have to personate the status of MPR. After appearing as MPR node they can modify the contents of messages, skipping to forward them, etc.
    Two threat scenarios targeting the two main control messages in OLSR (Hello and TC) will be presented. The intruder nodes are authenticated (belong legally to the network. 
3.1 Cheating through TC messages
    The intruder is not an MPR but he produces and spreads faked TC messages presenting for his 1-hop neighbors sorter routes to reach node D in order to diverge all messages passing through B to D by him.

    The defect within OLSR is that when the node D receives the TC message of the intruder it does not react about the erroneous announcement concerning him.
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            Figure1. Cheating through TC messages [1]
A is 3-hop distance from D through B and C

1. When C sends a TC message, the intruder identifies

D with 3-hop distance

2. The intruder announces in a forged TC message that

D belongs to its MPR Selector set.

=>Consequences:

• The intruder presents for A a shortest route to reach D than B

• A stops sending traffic to D through B

• A sends traffic to D through the intruder

• The intruder misbehaves with received messages …. [1]
3.2 Cheating through Hello messages
    The intruder cheated with hello message proclaiming a false number of 1-hop neighbors deceiving his neighbors about his ability to reach 2-hop neighbors by passing only by him. The intruder cheated to be elected as MPR of the node A by tricking with Hello messages. 
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            Figure2. Cheating through Hello messages [1]
B is MPR of A. C is 2-hop distance from A

1. B sends a Hello message

2. A sends a Hello message

3. The intruder sends a Hello message announcing that he has symmetric links with A, B, C, D and X (X could be one of the other nodes)

=> Consequences:

• The intruder presents for A a shortest route to reach D than B, and also to reach other destinations (C, X)

• A selects the intruder as MPR

• A stops sending traffic to D through B

• A sends traffic to D through the intruder     ……. [1]
3.3 Proposed solutions 

    As we can’t apply IDS of wired networks for ad-hoc networks due to:

- Data monitoring in wired networks is done at centralized entities (switches, routers, etc) which is inexistent in ad hoc networks. 
- The continuous leave and join at any time which leads to a change in the topology.
- Limitations of bandwidth, transmission rates, energy, processing and memory.

    And as the users of MANet as the users of other networks want the security against vulnerabilities which necessitate IDS. Many attempts were presented in the past in order to create effective IDS but the goal stayed away from achieving. One of the IDS practical solutions which work with the OLSR protocol and on its flaws will be presented in order to protect MANet from threats. 

    The solution of such a problem will be by supporting the protocol by an Intrusion Detection System in order to control messages by testing the reality of their content.  As each node knows its 1-hop neighbor set, its 2-hop neighbor set and its MPR set then each node knows a partial graph of the network which is complete at least until a 2-hop range.

3.3.1 Solution for cheating TC message 

    The proposed solution for Cheating through TC messages will come from D (the targeted node) when he receives the flooded message of the intruder (in order to fake A) which he claims in it that he belongs to the MPR set of D but actually he is not (after comparing with his MPR set), at that time D has to flood an alert message announcing a possible threat from the intruder. 
  The weakness of the solution for Cheating through TC messages is that it is based only on the targeted node as detector and which is supposed to be honest. But what if a dishonest node launched a faked alert against an honest node.

    In order to support the solution, the 1-hop neighbors of the targeted node have to collaborate in detection of threats in addition to the targeted node itself. If we take the example, nodes H, G, J and D have to detect the forged TC message against node D which is probable as each node knows its 1-hop neighbors, 2-hops neighbors (and those chosen as MPR).
[image: image3.emf]
Figure3. Robustness level = 4; The detection is made by 4 different nodes [1]
3.3.2 Solution for cheating Hello message 

    When the intruder sends a Hello message to inform A, B, C and D that he is their adjacent (has symmetric links with them), the neighbors of the forged nodes (B as example) can easily detect the trick of the intruder through the in Hello messages of his neighbors as he knows that C is not adjacent with the intruder. Then it can generate and flood an alert message to inform about the threat from the intruder. Consequently, all 1-hop neighbors of the nodes which are forged in control messages of the network can help IDS in his work.
4. AODV protocol

    Routing methods could be Unicast (delivers a message to a single specified node), Broadcast (delivers a message to all nodes in the network), Multicast (delivers a message to a group of nodes which shows interest in receiving the message) or Anycast (delivers a message to any one out of a group of nodes, most of the time the nearest neighbor).

    One of the special routing protocols created for mobile nodes in an ad hoc network is the Ad hoc On-Demand Distance Vector (AODV).

    Ad hoc On-Demand Distance Vector (AODV) allows active, standalone and multi-hop routing between involving mobile nodes. It helps providing mobile nodes the quick routes for their destinations. It also permits the nodes to react to any changes in network topology.

    AODV can quickly rebuild the network topology after the move of a node. It informed a links break affected set of nodes in order to modify the routes using the lost link.

    Due to the random motion and hardware limitations of nodes in MANet, AODV proposes fast adaptation to dynamic link conditions, memory overhead and low processing, small use of network, and finds out unicast routes to destinations in the ad hoc network.

    What differentiates AODV from others is the destination sequence number for each route entry it uses.  

    This destination sequence number will be send by the destination to be in any route information it launches to a calling nodes.  

    AODV does nothing while the receivers of a communication connection have suitable routes to each other.

    Route Requests (RREQs), Route Replies (RREPs), and Route Errors (RERRs) are the message kinds used by AODV.  

    A node X will generate and broadcast a RREQ through a message flooded through the network in order to know the route of a special destination. The route will be determined when the RREQ reaches the destination or a suitable route for the destination with a sequence number larger than that of RREQ. 
    All intermediate nodes that receive the RREQ will reply to it using a route reply (RREP) message only if it has a route to that destination, or they broadcast the RREQ packet to their neighbors until it reaches the destination.
    The destination unicasts a RREP back to the node that started the route discovery by transmitting it to the neighbor from which it received the RREQ. As the RREP is propagated back to the source, all intermediate nodes set up forward route entries in their tables. 
    The route maintenance process utilizes link-layer notifications, which are intercepted by nodes neighboring the one that caused the error. These nodes generate and forward route error (RERR) messages to their neighbors that have been using routes that include the broken link. 
4.1 AODV threats

    Three main attacks which can be easily performed by an internal node against AODV will be presented:

4.1.1 Sequence number (or black hole) attack

    When a source node begins a route discovery operation directed to a destination node by sending a RREQ packet, if the attacker was one of the intermediate nodes then by receiving the RREQ it will generate a RREP with a faked high sequence number to fake the sender depending up on if his RREP received from the source node before the legitimate one then it will satisfy the first step of a man in-the-middle attack.

4.1.2 Resource consumption
    In this attack the malicious node will generate and send recurrent needless routing traffic (only RREQ and RERR packets as RREPs are automatically discarded due to the specification of the AODV protocol). The aim of this attack is to consume power and processing energy from the involving nodes and to overflow the network with false routing packets to consume all the available network bandwidth with unconnected traffic.
4.1.3 Dropping routing traffic 
    Due to many limitations by the hardware of the mobile nodes (restricted battery life and incomplete processing capabilities) any of those nodes may prefer not to share in the routing process in order to preserve energy.
    Consequently, a malicious node and in order to save some energy it may drop any received packet which doesn’t belong to it which may cause network segmentation especially if some other nodes are just connected through this malicious node then they become inaccessible and lonely from the rest of the network.

4.2 IDS RIDAN
    RIDAN which is another IDS designed for those using AODV routing protocol. It utilizes timed finite state machines (TFSMs) which upon its real-time knowledge-based methodology they can detect network intrusions. 
    It operates locally in every involving node upon the observed packets and based on previous discovered patterns from a normal state and an attack state many TFSM may be triggered.

    The assumptions on which the system relies are:

- Links are bidirectional

- All nodes operate in promiscuous mode (in order to listen to their neighbors).

- RIDAN is activated on all the legitimated nodes.

4.2.1 IDS for Sequence number attack
    In this attack, the TFSM will be triggered at any time a node begins a route discovery process with certain conditions. 
- If a RREP message does not arrive within a predefined time period the TFSM timeouts and resets to its initial state.
- If the included destination sequence number is much higher than the sequence number included in the RREQ the TFSM will directly go to the alarm state.

- If not, it remains in the same state for time t till it expires then resets.

    When an alarm occurs the source node will know that the RREP is faked and it will not update the routing table. 
4.2.2 IDS for Dropping Routing Packets attack
    As all the nodes are working in promiscuous mode then there will not be any node which can hide a packet and forwarding it. 

    But some times it happened due to traffic overload so TFSM can’t generate an alarm directly and instead it moves to a pre-alarm state (for time t) and the node is written in the suspected list and TFSM unicasts the routing packet to the offending node again. If the node responds then TFSM will cancel its pre-alarm status and the node will be removed from the suspected nodes list but else the TFSM goes to an alarm state and the node will be marked as malicious node. In this case the node which initiates the RREQ does not send supposed traffic through the recognized attacker and also sends a RERR to its upstream neighbors. 
    The link with the attacking node will be marked as broken. If this naughty node tried to forward packets again it will be slowly added to the routing function.
4.2.3 IDS for Resource Consumption attack
    In this attack a list with all the nodes from which a node has lately received routing traffic, a counter that signifies the number of packets from a specific node and a timer will judge if the TFSM has to be triggered or no. 
    When new routing packet received from a specific node the TFSM increments the counter and remains in pre-alarm for time t. If the counter reaches the threshold value, the TFSM moves to the alarm state and the node drops all the incoming routing traffic from that node for a finite time interval. And as above, if the timer expired, the TFSM resets to its initial state indicating that the generated traffic from the monitored node was normal.

5. Conclusion
    In this survey I presented an explanation about the Wireless ad-hoc network and detailed the Mobile ad-hoc networks (MANets).

    I showed the importance of using routing network protocols with the vulnerabilities it has and the need for an IDS in order to protect against such vulnerabilities.
     At the end I illustrated two used routing network protocols (OLSR) and (AODV) in MANet  in details with their weaknesses in addition to two proposed IDSs in order to support their work.      
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