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Introductions:
The wireless networking is spreading extremely rapidly for personal and organizational use today. More and more security issue becomes critical since the wireless signal is quiet open physical media for the wireless networking. This project evaluates a wireless attack, detects the attack which of type as Denial of Services, and alerted by Intrusion Detection System.
Analysis and background:

Wireless network has two types of architectures: ad-hoc and infrastructure. Most of users are using Infrastructure Wireless Network, which is a central access point to connect all wireless network card enabled computers.
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Figure 1

The left picture in Figure 1 shows the Infrastructure Wireless Network and right side is Ad-hoc Wireless Network. Our project is base on Infrastructure Wireless Network.

There are two types of attack on a wireless networking, active attack and passive attack.
Active attack:

Active attack is sending the control frames by wireless signal on data-link layer to attack the wireless network card or access point. The purpose of this type of attack is for attacking the availability of the services on a wireless infrastructure, furthermore, making the node Denial of Services. The control frame can be either association, authentication, disassociation or de-authentication. By sending association flood or authentication to make the access point Denial of Service, also we can send disassociation frame or de-authentication frames to make a node disconnect from access point.

Passive attack:

Passive attack is very popular attack in the wireless network, the hacking computer captures the wireless signal and decrypts the signal. Sniffing tools can be used for realize this type of attack. However, there is no intrusion on any node in the wireless infrastructure.

To perform the wireless network attack, we have to focus on the data-link layer or physical layer since the access point and wireless network cards are working on data-link layer or below our of OSI 7 Layers. Above network layer, there is no long related to the wireless network infrastructure, the data on network layer or transport layer are IP packets and TCP packets (for the protocol of TCP/IP network).

	OSI 7 layers
	Wired network
	Wireless Network

	7. Application
	
	

	6. Presentation
	
	

	5. Session
	
	

	4. Transport
	TCP Packets
	TCP Packets

	3. Network
	IP packets
	IP Packets

	2. Data Link
	Management Frame
	Wireless Frame

	1. Physical
	Copper or fiber
	Wireless signal


Table 1 – The comparison of Wireless Network and Wired Network on OSI Model

Thereafter, our analysis leads us to focus on the active attack on the data-link layer. To realize this simulation, we have to find out a tool of attacking which that is able to send out control frame flood and a tool of detection which can alert the attack and sniff out the frame packets.
After research on internet, we chose void11 as attacking tool and kismet as the intrusion detection tool.

All tools are based on hostap driver which is a virtual driver running on Prism chipset NICs. The hostap provides different modes of spoofing MAC address and making a generic Access Point. Also with hostap deriver, the sniffing tool can change the wireless card mode to be promiscuous to capture all wireless signal in the range.

What is hostap?

hostAP is a Linux driver for wireless LAN cards based on Intersil's Prism2/2.5/3 chipset. The driver supports the hostAP mode, which converts the wireless card to act as Access Point. Intersil's station firmware for Prism2 chipset supports a so called Host AP mode in which the firmware takes care of time critical tasks like beacon sending and frame acknowledging, but leaves other management tasks to host computer driver.

This driver implements basic functionality needed to initialize and configure Prism2-based cards, to send and receive frames, and to gather statistics. In addition, it includes an implementation of following IEEE 802.11 functions: authentication (and deauthentication), association (reassociation, and disassociation), data transmission between two wireless stations, power saving (PS) mode signaling and frame buffering for PS stations. The driver has also various features for development debugging and for researching IEEE 802.11 environments like access to hardware configuration records, I/O registers, and frames with 802.11 headers.
Void11 offers three attack mechanisms:

Deauthenticate Clients (default mode): 

· Floods the WLAN with deauthentication packets - authenticated clients will drop their network connections.

Authentication Flood:
· Floods access points with authentication packets (random client MACs), results depend on equipment manufacturer.

Association Flood:
· Floods access points with association packets (random client MACs), results depend on equipment manufacturer.[1]
Kismet is an 802.11 layer2 wireless network detector, sniffer, and intrusion detection system. Kismet works with any wireless card which support raw monitoring mode and can sniff 802.11bm 802.11a, and 802.11g traffic.

Kismet identifies networks by passively collecting packets and detecting standard named networks, detecting hidden networks, and inferring the presence of non-beaconing network via data traffic.[2]
We also need snort-wireless to dump the kismet log file to be readable log for the frame contents.

Our proposed project plan is sending deauthentication flood from a node out of wireless network 
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Figure 2

The attacker act as victim by knowing the MAC address of victim wireless network card and send deauthentication requests to access point, then access point disconnects the victim connection. The Service Requestor on the same network should not able to able get service from victim computer any more.

Use the Detector computer by running kismet to detect the flood on the network.

Environmental Configurations
Both void11 and kismet require Prism chipset wireless network card to perform the attack and detection.

Hardware/Software configuration:

1. IBM Thinkpad R50
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· Hardware: 1829-5GC, Intel M 1.5GHz, RAM 256MB, 10GB Partition, SMC EliteConnection 2.4GHz 802.11b SMC2532W-B

· Software: Redhat Linux 9, Kernel 2.4.20-8, Hostap 0.0.4, Kismet 2006.04.R1, Snort-wireless 2.4.3 Alpha 04 (Build 26)

· Role in the project: Sniffer, Intrusion Detection, frame capture
· IP Address: 192.168.1.162
2. IBM Thinkpad T61
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· Hardware: 7662-CT0, Intel Core 2 Duo 2.2GHz, RAM 2GB, 100GB Partition, Intel 8459 AGN Wireless NIC

· Software: Windows Vista Home Edition

· Role in the project: Service Requestor, test for DoS
· IP Address: 192.168.1.103
3. Toshiba Satellite M30 Laptop

· Hardware: Intel M 2.0GHz, RAM 512MB, 40GB Partition, SMC EliteConnection 2.4GHz 802.11b SMC2532W-B

· Software: Redhat Linux 9, kernel 2.4.20-8, Hostap 0.0.4, Void11 0.2.0

· Role in the project: Attacker
· IP Address: none
4. ASUS M3NP Laptop

· Hardware: Intel M 2.0GHz, RAM 1GB, 80GB Partition, NETGEAR Wireless PC Card 32-bit CardBus WG511

· Software: Windows 2003 Server, Microsoft IIS 

·  Role in the project: Victim
· IP Address: 192.168.1.101
5. Wireless Access Point
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· 802.11g/2.4GHz Wireless Router D-Link DI-524

· MAC Address: 00:11:95:75:23:9A

· IP Address: 192.168.1.3

· SSID: wang1124

6. SMC EliteConnection 2.4GHz 802.11b SMC2532W-B Wireless Network Card PCMCIA #1
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· Chipset: Prism54

· MAC Address: 00:04:E2:81:75:78

· IP Address: 192.168.1.162

· Associate SSID: wang1124

· Role: sniffer

· Attach to IBM Thinkpad R50

7. SMC EliteConnection 2.4GHz 802.11b SMC2532W-B Wireless Network Card PCMCIA #2
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· Chipset: Prism54

· MAC Address: 00:04:E2:81:78:07
· IP Address: none

· Associate SSID: test, Hostapd Virtual Access Point

· Role: attacker

· Attach to Toshiba Laptop

8. NETGEAR 54Mbps Wireless PC Card 32-bit CardBus WG511
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· Chipset: Marvell, Prism compatible

· MAC Address: 00:09:5B:83:F8:9C
· IP Address: 192.168.1.101

· Associate SSID: wang1124

· Role: DoS vistim

· Attach to ASUS Laptop

9. IBM High rate Wireless LAN PCMCIA Card IBM FRU: 22P4592
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· Chipset: Lucent HERMES, Prism Mode enabled

· MAC Address: 00:02:2D:2D:20:E8

· IP Address: none

· Associate SSID: none

· Role: Linux driver for Hostap setup

· Attach to IBM R50/Toshiba

Setup Script
1. Install Redhat 9. 
The reason of choosing Redhat 9 is because of the kernel version, we have tried different version of hostap on kernel 2.6 (Ubuntu 7.10 and SUSE Linux Desktop), never succeed. Then we downgrade the OS kernel to 2.4 with installing Redhat 9 Desktop and choose hostap with earlier version which is easy to setup. Redhat 9 installed on both attacking laptop and sniffing laptop for having hostap installed successfully. The C compiler and C++ compiler, such as gcc and associate packages need to be installed on top of Redhat. Kernel source is also required to be installed in /usr/src/ directory.
2. Install and configure hostap.
2.1. Installation:

2.1.1. Login as root.
2.1.2. Copy the hostap drive source file “hostap-0.0.4.tar.gz” to the /root/ directory.
2.1.3. Untar the file “tar -zxvf hostap-0.0.4.tar.gz”

2.1.4. Change directory to hostap-0.0.4 “cd hostap-0.0.4”

2.1.5. Copy a configuration file [kernel-2.4.18-i686.config] from the location “/usr/src/linux-2.4.20-8/configs/” directory to the location “/usr/src/linux-2.4.20-8/” 
“cd /usr/src/linux-2.4.20-8/”

2.1.6. “cp kernel-2.4.20-i686.config /usr/src/linux-2.4.20-8/”
Now rename the copied file as .config  

2.1.7. “mv kernel-2.4.20-i686.config .config”

2.1.8.  “cd /root/hostap-0.0.4/”

2.1.9. Now edit the Makefile in vi editor, and do the following changes

2.1.10. i) “vi Makefile” and replace value of the variable  KERNEL_PATH=/usr/src/linux at line no. 3, to your kernel source directory.
Make it as KERNEL_PATH=/usr/src/linux-2.4.20-8, and save it.

ii) Now edit one more file hostap_cs.c from /drivers/modules.
“vi driver/modules/hostap_cs.c” and edit the line reading 
“static int ignore_cis_vcc = 0” at line no. 65, replace the 0 with 1.

2.1.11.  “make pccard” (this compiles the sources)
install hostap_cs.o module by running “make install_pccard'
Restart the pcmcia services by running “service pcmcia restart”
insert the hostap_cs module “modprobe hostap_cs”
This completes the installation procedure of the hostap driver.

2.2. Configuration: 
By default the hostap driver names the wireless interface as “wlan0”.
And by default the essid = test.
Cross check these things by using the iwconfig.
iwconfig will list the information related to your wireless interface. There you can see the properties of the wireless interface.
Give a relevant IP address to this interface by running
ifconfig wlan0 192.168.1.162 up

If you still sense that AP is not working just restart the PCMCIA service “service pcmcia restart” and bring up the wlan0 interface “ifconfig wlan0 192.168.1.162 up”.
The address of the AP will be the MAC address of the PCMCIA card used.

Note: There is a problem during restarting pcmcia device, the shell script of pcmcia has problem, we have to manually start each module by issuing following commands

#service pcmcia stop
#modprobe pcmcia_core
#modprobe yenta_socket
#modprobe ds
#modprobe hostap_cs
#service pcmcia start
3. Void11 installation and configuration on attacking laptop
* Void11 only works with the hostap driver (e.g. the Prism card)
  

Download void11-0.2.0.bz2 to /root
 

#cd /root 

 

#bunzip2 void11-0.2.0.bz2 
 

#tar xvf void11-0.2.0.tar
  

#cd void11-0.2.0
  

#make HOSTAPD_PATH=/tools/wifi/hostapd-0.0.4 USEGTK=1 USECONSOLE=1 all install 

  

This will fail, but it will create libvoid11.so in /root/void11-0.2.0/lib 

  

#cp lib/libvoid11.so /usr/lib
  

#make HOSTAPD_PATH=/tools/wifi/hostapd-0.0.4 USEGTK=1 USECONSOLE=1 all install
  

#ldconfig
  

typing void11_penetration will confirm whether the install was successful
4. Kismet installation and configuration on sniffing laptop
Install Kismet

Download kismet 2006.04.R1 from one of open source websites.
 

To compile kismet, complete the following steps.

 

# cd or cd /root

# tar –xzf kismet-2006-04-R1.tar.gz

# cd kismet-2006-04-R1
# ./configure

# make dep

# make

# make install

 
Configure Kismet

 

Kismet must be configured to specify various options including the type of wireless network card you will be using.

 

Edit the “/usr/local/etc/kismet.conf“ file.

 

#vi /usr/local/etc/kismet.conf

  

Change the following values in kismet.conf.

 

suiduser=root
 

Verify that wlan0 is your wireless interface.

 

source=hostap,wlan0,Kismet

 

logtemplate=%h/kismet-logs/%n-%d-%i.%l

 

Save the “kismet.conf” configuration file and exit.

 

Make the kismet-logs directory that we stated in the kismet configuration file.

 

# cd /root
# mkdir kismet-logs

  
5. Snort-wireless installation and configuration on sniffing laptop
Download snort 2.4.3 and unpack it. Then simply run make and make install to install it.
Implementation
Assumption: attacker knows MAC addresses of both victim Wireless Network Card and Access Point

On attacking laptop, need issue following command to enable hostapd to generate a virtual access point.

#iwpriv wlan0 hostapd 1

On sniffing laptop, the following commands are needed to have the computer associate with the wireless network and enable the promiscuous mode on the wireless network card.

#ifconfig wlan0 192.168.1.162 netmask 255.255.255.0

#iwconfig wlan0 ssid wang1124

#ifconfig wlan0 promisc

Performing Denial of Service
Sending deauthentication flood with the time interval of 10ms

On attacking machine, issue void11 command:

#void11-penetration wlan0 –t 1 –s 00:09:5b:83:f8:9c –B 00:11:95:75:23:9a –d 10

Observation
The service requestor laptop was keep sending ICMP packet to the victim laptop. Since the attack started, the ICMP echo stopped responding from victim laptop. Once the deauthentication flood stopped (quit the void11 execution on attacker laptop), the victim laptop responds ICMP request normally.
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That states that the deauthentication flood works as expectation. Then we tried several attacking by changing the time interval to the different rate. The only parameter need to be changed in the void11 command is –d, then we have several results.

-d 1000
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-d 5000
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-d 120000
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-d 240000
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This proves that the deauthentication flood disconnects the victim host from the wireless network and removed the victim host from the routing table on the Access Point. Thus we can see the “Destination host unreachable” information as the response of ICMP requests. By increasing the attacking rate, the availability of services decreases more time-outs and “Destination host unreachable” return back.
The deauthentication flood frame information, please see Appendix A

Intrusion Detection

One the thrid machine which is sitting in the network which is the one victim machine is sitting in. Launch kismet to monitor the flood. We have the screen capture while performing the attack.

Before attacking
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During attacking
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Kismet generated several log files, we analyzed dump file, filtered control frame packets from the dump file and converted the dump binary file to ASCII test file by using snort-wireless.

Created a rule file (kismet_rule_deauth) by using vi and put following contents:

!This is a rule file to perform Denial of Services by using deathentication flood. Use this rule to filter out the control frames from kismet dump file.

alert wifi 0:9:5b:83:f8:9c -> 0:11:95:75:23:9A (msg:"Deauthentication Attack"; type:!TYPE_CONTROL; stype:STYPE_DEAUTH;)
The alert file and frame log generated by the following command:

#snort wlan0 –X –w –c kismet_rule_deauth –r kismet-log/Kismet-30-OCT-2007-2.dump
#snort wlan0 –X –w –r /var/log/snort-88592437.log > kismet-control-frame-deauth.log

The alert file showing the screen capture below. Please see Appendix A for the control frame log file content
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Conclusion
We are able to simulate wireless attack on data-link layer by generating control frames to perform deauthentication flood to a single target. Also Intrusion Detection System is able to detect out the attack and capture the packets.

The attack and detection tools are based on Prism Chipset wireless network cards, hostap need to be installed on Linux kernel 2.4.x.

Different rate (frame per second/millisecond) of attack can cause different scenarios, higher rate of attack can cause the access point remove the MAC address of victim computer from its cache immediately. Once the attack stops, the availabilities of services come back to life right after.

D-Link DI524 has self-protection from association flood and authentication flood, the experiments were not able to be accomplished. Deauthentication flood was simulated smoothly.
Kismet provides GUI to have the work simple, and it also have multi-media feature to have the alert and warning be more productive. However, the dump file was not easy to read by human, we have to use snort-wireless which is snort plus a wireless patch (data-link layer parameters provides) to convert the dump file which is in binary mode to plain text to read the bytes in the frame.
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Appendix A – Example of Deauthentication Frame

10/30-22:09:48.627249 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C 80 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.627250 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C 80 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.650280 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags:

0x0000: C0 00 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C A0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.653676 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C A0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.660708 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C A0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.672005 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C B0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.673726 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C B0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.699450 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags:

0x0000: C0 00 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C C0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.700269 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C C0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.701808 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C C0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.707754 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags:

0x0000: C0 00 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C D0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.716174 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C D0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

10/30-22:09:48.719254 Deauthent. 0:9:5B:83:F8:9C -> 0:11:95:75:23:9A

bssid: 0:9:5B:83:F8:9C Flags: Re

0x0000: C0 08 3A 01 00 11 95 75 23 9A 00 09 5B 83 F8 9C  ..:....u#...[...

0x0010: 00 09 5B 83 F8 9C D0 4E 02 00                    ..[....N..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

Run time for packet processing was 0.3423 seconds

===============================================================================

Snort processed 0 packets.
