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Abstract

The wireless network has been used widely due to some important advantages, such as flexible setup, access mobility, low cost, and easy to deploy. However, some hackers misuse the wireless network in illegal ways or crime behaviors against IEEE 802.11 network standard.
The passive attacks focus on sniffing data sent on wireless signal, such as the-man-in-the-middle attack. The active attacks, such like the well-known Denial of Service attacks, destroy the availability of the wireless networking infrastructure, or slow network performance. In this paper, we implement De-authentication attack of Denial of Service by using Void11, an 802.11 frame-generating tool. Our purpose is to simulate wireless networking attack.
Keywords
Wireless Local Area Network (WLAN), Open Systems Interconnection (OSI), The IEEE 802.11 standard, Denial of service (DoS), De-authentication.
I. Introduction

Wireless Networks is one of the fastest growing technologies. Since 1990s, wireless network has been becoming more and more popular method of internet connection. More than ten millions homes in United States are using wireless network as the primary method of internet connection. 
Wireless Local Area Network (WLAN), a network connection not requiring wired Ethernet connection, is based on radio waves technology. Its operating standard is the 802.11 standard.
Using WLAN has some important advantages, such as flexible setup, access mobility, low cost, and easy to deploy. It is very easy and quick for common users to set up Wireless network since the users only need to have a mobile device with a wireless network adapter that negotiates with an Access Point or Base Station. Many businesses, such as hotels, airports, libraries, and bookstores, provide hotspot services. User also can use PDA devices, like Palm, Blackberry or iPod to connect to the internet, freely moving around within the coverage area. In addition, building a wireless network can be much cheaper than building a wired network. 

However, some hackers misuse the wireless network in illegal ways or crime behaviors against IEEE 802.11 network standard.

The passive attacks focus on sniffing data sent by wireless signal, such as the-man-in-the-middle attack. The active attacks, such like the well-known Denial of Service attacks, destroy the availability of the wireless networking infrastructure, or slow network performance. 

A denial of service is “any action, or series of actions, that prevents any part of a system, or its resources, from functioning in accordance with its intended purpose” [2]. To find a more efficient way to detect the active wireless attack, such as DoS, in this paper, we implement a De-authentication attack of Denial of Service by using Void11, an 802.11 frame-generating tool.
This paper organizes as follows. In Section II, we introduce some background information on wireless networks and the 802.11 standard. Section III describes the Denial of Service attack in details and investigates its potential legitimate usage briefly. Section IV illustrates our implementation of De-authentication attack of Denial of Service by using an 802.11 frame-generating tool Void11. The conclusion is in the Section V.

II. Background

Open Systems Interconnection (OSI)

There are seven layers in the framework of the Open Systems Interconnection (OSI) to implement networking protocols. Figure 1 shows the seven layers of the OSI Reference Model.
	Application Layer

	Presentation Layer

	Session Layer

	Transport Layer

	Network Layer

	Data Link Layer
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Figure 1: The OSI Reference Model [6]
The 802.11 exists on the two layers of the OSI model: the data link layer and the physical layer. For wireless networks, the data link layer involves coordination of access to any air medium and recovery from errors during packets being sent from source to destination. The physical layers include radio waves and infrared light.
For The 802.11 protocol, the data link layer is split into two sub-layers: the Medium Access Control (MAC) sub-layer and Logical Link Control (LLC) sub-layer. The MAC sub-layer determines the way to send data and access the wireless medium. The LLC sub-layer is responsible for the MAC addressing, framing, and error control.
The physical layer takes care of transmitting raw bits through a communication channel. There are two parts in the physical layer for the 802.11 standard, the Physical Layer Convergence Procedure (PLCP) and the physical Medium Dependent (PMD). PLCP is responsible for mapping the MAC frames onto the wireless medium, and PMD is for transmitting frames on the wireless medium. Figure 2 shows the data link layer and the physical layer for 802.11.
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Figure 2 the data link layer and the physical layer for 802.11

The 802.11 services
The 802.11 standard provides nine services, which are divided into two categories: distribution system services and station services. 

The five distribution services are association, disassociation, re-association, distribution, and integration [1]. Stations use the association service to connect to an access point, and the disassociation service to terminate an association. The re-association service is used to switch to a new access point when they move. The distribution service is used to deliver frames to destinations. The integration service enables the delivery of MAC frames between a distribution system and a non-802.11 LAN. 
The four station services are authentication, De-authentication, privacy, and data delivery [1].
The authentication services ensure the authorized system accessing. The IEEE 802.11 standard defines two authentication services: Open System authentication and Shared key authentication. Open system authentication is the default authentication method and a simple process: One station sends an authentication management frame containing the sending station's identity to another station. The receiving station then sends back a frame indicating whether it recognizes the identity of the authenticating station. Shared key authentication requires implementation of the Wired Equivalent Privacy algorithm (WEP). 
The De-authentication service occurs when a connection is terminated. 
The privacy service provides encryption for the data transmitted over the wireless network. The data delivery is used to transmit the data. 

The 802.11 network configuration

The 802.11 standard describes two network configurations, infrastructure network and ad hoc network. The access point provides communication with the wired network by serving as a “wireless-to-wired” bridge [4]. The access point is the center to join all the stations in the local wireless network in an infrastructure network. The station sends association packet to the access point to request establishing a connection. The access point can either grant or deny access the network.  An ad-hoc based network is much simpler. All stations can communicate directly with each other within the certain coverage without using an access point.
Figure 3 shows the network configurations in the IEEE 802.11 standard.
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Figure 3 a: Ad Hoc Network

[image: image4.wmf]
[image: image5.jpg]




[image: image6.emf]

[image: image7.wmf]
Figure 3 b: Infrastructure Network

III. Related Works
Denial of Service
A denial of service is “any action, or series of actions, that prevents any part of a system, or its resources, from functioning in accordance with its intended purpose” [2]. Denial of service is the absence of availability. Availability is “the reliability and timely access to data and resources by authorized individuals” [2]. The DoS attacks isolate the victims out of the wireless network, and may cause damaging to the victims. In February 2000, Yahoo, Amazon, eBay, and many other online businesses were attacked via a denial of service causing “tens of millions of dollars” in damage [5]. 
There are two kinds of Denial of service: resource allocation attacks and resource destruction attacks. 
A resource allocation attack makes the victim out of service temporarily by keeping sending association flood or authentication flood. The service will be restored to be normal once the resource allocation attack stops.
A resource destruction attack disconnects the victim out of the network by exploiting vulnerabilities. The connection will be not restored immediately even though the attack stops.

De-authentication and De-association
To create a successful 802.11 communication with an access point, a client must send authenticate frame to the access point first. After communication has been created, the client and the access point may send a request message of de-authentication. Thus, the attacker can spoof this message pretending the role of access point or the client. After receiving the spoofed message, the access point or the client will exit the authenticated state and refuse the further request.
As a client may be associated to multiple access points at the same time, an association message is used to allow a client and access point agree on which access point is responsible for forwarding packets to and from the wireless network on behalf of the client. The de-Association attack is functionally the same as the de-authentication, but a little bit less efficient. 
Legitimate usage of DoS
Based on the character of the resource allocation DoS attack, the digital forensics may use it legally disabling wireless networks for the research purpose.

In the paper “Disabling a Wireless Network via Denial of Service”, Allison H. Scogin investigates the potential effects of utilizing an active form of a denial of service attack on a wireless network [1]. In his research, the denial of service attack is used to disrupt the wireless network for the purpose of collecting the electronic evidence during forensic investigations. The author analyzes the experiment results to determine if DoS cause damage or alter the electronic evidence, and concludes that DoS could be used for digital forensic investigation purpose.
IV.   Our Experiment
In our experiment, we implement De-authentication attack of Denial of Service by using Void11, an 802.11 frame-generating tool.
There is a prerequisite. The Void11 only works with HostAP driver and some certain wireless cards. (e.g. the prism card) 
Void11 offers three attack mechanisms:

De-authenticate Clients (default mode): 

Floods the WLAN with de-authentication packets - authenticated clients will drop their network connections.
Authentication Flood:
Floods access points with authentication packets (random client MACs), results depend on equipment manufacturer.

Association Flood:
Floods access points with association packets (random client MACs), results depend on equipment manufacturer.
Our experiment environment:

Hardware details:

Operating system:

Red Hat Linux 9.0 / GNU/Linux with 2.4 kernel

 

Linux Kernel Version:

2.4.20-8

 

System:

Intel pentium M, 512MB DRAM
 
Wireless PCMCIA card:

SMC 2532W-B with Prism 3.0 (2 pieces)

We followed the following procedures to set up our experiment environment:
Phase one:  After we install the Red Hat Linux 9.0, we then start the installation of our HostAP driver.

Copy the HostAP drive source file “hostap-0.0.4.tar.gz” to the any destination directory.
Under the file “tar -zxvf hostap-0.0.4.tar.gz”

Change directory to hostap-0.0.4 “cd hostap-0.0.4”

Now you have to copy a configuration file [kernel-2.4.20-i686.config] from the location “/usr/src/linux-2.4.20-8/configs/” directory to the location “/usr/src/linux-2.4.20-8/” 
“cd /usr/src/linux-2.4.20-8/”
“ cp kernel-2.4.20-i686.config /usr/src/linux-2.4.20-8/”

Now rename the copied file as .config  

“mv kernel-2.4.20-i686.config .config”
 “cd /tmp/hostap-0.0.4/”
Now edit the Makefile in your favorite editor, and do the following changes

i) “vi Makefile” and replace value of the variable  KERNEL_PATH=/usr/src/linux at line no. 3, to your kernel source directory.
Make it as KERNEL_PATH=/usr/src/linux-2.4.18-14, if you are using  Linux kernel version 2.4.18-14 and save it.

ii) Now you have to edit one more file hostap_cs.c from /drivers/modules.
“vi driver/modules/hostap_cs.c” and edit the line reading 
“static int ignore_cis_vcc = 0” at line no. 65, replace the 0 with 1.
The following commands used to test whether PCMCIA card works well.

“make pccard” (this compiles the sources)

Install hostap_cs.o module by running “make install_pccard'

Restart the pcmcia services by running “service pcmcia restart”

Insert the hostap_cs module “modprobe hostap_cs”

This completes the installation procedure of the hostap driver. 
Configuration: 
By default the HostAP driver names the wireless interface as “wlan0”.
And by default the essid = test.
You cross check these things by using the iwconfig.
iwconfig will list the information related to your wireless interface. There you can see the properties of the wireless interface.
You give a relevant IP address to this interface by running
ifconfig wlan0 x.x.x.x up [7]
Phase two: After checking HostAP works well, we start to the installation of the void11 tool.
First untar the void11-0.2.0.tar.bz2  file.
Make HOSTAPD_PATH=/tools/wifi/hostapd-0.1.3 USEGTK=1 USECONSOLE=1 all install
(it will create libvoid11.so in /tools/wifi/void11-0.2.0/lib)

cp lib/libvoid11.so /usr/lib

 

make HOSTAPD_PATH=/tools/wifi/hostapd-0.1.3 USEGTK=1 USECONSOLE=1 all install

 

ldconfig

 

typing void11_penetration will confirm whether the install was successful
There are also a GTK+ GUI front-end called gvoid11 which looks very good and offers many features of the command line tool.  Type 'gvoid11' can start the GUI tool. [8]
V. Conclusion

During the process of setting up our experiment environment, we discovered many tools that can be used in DOS attack, and they are almost relying on specific modes of hardware. Plus, they always need certain type of drivers to drive. Thus, we picked a most reliable combination of HostAP+Void11+Prism wireless card, which can work perfectly in such DoS attack and other wireless security network experiments.
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