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1. Introduction
In this project, I simulate an easy, yet important, eavesdropping wireless attack. Unsecured wireless sessions can be target for eavesdropping attackers. Serious confidential and personal data can be captured, analyzed and even re-transmitted on one’s behalf. 
Capturing data packets in the wireless spectrum network is easier than wired local area network. While in wired LAN network you have to have physical access on main routers/ switches configured with port mirroring to be able to sniff and capture the entire packets flow. On the  other hand, in wireless network this kind of access is not required since the data are flying in the air and can be captured as long as you are in the area of wireless network coverage  equipped with right hardware and software. This makes this attack serious. 
In this project, after setting up the experiment environment, we attack the network with a wireless sniffer namely CommView for Wi-Fi in promiscuous mode. We eavesdrop at wireless user’s sessions including HTTP, SMTP and FTP and successfully gather important data such as username and password, visited sites, contents of downloaded files and email messages. 
The rest of this report is organized as follows. In section 2, I describe the experiment architecture and scenarios. In section 3, I give detailed instructions on installation and configuration of experiment Hosts, and difficulties I have come across and how I overcome them. In section 4, detailed step of how I tuned “CommView” sniffer for conducting my experiment. In section 5, detailed step-by-step how I conducted the experiment. In section 6, the conclusion and how to prevent such attack is summarized. All gathered log files and experiment outcomes have been attached in electronic format.         

2. Experiment Architecture and Scenarios
The architecture of the experiment is shown in Fig.1. It involves an intruder machine (laptop), One Wireless user (Victim Machine). A corporate Intranet services including, One Intranet Server machine providing web, mail and FTP services, an access point router which gives wireless users access to the intranet. 
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Fig. 1 Experiment Network Diagram
I have chosen this architecture to simulate real life access. Corporate users normally use their corporate intranet to access the corporate website (which might be an intranet database application), internet surfing, sending emails and downloading files via FTP. 
We assume that the victim user will be a wireless user accessing the intranet via a wireless Access Point (AP) configured as a router to the local intranet.  The intruder would be an outsider or any insider employee in the corporate and have a machine (laptop) with wireless access.
The intruder (an upset employee) will try to listen to the data flow to/from the victim (his manager) and capture important information about him.

2.1.  Configuration of Victim Machine 
	Toshiba Laptop 

	CPU: Centrino 1.7 Ghz

	Memory: 1 GB

	Hard Disk: 80 GB

	Operating System: Windows XP professional 

	IP Address: 192.168.1.2


2.2.  Configuration of Host Intruder Machine (Laptop)
	HP Laptop

	CPU: Centrino 1.7 GHz

	Memory: 512M

	Hard Disk: 60 GB 

	Operating System: Windows XP professional

	IP Address: NO IP ADDRESS

	CommView For Wi-Fi (packet sniffer and generator)


2.3.  Configuration of Host Intranet Server 
	IBM server

	CPU: Xeon 3.00 GHz

	Memory: 1 GB

	Hard Disk: 80 G 

	Operating System: Windows 2000 Advanced Server (Ser)

	IP Address: 192.168.1.100

	Application: MS-IIS web server, SMTP Relay service, FTP service.

	Note: For assist limitation: This server is implemented using VMware ver 4.0. A virtual machine application that runs on top of the installed operating system. I had to use it because the installed OS (windows XP) doesn’t support web services (IIS, SMTP, FTP).

	100 Mbps UTP connection to Access point


2.4.  Configuration of Access point Router 
	Brand Name: Netgear 54 wireless router XG614v7

	SSID name: Stay Away

	Channel ID: 2

	4 ports UTP switch (Intranet server is connected via) 

	Operating System: Windows 2000 Advanced Server (Ser)

	IP Address: 192.168.1.1

	Acts as a router between the wireless network and the intranet network as shown in figure 1


3. Hosts Installations and Configuration.

To setup our system environment we needed to install and configure several programs on the different machines. 
In this section I will illustrate a detailed step-by-step procedure on how I configured each host in our scenario.

It includes the following:
· Installing and configuring Access Point  (Netgear) including:
· SSID
· IP address
· DHCP service
· Channel ID

· Installing and configuring Intranet Server including :
· Installing  IIS, SMTP and FTP
· Configuring IIS, SMTP, FTP
· Installing and configuring Intruder Machine.
· Installing CommView for Wi-Fi
· Installing & Configuring Victim Machine
· Configuring Outlook Express email client

3.1.  Installing and configuring the Access Point (Netgear)
The configuration of Netgear Wireless router included the following: 

Netgear like most other wireless AP comes with a fixed IP address 192.168.1.1. You can configure it using HTTP browser. Connect a machine with DHCP enabled to any port on the Access point and make sure you got an IP address.  Simply type HTTP://192.168.1.1 in your IE browser and you will be prompted for username and password.
 Note: If you could not connect to the administration page of the AP. Restart the AP to its default setting by pressing the reset button on the backside of the AP.

After successfully giving the username and password you will logon to the administration page. Skip the installation wizard and click on wireless setting link. (See figure 2)

In the SSID name type “Stay away”. That would be the SSID name which the clients will connect to.

In the channel field, select channel 2 (or any other channel).  Channel 2 is not the default channel so normally you will find no other AP or clients active on this channel. This will simplify the experiment. 

In the security field make sure you are not using any security by choosing “none”. 
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Fig.2 Netgear setup page (wireless settings)
The last thing to configure is the AP IP address and DHCP to do this click on the LAN IP from the left side menu. (See figure 3)
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Fig.3 Netgear setup page (LAN IP Setup)
In the LAN TCP setup makes sure it has the 192.168.1.1 IP and 255.255.255.0 subnet.

Make sure that use router as DHCP field is selected.
I configured the AP DHCP with pool of IPs starting from 192.168.1.2 to 192.168.1.51. This will allow clients to obtain an IP address automatically.
3.2. Installing and configuring Intranet Server 
The intranet server will play an important role in our experiment. It is supposed to act as a real world implementation of internet/intranet application. In my scenario, the victim will access a website. He will send an email message from his outlook and he will download some financial files from FTP server. So we need to configure such services on this server. 

Note: I could not use internet websites because we are not allowed to connect our APs to the internet in the university. So I had to spend time installing and configuring IIS, SMTP, and FTP on windows 2000 server. Getting familiar with these services was a painful task for me because I had no previous experience with it. The good thing is that all of these services comes as an (add on puddle) within the windows 2000 server.
Installing IIS, FTP and SMTP.
From your windows 2000 server click on start->setting -> control panel

Click on Add/Remove program

Click on Add/Remove windows Components
Check the checkbox of IIS services 

(See figure 4)
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Fig.4 Adding Internet Information Services(IIS)
You will need to insert the windows 2000 server CD in the CD-drive.

Once the installation is completed you can go to configure these services.

For simplicity, we need to change nothing in the Web server. We just need to put a website file (HTML file). I have added the file called default.htm to the folder c:\inetpub\wwwroot. 

Any simple HTML file will do the job.  To test that your web server is running well, type the server IP address in the IE browser (see figure 5).

[image: image5.png]T ————s |

ok - = - D [ 4| Qsewch (ilravortss Gveda 3| - b
advess [ €]t 192.168.1.100] e

|

@ Course 564 testpid website

“This sive is only for Wirless attack testing This age contains Top
secret information about whatever blaa blaa blaaa

check this out (secret link)

K

&iooe [ e





Fig.5 Default Webpage of the Web server
FTP needs no configuration. Just need to add some file to the ftproot folder. These files will be downloaded by clients.

For SMTP we need to configure mail server domain name. Click on start(programs (administrative tools ( Internet Services Manager. Click on SMTP. Right click on domain. Click Add new domain and type uwindsor.ca (see figure 6).
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Fig.6 Configuring new SMTP Domain
3.3. 
Installing and configuring Intruder Machine.

We need to install only one software for the intruder machine. This software is called CommView for Wi-Fi. 
Note:  This software is not compatible with all wireless network card. You must check if your Wireless adapter is supported by this software or no before you bother your self of downloading it.  That is what happened with me. I had to borrow my friend laptop which has a compatible adapter in order to perform my experiment.
CommView comes with 2 flavors. CommView for LAN or CommView for Wi-Fi. 
What is CommView for Wi-Fi?
CommView for Wi-Fi is a powerful wireless network monitor and analyzer for 802.11 a/b/g networks. Loaded with many user-friendly features, CommView for Wi-Fi combines performance and flexibility with an ease of use unmatched in the industry. 

CommView for Wi-Fi captures every packet on the air to display important information such as the list of access points and stations, per-node and per-channel statistics, signal strength, a list of packets and network connections, protocol distribution charts, etc. By providing this information, CommView for Wi-Fi can help you view and examine packets, pinpoint network problems, perform site surveys, and troubleshoot software and [image: image32.png]# Commbiew for Wi
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hardware. 

Packets can be decrypted utilizing user-defined WEP or WPA-PSK keys and are decoded down to the lowest layer. With over 70 supported protocols, this network analyzer allows you to see every detail of a captured packet using a convenient tree-like structure to display protocol layers and packet headers. Additionally, the product provides an open interface for plugging in custom decoding modules. A WEP and WPA key retrieval add-ons are available subject to terms and conditions. 
CommView for WiFi is a comprehensive and affordable tool for wireless LAN administrators, security professionals, network programmers, or anyone who wants to have a full picture of the WLAN traffic. This application runs under Windows 2000/XP/2003/Vista and requires a compatible wireless network adapter.

What you can do with CommView for Wi-Fi ?

- Scan the air for Wi-Fi stations and access points. 

- Capture 802.11a, 802.11b, and 802.11g WLAN traffic. 

- Specify WEP or WPA keys to decrypt encrypted packets. 

- View detailed per-node and per-channel statistics. 

- View detailed IP connections statistics: IP addresses, ports, sessions, etc. 

- Reconstruct TCP sessions. 

- Configure alarms that can notify you about important events, such as suspicious packets, high bandwidth utilization, unknown addresses, rogue access points, etc. 

- View protocol "pie" charts. 

- Monitor bandwidth utilization. 

- Browse captured and decoded packets in real time. 

- Search for strings or hex data in captured packet contents. 

- Log individual or all packets to files. 

- Load and view capture files offline. 

- Import and export packets in Sniffer®, EtherPeek™, AiroPeek™, Observer®, NetMon, Tcpdump, hex, and text formats. 

- Export any IP address to SmartWhois for quick, easy IP lookup. 

And much more! 

Who needs CommView for Wi-Fi?
- WLAN administrators. 

- Security professionals. 

- Home users who are interested in monitoring their WLAN traffic. 

- Programmers developing software for wireless networks. 

Where I can download CommView for Wi-Fi?
You can download an evaluation version of this program by clicking the Download Area at http://www.tamos.com/products/commwifi/
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Fig.7 downloading Commview 
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Fig.8 downloading Commview 
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Fig.9 downloading Commview 
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Fig.10 downloading Commview 
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Fig.11 Downloading Commview 
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Fig.12 Downloading Commview 
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Fig.13 downloading Commview 
3.4.  
Installing and Configuring Victim Machine

On the victim machine we just need to configure Outlook Express email client by setting the mail account. To do that:
Start Outlook Express (which comes free with windows XP)

From tools menu select Accounts (See figure 3.d.1) 
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Fig.3.d.1 Outlook Express configuration 
Click on mail tab.

Click on Add then select Mail (figure 3.d.2)
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Fig.3.d.2 Outlook Express configuration
Type your email account display name (e.g. “Fadi Farhat”).

Type the email address fadi@uwindsor.ca.

In the E-mail server name windows type the IP address of our intranet server which is 192.168.1.100 in both the SMTP and POP3 fields. Click next and finish to finish the email configuration phase.(see figure 3.d.3)
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Fig.3.d.3 Configuring Email server address
4. Tuning CommView sniffer for experiment

 In this section I will show how I tuned the CommView sniffer to fit my experiment scenario. This will make it easier for the attacker to perform his attack. It includes the following 
4. a Configuring the channel number
Starting the sniffer by clicking on CommView for Wi-Fi icon.  Click on File menu then select start capture. You will get a window as shown in figure 14.1
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Fig.14.1 Start capturing window 
To limit our search click on Option tab and uncheck all the channel numbers except channel 2 (which has our AP). This will make our search faster by ignoring looking at APs in other channels. (See figure 14.2)
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Fig.14.2 Specifying Channel to scan 
After finishing close the window.

4. b Configuring IP aliases 
The goal by configuring IP aliases is to simplify the analysis of the captured packets by showing the alias name instead of IP address. This will make it easier to observe and analyze the captured packets.  

To do this click on Settings (IP aliases (or click Ctr-A)

Type in the IP address of each host involved in the scenario as shown in figure 14.3
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Fig.14.3 Configuring IP aliases 
4. c Configuring CommView Rules (Filters)

Since our scenario is to capture certain packets or data from the victim by the intruder (namely web, mail and ftp) then it would be better to filter what our sniffer “CommView” should capture. This can significantly simplify the attack. 

So we need to tell the sniffer to only sniff the following set of protocols

TCP port 80 for HTTP

TCP port 20, 21 for FTP

TCP port 25 for SMTP (mail).

We need to configure the sniffer to drop any other packets such as IP and ICMP protocol packets.

We also filtered the sniffer to sniff only from specific IP addresses 

To configure the sniffer for these rules we have done the following:
Click on Rules tab 

Click on IP 

Check the Capture option  

Check the Both option 

Type the following IP (one after the other) and then click add

192.168.1.1 , 192.168.1.2, 192.168.1.100 which represent the IP addresses of the entire host in our scenario (see figure 14.4).
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Fig.14.4 Configuring CommView rules (IP addresses) 
Click on Protocols

Check the Enable IP protocol rules option

In the action section check the ignore option.

Check the ICMP check box (see figure 14.5).
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Fig.14.5 Configuring CommView rules (IP protocols) 
Click on Ports on the left side menu

Make sure that Port Rules Option is checked.

Check capture in the action field.

Check on both in the Add record field

Type the following port address one by one followed by clicking on add port button. (20,21,25,80) (see figure 14.6).
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Fig.14.6 Configuring CommView rules (Ports) 
5. Conducting the Experiment

Start Eavesdropping

To start spying (eavesdropping) on the victim host we should do the following

Start the CommView sniffer by clicking on File --> start capture

From the scanning window, click on start scanning (see figure 14.7).
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Fig.14.7 Start scanning existed Access Points and Hosts window
The program will return a list of Access point and host running on channel 2.

Select AP- Stay away then click on capture button to start listening and capturing data packets.

1. Spying on HTTP

2. Spying on FTP

3. Spying on Email

5.1.  Spying on HTTP

In this attack the intruder will spy on the victim http traffic. The Victim is accessing a web server and reading a specific important confidential page from his corporate web server. 

The victim will type in the web browser the website name (here it is an IP address 192.168.1.100) 
After performing the previous step, CommView packet tab shows that there are 45 packets has been captured. (See figure 15 and attached log file)
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Fig.15 the captured packets from the HTTP request  
That is not all. To make it easier for the intruder to actually see what the victim was watching the intruder can reconstruct the HTTP session and view it as a web page with some format limitation. To do this the intruder can simply right click on any HTTP packets and select “Reconstruct TCP session”. This will load TCP session window showing the actual data from all the related captured packets. Since the actual data is the website page HTML code. Click on Display type and chose HTML to view the gathered packets as a web page (see figure 16.1).
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Fig.16.1 the reconstructed captured packets from the HTTP request  
CommView was even able to show images transferred during the HTTP session (See figure 16.2).
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Interet-server:D => fadiaptop: 1960 * 585 bytes i 1 packet(s)
fadiaptop: 1960 => Internet-server:50 * 339 bytes n 1 packet(s)
Total 925 bytes in 2 packet(s), Session tme: 0 second(s)





Fig.16.2 the reconstructed captured packets from the HTTP request  
5.2.  Spying on FTP

The victim will connect to an FTP server to download an important confidential file. The victim will do the following steps

From command prompt victim will connect to the ftp server entering administrator account and password and then downloading a configuration file called rules.txt (see figure 17).
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Fig.17 the command prompt showing the connection to FTP  
The intruder was able to capture the whole session in 67 packets. The username and password where captured. All the commands issued by the victim where gathered as well as a copy of the downloaded text file. (See figures 18.1 & 18.2) showing the username and password as well as a display of the test file content. Generated by right clicking on any FTP packet and clicking reconstruct the TCP session.
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Fig.18.1 TCP session showing all the commands that the victim typed including (the username and the password)  
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Fig.18.2 TCP session showing the contents of the text file downloaded by the victim  
5.3.  Spying on Email
The victim, using his Outlook Express sends a confidential email to Dr. Aggarwal (see figure 19).
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Fig.19 the Email sent by the victim using the Outlook Express  
He sent the email thru the intranet server.
But of course the intruder and its CommView sniffer was waiting and they captured the contents of the Email as well as the sender address, the receiver address and even the Subject (see figure 20).  
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Victin: 1971 => Internet-server:25 * 2,363 bytes in 7 packet(s)

internet-server:25 => victm: 1971 41 bytes n 1 packet(s)
Nevigation:

Total 2,404 bytes in 8 packet(s), Session tme: 0 second(s)





Fig.20 TCP session showing the contents of the Email sent by the victim  
6. Conclusion 
There are about 10 million Wi-Fi networks around the world, most are unsecured and open to unauthorized use because many individuals’ and businesses don't understand how to secure a wireless network and also because many Wi-Fi products come ready-to-use right out of the box. In both cases they are easy attacked by eavesdroppers. 

Eavesdroppers can also use the WarDriving technique which is the operation of tracking and accessing wireless access points while moving in order to obtain the data transmitted by the Wi-Fi signal. The only available way to fight eavesdropping is the encryption.

But even using the encryption technique will not prevent capturing the data in its encrypted form which can be even deciphered using some available tools but it still the only existing way to protect privacy.

As I show in my experiment that eavesdropping over wireless network was easy to be achieved, I conducted the same experiment but using WEP security. And this time the results shown was the same, especially with an intruder who knows the access password of the network as he is an employee.     

The same experiment was conducted again but this time the level of security was WPA. The intruder became more upset as he wasn’t capable to capture even a single packet. 
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