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I. ABSTRACT

Network security is an important asset for any size network. However, the larger the scale of the network, the more difficult it becomes to preserve security. This is true because when the network grows, it introduces more potential areas to be targeted and therefore detection of attacks becomes a challenge. 

Manual network scanning for malicious traffic can become cumbersome with large scale networks. Not only would it be time consuming but would also introduce potential attacks being missed. This would occur if one subnet of the network was being scanned while another subnet was under attack.

The purpose of this paper is to demonstrate the capability of Snort, one of many Intrusion Detection Systems (IDS) that exists. IDS’s are a technology that has been designed to automatically detect malicious content on a network and provide the administrator with a response in the event of a problem. Using the test environment and test method defined and discussed in “System Penetration with Metasploit Framework – Part I”, our Software Exploitation Attack will be conducted with and without Snort on the network and analysis will follow to conclude the results. 

II. WHAT IS SNORT?

Simply, Snort is an open-source Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) technology. In order to understand this, let us break up each part of that definition. An IDS, according to Wikipedia ref [1];

“…is used to detect several types of malicious behaviors that can compromise the security and trust of a computer system. This includes network attacks against vulnerable services, data driven attacks on applications, host based attacks such as privilege escalation, unauthorized logins and access to sensitive files, and malware (viruses, trojan horses, and worms)” 

Therefore, it will monitor our networks traffic for malicious content to determine if there is a problem. An IPS, however, is also monitoring device like an IDS but rather then only monitoring traffic, it will also take immediate action if it detects a problem. For example, an IPS will be able to drop packets if it determines it malicious and then stop or block further traffic coming from that particular source.

Snort can also perform real-time analysis on packet streams to detect many variations of attacks and probes. Such attacks and probes included, as listed on snorg.org, are buffer overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts, and much more. 

Snort also incorporates a modular plug-in architecture. User’s can write plug-ins for Snort to give it additional features that are not already included by default. For example, SnortSnart is a plug-in capable of producing an HTML output of all the alerts and problems that Snort has generated to make problem inspection easier.

Another useful feature built into Snort is the real-time alerting agent. This helps network administrator by giving them immediate responses in the event of a problem occurring on the network. Snort has also customizable prioritization of alerts. For example, Snort can be configured to send Bob an e-mail when a low-priority attack is detected but send Joe a pager notification when a high-priority attack is detected.

III. THE ATTACK EXPERIMENT

The attack experiment will continue from the end of “System Penetration with Metasploit Framework – Part I”. In that article, we only introduced a theoretical attack methodology; however, in this article we will take our theoretical attack and mount it physically on our Victim’s machine. With that being said, we are also going to mount our attack on our Victim’s machine in which this time, has Snort running. In summary, our attack experiment will consist of two test cases. 

Test Case 1: The Software Exploitation attack will be mounted against our Victim’s 

                      computer without Snort running on the host.

Test Case 2: The Software Exploitation attack will be mounted against our Victim’s
         

                      computer with Snort running on the host.

We will analyze the results of our two cases and finally conclude our observation.

IV. TEST ENVIRONMENT

Hardware Details:

Home Router/Switch:

· NexLand ISB- Small Office Home Network Router/Switch

· 4-port 10/100Mbps switch (ports running at 100Mbps)

Victim Computer:

· Athlon XP 2400+  (Desktop)

· 512MB RAM

· Integrated 10/100 Mbit  Network Card (running at 100Mbps Full Duplex)

· Windows XP Professional 5.1.2600, Service Pack2 (not fully updated)

Attacker Computer:

· HP Pavillion DV 1170CA (Laptop)

· 512MB RAM

· Integrated 10/100 Mbit  Network Card (running at 100Mbps Full Duplex)

· BackTrack 2 Security Live CD

Software Details
Attacker’s Computer:

Operating System: BackTrack 2 Security Live CD

Software:  BackTrack Security Live CD

Version:    2.0 (released March 6, 2007)

Source:      http://www.remote-exploit.org/backtrack_download.html
Description:  

BackTrack 2 is a bootable Live CD that consists of over 300 security related tools packaged into one customized distribution based on Slackware. Because it is a Live CD, the OS environment is loaded into memory and therefore leaving the hard drive untouched.

Software:  Metasploit Framework

Version:    3.0

Source:     Included within BackTrack Security Live CD or via

                  http://www.metasploit.com/
Description: (described at the beginning of this paper)

Victim’s Computer

Operating System: Windows XP Professional 5.1.2600, Service Pack2 (not fully updated)

Software:  Snort

Version:    2.7.0

Source:     http://www.snort.org/
Description: (described at the beginning of this paper)

Software:  IDScenter

Version:    1.1 RC4

Source:     http://www.engagesecurity.com/products/idscenter/
Description: 

A front-end graphical user interface that assists in the configuration of Snort.

Software:  WinPcap

Version:    4.0.1

Source:     http://www.winpcap.org/
Description:

A tool that provides link-layer network access; allowing applications to capture and transmit packets while bypassing the protocol stack.

V. SNORT INSTALL AND CONFIGURATIONS

The installation of Snort follows the same install routine like any other Windows program (Next, Next, Next, Finish). However, the configuration of Snort was a bit more in depth. For assistance, I’ve download a tool called IDScenter. It is a graphical user interface that makes configuring Snort very easy. Rather then modifying the Snort.conf manually, IDScenter takes all the configurations completed through the GUI and plugs it into the Snort.conf automatically for us.
I will go through the main steps that are required to setup Snort for Software Exploitation attacks on the network.

1. This is the IDScenter main panel
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Figure I: IDScenter Main Panel

A few things are important in this panel;


1) The correct version of Snort must be selected


2) Specify where the snort executable is located


3) Specify a directory to store all log files.

2) The next important step is to configure the environment variables correctly. 
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Figure II: Configuring Environment Variables

· HOME_NET is set to your private network address id.

· EXTERNAL_NET is set to any (any meaning any IP address)

· SHELLCODE_PORT is set to any

· RULE_PATH is C:\Snort\rules (default rules directory for snort)

3) Finally, the most important step is to include your detection rules. Snort did not come with any rules that would successfully detect my specific exploitation attack and therefore I needed to purge the Internet for these rules. 

I have come a across a source called Bleeding Edge Threats at http://www.bleedingthreats.net/ . They provide up to minute rulesets that can be freely downloadable. However, because Bleeding Edge Threats is an open source community, novice and experienced security professions produces these rules, meaning some may work perfectly, some may not or some may not work at all. It is up to you to whether you want to experiment with these rules or not. In time though, they rules do become perfected.

I have downloaded two rulesets from Bleeding Edge Threats called bleeding-exploit.rules and bleeding-attack_response.rules, and added both to Snort.
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Figure III: Added Bleeding Edge Threats Rulesets

The bleeding-exploit.rules rulesets include several signatures that define the different variety of exploits and bleeding-attack_response.rules rulesets include signatures that define outcomes of a successful exploitation attack. 

Once the configurations are applied, they are saved into the Snort.conf. The recommended step to do after is run the Test Settings button on the toolbar to determine if the Snort.conf file is properly configured. If it passes, the next step is to run Snort by clicking on the Start Snort button located on the toolbar.

VI. NETWORK TOPOLOGY

The following diagram is a network topology of the test environment. The switch will consist of two computers wired with 100Mbps patch cables. 

Test Case 1: Snort is not running on the Network
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Figure IV: Network Topology without Snort

Test Case 2: Snort is running on the Network
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Figure V: Network Topology with Snort

VII. MOUNTING THE ATTACK

Test Case I:

In “System Penetration with Metasploit Framework – Part I”, I provided the exact steps in order to launch a Software Exploitation Attack on the Victim. In the end, we didn’t finish launching the attack. The exploit configurations were in place and the only requirement that was left was executing the ‘exploit’ command. Rather then repeating these steps, I will continue the rest of the attack here. I advise you to read “System Penetration with Metasploit Framework- Part I” if you haven’t done so already. 

1. This is where we left off in the last article.
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Figure VI: Ready to exploit

2.  We will now execute the “exploit” command. This will start the web server on 192.168.0.4 in which will host the malicious image file. 

Note: A connection to this IP will successfully exploit a vulnerable machine. Because of the particular payload configuration chosen, when the Victim’s OS becomes exploited, a shell should connect back to the Attacker machine.
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Figure VII: Malicious Web Server running
3. The malicious image file is hosted at http://192.168.0.4:80/9cFk6fkBD.

When the Victim navigates and executes this URL, the following occurs;
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Figure VIII: Victim exploited
The built-in Windows Image and Fax Viewer will open with a random string of alphanumeric values in the title bar. This indicates a successful exploitation. 

4. On the Attacker’s machines, Metasploit indicates a shell has returned to us from 192.168.0.3. We can open the shell by executing the “sessions –i 1”. command 
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Figure IX: Connecting to the Open Session
You will notice that once we connect to the session, you will be defaulted in the Victim’s Personal Desktop Directory. To simply prove our connection with the Victim’s computer, we run the windows command shell utility ‘ipconfig’
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Figure X: Running ‘ipconfig’
‘ipconfig’ indicates that our IP is 192.168.0.3, the victim’s machine IP address. Success!

Test Case II:

I will launch the same attack on the Victim’s computer but this time with Snort running on the Victim’s computer. 


1. Exploit configurations are prepared on the Attacker’s machine and therefore the webserver is listening for incoming connections.

2. When the Victim again navigates to the malicious URL, his/her OS becomes exploited. Now, let us look in the Snort logs.
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Figure XI: Snort Log after Software Exploitation Attack

The exploit has been detected several times according to Snort’s alert logs. It even detected that an Administrator Privilege Gain was successful because of our reverse shell code!!! If you look even closer, the log also displays the IP address and port number where the reverse shell connected back to!!

VIII. OBSERVATION & CONCLUSION

Our Snort is configured to act as an Intrusion Detection System and therefore will detect the attack but not prevent it. It is this reason that even with Snort running on the Victim’s machine, that exploitation attack was successful. However, because Snort can also be configured to run as an Intrusion Prevention system and if it were to be configured that way, it would detect the attack and also prevent it from completely executing.

You will notice in the logs that each event is also classified with a Priority number. Snort administrators can be alerted depending on the level of this priority number. All in all, we have seen what Snort is capable of without any rigorous configurations and using open source rulesets. The fact that plenty of books are also available on just Snort tells us how elaborate, sophisticated and beneficial Snort really is.
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