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Abstract— Due to specific characteristics of mobile ad hoc networks, privacy is not easy to protect. Main issues in this context include: identity exposure and node tracking. In this paper, we propose a scheme to address these two issues. The scheme uses cryptographical methods to hide or randomize identities of nodes when they communicate. The scheme is scalable when cluster-based network structure is employed. 
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I. INTRODUCTION
In a mobile ad hoc network (MANET), nodes join or leave the network freely, and the nodes may move on a consistent basis. Hence, the network does not have a fixed structure and topology. Moreover, the nodes communicate via wireless radio frequency channel that is exposed to all adversaries.  Due to these specific characteristics of MANETs, security and privacy face much difficulty in this environment. 

While there are already many proposals about security in MANETs, privacy in MANETs is hardly touched systematic-cally in literature. Yet, we think privacy is a paramount issue in MANET environment, and should be considered seriously. In MANETs, mobile nodes cooperate to forward data on behalf of each other. Typical protocols used for self  organ-izing and routing in these networks expose the node identifiers (network and link layer addresses), neighbors, and the end-points of communication. Some modes of operation further mandate that the nodes freely divulge their physical location. In short, nodes must advertise a profile of their online presence to participate in the MANETs. This is, in many cases, highly undesirable.

Ideally, a node should be able to keep its identity, its location and its correspondents private, i.e., remain anonymous [1], [2], [3], [4],  Any solution providing anonymity must overcome the broadcast nature of wireless environments (which enables eavesdropping) and operate under often tight resource constraints. Past “wired world” privacy solutions do not map well to MANETs because of the processing requirements they place on the nodes. Simple solutions like packet encryption are also largely ineffective because of ease of traffic analysis over a broadcast media. Hence, supporting privacy in MANETs is enormously challenging. 

In this paper, we first analyze the importance of privacy in MANET, and then propose a scheme to protect the privacy. The scheme uses cryptographical methods to hide or randomize identities of nodes when they communicate. The scheme is designed for cluster-based network structure to be scalable. To realize privacy, we propose a series of lightweight cryptographic techniques. These are effective at combating eavesdropping by individual nodes. By using optimal guessing strategy that may be used by one or more adversaries in cooperation, the probability of correctly guessing the source or destination of a flow is independent of the number of compro-mised nodes on the path. Even in this case, the adversary can not confirm that it has guessed correctly, and it cannot learn the real identifier of the source or destination.

This paper is organized as follows: Section I described the background studies. Section II describes the privacy threats in MANETS. Section III presents an existing solution to anonymous communication in MANETS. Section IV overviews a MANET system with privacy protection. In Section V, we define a basic scheme to implement the system. Section VI analyzes and discusses the strength and weakness of the scheme. Section VII concludes the paper.

II. BACKGROUND 

A great deal of research in literature has focused on providing confidentiality, integrity, and authenticity of data in MANETs, but privacy and anonymity remains an open problem. Jiang et al. proposed to prevent traffic analysis in ad hoc networks by using traffic padding, i.e., generating dummy traffic into the network [1]. This approach did not aim to hide the identifiers of communicating nodes and so cannot completely prevent traffic analysis. They also explored the use of mixes in ad hoc networks [1] by designing a mix discovery protocol that allows communicating nodes to choose mix nodes at run time. The second approach is not an anonymous routing protocol and also vulnerable to the compromise of mix nodes.

Recently, Kong and Hong demonstrated that existing ad hoc routing protocols are subject to so-called passive attacks in the sense that the locations and movement patterns of nodes can be traced and proactive and reactive ad hoc routes across multiple nodes can be visualized by collaborative efforts of adversaries. To deal with such passive attacks, they presented an anommous on demand routing protocol, called ANODR [1], to conceal the real identifiers of packet sources, destinations, and intermediate nodes. The design of ANODR relies on “trapdoor” function, as a result of which ANODR suffers from the computationally intensive route discovery process. In addition, as the authors mentioned, ANODR is error-sensitive to node mobility and the multiple-parties scenario. Since the routing information is not authenticated in the design, the authors plan to combine their scheme with other secure routing schemes to provide an anonymous yet secure routing protocol.

Pfitzman and Hansen [1] define general terminologies of anonymity. In their article, anonymity is defined as “state of being not identifiable within a set of subjects, the anonymity set.” Chaum’s [4] pioneering anonymity solution introduces a mix or a series of mixes (mix network) into a network for hiding communicating endpoints [2] in the Internet. A source selects the route (set of mixes) and encrypts data packets with the public key of each mix in reverse order (from last mix to the first mix). Each mix peels off one layer by decrypting the received packet with its private key and forwarding it to the next hop. The last mix processes the packet in the same way and transmits it to the destination. Onion routing [2] is built on a mix-net approach. An onion consists of next hop information and an onion for the next hop. Each intermediate onion router decrypts the received message with its private key to get the next hop and onion for the next hop. The last onion peels off its layer and transmits the encrypted data to the destination.

Some previous papers also discussed about designing anonymous communication protocols for MANETs. The essence of anonymous communications is to hide sender 
and/or receiver's identities from outside observers. As a result, adversaries cannot correlate eavesdropped traffic information to actual network traffic patterns so that traffic analysis attack can be efficiently defeat.

III. Privacy Threats in MANETs

We adopt Diaz et al.’s [4] classification of adversaries based on the following characteristics: Internal-External, Passive-Active, and Local-Global. We define an internal adversary as a node that is compromised and on the routing path. An external adversary is a compromised node not on the path, or an external node not directly participating in the MANET, i.e., it only eavesdrops on traffic between nodes.

This paper only considers passive attacks, i.e., attacks that consist of eavesdropping on communications to collect private data. A local adversary can see and launch attacks in a limited range. A global adversary covers the entire path or the network. A set of colluding local adversaries may form a global adversary by sharing information. Traffic analysis is often used to subvert anonymity [1], [2], [4]. In this attack, adversaries monitor packet transmission to infer important information such as a source, destination, and source destination pair. 

Basically, there are these types of attacks on privacy in MANETs:

Packet Tracing Attack: A packet may be traced from source to destination by eaves-dropping the transmission of the same packet as it traverses the network. Note that the adversary need not be able to recover the packet content to infer the source and destination of the flow. 

Packet Counting Attack: Eavesdropping nodes collaborate to discover a path by overhearing and simply “counting “packets that traverse nodes. In a network with low load, this is a straight-forward way to discern data paths.

Timing Attack: Adversaries may analyze the time correlation between packets passing through nodes to discover a flow [1]. If two adversaries perform this analysis and compare results, they may infer a source-destination pair.

TTL Attack: Adversaries exploit the packet time-to-live (TTL) field to discover the destination. The value of the TTL field in a packet is set by a source to limit the number of hops a packet takes in the network. Every intermediate node decreases the TTL by 1 before it forwards the packet. Because this information is sent in the clear, adversaries may determine the relative position of a node on a path, and perhaps the source or destination if they are located near these nodes. Adversaries may also try to discover information about paths of which they are a part. Many routing protocols expose control information, such as the source and destination or the other nodes on the path, to all nodes on a path. Nodes can also typically overhear the next-hop node on a path as it forwards a packet. Combining this information, adversaries on a path can learn source-destination pairs, next hop nodes, and the entire path of a flow. Mobile nodes may obtain their own location information using global positioning system (GPS) or other similar techniques. If a node knows the identifiers of its neighboring nodes, it also may estimate their locations. An adversary may also use location information to launch various attacks by tracing an object’s location. Therefore, dissociation of location and identity is an important issue.

IV. An Existing Solutions to Anonymous Communication in Manets

Zhang et al propose a scheme for anonymous communication in MANETs. The scheme is based on an anonymous neighborhood authentication protocol that allows neighboring nodes to authenticate each other without revealing their identities. The authors state that by utilizing the secret pair wise link identifiers and keys established between neighbors during the neighborhood authentication process, the scheme fulfills the routing and packet forwarding tasks without disclosing the identities of participating nodes under a rather strong adversarial model. 

In this scheme, each node stores a set of pseudonyms of itself. The system does not convert pseudonyms to real identities on any node. Rather the system generates unique link-id’s based on pseudonyms using pairing on elliptic curves. Before system starts, the system administrator determines two q-order cyclic groups G1 and G2 that form a bilinear map f: G1 ╳ G1 → G2 on elliptic curve E, and a system master key g 
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>, adversaries cannot deduce the system master key g with non-negligible probability. And there is no one but the administrator can link a given pseudonym to a particular node or identity with non-negligible probability.

When two nodes, A and B, communicate, they first use pseudonyms to set up a shared session key in this way:
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Due to properties of bilinear map, 
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, where n1 and n2 are nonces exchanged in the handshake. 

This scheme is specifically designed for AODV routing protocol. By using AODV routing protocol, each node set up a routing table mapping real destination identities to link identities. The routing table consists of entries of format <Real Identity of Destination, Destination Sequence Number, Pre-link-list, Next-link-list>. The routing table links real identities to pseudonyms. From the routing table, we can see the real identity of the destination node has to be exposed, although the intermediate nodes convert that destination to link-id and forward the original packet in format <Next-linkID, original payload>.

We think that this scheme is not strong enough to protect privacy in MANETs. The source node has to use real identity of destination when sending out a packet. The adversary can collect enough real identities and then try to match them to anonymous identities and link-ids with assistance of traffic analysis on payload.

Envisioning this problem, we propose a solution to conceal real identities end-to-end in a communication.

V. Overview OF A manet system WITH PRIVACY protection

We here propose a MANET system that takes into consi-deration the privacy of the identity, location, and moving track of a node. In this system, although an adversary can still eaves-drop the traffic data in the open air, he cannot judge from it the identity of the source and destination nodes of a packet; he cannot judge if two packets are from a same node or not; and thus he cannot trace the moving track of a node.

In this system, as usual, every node still has one unique identity, but the identity needs to be carefully designed. The identity is known only to a limited number of trusted parties of the system. The trusted parties should be determined before or upon the initialization of the system.  After that, communications do not use real identities. Instead, anonymous identities are used. Each node should have multiple anonymous identities, because if only one anonymous identity is used, the adversary should still trace the node although he does not know the real identity of the node.

From the above discussion, we can see the essential part of this system is a rule that maps anonymous identities to unique real identities. There may be several solutions that can map a unique identity to multiple anonymous ones, and also do the reverse mapping. One big concern of designing this system is that the mapping should be hard and formidable enough for an adversary to guess and analyze the rule if he has collected several anonymous identities by eavesdropping already.

Another concern for MANETs is that the storage capacity and processing power of a node device in a MANET are very limited, so we cannot maintain a large mapping table on the node side. If this entire mapping table is stored on the node side, the system is not scalable. 

We propose to use cluster-based structure to achieve a scalable privacy-protecting MANET system. Basically the system is divided into multiple clusters according to geographical or administrative relationships. In each cluster, a cluster head is elected based on rank in administrative organization and communication capacity. In reality, a node ranked high in organization usually has higher communication capacity. For example, in a police team, an officer sitting in a police car has a higher communication capacity than policemen carrying handsets around the car. For cluster heads selected in this way, we assume there is some "backbone" communication links between them, other than the links between cluster members. These "backbone" links can be wired connections, or satellite communication links, or high-bandwidth/high-availability radio frequency channels. In real life, a cluster may be a functional unit in a scenario of disaster rescue. For example, the medical team forms a cluster, and the fire fighter team forms another cluster, while communication between them is needed. The cluster-based structure is illustrated in Figure 1.

The cluster members communicate with each other without the intervention of the cluster head. Since the number of members in a cluster is limited and under control, each member can s tore in a limited memory a mapping table of all the anonymous identities of other members in the cluster. 

Inter-cluster communications between nodes in different clusters are assisted by cluster head nodes in both clusters. Two nodes in different clusters cannot communicate directly. The cluster heads in both clusters must be involved. The cluster heads can function as routers or gateways. They forward packets blindly if the destination identity is straightforward. If we use anonymous identities, the cluster head must translate them into intra-cluster identities before forwarding.
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Figure 1. The structure of a Cluster-based MANET.

VI. A Scheme to Implement The System

It is not a trivial work to generate an anonymous identity system that is suitable to MANET. Fortunately, there are already many cryptographical schemes for reference when we consider this system.

1.  Anonymous Identities and Communication inside a Cluster
As was discussed, a cluster is like an autonomous sub-system, so we can design a set of anonymous identities and distribute them among the cluster members. Since the membership of a cluster is rather stable, we have time to distribute the anonymous identities off-line and maybe update them periodically, say every month. 

A very basic system would use a hash-map table that contains a set of randomly chosen pseudonyms and maps multiple pseudonyms to one real identity for each of the node in the cluster. The sender (including intermediate forwarding nodes) does reverse mapping from the hash-map and choose one pseudonym as the source identity. The receiver (including intermediate forwarding nodes) does forward mapping from the hash-map and gets back the real identity. Table 1 illustrates such a Pseudonym Hash-map Table.

	Pseudonyms
	Real Identities

	P1
	ID1

	P2
	ID1

	P3
	ID1

	P4
	ID2

	P5
	ID2

	P6
	ID2

	P7
	ID3

	P8
	ID3

	P9 
	ID3

	……
	……


Table 1 An Example of a Pseudonym Hash-map Table

The pseudonym hash-map table takes much memory that is really precious on the node. Using groups in mathematics, we can generate a group using each identity as a generator. Each element in a group can be mapped to a unique identity then.

	Pseudonym Group Generators
	Real Identities

	G1
	ID1

	G2
	ID2

	G3
	ID3

	……
	……


Instead of memorizing each pseudonym, a node only needs to memorize the generator of a group and tests which group a pseudonym belongs to.

2. Anonymous Identities and Communications across Clusters

Since clusters do not communicate regularly, and they need to communicate only in an ad hoc way, we cannot expect them to share the anonymous identity table in advance. A more ad-hoc way for anonymous communication between them is to determine a one-time key to hide their real identities on the fly.

We use ElGamal encryption scheme for this purpose. There are only couple of numbers to distribute among cluster heads when they come to a co-operating scenario. We define a cyclic group G of order q with generator g. We choose from G a random number k, and define it as "Identity Secret Key". k, along with the description of G, q, g, are distributed to participating cluster heads upon dispatching. 

Communications between cluster heads use some kind of "encrypted identities". In the real identity field, we put
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Any adversary without knowledge of k cannot learn the real identity ID.
Encapsulated packets are used in case of forwarded packets from a non-head node inside one cluster to another non-head node inside another cluster. The inner packet contains the real identity of a non-head node in the destination cluster. The source cluster head encrypts the inner packet and sends it to the destination cluster head. The destination cluster head decrypts the inner packet, and translates the real identity into intra-cluster anonymous identity before forwarding the packet to destination node. The packet format is illustrated in Figure 2.



    Figure 2. The Packet Format of Inter-cluster Communication

VII. Possible Improvement and Discussion

Our scheme is only a proof-of-concept system. Much room is left for improvement. 

To improve the integrity of identities used in inter-cluster communications, we can use idea of Ateniese et al which is proposed originally for untraceable RFID tags. In their scheme, the identity is accompanied by a certificate. The certificate and the identity are bound together cryptographically. The identity cannot be forged unless the adversary can also forge a certificate. 

The scheme uses bilinear map f: G1 ╳ G2 → Gt  on elliptic curve E. Assume g is the generator of G2. Firstly, the system generates a CA private-public key pair: <s,t> and <S=
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The certificate of a node is in the format of a quintuple <a1,a2,a3,a4,a5>= <
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 w is a random in Fp. The identities ID’ and Identity public-key mentioned in Section VI-2 can be calculated as: <c1,c2>=<
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Due to properties of bilinear map, the certificate can be verified by the equations:
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If that is successful, the real identity can be calculated as:
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In this way, the system can detect and protect forged identities.

VIII. CONCLUSIONS

In this paper, we analyze the privacy issues that threat the MANETs. Particularly, to counter the identity exposure and traceability problems existing in MANETs, we propose a system architecture and implementation mechanisms to protect this kind of privacy. The system architecture is scalable and implementation technologies are feasible. Besides applicability to MANETs, the scheme can also be applied to wired networks that have concern of privacy threats. 
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