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ABSTRACT:

With the rapid expansion and use of E-commerce, privacy has become an ongoing and increasing concern for the users, providers, technologist as well as the policy makers. While it is difficult to complete a transaction in e-commerce by a user without providing private information, protecting that information from proliferating is another difficult issue for the providers, technologist and the policy makers. Psychologically, users’ of e-commerce are unwilling to provide private information or even to browse online if they believe their privacy is not protected. Fortunately, there are technologies as well as policies are in effect, as well as are in development stages to help protect privacy at current and in future. TRUSTe, BBBonline and WebTrust are some of the companies providing services for standardized privacy protection technology and policy. However, there is a need to know more about the range of privacy issues in order to build usable and effective mechanisms for those companies and other privacy protection technologies and policies. This paper presents previous, existing and future privacy issues and their solutions in respect of e-commerce.

INTRODUCTION:
The word “Privacy” could be described as the right to be left alone, or the right to exercise control over one’s personal information, or a set of conditions necessary to protect dignity and autonomy of an individual.
In its simplest sense “commerce” is an act of trade between two parties where exchange is negotiated on a set of conditions and satisfaction of both parties, upon development of trust between the parties. And the “E-Commerce” is doing the same by using an online system available through the computer systems and public networks i.e. the internet.
The Privacy in E-Commerce means the protection of privacy of the parties involved in trading through e-commerce.
People are now in age of e-commerce. The means of trading are rapidly changing from “traditional” to “e-commerce”. While doing trading in e-commerce people are disclosing their personal information and those information are being proliferated and reaching to the hand of undesirable parties, and thereby increasing concern about privacy. There is news every day about the potential privacy violation on the Net as well as in e-commerce. Numerous surveys conducted over the past decades around the world have found consistently high levels of concern about privacy in e-commerce. [1] A Harris Poll designed by Privacy & American Business and sponsored by Microsoft in June 2004 surveyed 2,136 adults online and found that 65% had declined to register at an e-commerce site because of privacy concerns.
However, there is numerous research and technologies as well as policies are in place to face the challenges of privacy threats and privacy concern.
In this paper we have presented general information based on different sources about the privacy of e-commerce, ways people are losing their privacy while using e-commerce, privacy threats, existing technologies and policies to protect privacy, research on privacy protection as well as future threats and their suggested solutions.
E-COMMERCE FRAMEWORK AND PRIVACY ISSUES
Trading in the online shop accessed through internet between business-to-business (B2B), business-to-consumer (B2C) and consumer-to-consumer (C2C) is the main purpose of e-commerce. Parties involved in this kind of trading exchange information including private information like addresses (exchanged as mailing/billing information), credit card number (exchanged for payments), etc. to complete a transaction. Here is the catch; information exchanged by the parties is stored and warehoused for other business purposes like direct marketing, research, selling to third parties, etc.
E-commerce is considered as a powerful tool to collect consumer’s private information. The same tool and their use in business also interfere on the privacy of individuals. Monitoring tools might be attached with the e-commerce through other means like “Applets: that might monitor and collect individuals browsing habits, secret information like passwords stored through cookies.
B2B Privacy issues:
Unauthorized access to its sensitive information about business’s proprietary systems, customer names, operations, pricing and deal terms, financial condition and other competitive transaction information might occurs.
B2C Privacy issues:
Customer perspective: This e-commerce environment is often a “one-way mirror effect”. Businesses usually ask customers to provide personal information, but customers have little knowledge about how their information will be used and protected.
Business Perspective: An understanding of customers’ privacy concerns is crucial for learning how and what personal information is collected, identify the confidential information and provide solutions to secure each customer’s confidential information.
C2C Privacy issues:

C2C websites (ebay.com, amazon.com) enable the sale and purchase of products and services between individual customers. Individual customers frequently buy and sell products and provide private information to complete the transaction. It is the prime responsibility of the C2C e-commerce provider to implement necessary security policies to protect the private information from exchanging between customers and the exchange occurs only under the agreed policies.
PUBLIC OPINION IN PRIVACY IN E-COMMERCE
[2] Public opinion polls consistently find strong support among Americans for privacy rights in law to protect their personal information from government and commercial entities. Below are some of the findings:
Individuals Should Be in Control of Both Initial Collection of Data and Data Sharing: The public considers opt-in--the principle that a company should obtain an individual's affirmative consent before collecting or sharing data--as one of the most important privacy rights. A March 2000 BusinessWeek/Harris Poll shows that 86% of users want a web site to obtain opt-in consent before even collecting users' names, address, phone number, or financial information. 
Individuals Want Accountability and Security: Individuals report that they want the ability to obtain redress for privacy violations. An August 2000 Pew Internet & American Life report showed that 94% of Internet users thought that privacy violators should be disciplined. 
Individuals Want Comprehensive Legislation, Not Self-Regulation: Americans report the current self-regulatory framework is insufficient to protect privacy. A February 2002 Harris Poll showed that 63% of respondents thought current law inadequate to protect privacy. A March 2000 BusinessWeek/Harris Poll found that 57% of respondents favored laws that would regulate how personal information is used. In that same poll, only 15% supported self-regulation. 

Individuals Value Anonymity: A series of surveys conducted by Georgia Institute of Technology's Graphic, Visualization, & Usability (GVU) Center repeatedly demonstrated strong support for Internet Anonymity. In the GVU surveys, individuals expressed "strong agreement" with the statement that anonymity on the Internet is valuable. 

Individuals Object to Web Tracking, Especially When Personal Information is Linked to the Profile: Web tracking for the purposes of building profiles is opposed by most individuals. A March 2000 BusinessWeek/Harris Poll found that 89% of respondents were uncomfortable with web tracking schemes where data was combined with an individual's identity.
Individuals Do Not Trust Companies to Administer Personal Data and Fear Both Private-Sector and Government Abuses of Privacy: An April 2001 study conducted by the American Society of Newspaper Editors found that 51% of respondents were "very concerned" and 30% were "somewhat concerned" that a company might violate their personal privacy. The same study showed that 52% of respondents reported that they had "very little" or "no confidence at all" that private companies use personal information exactly the way they said they would.
Individuals Engage in Privacy Self-Defense: Since individuals realize that existing laws do not adequately protect their personal data, they often engage in privacy "self-defense." In a February 2002 Harris Poll, 83% of respondents had asked a company to remove their name and address from mailing lists. An April 2001 study performed by the American Society of Newspaper Editors found that 70% of respondents had refused to give information to a company because it was too personal and 62% had asked to have their name removed from marketing lists.

Individuals Are Unaware of Prevalent Tracking Methods, Business Practices: Many Internet users cannot identify the most basic tracking tool on the Internet: the cookie. In an August 2000 study conducted by the Pew Internet and American Life Project, 56% of Internet users could not identify a cookie. It remains unknown whether individuals can identify more sophisticated tracking tools, such as "web bugs" or "spyware."

Notice: Users want notice of how their personal information is collected, used, and with whom it is shared. In a March 2000 BusinessWeek/Harris Poll, 75% of respondents indicated that privacy notices were either "absolutely essential" or "very important."

[1] A Harris Poll designed by Privacy & American Business and sponsored by Microsoft in June 2004 surveyed 2,136 adults online and found that:

· 35% of Americans had "very high privacy concern."

· Two-thirds of Americans have taken various steps to protect their privacy; including deciding not to shop at a store or requesting that a company removes personal information from a database.

· 87% indicated that they had asked a company to remove their information from a marketing database.

· 60% decided not to patronize a store because of doubts about the company's privacy protections.

· 65% had declined to register at an e-commerce site because of privacy concerns.

· 15% had requested a company to reveal what personal information it held on consumers. 

· 7% had filed a complaint regarding use of personal information.
EXISTING TECHNOLGIES, POLICIES AND PRIVACY SEAL PROGRAM TO PROTECT PRIVACY:
The E-Commerce community, respective government agencies (Industry Canada, Privacy Commision of Canada, Federal Trade Commision of USA, etc.) and technology firms (TRUSTe, BBB online, etc) have been working to formulate policies and develop privacy protocols and tools to safeguard the privacy. Many policies are already in effect and many technology firms’ tools are in place. They are updated regularly depending on the changing scenarios.

Software engineering community has been working and implemented privacy protocols and tools that is easy-to-use for end-users. Users are benefiting from systems that assisting them in identifying situations where a site's privacy practices contradict their interest. As well, users are benefiting from systems that help in reaching agreement and exchanging data. Below are some of the technology firms their field of service:
TRUSTe: Independent, nonprofit privacy initiative dedicated to building users' trust and confidence on the Internet as well as e-commerce and accelerating growth of the e-commerce business. TRUSTe has launched “Trusted Download Beta Program”, to certify that consumer software is not Spyware. www.truste.org
BBB online: The Better Business Bureau (BBB) has with the help of nationally-recognized security and privacy experts has created toolkits to help small business owners manage security and privacy challenge, named as “Security & Privacy - Made Simpler TM”. Their main objective is to expose the complexities of data security and give small businesses a non-technical roadmap to securing their customer data, and their employees' data, too. www.bbbonline.org
CPA WebTrust: Promises an audit of technology, security, and business practices. They provide services titled “WebTrust” and “Systrust”. The WebTrust service is actually comprised of a “family” of assurance services designed for e-commerce-based systems and, upon attainment of an unqualified assurance report, would entitle the entity to display a WebTrust Seal and accompanying practitioner’s report on its Web site. www.cpawebtrust.org
PrivacyBot.com: PrivacyBot is a privacy seal program for web sites created by Invisible Hand Software (legal automation specialists since 1991). PrivacyBot makes it much easier and affordable to create a Privacy Policy and join a seal program. www.privacybot.com
ValidatedSite.com: Online resource available for independent third-party validation of web sites. www.validatedsite.com
International Bureau of Certified Internet Merchants: Operator of the Merchant Certified Seal of Approval program, certifying the legitimacy of Internet merchants. www.ibcim.org
The Personal Information Protection and Electronic Documents Act (PIPEDA):
[3] Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA) came into effect on January 1, 2004. The PIPEDA applies to all personal information collected, used or disclosed by private sector organizations in the course of commercial activity. Its privacy provisions are based on the Canadian Standards Association's Model Code for the Protection of Personal Information (CAN/CSA-Q830-96) and regulated by “Privacy Commission”. Key among the Act's provisions is:

· organizations are required to seek the consent of individuals prior to collecting, using or disclosing their personal information; 

· organizations must protect personal information with security safeguards appropriate to the sensitivity of the information; and 

· Individuals may access personal information about them held by an organization and have it corrected, if necessary.
Gramm-Leach-Bliley Act: “The Gramm-Leach-Bliley Act” regulated by “Federal Trade Commission” of USA. The act guards against unfairness and deception by enforcing companies' privacy promises about how they collect, use and secure consumers' personal information. Under the Gramm-Leach-Bliley Act, the Commission has implemented rules concerning financial privacy notices and the administrative, technical and physical safeguarding of personal information, and it aggressively enforces against pretexting.
[4]  A comparison of three Competing Privacy Standards:
	Item
	BBB Online
	TRUSTe
	WebTrust

	Overview
	- The privacy policy is easy to read, easy to find and apprears trhough a clearly labeled and direct (one click away) link on the home page and all areas where PII is collected.
	None
	The entity discloses on its web site its privacy policies

	Key terms (labels)
	Personally identifiable

Prospect

Passive

Behavioral

Merge with third party data

Type I sensitive

Type II sensitive
	Personally identifiable

Demographic

Log Files
	Information
Sensitive

	Disclosure standard
	Describe all types of PII collected

For each type of PII, disclose how it will be used and shared

If passive (cookies) or behavioral data (purchase history) is associated with PII, disclose the collection, linkage and use of this information.

Disclose the data collected is aggregated with data obtained from third parties

Identify other organizations collecting information on the Web site and provide a URL to their privacy policies and disclose how they collect data (e.g. cookies)
	Describe all types of PII collected and how it is collected.

For each type of PII, disclose how it will be used and shared and what kind of communication they should expect from the web site (mail, e-mail, phone)

Identify the use of cookies, whether cookies are linked to PII , what the cookies are used for, choice, and or consequences of not accepting cookies

Disclose if data collected is aggregated with data obtained from third parties
Identify other organizations collecting information such as partners and co-branded sites (but no requirement to provide a URL to their privacy)
	Describe all types of PII collected
For each type of PII, disclose how it will be used and shared

Identify use of cookies, what the cookies are used for, choice/consequences of not accepting cookies

None

Identify other organizations collecting information on the web site and provide a URL to their privacy policies and disclose how they collect data (e.g. cookies)


This table summarizes privacy disclosure standard for three competing companies (TRUSTe, BBB Online and WebTrust) with respect to the notice awareness principle (requiring that participants be informed on a web site’s data collection and data use policies before they divulge any personal information). These standards cover an overview, labels and definition of terms, and disclosure standards on use of cookies and third-party cookies by web sites.
CONCLUSIONS:
Our study has covered the general perspective of privacy issues in e-commerce. In our study we have learnt about e-commerce and its privacy issues. We learnt an alarming concern of the user’s of e-commerce about their privacy. We also have learnt about the efforts of various government organizations, private companies, security expert and e-commerce professionals in formulating policies and developing tools to help e-commerce users’ to protect their privacy. We have also learned unwillingness of a major portion of consumers in using and disclosing privacy in e-commerce site despite substantial development of tools and privacy policies. Therefore, we may conclude that the e-commerce business needs to do an extensive research, development of tools, formulate and apply robust policies representing the user’s concern about their privacy and increase awareness about existing privacy tools and policies to  build confidence of e-commerce users.
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