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ABSTRACT
Sensor networks have been widely employed in many real-time applications. One of the most obvious challenges appearing to threaten the successful deployment of sensor networks is privacy issues including source-location privacy which can not be adequately addressed by general security mechanisms. Focusing on this important kind of privacy, among many approaches proposed in literatures, self-adjusting phantom routing is a very successful one. But it still has some weaknesses. In this paper, we propose an improved version of it to enhance its performance. This method can decrease energy consumption while increase the level of source-location privacy protection.
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1 INTRODUCTION

As a cost-efficient approach for collecting real time data, sensor networks have been widely employed in many monitoring-based applications such as gathering data regarding highway traffic, battle field reconnaissance, and habit monitoring of endangered animal species. One of most obvious challenges appearing to threaten the successful deployment of sensor networks is the concern of privacy issues. In general, achieving privacy in sensor networks is a complicated problem by the fact that sensor networks normally consist of a set of low-cost radio devices that operate on readily-available, standardized wireless communication technologies. Therefore, the open-architecture of underlying sensor technology results in a privacy breach where an attack, simply by employing a sensor node running at monitoring mode, can easily get into the communication between sensor nodes. 

Generally, privacy threats in sensor networks can be categorized into two classes, content-oriented privacy threat and contextual privacy threat respectively. Content-oriented privacy concerns an adversary’s capability to observe and manipulate data, whether real sensed data or lower-layer control information, transmitted over sensor networks. Fortunately, content-oriented privacy has been addressed adequately in literature and can be preserved by network security mechanisms such as encryption. Contextual privacy, on the other hand, cares the context associated with the measurement and transmission of sensed data. For instance, the physical location of a message originator is sensitive and need to be protected in many sensor network applications, especially for those being used in monitoring valuable assets such as the Panda-Hunter game described in [2]. However, contextual privacy protection techniques available for general networks can not be applied to sensor networks due to their own underlying characteristics. In many sensor networks, the radio-enabled sensor nodes have limited transmission range because of the limited energy supply. Hence, in order to report sensed data to the base station, a multi-hop routing path has to be established between the source and the sink (also called base station). Consequently, an adversary with a RF localization device can start from the sink. Once he receives a message, by analyzing the direction and signal strength, the adversary knows where this message originates and moves towards that node. Repeating this process makes it easily trace back to the message originator through the multi-hop routing path. 

Instead of introducing a new layer for privacy control, a number of current researches spend efforts in designing methods to augment existing routing protocols so that the source-location privacy in sensor networks can be enhanced. Currently, among various routing protocols employed in sensor networks, flooding and single-path routing protocols are the two most popular scenarios. In flooding routing, every sensor node forwards a new message once. The source broadcasts a message to all of its neighbors. When a message arrives at an intermediate sensor node, that node first checks whether it has been forwarded. For a forwarded message, the receiving node simply discards it; otherwise, it broadcasts this message again to all of its neighbors. This kind of paradigm is iterated until the message reaches the sink. With flooding routing, a message is delivered to the sink multiple times through different routing paths. Single path routing, as its name suggests, establishes only one persistent source-sink path for message delivery based on some objectives such as the path with the shortest length. In the current literature, a number of augmenting methods, known as fake source messaging in [1], phantom routing in [2], and self-adjusting phantom routing in [3], have been proposed to be combined with the existing popular routing protocols to achieve source-location privacy in sensor network. 

In this paper, we explore in literature to investigate the performance of various available techniques in preserving the source-location privacy of sensor networks. We propose a further optimization of self-adjusting phantom routing technique while jointly concerning some system-oriented issues such as energy efficiency. To the best of our knowledge, self-adjusting phantom routing so far is the most efficient method for protecting sensor network’s source-location privacy when conjunctly considering the extra energy consumption. We optimize self-adjusting phantom routing by providing each source node with its relative position within the entire sensing field. Thus we are able to force self-adjusting directed random walk always to head to the best direction with the lowest likelihood to hit the boundary. As a result, each directed random walk generates a phantom source located as far as possible to the real source. More importantly, in doing so, we introduce almost negligible extra energy consumption. To enable to concrete analysis of the optimized method, we introduce some metrics with respect to privacy preservation capability and energy consumption. We measure privacy protection ability by safety time which is defined in [2] as the number of message that a source sends before it is reached by an adversary. Meanwhile, the amount of energy consumption is referred as the total number of messages transmitted over the sensor network. We ensure the efficiency of our optimized method by comparing these two metrics with its original versions through theoretical analysis. 

The rest of this paper is organized as follows: Section 2 presents a review of the current literature. A model and assumptions under our study are described in section 3. In section 4, we discuss the implementation of our proposed approach and its performance is theoretically analyzed. Finally, we, in section 5, conclude our study and address the direction of future work. 
2 Review
In recent years, source-location privacy issues of sensor networks, especially for the sensor networks used for monitoring valuable assets, have been studied in a number of research papers [1], [2], [3]. In [1], two widely employed routing protocols, namely flooding and single path routing, have been examined to reveal their capabilities in protecting source-location. The results indicate that both of these two routing protocols are not efficient for preserving source-location. The underlying reason is based on the fact that the existing shortest path in both routing protocols will quickly lead the adversary to the source where the valuable asset locates. On the other hand, a special version of flooding protocol called probabilistic flooding exhibits a certain degree of ability to prevent a source from being backtracked. However, its performance in source-location protection is still not satisfying and even introduces tradeoff between level of privacy protection and network connectivity. A relative small value of forwarding probability helps to increase the level of source-location privacy but meanwhile decrease the network coverage and connectivity. Consequently, a message may not be able to reach the sink. Even provided by an acceptable value of forwarding probability, it can’t significantly enhance the source-location privacy because the existing shortest path still has higher likelihood to deliver more data packets than others and hence pulls an adversary to the message originator. As a result, both existing flooding and single-path routing protocols can not protect source-location very well because there is only one source which originates the packet stream. 

With such an insight, in [1], the fake source idea is proposed to introduce the sensor network more sources which generate fake messages that are in the same length of the real messages and encrypted as well so that an adversary can’t differentiate between the real one and the fake. In this scenario, it is expected that an adversary could be directed to a fake source. However, indicated in [2], the performance of fake source technique relies on the location and message rate of the fake message originator. To perform appropriately, the fake sources have to be positioned at the opposite direction with comparable source-sink distance as the real source. Furthermore, the fake message rate should also be comparable to the message rate of the real one. A faster fake message rate will lead the adversary to the fake source quickly and hence reveal the real source. On the other hand, the slower fake message rate makes the real message arrive earlier and therefore the adversary could directly head to the real source. As a consequence, locating the fake source position properly and determining the frequency of message generation introduce extra overhead into the sensor network.  Another drawback beyond applying fake source technique relies on the fact that it will consume more precious power due to the fake message transmission, which is an important issue in the energy-constrained sensor network. By realizing the facts above, in both [1] and [2], authors proposed a new technique called phantom routing to augment flooding and single path routing respectively. Phantom routing includes two phases. The first phase is called a random walk phase in which messages, in a predetermined number of hops, are delivered to the randomly picked phantom sources; the second phase includes delivering messages from phantom sources to the sink by employing either flooding or single-path routing. It is obvious that the significance of phantom routing lies on the random walk phase. However, the pure random walk does not help to make the phantom source far away from the real source. Picking the next step of the random walk with equal probability will make the path of random walk loop around the message originator instead of running away from it. Thus the concept of directed random walk is introduced in details in [2]. Two methods are introduced to implement the directed random walk. One is called sector-based directed random walk where each sensor partitions its neighbors into two groups. One contains all neighbors locating on the right of it and the other contains ones residing on its left hand side. The message originator will choose a set by flipping a coin and pick one neighbor from the chosen set randomly as its message forwarder. The subsequent nodes will repeat the same randomizing process from the chosen set, determined by the message originator, until the hop count of random walk is reached. Another directed random walk paradigm is called hop-based directed random walk which is similar to sector-based approach except that each sensor node partitions its neighbors according to their hop counts with respect to the sink. One set contains all neighbors with hop counts which is less than its own source-sink hop count. Another set contains neighbors with larger hop counts. The simulation results, in [1] and [2], reveal that phantom routing techniques, compared with fake source message, significantly improve the source-location privacy while marginally increases the energy consumption in sensor network.

The performance of phantom routing in protecting source-location privacy is further investigated in [3]. It indicates that sector-based phantom routing outperforms hop-based phantom routing. Additionally, one problem of phantom routing is addressed in [3]. In phantom routing, there exists certain region where phantom routing can’t produce desirable performance in protecting source-location privacy. In other words, the performance of phantom routing in protecting source-location privacy is not uniform within the entire sensing field. As indicated in [3], the reason of this phenomenon is due to the prematurity of directed random walk which results from no subsequent sensor node, in directed random walk phase, exists to further run away from the real source. Equivalently speaking, the random walk hits one of the boundaries of the sensing field. To deal with this problem, [3] presents a method in which the relative direction of the source location is embedded into the message so that even hitting the boundary, random walk can self-adjust its direction to further run away from the real source. Compared with general phantom routing, self-adjusting phantom routing obviously achieves a better performance in protecting privacy because it makes each phantom source run as far as possible from the real source. However, after a careful examination of this technique, we realize that it can be further optimized to reduce the extra overhead, such as encoding and updating the directional information of the message, introduced by it. 
3 model and assumptions
With the purpose of studying the performance of the proposed approach, a simulative environment has been created, and also it serves as assumption. We take the same environment as being used in literatures [2] and [3]. In this environment, 10000 sensor nodes are located randomly in a square area of 6000x6000(m2). The transmission range of each sensor node is chosen in a way such that a sensor, in average, has 8.5 neighbors. The sink is set at the center of this area. Additionally, we assume that there is only one monitored asset and its location remains unchanged before it is caught by the adversary. On the other hand, an adversary may adopt two kinds of tracing strategy. One, called Patient Adversary, is referred as the adversary waits at a location until he receives a new message. Another is called Cautious Adversary, which means he waits at a location for a specific period of time and return to its previous location if no message arrives within that time period [3]. In our implement, 4 landmarks are set at 4 corners of this square, which will generate a message flood to help every sensor get location information of itself.
4 implementAtion
4.1 Direction and Position Information

In our implement, in order to express direction in a relatively more precise way, four distinct directions are introduced, northeast, northwest, southwest and southeast. Accordingly, the square area of sensing filed is divided into four parts, sector 1 to sector 4, by horizontal and vertical center lines, as shown in Figure 1. Because the mapping between direction and sector is one to one, so we do not distinguish the concepts of direction and sector from now on.
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Figure 1

It is obvious that for an arbitrary sensor node, its neighbors can be grouped in four subsets according to their relative directions. For example, if node j is located at the northeast of node i, node j should be included in the subset “northeast” which can also has the name “sector 1” for simplicity. In addition, any arbitrary sensor node can know its global position within the whole sensing field, in other word, the sector to which it belongs according to its relative direction to sink. These can be achieved by message floods initiated by landmarks after network is deployed. Let the message initiated by Landmark i is Li. By checking whether it receives Li from its neighbor before it forwards Li to this neighbor, a node can tell all its neighbors’ relative positions. And by comparing the receiving time of messages from different landmarks, one node can estimate its global position relative to the center of sensing field; hence it can mark itself with the index number of global sector.
Another kind of useful information for a node is how far from it to the sink. Similarly, this can be done by a message flood initiated by the sink using a hop number record in a message.

4.2 Improved Self-adjusting Directed Random Walk

For the phantom routing protocol, the randomness of choosing phantom source is very important [3]. Because it can be noticed that the farther from the phantom source to the real source, the better the location-privacy can be protected.

Aiming at the above goal, we present an improved self-adjusting walk method to choose the phantom source, which is described as follows.

· Each sensor keeps four lists for its neighbors. S1, S2, S3 and S4 include all neighbors to the northeast, northwest, southwest and southeast, respectively.

· At the beginning of random walk, the real source checks whether it is near the center by comparing a threshold Dsink and its hops from sink. If its hops number is smaller than this threshold, which means it locates in the circle shown in Figure 1, it randomly chooses a direction for the message. If it is out of the circle, it chooses the direction pointing to the opposite sector. For example, the node a will choose sector 3 as the direction, while b will choose any one. When a direction is determined, in the corresponding list, real source randomly chooses a neighbor to send the message.
· When a node receives a message, it first checks the number of hops the message takes, if it indicates that the random walk phase is finished, say hops beyond hwalk, it forward message to sink using shortest-path routing. Otherwise, it gets the direction from which the message comes, and then chooses the opposite direction to forward. In fact, as a result, the message keeps its direction and walks rapidly.

· When a node wants to forward a message but it finds no neighbor at the advancing direction of the message, it is said the message reaches the boundary of filed. In this case, the node will change the direction and continue forward. For example, in Figure 2, node c has no neighbor at northeast and southeast, it will forward message to northwest.
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Figure 2

· If a node is at a corner, it can not find a direction to forward. So it just stops forwarding and begin to send message to sink using shortest-path routing. There is no need to let the message keep going random walk if it dose not reach the limit. This is because the fact that at the very beginning of random walk, the direction chosen for forwarding is point to a wide area, so in case the message arrives at a corner, it has already walked for an enough long distance.

Our method outperforms the corresponding one in [3] in several aspects. First of all, when taking an equal number of hops, the massage can go farther. This is because the angle of all possible outgoing paths is narrowed to 90 degrees, while the angle according to original algorithm is 180 degrees. Using simple geometry knowledge, we can easily figure out that, for a random hop, the effectual distance achieved by one hop could be longer, as we can see in Figure 3. Second, when reaching a boundary and hence changing the direction, a message has less likelihood to get closer to the real source. A typical sample is the hops from node e to node f that are illustrated in Figure 3. In addition, because a message always takes its way towards a broad area, it is less probable for it to touch boundary, therefore the negative impact raised by boundary could be reduced farther. Furthermore, since there is no additional information contained in a message, the energy for data transmission will be less than that in its original algorithm.
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Figure 3

4.3 Pseudo-code of Algorithm

The algorithm of improved routing protocol is shown in Table 1.
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Table 1
5 Summarization and Conlusion 
In this paper, we first explore the research efforts spent in enhancing source-location privacy in sensor networks. We identify that self-adjusting phantom routing, so far, is the most efficient approach when jointly concerning the safety time and energy conservation. However, we find that its performance can be further enhanced if we provide each source node with a global view of the entire sensing field. Knowing its relative location in the sensing field enables a message originator to make a good choice for starting the random walk phase. As a result, the likelihood of hitting a boundary is reduced and the generated phantom sources are located from real source as far as possible. Through theoretical analysis, we note that our approach outperforms self-adjusting phantom routing in protecting source-location privacy. On the other hand, applying our approach does not require embedding directional information into messages. Hence, our approach, compared with its original version, further saves energy consumption. As a conclusion, we claim that our improved self-adjusting phantom routing approach achieves a longer safety time without consuming more energy than its original version. Going forward, we plan to investigate multiple asset tracking scenarios and their impact on location privacy in sensor networks.
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msg = ReceiveMessage();


next_location = NULL;


if (msg.hops > hwalk OR msg.randomWalkFinished)


next_location = GetNextNodeOnShortestPath(current_location);


else


neighbor_set = NeighborSet(msg.currentDirection);


if (neighbor_set.isNotEmpty())


next_location = GetOneElement(neighbor_set);


else


neighbor_set = NeighborSetExcept(msg.comingDirection);


if (neighbor_set.isNotEmpty())


next_location = GetOneElement(neighbor_set);


else


msg.randomWalkFinished = ture;


next_location=


NextNodeOnShortestPath(current_location);


end


end


end


msg.hops++;


ForwardMessage(msg, next_location);
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