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Abstract

    This paper discusses the issues of private security, and how to protect our data and information. In this paper, we talked about the basic security services like confidentiality, integrity, authentication and non-repudiation. We mentioned how to secure our information from the intruders using encryption techniques. We described the Privacy Mechanisms like digital signature, traffic analysis and hash functions and how it can help protecting our privacy. We have also described the benefits from the centralization of information system by using an example to explain how it can protect our privacy over the internet and how it can be used as an authentication third party. In addition we mentioned some tips of how to help protecting our privacy.
1. Introduction
     Privacy has always been a controversial issue from a long time. Nowadays, the challenge in the field of privacy is how to share data while protecting our personal identifiable information. With the spread of wireless networking systems, protecting data become much more difficult. It has been proved that privacy does not entirely exist but we can still try to tell people what to do to help protecting their privacy.
      Internet privacy is the privacy over the media of the Internet, it’s the ability to control what information one reveals about somebody over the Internet, and to control who can access that information.
This paper has two major purposes. The first is to define some of the terms and concepts behind basic cryptographic methods by using the Privacy Mechanisms by which we can help protecting our privacy on the internet. Secondly, we talked about the centralization of information technique for privacy issues.
Cryptography is the science of information security. The word is derived from the Greek kryptos, it means hidden [1]. Cryptography is closely related to the disciplines of cryptology and cryptanalysis. However, today in computer-centric world, cryptography is most often associated with scrambling plaintext (ordinary text sometimes referred to as clear text) and cipher text (a process called encryption), then back again.
    Saltzer and Schroder describe security as the “mechanisms and techniques that control who may use or modify the computer or the information stored in it”, and privacy as “the ability of an individual (or organization) to decide whether, when, and to whom personal (or organizational) information is released.”[2]
2. Security Services
Security involves making sure that any sensitive information anyone may provide is safe and secure. Privacy refers to information gathered about someone, and the way of using it. One of the essential aspects for secure communications is the cryptography, which we will discuss in this paper. 
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Figure 1, explains the operation of transferring a message from sender to receiver using cryptography in a way such that the intruder will not be able to understand it. The sender uses a key to cipher the message into a cipher text and send to the receiver who will use a decryption key to decipher it.
It is important to notice that while cryptography is necessary for secure communications, it is not sufficient by itself.  There are security services to prevent or detect attacks, replicate functions of physical documents. 

The basic security services are:
2.1 Authentication:
    Authentication provides us the assurance that the communicating entity is the one it claims to be. We have two types of authentication: 

2.1.1 Peer entity authentication:
     It provides mutual confidence in the identities of the parties involved in a connection. 
2.1.2 Data origin authentication:
    It insures the assurance about the source of the received data.

2.2 Access Control:

    The prevention of unauthorized use of a resource (i.e., this service controls who can have access to resource, under what conditions access can occur, and what those accessing the resource are allowed to do).[4]
 2.3 Confidentiality:
    It is the protection of information from unauthorized disclosure (against eavesdropping).
2.3.1 Traffic-flow confidentiality:

    The protection of information that might be derived from observation of traffic flows.
2.4 Integrity:

    It can mean ensuring data is “whole “or complete. Data integrity is the assurance that the data is consistent, correct and accessible. Assurance that data received are exactly as sent by an authorized sender i.e. no modification, insertion, deletion or replay.
 2.5 Non-repudiation:

    It is the concept of protection against denial by one of the parties in a communication. 
There are two types of non-repudiation:
2.5.1 Origin non-repudiation:

     It is the proof that the message was sent by the specified party.

2.5.2 Destination non-repudiation: 
    It is the proof that the message was received by the specified party. 
3. Privacy Mechanisms:

    Protecting privacy can be verified using one of the methods defined below:
3.1 Encryption (Encipherment)
    It is the process of encoding information into a secret code by using a special key. Encryption is the most effective way to achieve data security. To read an encrypted file, you must have the key of the decoding that enables you to decrypt it. Unencrypted data is called plain text while encrypted data is referred to as cipher text. 
     By using an algorithm for encryption we can protect our information that we don’t want other people to see such as: 

· Credit-card information 

· Social Security numbers 

· Private correspondence 

· Personal details 

· Bank-account information 
· Medical information

    From the unauthorized persons that may steal it. But in the other hand we can provide the trusted parties with the private key of decryption.  
  There are two main types of encryption: 

· Asymmetric encryption (also called public-key encryption), and 

· Symmetric encryption. 



 Figure2.  Encryption Mechanism [5]
3.1.1 Public-key Encryption:

     It is also known as asymmetric cryptography, is a form of cryptography in which a user has a pair of cryptographic keys - a public key and a private key. The private key is kept secret, while the public key may be widely distributed. The keys are related mathematically, but the private key cannot be practically derived from the public key. A message encrypted with the public key can be decrypted only with the corresponding private key.
      For example, if Bob is writing an e- mail to Nancy, Bob has the public key of Nancy, public key of Nancy is widely distributed, he can encrypt that message and send it to Nancy, Nancy with her private key that is mathematically related to the public key can decrypt the message and no intruder can decrypt the message because everyone has the public key but no one has Nancy’s private key, by this technique we can send confidential e-mails and information with keeping our privacy protected.
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Figure3.  Asymmetric Encryption [6]   
3.1.2 Private Key Encryption:
    Private Key means that each computer has a secret key (code) that it can use to encrypt a packet of information before it is sent over the network to the other computer. Private Key requires that you know which computers will talk to each other and install the key on each one. Private Key encryption is essentially the same as a secret code that the two computers must each know in order to decode the information. The code would provide the key to decoding the message. Think of it like this. You create a coded message to send to a friend where each letter is substituted by the letter that is second from it. So "A" becomes "C" and "B" becomes "D". You have already told a trusted friend that the code is "Shift by 2". Your friend gets the message and decodes it. Anyone else who sees the message will only see a nonsense message. 
   In a symmetric cryptosystem, the same key is used for encryption and decryption while in an asymmetric cryptosystem the key used for decryption is different from the key used for encryption.
3.2 Digital Signature:
    A digital signature is basically a way to ensure that an electronic document (e-mail, spreadsheet, text file, etc.) is authentic. Authentic means that you know who created the document and you know that it has not been altered in any way since that person created it. 
3.3 Hash Functions and Message Digest:

    A hash function creates a fixed length string from a block of data. If the function is one way, it is also called a message digest function. These (fast) functions analyze a message and produce a fixed length digest which is practically unique. There is no known feasible way of producing another message with the same digest. Such algorithms are normally used to create a signature for a message which can be used to verify its integrity. [7]
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Figure4. Digital Signature [8]
3.4 Access Control:

    Access control is a much more general way of talking about controlling access to a web resource. Access can be granted or denied based on a wide variety of criteria, such as the network address of the client, the time of day, or the browser which the visitor is using. Access control is analogous to locking the gate at closing time. It’s controlling entrance by some arbitrary condition which may or may not have anything to do with the attributes of the particular visitor. [9]
3.5 Traffic Padding:

    It is the process of intercepting and examining messages in order to deduce information from patterns in communication. The attacker might gain the knowledge of the amount of traffic that was generated. The attacker might not know what A and B were talking but he could know that they were talking and how much they talked. It can be helpful in military organization. Padding messages is a way to make it harder to do traffic analysis. A number of random bits are appended to the end of the message. 
3.6 Routing control:
    Enables selection of a particular physically secure route for certain data and allows routing changes, especially when a breach of security is suspected. [10]
3.7 Notarization:
    It’s the use of a third party to assure the other party.

4. Centralization of information:
    With the spread of the web-based applications and services and the more and more need for using it, the quantity of personal data to be shared increased, which impose the need of a reliable authentication and authorization system to protect this information from attack and unauthorized access.  

.NET passport is a unified-login service presented by Microsoft to allow users to log in to many websites using one account.

After you sign up and create credentials, you can sign in on any site that displays Microsoft Passport Network or Windows Live ID.
Other authentication and authorization infrastructures, such as the Liberty Alliance Project, offer similar services. 

One of the limitations of those programs is that a few number of sites deal with.

   The idea is to create a Passport account with the detailed information that will be saved in a central database and protected by several security levels. It authenticates users for participating sites and providing them with a mildness moving between participating sites without the need of remembering a specific set of credentials.

Every user will have a unique identifier for his account in addition to some personal information like the e-mail address, phone number, first and last name.

4.1 Secure sign-in service:
    When a registered user clicks the standard sign-in link on a participating site, the browser sends the site an initial HTTP request message. The site, in turn, returns an HTTP redirect message for the co branded sign-in page on the Passport server. The site adds its unique ID and a return URL to the HTTP redirect message in query string parameters.

    Before displaying the appropriate sign-in page, .NET Passport checks the site ID and return URL. If they do not match the ID and URL of a participating site, .NET Passport rejects the authentication request, thus ensuring that only participating sites can request user authentication.

    The Passport server and the participating site server never communicate users’ authentication and profile information directly.[11]

4.2 Security levels:
    Microsoft .NET Passport provides three security levels.

4.2.1 Standard sign-in:

    In standard sign-in, the two cryptographic protocols SSL/TLS (Secure Sockets Layer /Transport Layer Security) only secure the transmission of user credentials between the browser and the Passport server, not between the browser and the participating sites. Sites that don’t require a high level of security, such as Microsoft’s Hotmail service, use standard sign-in.

4.2.2 Secure channel sign-in:

    Participating Passport sites normally receive encrypted ticket and profile cookies over HTTP and send the cookies to a browser using the same connection. If a site uses standard sign-in, an attacker eavesdropping on the network traffic between the browser and the site could capture the cookies and replay them against the site.

The user’s credentials are not at risk because the cookies are encrypted with a key known only to the Passport server or the participating site.

To protect against replay attacks, a system could send and receive tickets only over secure channels.

In the secure channel sign-in all communication takes place over secure channels (HTTP over SSL/TLS, or HTTPS). With secure channel sign-in, traffic is encrypted with an SSL/TLS session key held only by legitimate participants.

4.2.3 Strong credential sign-in:

    If a user enters a password incorrectly five consecutive times, .NET Passport automatically blocks access to the account for two minutes, making it difficult for an attacker to launch a password cracker.

To address this problem, a systems designer could make passwords stronger or block the account completely after a given number of unsuccessful sign-in attempts.  

Passport’s designers chose a two-stage sign-in process for protecting participating sites with more stringent security requirements. Stage one is identical to secure channel sign-in. Stage two involves a second sign-in page that requires the user to enter a four-digit security key, or PIN.

4.3 Key management:
    Key management is .NET Passport’s Achilles’ heel, as it is for all cryptographic security systems. The Passport server shares a Triple-DES key with each participating site, which it uses to encrypt information it transfers to the participating sites in HTTP redirect messages.

    The .NET Passport service must securely generate the keys and assign them out of band—a difficult task requiring careful attention. Microsoft argues that the Passport server never sends keys over the Internet, but transmits them out of band. The server embeds each key in an installer program, so not even the site administrator sees the key value. 
4.4 Suggestions

    Instead to increase its wide spread, the .NET Passport has to increase the limited number of websites that it deals with. And it has to extend its services to be a notarized third party. As most of the websites need a verification of our personal id we have to provide them with it. And that impose the distribution of our personal information among the internet which may disclose that information, which needs the help of a trusted third party that can hold those confidential information and authenticate us where ever needed.

    We suggest, the Smart Card Technology using different keys as another technique that can be useful. As we mentioned earlier, the protection of our personal information like credit card information, social security number or bank account information can be achieved using encryption. The Smart Card will store different personal information such as Medical and Banking information. The Encryption must be done using different keys depending on the organization for which information from the smart card will be released. 
    For example the encryption key of the bank account information for a certain person should be different from the encryption key of the medical information for the same person. This will impose that the user provides each party with the special private key to ensure that no one else can decrypt other information pertaining to other organizations.
    The Smart Card can be used for commercial transactions over the Internet such that the user’s encrypted information will be read thru a Smart Card Reader by the merchant who in his turn, transfers these encrypted information to the related organization.
    There is a security issue concerning the use of this Smart Card for commercial transactions over the Internet; a scenario could happen where the website can use the encrypted information to process banking transactions more than authorized.

    The proposed solution is to let the user add to his original encrypted information the number of times, that information, is allowed to be used and the amount to be paid to the merchant website at that specific transaction (for bank issues), keeping in mind that the new information will be encrypted by the same key of the original encrypted information.  
5. What people should do to help their privacy?

    Internet privacy is the ability to control who will access the information and what part of information.

- The first and the most important advice is not to give the personal information unless for trusted parties. Users' assessment of the persons or groups who will be the receivers of information plays a strong role in deciding about information sharing. [12] the most influential factor seems to be trust.  
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Figure5. Privacy and Trust-building on the Internet [13]

- Read the Agreements provided by the websites very well before accepting it because most of the times it grants them the right to share your private information with third parties and they are always make these agreements as long as possible and sometimes hard to be understood to push you for accepting it without well understanding its terms and conditions.

- Avoid answering the unnecessary questions or fill the not required fields in the WebPages that ask about that.  

- Be careful about deploying your personal information in social networks because you have to put in mind that those WebPages are constructed to share personal information with everyone who wants to see them.

- Most of the WebPages that provides free downloading and free services ask for your personal information to use it for business purposes and in an unauthorized way.

6. Conclusion.
    In this paper, we presented the Security Services and there role towards protecting information over the Internet. 
    We described the Privacy Mechanisms such as Encryption, Digital Signature, Hash Functions and Message Digest, Access Control, Traffic Padding, Routing Control and Notarization and how they can protect our information from attackers. 
    We also mentioned that with the help of combining Services and Mechanisms we can build a centralized database which can provide more privacy.

    Some important tips that can help in supporting our privacy issues have been added.

    And at the end we offered some suggestions that can enhance our privacy over the Internet.   
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