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Abstract

Radio Frequency Identification (RFID) system is used to identify objects without contact and it is being applied in a variety of areas such as retail and supply chain. In recent years researchers have developed mobile RFID system by integrating mobile devices with traditional RFID technology. Apart from its advantages this technology raises some serious privacy issues such as, information leakage, traceability and impersonation. In this paper we will discuss two proposed approaches for solving these issues.
1 Introduction

RFID (Radio Frequency IDentification) is used for automatic identification and has various applications in ubiquitous services. It is based on EPC (Electronic Product Code) network and identifies an object by reading an RFID tag using RF (Radio Frequency) signal. RFID can be a good substitute for barcode system since it offers storage ability, contactless communication and self computing. Therefore, it is widely used in manufacturing, supply chain management and inventory control. Also in these days, it can be applied to new applications such as homecare, healthcare system and so on. 
In recent years researchers have developed mobile RFID system using mobile devices. This system uses a mobile phone as RFID reader and integrates traditional RFID and ubiquitous sensor network infrastructure with mobile communication and wireless internet.
Although the mobile RFID system has various applications in recent time and it has the advantages of both mobile technology and RFID system, it raises some serious privacy and security problems. By nature mobile RFID inherits all the problems present in the RFID system, such as, information leakage, traceability and impersonation, but the severity of these problems increase because of the mobility and higher reading range of the mobile RFID reader.

In this paper, we are going to discuss different privacy issues faced in the RFID system and some proposed solutions to these problems. Also we are going to discuss two different approaches proposed in [7] and [5] to protect privacy in mobile RFID system.

2 Privacy Issues in RFID

RFID tag can be embedded in any object and it can be read without contact using RF signals. Since the owner of an object will not necessarily be aware of the presence of a RFID tag and the tag can be read without the knowledge of the owner, it becomes possible to gather information about an individual without consent. This leads to various privacy threats. [4] and [5] identifies some of the privacy issues raised by the RFID technology.

2.1 Traceability
When a user carries a tagged object, an adversary can keep track of the movement of the user or the tag itself by recording the messages transmitted from the tag.

2.2 Information Leakage

Since RFID tag responds to any reader without checking the legitimacy of the reader, various information can be gathered about a tag user, such as preferences, lifestyle, income etc. For example if a tagged item is paid for by credit card, then it would be possible to identify purchaser by reading the globally unique ID of the RFID tag.
2.3 Impersonation
When a target tag communicates with a legitimate reader, an adversary can collect the tag information by listening to the messages being sent to the reader from the tag and make a clone of the tag. Later when the legitimate reader sends a query, the clone tag can reply to the message and the reader may consider the clone tag as a legitimate one.
3 Proposed Solutions for Privacy Issues in RFID

Some proposed solutions for RFID privacy protection are discussed below:

3.1 The Kill Command

When an item is purchased a Kill command can be used to deactivate the tag so that it cannot be read by any reader. Although it is the simplest approach to protect the privacy, it is not very effective because it eliminates all the post-sale benefits such as returning or replacing of a purchased item. Also it is not a suitable approach for cases such as libraries or rental shops that require the tag to be active for the lifetime of the object.

3.2 Tag password

A tag can be password protected. It will only respond after receiving the correct password. But the problem is that without knowing the tag’s id the reader cannot know which password to transmit.

3.3 Encryption 

Cryptography seems to be a good solution to the discussed privacy issues, but cryptographically-enabled tags typically are much more expensive and require more power than simpler equivalents, and as a result, deployment of these tags is much more limited. One major challenge in securing RFID tags is a shortage of computational resources within the tag. Standard cryptographic techniques require more resources than available  resources in most low cost RFID devices.
3.4 Proxying Approach

In this approach the user carries a mobile device to enforce the security and privacy of the RFID tag.  Instead of directly reading from the tag any reader has to go through this proxy device. Researchers have proposed several proxy approaches, such as, “Watchdog Tag” [3], “FRID Gurdian” [6], “RFID Enhancer Proxy” [1] and “MARP” [7]. Among these we will discuss the MARP method in section 6.
3.5 Blocking

The blocker tag is a specially configured RFID tag introduced in [2]. It uses a privacy bit to restrict public scanning of the tag. If the privacy bit is 0, then the tag can be read publicly, otherwise it is only accessible to the readers in the privacy zone.

4 Mobile RFID

“Mobile RFID (M-RFID) can be defined as services that provide information on objects equipped with an RFID tag over a telecommunication network” 
. The components of a mobile RFID network are mobile reader, tag, base station and network servers. The reader is installed in a mobile device such as a mobile phone or a PDA.
4.1 Components
4.1.1 RFID Tag
RFID tags consist of two parts, a microchip for storing and processing information and an antenna for sending and receiving RF signals .the microchip is also used for modulating and demodulating RF signals. There are three kinds of RFID tags, passive, active and semi-passive. 

(a) Passive Tag:
A passive tag does not have any internal power supply. It gets energy from electrical current induced in the antenna by the incoming RF signal from the reader. A passive tag is unable to perform complex operations due to lack of onboard power supply.

(b) Active Tag:
It contains a battery that is used to supply power to the microchip and to broadcast signals. It can perform complex operations.

(c) Semi-passive Tag:
It is similar to active tag but uses its battery only for the microchip.

RFID tags use EPC (Electronic Product Code) structure to store information. The EPC is composed of Header, EPC manager, object class, and serial number as shown in Figure 1.
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	EPC Manager
	Object Class
	Serial Number



Figure 1. EPC structure

4.1.2 Mobile RFID Reader

A mobile RFID reader that can be a mobile phone or a PDA sends queries to tag and receives and processes the information transmitted by the tag, it has the ability to perform complex operations and to store information.

4.1.3 Base Station
When a mobile reader receives the EPC from the tag, it communicates with the base station. The base station will  first seek the URL of  the OIS (Object Information Server) from the ONS (Object Name Server) using the EPC received from the reader and then it will communicate with the OIS to get the information of the tag and at the end it sends the information to the mobile reader.

4.1.4 Network Servers
Network servers consist of OIS and ONS.
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Figure 2. Mobile RFID Network [5]
4.2 Mobile RFID Network Architecture

Figure 2 shows the structure of a mobile RFID network [5]. A mobile RFID network operates as follows:
(1) A mobile reader requests EPC from a tag.

(2) The tag sends EPC to the mobile reader.

(3) The mobile reader sends the received EPC to a base station.

(4) The base station requests URL of a server which includes information of EPC to ONS server.

(5) ONS server sends the requested URL to the base station.

(6) Using the received URL the base station requests information of EPC from OIS server.

(7) OIS server sends information of EPC to the base station.

(8) The base station sends information of EPC to the mobile reader.

5 Additional Privacy Issues in Mobile RFID

In addition to traditional RFID privacy issues, mobile RFID users face other privacy and security problems caused by the higher reading range and mobility of the readers. Since mobile phones can be traced easily, in mobile RFID system the reader-carrying users as well as the tag-carrying users face privacy issues.

Again, reader-carrying users can also be attackers who illegally collect the personal information by scanning tags. This may lead to more serious privacy threats.

6 RFID Privacy protection using Mobile Agent

S. C. Kim et. al. [7] propose a strong cryptographic method, MARP (Mobile Agent for RFID Privacy Protection) to resolve the privacy issues in RFID system.

MARP obtains a part of the tag’s secret information and becomes the proxy agent of the tag. Instead of communicating with the tag a reader first authenticates and then interacts with the MARP. MARP uses only one hash function and therefore it can be used with the existing tag hardware without any major modification.

6.1 The MARP System

In addition to the RFID system the MARP system has a protection agent, which mediates the communication between the reader and the tag, and a trusted public key management centre. Every RFID user carries a MARP which gathers the information about all user tags and records the information in a database so that only legitimate readers can access the information. Figure 3 shows the RFID system for MARP.
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Figure 3. The RFID system for MARP [7]
MARP has four different phases, the initial setup phase, privacy protection phase (tag sleep mode), authentication phase (tag wake mode) and main scheme.

6.1.1 Initial Setup Phase
In this phase the MARP system obtains the following information: every reader group belongs to a specific class and has its own group ID as well as the public key and the individual key. MARP contains the reader’s group ID and the public key. It also contains its own public and individual key. In addition to these, MARP also has the tag IDs, hashed secret data and PIN of the tag. The server contains the tag related and the reader group related information.
6.1.2 Privacy Protect Phase

When the MARP obtains the secret information of the tag it puts the tag into sleep and from this point it communicates with the reader on behalf of the tag. The mutual authentication process between the reader and the MARP takes place in this phase.
6.1.3 Authentication Phase

In this phase MARP authenticates the validity of the tag. First the server sends a random number to MARP which wakes the tag using its PIN. The tag XOR’s the received random number with its own secret data, hashes it and sends it to MARP. The MARP then sends the received data to the server and the server checks the legitimacy of the tag.
6.1.4 Main Scheme
The authentication between the tag and MARP, between the MARP and the reader and between the server and tag are done collectively in this phase. There is a master-slave relation between the tag and MARP. MARP can alter the tag if the tag is in sleep mode. The tag will only respond to a MARP with a right PIN.
6.2 Overall Scenario Using MARP
The following scenario is an example of how MARP can be used in real situation:

· A good with an RFID tag arrives at a shop
· The PIN of the RFID tag is stored in the shop’s DB.

· A consumer purchases the good and the PIN of the tag is transmitted to the consumer’s MARP. 

· The consumer registers the tag and it’s PIN in his MARP.
· Some of the tag’s secret information is obtained by the MARP through authentication using the tag’s PIN. 
· The consumer registers the tag and changes the PIN for keeping security.

· Any reader communicates with the MARP instead of the tag using public key cryptosystem.

· If the good transferred to another user, the PIN information of the good is sent to the other user. The new user will register the tag and change the PIN.
6.3 Analysis of MARP

The communication between a back-end server and a MARP and the communication of the tag with a MARP is secured, since in the first case hash functions and random numbers are used and in the second case a tag uses its PIN or its hashed PIN as an encryption key in every session. Also, an attacker cannot trace a tag because only legitimate readers and tags are allowed to involve in the communication protocols. Furthermore, MARP cannot obtain all the secret information of the tag and also the authenticity of the tag can be determined in every step, so it is not possible for MARP to forge any tag.

7 Another Privacy Protection Scheme for Mobile RFID
I.J. Kim et al. [5] propose a new approach to resolve the privacy issues of mobile RFID system which is very similar to MARP, but it does not use any public key cryptography. Unlike MARP this scheme does not need an additional device such as a proxy to control communication between the reader and the tag. The reader itself is embedded in a mobile phone or a PDA. It uses only one hash function and hence the computational cost for the tag is very low. In this method the adversary cannot obtain information of user’s objects and track the location of the tag owner by eavesdropping the communication between the tag and the reader.
7.1 The Proposed Scheme

This scheme has three phases, identification, initial setup and privacy protection phase.
7.1.1 Identification Phase

In the identification phase the mobile reader gets the information about an object before purchasing it. When a user enters a shop the mobile reader obtains a certificate from the local server of the shop. The reader and the server communicate using secure wireless communication of mobile network, therefore the communication is safe. The mobile reader then communicates with the tag and the server using this certificate. The server sends the information of the tag only after authenticating the certificate.
7.1.2 Initial Setup Phase

After purchasing an object the reader receives a key from the server and the user can use this key to protect his privacy.
7.1.3 Privacy Protection Phase

In this phase a user having a mobile reader can obtain the information about the purchased object using the key stored in the reader. It is not possible for an adversary to have the key; therefore he cannot obtain any information about the object.

7.2 Analysis

The proposed scheme in [5] protects user’s privacy against, information leakage, traceability and impersonation.  
The tag sends the message containing the tag ID to the reader using a random number and a keyed hash function. So it is highly improbable for an adversary to extract the tag ID from the message as it is almost impossible for the adversary to predict the random number. Both the reader and the tag use different random number for communication in each session. 
The reader cannot distinguish between the outputs of the tags around it if it does not have the correct key and random number. So it is not possible for an adversary to trace a specific tag.
Even if an adversary obtains all the information of a tag, it cannot impersonate the tag as the tag refreshes the random number in each session.

8 Comparison of MARP and the Other Method for RFID Privacy Protection
In this paper we have discussed two different approaches proposed in [7] and [5] for mobile RFID privacy protection. MARP uses an additional mobile device which acts as proxy of the tag and manages the interaction between the reader and the tag, whereas the proposed scheme in [5] does not require any proxy device to deal with the privacy issues.
I.J. Kim et al. [5] have compared the efficiency of their scheme with MARP which is very similar to their proposed approach. According to the authors, their scheme requires less hash function and exclusive-or operations, it also requires less storage than MARP. Table 1 compares the storage and computation cost needed by these two methods.
	Scheme
	MARP [7]
	Other Approach [5]

	Storage
	Tag
	3l
	2l

	
	Mobile Reader
	7l
	1l

	
	Server
	5l
	2l

	Computation
	Tag
	2H+3X
	1H+1X (before Buying)

1H+1X (after Buying)

	
	Mobile Reader
	(3E+1D+2V+2S+1H+1X)×M
	- (before Buying)
(1H+2X)×N (after buying)

	
	Server
	1E+3D+2V+1S+2H+1S
	1H+1X (before buying)
- (after buying)


Table 1. Efficiency analysis of two methods [5]
8.1 The Notations of table 1:
 l : the output size of a hash function operation or length a key or ID

H : the cost of a hash function operation

X : the cost of a exclusive-OR operation

E : the cost of an encryption operation

D : the cost of a decryption operation

V : the cost of verifying signature operation

S : the cost of a signature operation

M : the number of tags in an identifying area of MARP

N : the number of keys holding mobile reader

− : none

9 Conclusion

Both approaches discussed in this paper try to solve the privacy problems faced in mobile RFID system, such as the information leakage, traceability and impersonation. According to the researchers these schemes can be applied without much modification of the existing RFID tag system. Both methods are very similar but MARP uses an external device as a proxy and it also uses a public key encryption system, while the other scheme uses only simple hash functions and exclusive OR operations without any additional device.
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