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Abstract – How do we decide government in a democratic society?  Voting, it’s the most fundamental component of a democracy.  In this paper the challenges and benefits that technology provides to ensuring the voters’ right to have their vote be kept anonymous.   In this paper I will propose a potential foundation for a secure and private voting system.
1.  Introduction

When it comes to voting there is nothing more important than the privacy of the voters.  The voter needs to believe that it can’t be determined at a later date who they voted for.   The voter has to be able to believe that their vote cannot be held against them at a later time.  Thus they have to have 100% confidence that their vote cannot be traced back to them.   There are many reasons for this requirement.   If the government that wins can find out who voted and who didn’t vote for them then they could design their policies to reward the people that voted for them and/or punish the people that didn’t.[1]   Secondly if people feared that others would find out who they voted for it may influence them to vote for the candidate that they felt was more popular amongst their friends and colleagues rather than the candidate they felt was best for the position.[1]  For these reasons, and others, there are laws in place that put strict requirements on ensuring voter privacy.
2. Voting Machine Part of a Larger System

In the case of privacy for a voting machine it first must be understood that the voting machine is a small part of a greater social construct.[2]  To ensure the privacy of the voter the computerized component also must take into consideration the other non computerized components of the system.[2]
Now that it’s been established that there needs to be assurances of a voters’ privacy, let’s examine the issues that this creates for the electronic voting machine.   First it needs to be established some of the other requirements that need to be present in a voting machine since these other requirements affect the implementation and possibilities of total privacy in voting.  
3. Considerations

One problem is that the voting machine has to create a time log when a ballot is entered.  If someone is recording people entering or exiting the polling station (such as security cameras or camera phones) the data could be combined with the time logs to determine who a candidate voted for.[1]  Because of this potential link it is important to ensure that this data can’t be associated. 
Another problem with voting lies in the fact that some voters are unable to read the ballot.  In this case there are separate procedures for these voters so that they may still vote.[1]  These procedures, however, also have to ensure that any votes cast using them are indistinguishable from any other votes.  If these votes aren’t indistinguishable then they could be used to identify voters and who they voted for.

For the purposes of vote reconciliation it is necessary that there is a paper audit of the votes cast.[1]   Thus if there is a discrepancy and the votes need to be counted by hand they can be.   This paper trail also poses potential problems for the privacy constraints of the computerized components.  It must be assured that the order of the paper trail is randomized before anyone is able to retrieve it because once again if the paper trail is in chronological order than there is the potential that it could be determined who voted for whom.[1]
4. Non-technical
Aside from the technological solutions to the problems there are also other measures that can be implemented to ensure privacy.  One of the most important is that there should be no cameras allowed at locations where voting will take place. Cell phone camera’s make it difficult to ensure that are no cameras [1] but it can be assured that there are no cameras in the polling stations to record people as they enter and exit.   There also need to be physical constraints in the system to prevent anyone from physically accessing any physical component of the system such as the paper trail.  Because of the sensitivity of the stored in the paper trail it locked away so that nobody is able to access it.[1]
5. Technical
First thing that needs to be done technologically is that any data that is stored in the computerized component to the system needs to be strongly encrypted so that in the unfortunate event that an unauthorized viewer were to gain access to the system they would be unable to read any of the information stored.
6. Where Should the Data Be Kept?
Central Server - One possibility is the internet.  When a vote is placed the data could be transmitted to a central server where it would tally the vote.   In this situation there are two keys to ensuring the privacy of the data.  First is to make sure that if the data happens to be intercepted between the voting machine and the central server then that data needs to be unreadable to the unintended viewer.
This does, however, add an extra added dimension to the privacy challenge.  The main central server must be able to be kept secure from intrusion.  Because this main server must be connected to the internet, at least until all polling stations have closed and all the votes have been received at the central server, it will be open to attacks from the internet up until that point.
For this to work every polling station must also connect to the internet and be kept secure from outside intrusion.

This means that both the central server and all of the polling stations must have assigned IP addresses.  It would be possible for the routers at polling stations and at the main server to drop any packets that are coming from sources that aren’t from an IP address that is known to be a secure part of the voting network.

The list of IP addresses on the voting network would have to be known to as few people as possible.  If these addresses were to become known then it would be possible for an intruder to spoof the address of a polling station.
A main problem with the internet is that there is always going to be intermediary jumps through outside networks.  If the IP address of the server is known than all data travelling through a network to that final destination is at risk of being intercepted.
In this system then it is essential that the data be heavily encrypted so as to ensure that any person cannot read any data that may be intercepted. At present time 512bit encryption would probably be sufficient but considering the importance of voting to the very fabric of society it may be advisable to use even higher encryption, 768bit or 1K potentially.

There also needs to be steps taken to protect against attacks where messages are spoofed.  There needs to be some form of authentication between the central server and the individual polling stations.  It’s possible that a public/private key system could be used in this case but for the purposes of a voting system a public key system isn’t necessary; it simply adds overhead to the authentication process.  
For the purposes of the voting system all of the individual machines involved are known ahead of time.  In the case of the voting machine a confidential key can be used instead of the private/public key.  This removes the overhead of negotiating the public key.  With this confidential key, as with the IP addresses, it’s essential that the key never be made public knowledge.
Obviously, once all the results have been returned to the central server it should be removed from the Internet and the storage with the information should be securely stored where it can’t be accessed unless it is needed.

Local A second option rather than the internet is to store the results on local storage at the polling stations themselves.  The physical media could then be transferred for safe storage.  This is much easier to ensure that the information is secure.
In this case it is still important that the information be encrypted to prevent access to any potentially identifying information in the case of the physical media falling into the possession of an unauthorized person.

7. What Data Should Be Stored

For the purposes of voting, the amount of information that should be stored about a single vote should be kept at a minimum to minimize the amount of information that can be linked to the voter.

In my proposed system all that needs to be stored is an identifier that can confirm that a particular vote came from a person eligible to vote, the candidate that the person voted for and the time that the vote was made (in case of the need to audit the results).

Vote Identifier – This identifier is to ensure that every vote is from a different person and that the person is eligible to vote.  If this identifier is stored along with the candidate and the time, then there should be no way for the value to be traced back to the person who it was assigned to.

How should the identifier be generated?  When the voter reports to vote an identifier can be generated unique to that person.  To vote a person, in Canada, should already be assigned a Social Insurance Number.  In other locations a similar unique identifying number could be used.  A one-way hash function could be used on the Social Insurance Number to give a unique identifier.  Because it’s a one way function it’s computationally infeasible for the Social Insurance Number to be derived from the hashed value.
Candidate – This at all costs cannot be associated with the person that cast the ballot.  Yet it must still be associated with the vote identifier so that if the count is called into question all the votes can be validated to have come from a legitimate voter.
Date – Needs to be stored to link the electronic votes to the paper audit trail.  

I propose that at the time that the hashed identifier is generated that it be stored in a database so that the individual voting machines can validate that a voter is using a valid ID.  This database would only have one piece of information, the identifier nothing else that could link the ID to the voter it was assigned to.

In the case where all computers involved in the voting process are on the internet it is also important that the communications between the voting machine and the database of unique identifiers be secure to prevent the release of any identifying information.

8. Hardware Tampering

The individual voting machines and central server must be kept under strict security to ensure that they aren’t tampered with.  If a person were able to gain access to the machines and install malicious software it could throw the results of the entire election into question.  Another possible target of malicious software could be voter information.  It’s possible that if the intruder was familiar enough with the system that software could be installed to record the hashed identifier and the Social Insurance Number making it possible for the voter to be linked to the candidate that they voted for.  

9. Conclusion

Is the Internet solution a viable solution from a privacy perspective?  With encryption it is possible to ensure that any data intercepted en route to the central server is computationally infeasible to be decrypted.

The confidential key, combined with IP restrictions, assure voters that communications between the voting machines and the central server ensure that the communications are only between the central server and the voting terminals.

In terms of privacy no system of voting can guarantee, with 100% certainty, that information can’t be discovered.  A voting system can simply attempt to minimize the possibility of a disclosure of voter information. 
In this case the solution of the internet based system ensures privacy as much as any other system in place.  The possibility of any person or group obtaining all the information required to exploit the system is extremely unlikely.  They would have to obtain information that is kept very secure, information that is only known to a very few number of high ranking officials or have direct access to a machine to modify it on a code level.

The system of storing the information locally and having physical media transported to a secure location is just as secure and private as the Internet based system.

As was stated earlier the computers are only a part of a bigger system.  All parts of the system have to work together to form a truly secure system that can ensure the privacy of individuals.  If any of these components fail, then no matter how well the rest of the system was ensuring privacy the system as a whole will fail.  
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