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Signature ID : 276

Message: DOS Real Audio Server

RealNetworks RealServer is a server application that serves streaming audio to clients. When an attacker sends a request for a template file in the /viewsource/ directory with an empty variable value, RealServer crashes and stops audio transmission.  This event is generated by transmitting a malformed request for a page on a RealNetworks RealServer port, which can indicate a Denial of Service (DoS) attack on the RealServer. Due to this attack the systems running RealNetworks RealServer 7.0 with View Source functionality enabled will be assected.

Rule: alert tcp $EXTERNAL_NET any -> $HOME_NET 7070 (msg:"DOS Real Audio Server"; flow:to_server,established; content:"|FF F4 FF FD 06|"; reference:arachnids, 411; reference:bugtraq,1288; reference:cve,2000-0474; classtype:attempted-dos; sid:276; rev:5;)

Signature ID: 382

Message: ICMP PING Windows

An ICMP echo request can determine if a host is active. It is used by the ping command to elicit an ICMP echo reply from a listening live host.  An ICMP echo request may also be used to legimately troubleshoot networking problems. This event is generated when an ICMP echo request is made from a Windows 9x or 2000 host contains a unique payload in the message request. An attacker may attempt to determine live hosts in a network prior to launching an attack. This attack affects the all network systems.

A corrective action can be taken by blocking inbound ICMP echo request.   

Rule: alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"ICMP PING Windows"; itype:8; content:"abcdefghijklmnop"; depth:16; reference:arachnids,169; classtype:misc-activity; sid:382; rev:7;)

Signature ID: 394

Message: ICMP Destination Unreachable Destination Host Unknown
This rule generates informational events about the network.  Large numbers of these messages on the network could indication routing problems or faulty routing devices. This event is generated when an ICMP Destination Host Unknown datagram is detected on the network.  Gateway devices normally generate these ICMP messages when the destination's IP address specified in the datagram is unreachable. This type of ICMP datagrams can be generated by using numerous tools and scripts. This rule can only detect information of the information network.

Rule: alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"ICMP Destination Unreachable Destination Host Unknown"; icode:7; itype:3; classtype:misc-activity; sid:394; rev:6;)

Signature ID: 472

Message: ICMP redirect host

ICMP Redirect messages are generated by gateway devices when a shorter route to the destination exists.  When a gateway device receives an Internet datagram from a host on the same network a check is performed to determine the address of the next hop (gateway) in the route to the datagrams destination.  The datagram is then forward to the next hop on the route.  If this gateway device is also on the same network, the gateway device generates an ICMP Redirect message and sends it back to the host that originally generated the traffic.  The ICMP redirect message informs the original host that a shorter route exists and any additional traffic should be forwarded directly to the closer gateway device. This event is generated when a network host generates an ICMP Redirect for Host datagram. An attacker on the local subnet could potentially use ICMP Redirect messages to force hosts to use compromised gateway devices. This type of ICMP datagrams can be generated by using numerous tools and scripts. 

Corrective action can be taken by using utilizing ingress filtering to block incoming ICMP Type 5 datagrams   

Rule: alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"ICMP redirect host"; icode: 1; itype: 5; reference: arachnids, 135; reference: cve, 1999-0265; classtype:bad-unknown; sid:472; rev:4;)

Signature ID: 489

Message: INFO FTP no password

FTP server is generally log into with a valid password, but when an attempt is made to log into an ftp server with an empty password – this event is then generated. This is an unusual behavior as every ftp login usually has a password, even anonymous ones. An empty password might mean the system was already compromised and a username exists with no password.  This unauthorized access to the system affects the machines running ftp servers.

Corrective action can be taken by checking all the usernames on the system for empty passwords.

Rule: alert tcp $EXTERNAL_NET any -> $HOME_NET 21 (msg:"INFO FTP no password"; flow:from_client,established; content:"PASS"; nocase; pcre:"/^PASS\s*\n /smi"; reference:arachnids,322; classtype:unknown; sid:489; rev:7;)

Signature ID: 503

Message: MISC Source Port 20 to <1024

This event is generated when possible non-legitimate traffic is detected that should not be allowed through a firewall. Traffic from port 20 is normally FTP traffic.  Commands are passed to an FTP server over port 21.  In order to download files, a client tells the FTP server to connect to the client on a port above 1023.  The FTP server then connects to the client on the given port using the source port of 20.  Ports below 1024 are privileged; a legitimate connection from an ftp server should always be to a port above 1023.  Some mis-configured firewalls may blindly allow connections to any port from a source port of 20. An attacker could use a source port of 20 for TCP connections to bypass a poorly configured firewall. 
Corrective measures may be taken by allowing connections from port 20 only to ports >=1024.  A better solution would be block this traffic entirely and force FTP clients inside the firewall to use PASV (passive FTP) mode.

Rule: alert tcp $EXTERNAL_NET 20 -> $HOME_NET: 1023 (msg:"MISC Source Port 20 to <1024"; flow:stateless; flags:S,12; reference:arachnids,06; classtype:bad-unknown; sid:503; rev:7;)
Signature ID: 540

Message: CHAT MSN message
A user may transfer sensitive company information to an external party using the file transfer capabilities of an IM client. An attacker might utilize vulnerability in an IM client to gain access to a host, and then upload a Trojan Horse program to gain control of that host. This event is generated when activity relating to network chat clients is detected. Instant Messaging (IM) and other chat related client software can allow users to transfer files directly between hosts. This can allow malicious users to circumvent the protection offered by a network firewall. Vulnerabilities in these clients may also allow remote attackers to gain unauthorized access to a host. This may also be a violation of policy. Use of chat clients to communicate with unknown external sources may be against the policy of many organizations. 

Corrective measure may be taken by disallowing the use of IM clients on the protected network and enforce or implement an organization wide policy on the use of IM clients.

Rule: alert tcp $HOME_NET any <> $EXTERNAL_NET 1863 (msg:"CHAT MSN message"; flow: established; content: "MSG"; depth: 4; content:"Content-Type|3A|"; nocase; content:"text/plain"; distance: 1; classtype: policy-violation; sid: 540; rev: 11;)

Signature ID: 613

Message: SCAN myscan

This event is generated when a scan is detected. This event indicates that an attempt has been made to scan a host. This may be the prelude to an attack. Scanners are used to ascertain which ports a host may be listening on, whether or not the ports are filtered by a firewall and if the host is vulnerable to a particular exploit. An attacker can determine if ports 21 and 20 are being used for FTP. Then the attacker might find out that the FTP service is vulnerable to a particular attack and is then able to compromise the host. A False Positive situation may occur when the scanning is done for a security audit. 

Corrective measure may taken by first determining whether the scanning was legitimate and then looking for other events concerning the attacking IP address.

Rule: alert tcp $EXTERNAL_NET 10101 -> $HOME_NET any (msg:"SCAN myscan"; flow:stateless; ack:0; flags:S; ttl:>220; reference:arachnids,439; classtype:attempted-recon; sid:613; rev:6;)

Signature ID: 683

Message: MS-SQL sp_password - password change
This event is generated when a command is issued to an SQL database server that may result in a serious compromise of the data stored on that system. This may have a serious impact as an attacker can gain the administrator access to the system. This event is generated when an attacker issues a special command to an SQL database that may result in a serious compromise of all data stored on that system. This connection can either be a legitimate telnet connection or the result of spawning a remote shell as a consequence of a successful network exploit. There may be False Positive situation where a database administrator logging in and issuing database commands from a location outside the protected network. 
Corrective measures may be taken by disallowing direct access to the SQL server from sources external to the protected network, ensuring that this event was not generated by a legitimate session then investigate the server for signs of compromise and by looking for other events generated by the same IP addresses.

Rule: alert tcp $EXTERNAL_NET any -> $SQL_SERVERS 1433 (msg: "MS-SQL sp_password - password change"; flow: to_server, established; content: "s|00|p|00|_|00|p|00|a|00|s|00|s|00|w|00|o|00|r|00|d|00|"; nocase; classtype: attempted-user; sid: 683; rev: 5;)
Signature ID: 716

Message: INFO TELNET access
This particular event occurs when a remote user who does not belong to the internal network successfully connects to a telnet server.  This may be a legitimate connection by an authorized user or an undesired connection by an unauthorized user.  Since telnet connections are not encrypted, it is possible that user accounts and passwords may be sniffed and used by attackers.  Telnet connections are not considered to be secure especially over the Internet. This event is generated when a remote user successfully connects to a telnet server. 
As a corrective measure inbound telnet connections may be blocked if it is not required, otherwise Secure Shell service may be used for remote connectivity since it uses encrypted sessions.

Rules: alert tcp $TELNET_SERVERS 23 -> $EXTERNAL_NET any (msg:"INFO TELNET access"; flow:from_server,established; content:"|FF FD|"; rawbytes; content:"|FF FD|"; distance:0; rawbytes; content:"|FF FD|"; distance:0; rawbytes; reference:arachnids,08; reference:cve,1999-0619; reference:nessus,10280; classtype:not-suspicious; sid:716; rev:13;)
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