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Introduction
We present to you ten signatures of SNORT IDS system. We wish to do a detailed study of the same and implement these TCP/UDP/ICMP packets with our SNORT system in our project of course 3-60-564.
SIGNATURE DESCRIPTION:
(1)SID – 222 [“DDOS tfn2k ICMP possible communication”]
· Description:
This event is generated when ICMP traffic is sent between Tribe Flood Network 2000 (TFN2K) hosts. When TFN2K hosts communicate using ICMP, they may use an ICMP echo reply with an ICMP identification number of 0 and with a sequence of A's in the payload.  One explanation of such packets being transmitted in the network could be an attempt to ‘DoS – Denial of Service’ attack against the destination host.
· Attack scenarios:
TFN2K hosts communicate with each other for various reasons for the ultimate purpose of attacking a target.
· Corrective action:

Use a packet-filtering firewall to block inappropriate traffic to the network to prevent hosts from being compromised.
(2)SID – 504 [“MISC source port 53 to 1024”]
· Description:
This event is generated when possible non-legitimate traffic is detected by the IDS (e.g. Snort system).

This can be used to pass through a poorly configured firewall. Traffic from TCP port 53 is used by DNS servers for zone transfers. Normal DNS traffic uses the UDP protocol.  An attacker could use a TCP source port of 53 to pass through a poorly configured firewall.  DNS traffic from port 53 using either UDP or TCP should be to a port above 1023.  

· Attack scenarios:

An attacker could use a source port of 53 for TCP connections to bypass a poorly configured firewall. 
Any system can be affected by this attack scenario.

  

· Corrective action:

Only the connections from TCP port 53 are to be allowed to ports greater than or equal to 1024 on these machines.  
(3)SID – 521 [“MISC large UDP packet”]
· Description:
This event is generated when overly large UDP packets are detected by the IDS (e.g. Snort system). In normal scenarios UDP packet payloads are typically smaller than 4000 bytes since UDP protocol is intended to be used for the transmission of smaller payloads. One possible explanation of payload more than 4000 bytes could be an attempted ‘DoS – Denial of Service’ attack against the destination host.

Any system that listens to UDP service can be affected by this attack packet.

· Attack scenarios:

The attacker could create UDP packets with large data size with the intention of causing a possible ‘Denial of Service’ attack.

· Corrective action:

The way to avoid this attack is to allow only known UDP protocols inbound.

(4)SID – 522 [“MISC Tiny Fragments”]
· Description:
This event is generated when dubiously small IPv4 fragment is detected by the IDS (e.g. Snort system). In normal scenarios a router connecting different networks that have different MTU can fragment packets to ensure transmission of relatively larger packets through a network of smaller MTU. Firewalls may be susceptible to fragmented TCP or UDP headers, allowing traffic which should have been filtered to pass through. Any IDS/firewall lacking proper IPv4 fragment reassembly could be affected by such attacks.
· Attack scenarios:

An attacker may pass a fragment containing a TCP/UDP header which is allowed to pass through a firewall, then follow this up with a fragment which overwrites the previous headers, but is allowed due to poor connection tracking.

· Corrective action:

Use a packet-filtering rules set to block inappropriate traffic to the network to prevent hosts from being compromised
(5)SID – 523 [“BAD TRAFFIC IP Reserved bit set”]
· Description:
This event is generated when packets on the network that have the reserved bit set are detected by the IDS (e.g. Snort system). In normal scenarios packets do not use the IP Reserved bit. One explanation for the scenario could be that an attacker is trying to instigate covert channel communications. It may be an indication of unauthorized network use, reconnaissance activity or system compromise.

All system are susceptible to such attacks.

· Attack scenarios:

The attacker could create packets with IP Reserved bit set using packet generator tools 
· Corrective action:

The way to avoid this attack is to disallow packets that have the reserved bit set in IP.
(6)SID – 524 [“BAD TRAFFIC TCP port 0 traffic”]
· Description:
This event is generated when TCP packets with destination port field ‘0’ is detected by the IDS (e.g. Snort system). In normal scenarios TCP packets are not destined to port ‘0’. It may be an indication of unauthorized network use, reconnaissance activity or system compromise.

· Attack scenarios:

The attacker could send TCP packets to port 0 on the destination host.

This anomaly may be the result of an attacker trying to verify the existence of a host at a particular address which is listening to requests as a prelude to an attack.

· Corrective action:

The way to avoid this attack is to disallow TCP traffic to port 0.

(7)SID – 525 [“BAD TRAFFIC UDP port 0 traffic”]
· Description:
This event is generated when UDP packets with destination port field ‘0’ is detected by the IDS (e.g. Snort system). In normal scenarios TCP packets are not destined to port ‘0’. Certain versions of Checkpoints Firewall 1 are subject to ‘denial of service’ attacks when UDP packets to port ‘0’ are sent via VPN1.

· Attack scenarios:

The attacker could send UDP packets to port 0 on the destination host.

This anomaly may be the result of an attacker trying to verify the existence of a host at a particular address which is listening to requests as a prelude to an attack. There may be a possible reconnaissance.

· Corrective action:

The way to avoid this attack is to disallow TCP traffic to port 0.

(8)SID – 526 [“BAD TRAFFIC data in TCP SYN packet”]
· Description:
This event is generated when TCP packets with SYN flag set that have anomalous data sizes are detected by the IDS (e.g. Snort system). In normal scenarios TCP packets that contain the SYN flag set are intended to request for a connection establishment with destination host. They do not contain data in the normal scenarios. These packets are exchanged between hosts to synchronize the data sequence numbers in a transaction. A SYN packet with data size larger than 6 bytes may be an indication of DoS attack or an attempt to evade IDS.

It may be an indication of unauthorized network use, reconnaissance activity or system compromise.

· Attack scenarios:

The attacker would need to send specially crafted packets with the SYN flag set with a datagram size larger than 6 bytes. This may be achieved using a packet generator tool.
· Corrective action:

The way to avoid this attack is to create an alert using inbound access rules to control what traffic is allowed into the network.

 (9)SID – 527 [“BAD TRAFFIC same SRC/DST”]
· Description:
This event is generated when TCP packets with the same source IP and destination IP are detected by the IDS (e.g. Snort system). In normal scenarios TCP packets do not have the same source and destination port unless it is a loopback packet. 

Some TCP/IP stacks hang or crash with attacked by a TCP packet with SYN flag set with the same source and destination IP. Some destination hosts may temporarily hang or completely crash under the circumstances.

In Windows OS,such packets directed at ports 7007 or 7008 can cause a ‘denial of service’ for Windows Media Station on Windows 2000 hosts.


· Attack scenarios:

The attacker could send TCP packets with a spoofed source IP , in this case the IP of  destination host.

This anomaly may be the result of an attacker possibly using the Land attack tool.
· Corrective action:

The way to avoid this attack is to employ egress filtering at the border router or firewall.
(10)SID – 528 [“BAD TRAFFIC loopback traffic”]
· Description:
This event is generated when loopback are detected by the IDS (e.g. Snort system). In normal scenarios loopback packets destined to the localhost should be detected only on the loopback interface called lo0. It may be an indication of unauthorized network use, reconnaissance activity or system compromise.

· Attack scenarios:

The attacker could send TCP packets with a spoofed source IP , in this case the 127.20.0.0/8.

The impact may be possible reconnaissance.

· Corrective action:

The way to avoid this attack is to employ egress filtering at firewall.
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