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Signature ID

530

Title

Exploitation of null sessions vulnerability in Microsoft Windows operating system.

Introduction

This attack can be done when an attacker attempts to connect to the IPC (Inter-Process Communication) pipe on the target host.  In this attack, the attacker can obtain sensitive information about the target host.

Detailed Description


A null session allows the user to browse Windows hosts by the “Network Neighborhood” and other functions.  It has the permission for the user to access to a host and can be created by sending a blank user name and password.  As the result of this attack, the attacker may disclose sensitive information about the target host such as available shared resource and user names.
Attack Scenarios

In this scenario, the attacker attempts to perform a null session connection to connect to the IPC pipe on the target computer by sending a blank username and blank password in order to gather sensitive information and hide his share on the target computer.

Affected Systems

The Microsoft Windows operating systems are affected by this attack.

Fix Information

On Windows NT/2000/XP, set the value of the registry key: [/System/CurrentControlSet/Control/LSA/RestrictAnonymous] = 1.  This may fix the problem.
Signature ID

545

Title

Exploitation of the hidden dictory vulnerability in an FTP sessions.

Introduction


This attack can be done when an attacker attempt to navigate to the “/” directory on an FTP server.  In this attack, the attacker can list or store unauthorized files on the host.
Detailed Description


A hidden directory named “/” which is difficult to discover and restrict unauthorized user to store unauthorized files.  As the result of this attack, the attacker may list or store unauthorized files such as unlicensed or pirated software.
Attack Scenarios


In this scenario, an attacker attempts to navigate to the hidden directory named “/” in an FTP session in order to read or write unauthorized files.
Affected Systems

FTP servers are affected by this attack.
Fix Information

There are two suggested method may prevent this attack.  The first method is to set restrictive permissions to all directories so that only the authorized users can navigate or write to them.  The other method is to monitor directories regularly to check if there is any unusual activity regarding the space of storage.

Signature ID

718

Title


Exploitation of login vulnerability in Telnet.

Introduction


This attack can be done when an attacker attempts to guess user name and password combination in order to login to the telnet server.  In this attack, the attacker may remote access to the target host.
Detailed Description


When a telnet server generates an error message after login failed, it may indicate that an attacker is attempting to guess username and password combinations.  From the other point of view, the error message may also indicate an authorized user has input an incorrect user name and password combination.  Therefore, it is hard to tell which one is.  Another thing should be mentioned.  It is also possible that an unauthorized user has entered a correct username and password combination accidentally.  As the result of this attack, the attacker may remote access to the telnet server.
Attack Scenarios

In this scenario, an attacker attempts to brute force guessing username and password combinations in order to remote access to the telnet server.
Affected Systems


Telnet servers are affected by this attack.

Fix Information


The suggested method to correct this problem is using secure shell instead of telnet.
Signature ID

995
Title


Exploitation of password change vulnerability on IIS server.

Introduction


This attack can be done when an attacker attempts to request an HTTP-based server to change password.  In this attack, the attacker may obtain sensitive information on the target host or remote access to the target host.

Detailed Description

There is a legacy file (ism.dll) that used for web-based administration in Microsoft Internet Information Services (IIS) servers (version 4.0).  The user will be promoted for a user name and password when sending a request to this file.  Error messages will be generated after password change failed.  The message can indicates whether the given user name exists on the server.  Once the attacker discovers the existing account, he can attempt to brute force guess the password.  As the result of this attack, the attacker may remote access to the server.
Attack Scenarios

In this scenario, an attacker attempts to discover existing user accounts by requesting password change and then brute force guessing password to complete the entire procedure of password change.
Affected Systems


Microsoft IIS 4.0 servers upgraded from IIS 2.0 or 3.0 are affected by this attack.

Fix Information


The suggested method to correct this problem is using the up-to-date version of IIS server.
Signature ID

1700
Title


Exploitation of a known vulnerability in CGI web applications.

Introduction


This attack can be done when an attacker attempts to exploit a known vulnerability in a CGI web application running on a server.  In this attack, the attacker may obtain sensitive information on the target host or administrative access the target host.

Detailed Description


When the clients connect to the services offered by server, some CGI applications do not perform stringent checks during the procedures of validating clients’ credential.  This may help the attacker to gain unauthorized access and administrative privileges to the target host.  As the result of this attack, the attacker may obtain the information on the target host and servers that have trust relationships with the target host.
Attack Scenarios

In this scenario, an attacker may supply his/her own CGI script in order to exploit weakness to gain administrative access to the server.  He/She can also gain access by supplying his/her own credentials during the authentication.

Affected Systems


All systems running CGI applications are affected by this attack.

Fix Information


The suggested method to correct this problem is using the up-to-date version of software.
Signature ID
2616

Title


Exploitation of buffer overflows vulnerability in oracle database.

Introduction


Oracle database provides large set of packages that help database users and administrators in making their work easy.  Oracle packages group procedures and functions based on their functionality.  Among those packages is Oracle’s Replication Manager API package that is used for configuring advance Replication environment.  Many of the procedures inside this package cause buffer overflow when invoked, hence in turn may create a Denial of Service scenario by crashing the database.

Detailed Description


In oracle’s Replication Manager API some procedures cause buffer overflow when the user provides a long string as input parameter to them.  Some of those procedures are 

DBMS_RECTIFIER_DIFF.DIFFERENCES 
DBMS_RECTIFIER_DIFF.RECTIFY
DBMS_REPCAT_AUTH.GRANT_SURROGATE_REPCAT
DBMS_REPCAT_AUTH.REVOKE_SURROGATE_REPCAT
DBMS_REPCAT_RGT.CHECK_DDL_TEXT
DBMS_REPCAT_SNA_UTL.CREATE_SNAPSHOT_REPGROUP
DBMS_REPCAT_UTL.CONVERT_REASON_TO_ID
DBMS_REPCAT_UTL.DROP_AN_OBJECT
DBMS_REPCAT_UTL.RESOLVE_NAME DBMS_REPCAT_UTL4.NAME_CONFLICT_EXISTS.

Before we go further let’s see what buffer overflow is.

Buffer Overflow


Whenever a program writes more data into the buffer than the space it has been allocated in the memory causes the buffer to overflow.  In such scenarios attackers can overwrite the data and can take control of the program and execute their own code. 

Attack Scenarios


In this scenario, the attacker has to have a valid username and password to connect to the database.  Once connected, he/she can invoke one of the above mentioned procedures with a very long input in its parameter.  This causes the buffer to overflow and thus allows non-privileged users to gain DBA privileges.  Attacker can then also run his/her own code or may cause the database to crash.

Affected Systems


The Oracle 9i database is affected by this attack.

Impact


Medium

Fix Information


Oracle Corporation has released a patch, 9.2.0.5 patchset, to fix this problem.

Signature ID
3057
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Exploitation of Access Control Lists (ACLs) vulnerability in ethereal.

Introduction


Ethereal is a graphical multi-platform protocol analyzer.  It displays the network data in a nice graphical user interface.  Ethereal maintains an Access Control List that contains permissions granted to users or groups with respect to file and network access.  An error in processing such ACLs may cause denial of service condition in ethereal.

Detailed Description


As mentioned above ethereal maintains an Access Control List for its users.  While processing such an access control list for Access control entries (ACEs), a wrong parameter may cause ethereal to crash and hence would not be able to work properly.  

Attack Scenarios


While processing the Access Control List, the ACL parsing routine assumes that the correct size for Access Control Entries is provided.  An attacker sends the data packets with vary large ACL structure together with the ACE of size 0.  This combination can cause Denial of Service (DoS) condition.

Affected Systems


Ethereal 0.10.7 and prior.

Signature ID
4413
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Exploiting a known vulnerability in Microsoft systems, using print spooler service.

Introduction


Microsoft operating systems use print spooler service to load the files into the memory for later printing.  But this service comes with a remote code execution vulnerability that can successfully allow an attacker to take control of the affected system.

Detailed Description


Print spool service is one of services used by the Microsoft operating system to print files to a printer or other devices.  This service comes with vulnerability where the attacker exploits the “AddPrinterEx” function thru the “spoolss” component.  If the attacker is successful in accessing that function, he/she might either be able to run their own malicious code on that machine or create a Denial of Service scenario.

Attack Scenarios


The attacker supplies some extra data in the packets sent to the machine and tries to access the “AddPrinterEx” function thru the “spoolss” component.

Affected Systems

· Windows XP service pack 2 and Windows Server 2003

On these systems this vulnerability is restricted to authenticated users only.  A local user must first share a printer or try to connect to a shared printer.  Exploiting vulnerability on such a system would result in denial or service condition.  Remote code execution can not be done on such system with this vulnerability

· Other operating system versions

Can allow remote code execution in addition to denial or service conditions.

Impact

Critical

Fix Information

· Turning off the file and print service

· Using Samba as an alternative

· Applying Microsoft critical update patches
Signature ID
4990

Title

Exploiting vulnerability in Microsoft SQL Server 2000

Introduction

Microsoft SQL Server has buffer overflow vulnerability that can allow attackers to run their own code on the affected machines or creating a denial of service condition.  The attacker can send packets to the Resolution service of the SQL Server that can cause buffer to overflow and hence enabling them to execute their own code in the system emmory.

Detailed Description


Microsoft SQL Server’s Resolution service contains couple of vulnerabilities that allows attackers to overwrite data in system memory.  On January 25th, 2003 a warm was release that started exploiting vulnerability in MS SQL Server 2000 Resolution service.  Resolution service provides clients the ability to query the SQL server for particular instances.  This service operates on UDP port 1434.

Attack Scenarios


The SQL version check function of Monitor service provided by MS SQL Server uses unchecked clients data.  The worm or attacker uses this version to exploit a buffer overflow.  The attacker sends too many bytes in the request that triggers the version check, which in result causes buffer overflow condition.

Affected Systems


Microsoft SQL Server 2000

Impact


Critical

Fix Information


Applying appropriate patches to fix the problem.

Signature ID
5661
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Unauthorized access to remote machine registry key

Introduction

Microsoft operation system uses different keys to store configuration key information in its environment.   Sometimes malicious programs change the key values that cause the host system or programs to work abnormally.

Detailed Description


Registry keys in Microsoft environment are used for storing configuration information related to different software and system behavior.  All the keys have certain values assigned to them.  Changing those values might cause the system or the software to work abnormally.  Remote registry servers do not handle requests that have bad formats.  If a service fails in processing such requests, hackers might be able to take control of the machine and hence would manipulate the system registry.

Attack Scenarios


The attacker will supply a badly formatted authentication request to the registry server that will cause the service to fail and hence will cause authentication failure.  The attacker then can access the system’s registry keys.

Affected Systems


Windows NT 4.0 and Windows NT 4.0 Terminal Server Edition.

Fix Information


Applying appropriate patches to fix the problem.
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