Assignment 2 - 10 Rules used by Snort

by Muhammad Naushin Hasan & Dorian Stoilescu 

The Snorts’ Sids used in this assignment are: 384, 408, 469, 486, 1070, 1201, 1240, 1292, 1420, and 2466.

Rule Sid: 384 generates an event when a generic Internet Control Message Protocol (ICMP) echo request is made.  The first function that ICMP has in this case is to verify if a host is active. Second, ICMP assists in troubleshooting. ICMP supports an echo function, which sends a packet on a round--trip between two hosts. (Ping, a common network management tool, is based on this feature. Ping will transmit a series of packets, measuring average round trip times and computing loss percentages.) 
This rule alerts on a generic ICMP request when no payload is included in the message or the payload, does not match more specific rules. All types of systems are affected by this rule. The types of attacks detected are when the attackers to determine the life hosted in a network before launching an attack. Generally, the complexity of this type of attacks has a very small complexity. Sometimes echo requests that are used to troubleshoot networking problems might be falsely signaled as “attacks”.  The corrective action realized in this case is to block the inbound ICMP echo requests.
Rule Sid 408 generated an event when a network host send an ICMP Echo Reply in response to an ICMP Echo Request message. An ICMP Echo Reply message is sent in response to an ICMP Echo Request message.  If the ICMP Echo Reply message reaches the requesting host it indicates that the replying host is alive. As previous studied rule, Sid 408 uses a specific propriety of ICMP function: sending ICMP Type 0 Code 0 means, according to RFC standard 792, defining a messaging type for ICMP Echo Reply datagrams.  This type of message is used to determine if a host is active on the network or not.


A remote attacker may use ICMP Echo Request datagrams to determine active hosts on the network in prelude of further attacks. Numerous tools and scripts can generate this type of ICMP datagram. There are not known cases of False Positive or False Negative. The action required is to use ingress filtering to prevent ICMP Type 0 Code 8 messages from entering the network.

Rule Sid 469 generates an event when an ICMP ping typically generated by nmap tool is detected. This could indicate a full scan by nmap which is sometimes indicative of potentially malicious behavior. According with RFC specification, when nmap send the ICMP ping, by default, sends zero data as part of the ping. The nmap tool typically pings the host via ICMP if the user has root privileges, and uses a tcp-ping otherwise. As part of an information gathering attempt, an attacker may use nmap to see what hosts are alive on a given network.  If nmap is used for portscanning as root, the ICMP ping will occur by default unless the user specifies otherwise (via '-P0').

Nmap requires little or no skill to operate.  The only current identifying feature of nmap's ICMP ping is that the data size is 0.  It is entirely possible that other tools may send ICMP pings with zero data. Kontiki delivery manager used on windows platforms to download multimedia files is known to produce ICMP pings that can cause this rule to generate many events.

The only False Positives cases are when Avast antivirus update feature is reported to produce ICMP pings with zero data when connecting to the Avast servers. This can occur every 40 seconds if no reply is received by the client. The Avast clients attempts to ping one of the following servers: (URL: http://www.asw.cz/iavs4pro; IP: 195.70.130.34), (URL:http://www.avast.com/iavs4pro;IP: 66.98.166.72), 
(URL: http://www.iavs.net/iavs4pro; IP: 207.44.156.15)
URL: http://www.iavs.cz/iavs4pro; IP: 62.168.45.69)
There is none False Negatives. As a corrective action it is recommended that whenever users detect other suspicious traffic from this host (i.e., a portscan), they should follow standard procedure to assess what threat this may pose.  If you only detect the icmp ping, this may have simply been a 'ping sweep' and may be ignored.

Rule Sid: 486 generate an event when an ICMP destination unreachable (Communication with Destination Host is Administratively Prohibited) datagram is detected on the network.  This message is generated when a datagram failed to traverse the network.  This could be an indication of routing or network problems. This rule generates informational events about the network.  Large numbers of these messages on the network could indication routing problems, faulty routing devices, or improperly configured hosts. Numerous tools and scripts can generate these types of ICMP datagrams. There are none known as False Positives or False Negatives. This rule detects informational network information, so no corrective action is necessary.

Sid 1070 is a Windows specific rule, generates an event when an attempt is made to initiate a WebDAV SEARCH on a web server. It has an impact on information gathering. potential the Denial of Service (DoS). IIS 5.0 includes an implementation of WebDAV for purposes of web publishing. As shipped, it contains two vulnerabilities that can allow an attacker to get a complete directory listing from the web root and to DoS the Web server. If the target is IIS 5.0, then an attacker may have gotten a complete directory listing from within the web root, which can be useful information for attackers (could be a prelude to a more serious attack).  IIS 5.0's WebDAV implementation is also vulnerable to a Denial of Service vulnerability if the search string is too long. As mentioned, the affected components of the system are WebDav and IIS 5.0. By using the vulknerability of WebDav mentioned before, attacker gets a listing by sending something like:

SEARCH / HTTP/1.1.  Attacker DoSes the web server using pre-existing tools. It is an attack easy to create. There are none known False Positives or False Negatives. As a corrective action the host for signs of compromise should be checked. Also, an upgrade to the latest version will non-affect anymore the system. Also, WebDAV access to the server from external resources to the protected network should be disallowed.

Sid 1201 creates an event generated when a 403 error response code is returned to a

client by a webserver. This rule is about Information gathering. This event is generated when a 403 error response code is returned to a client by a webserver. This may indicate an attempt to gain unauthorized access to a web server or an application running on a web server. The 400 series error messages are used to indicate an error on the part of the browser client making the request to a web server. The 403 response indicates a request for a forbidden resource that cannot be accessed even with authentication credentials.

Many events may indicate a determined attempt to exploit a vulnerability on the victim server. Some applications do not perform stringent checks when validating the credentials of a client host connecting to the services offered on a host server. This can lead to unauthorized access and possibly escalated privileges to that of the administrator. Data stored on the machine can be compromised and trust relationships between the victim server and other hosts can be exploited by the attacker. All web server platforms will be affected. The attack consists in accessing the authentication mechanism and supplying his/her own credentials to gain access. Alternatively the attacker can exploit weaknesses to gain access as the administrator. This attack is relatively simple. Exploits for much vulnerability exist although no exploit code may be required. There are none known False Positives or None known or False Negatives. As a corrective action the administrative access from sources external to the protected network should be disallowed. Users have to ensure that the system is using an up to date version of the software and has had all vendor supplied patches applied. 
Sid: 1228 generate events detected when nmap XMAS scans are detected. System reconnaissance that may include open/closed/firewall ports, ACLs. Nmap sets the URG PSH and FIN bits as part of its XMAS scan. Typically, a closed port will respond with an ACK RST, whereas an open port may not respond at all.  However, this varies from machine to machine, and also depends on what (if any) filtering policies are in place between the hosts in question. All systems are affected. As part of information gathering that may occur before a more dedicated attack, an attacker may choose to use nmap's XMAS scan to determine open/closed ports. As a level of difficulty, the ease of Attack is considered trivial.  Nmap is freely available to anyone who wishes to use it. The only requirement is to have root/elevated privileges (the XMAS scan requires this) and a lack of proper filtering between the two machines. There are not known False Positives or False Negatives. The FIN, PSH and URG flags should never be seen together in normal TCP traffic. As a corrective action it is necessary to determine what ports may have responded as being open, and what clues that may give an attacker relating to potential attacks. 
Sid: 1292 is specific Windows, an event considered to have a post-compromise behavior indicating the use of Windows directory listing tools. The impact varies by case. An attacker might have gained an ability to execute commands remotely. This rule is aimed at catching the standard Windows commands for listing directories. The string "Volume Serial Number" is typically shown in front of the directory listing on Windows NT/2000/XP.  Seeing such a response in the HTTP traffic indicates that somebody have managed to "convince" the web server to spawn a shell bound to a web port and have successfully executed at least one command to list the directory. Note that the source address of this signature is actually the victim and not the attacker as for the exploit signatures.

An attacker gains an access to a Windows web server via IIS vulnerability and manages to start a cmd.exe shell. He then proceeds to look for interesting files on the compromised server via the "dir" command. This attack is considered to be simple. This post-attack behavior can accompany different attacks. AS a False Positives this rule could generate an event if the string "Volume Serial Number" appears in the content distributed by the web server, in which case the rule should be tuned. There are none known False Negatives. In order to correct the situation it is required to investigate the web server for signs of compromise. Use system integrity checking software, check for other IDS alerts involving the same IP addresses.

Rule Sid: 1420 generate an event when an SNMP-Trap connection over TCP to an SNMP daemon is made. It has an impact on information gathering. The SNMP (Simple Network Management Protocol) Trap daemon usually listens on port 162, tcp or udp. An attacker may attempt to send this request to determine if a device is using SNMP. Devices running SNMP daemons on well known ports.

An attacker sends a packet directed to TCP port 162, if sucessful a reply is generated and the attacker may then launch further attacks against the SNMP daemon.The attack is considered simple. There are none known False Positives or False Negatives.

Corrective Action: Use a packet filtering firewall to protect devices using the SNMP 

protocol and only allow connections from well-known hosts.

Rule Sid: 2466 generate an event when an attempt is made to gain access to private resources using Samba. The domain affected is for information gathering, system integrity compromise and possible unauthorized administrative access to the server. This event is generated when an attempt is made to use Samba to gain access to private or administrative shares on a host. All systems using Samba for file sharing or file and print sharing for Windows will be affected. Many attack vectors are possible from simple directory traversal to direct access to Windows administrative shares. The attack is considered as simple in complexity. Exploit software is not required. There are none known False Positives or False Negatives. As corrective actions required is to ensure that the system is using an up to date version of the software and has had all vendor supplied patches applied. We should check the host logfiles and application logs for signs of compromise.

